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1 Foreword 

 

1.1 Copyright, Trademark and Legal Notices 

 

1.1.1 Copyrights 

 

¶ This User Guide and the related Software Product(s) are protected under a 
Copyright dated 2017 by NewEra Software, Inc. All rights are reserved.  

 

1.1.2 License Agreement 

 

¶ This User Guide describes the installation and operation of The Control Editor, its 

environment and applications. It is made available only under the terms of a license 

agreement between the licensee and NewEra Software, Inc. No part of this Guide or 

the related Software Product(s) may be reproduced or transmitted in any form or by 

any means, electronic or mechanical, including photocopying and recording, for any 

purpose, without the express written permission of NewEra Software, Inc. 

 

1.1.3 Trademarks and Copyrights of Others 

 

¶ The following products and/or registered trademarks of International Business 
Machines Corporation (IBM) are referenced in this document: MVS, VM, RACF, z/OS, 
SYSPLEX, JES, VTAM, TSO, ISPF, ICKDSF, DFSMSdss, and DF/DSS. Other company, 
product or service names may be trademarks or service marks of IBM or other 
organizations. 
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1.2 About this Document 

 
This document is intended for those that have been given the responsibility to install, 
maintain, and support users of The Control Editor (TCE). It will explain, in detail, how The 
Control Editor is installed and configured. 

 

1.2.1 Organization ï Operational Overview 

 

¶ An Overview of TCE and its primary Productivity and Control functions are 

presented in the first eight sections of the document, the Core Document. 

1.2.2 Organization ï Operational Detail 

 

¶ A detailed description of the ICE and TCE Installation process and the TCE 

Configuration members and other important details are presented in various 

Appendices to the Core Document. 

 

1.3 General Information   

  

1.3.1 Other Documents and Resources  

 

¶ In addition to this document, new users will benefit from the content of these three 
additional documents:  

 
1. The Control Editor Read Me;  
2. Getting Started with The Control Editor; 
3. The TCE Administratior Dialog User Guide. 

 

¶ All of these documents are available in PDF format as downloads on the NewEra 
web site or can be requested directly by contacting NewEra Technical Support by 
email at the following email address: support@newera.com. 

  

1.3.2 Online Help ï PFK1  

 

¶ In addition to the information contained in this document and others, The Control 
Editor user may access an Online Help Tutorial for any given panel by pressing PFK1 
once the panel is fully displayed. 

  

mailto:support@newera.com
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1.3.3 Reporting Problems  

 

¶ When reporting a Control Editor problem to NewEra Technical Support, please 
provide the following information so that we may resolve the issue expeditiously: 

 
1. The JOBLOG/JCL/MESSAGE output from IFOM and IFOS; 
2. The contents of the NSECTLxx and NSEJRNxx members; 
3. An ISPF 3.4 listing of the Journal Datasets showing the allocation and DCB 

information; 
4. An ISPF 3.4 listing of the datasets in NSECTLxx.  
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1.4 Technical Support Information 

 
NewEra Software is dedicated to providing the highest level of technical support to meet our 
customersΩ growing needs. In order to meet these needs, NewEra provides around-the-clock 
technical support, 7 days a week, 24 hours a day. 

 

1.4.1 Reach us by Telephone - Business Hours 

 

¶ In case of an emergency, please use the following phone numbers to reach our 

technical support staff during normal business hours (6 AM to 4 PM Pacific Time): 

 

1. In North America, dial 1-800-421-5035 

2. Outside North America, dial 1-408-520-7100 

1.4.2 Reach us by Telephone - Non-Business Hours 

 

¶ During non-business hours, phone the above numbers and you will receive 

instructions on how to contact a Technical Support Representative or a Technical 

Support Manager. 

1.4.3 Reach us by Email ï support@newera.com 

 

¶ If you have access to the Internet, you can send our technical support staff an email 

message (support@newera.com). Your email message will be answered by the next 

business day. If you have product technical questions or product recommendations, 

you can send them as an email message. 

1.4.4 Reach via the World Wide Web ï www.newera.com 

 

¶ If you have access to the Internet, you can access our technical support from 

www.newera.com. Your request will be answered by the next business day. 

1.4.5 We Want Your Comments and Suggestions! 

 
¶ NewEra understands the significance of providing our customers with the highest 

quality support and welcomes all suggestions as to how we may improve. Email us:  

 

support@newera.com 
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1.5  About The Control Editor 

 
A Control and Productivity gap exists between conventional Change Management Systems 
and your External Security Manager (IBM-RACF, CA-ACF2, CA-Top Secret), making it difficult 
to comply with System Programming and System Security best practices. These practices are 
intended to shield the z/OS System Configuration, on an LPAR by LPAR basis, from 
unauthorized and/or undocumented changes but more often than not result in findings of 
non-compliance with industry and regulatory configuration control requirements. 

   

1.5.1 TCE Compensates for Shortcomings 

   

¶ First: enhancing the TSO/ISPF environment with state-of-the-art tools that automate 
configǳǊŀǘƛƻƴ ōŀŎƪǳǇǎ ŀƴŘ ǇƭŀŎŜ ŀǘ ȅƻǳǊ ǎǘŀŦŦΩǎ ŦƛƴƎŜǊǘƛǇǎ ŀŎŎŜǎǎ ǘƻ /ƘŀƴƎŜ IƛǎǘƻǊȅΣ 
Restore Points, Member Testing and Configuration Maps. Interactive Change 
Descriptors are easily added on a Dataset by Dataset basis to ensure that 
information is collected from the user at the point of the actual change to critical 
components; 

 

¶ Second: extending the conditional access rights granted by your ESM from dataset 
boundaries to the Member Level, allowing you to enforce such rights based on 
member name, prefix, suffix, and as needed, by day, date and time. Within the TCE 
ŎƻƴǘǊƻƭǎ ŎƻƴǘŜȄǘΣ άConfiguration Update Projectsέ Ƴŀȅ ōŜ Ŝŀǎƛƭȅ ŎǊŜŀǘŜŘΣ ŀŎǘƛǾŀǘŜŘΣ 
stored and reused with the assurance that Projects are fully documented, άhǇŜƴŜŘ 
ŀƴŘ /ƭƻǎŜŘ ƻƴ {ŎƘŜŘǳƭŜέ, and that Project Reports and Monitors support compliance 
requirements.  

 

1.5.2 TCE Administrator Role 

 
TCE is fully under the control of the z/OS Administrator. Using a 3270 interface she 
can easily define Control Boundaries (Datasets, Operator Commands, System 
Events) within which TCE will be vigilant. Changes, even those made outside the 
TSO/ISPF domain, are captured and reported; all changes are permanently stored in 
Control Journals for use in interactive or batch Forensic and Periodic Management 
Reporting. For a more detailed description of available functions designed to 
support Administrative activities, see The TCE Administrator Dialog User Guide. 
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1.6 System Requirements 

 

1.6.1 Prerequisites  

 

¶ To use The Control Editor, you will need Integrity Controls Environment (ICE) 
15.0 P0 and above and z/OS V1R10 or higher. You will find the latest release of 
ICE at www.newera.com.  

 

1.6.2 The License Key  

 

¶ A License Key is required to activate The Control Editor. Once the License Key is 
inserted, The Control Editor functions will be unlocked the next time you logon 
to the ICE Environment. 

 

1.6.3 Releases Prior to Release 15.0 of ICE  

 

¶ If you are a current ICE user and have not yet upgraded to Release 15.0, special 
care should be taken when you do upgrade to 15.0 to remove all pre-existing 
ICE Libraries.  
 

¶ All pre-existing Inspection Reports (logs) and Package/Blueprints (packages) are 
fully supported in Release 15.0.  However, existing HFS/zFS Control Journals 
must be converted to the new Control Journal default format RB4K. Contact 
NewEra Technical Support for assistance throughout the conversion process. 

 

1.6.4 Event Notification Service 

 

¶ To use IFOM with external notification, the minimum z/OS release level is z/OS 
1.9. 

 

¶ At z/OS 1.9, the NSIMTC3 REXX exec must be installed in the system REXX 
SYS1.SAXREXEC dataset.  For z/OS 1.10 or newer, the NSIMTC3 REXX exec can be 
installed in either the SYS1.SAXREXEC dataset or in a user defined system REXX 
dataset as defined with the AXRxx parmlib member. 

 

¶ The NSIMTC3 REXX exec is invoked through system REXX which uses a 
secondary address space to perform its work.  The address space names used 
rotate through jobs named AXR01 - AXR08 and run under USERIDs of the same 
name.  USERIDs AXR01 - AXR08 should be set up within the corresponding 
security product and should be set up with an OMVS security segment as well as 
an OMVS UID. 

http://www.newera.com/
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1.7 Things to look out for 

 

1.7.1 Critical Relationship 

 

¶ ¢ƘŜǊŜ ǎƘƻǳƭŘ ōŜ ŀ άhƴŜ-to-hƴŜέ ǊŜƭŀǘƛƻƴǎƘƛǇ ōŜǘǿŜŜƴ ŀ 5ŀtaset Category/Class 
and the Valid Datasets assigned/associated with the Category/Class. This is 
ŎƻƴǎƛŘŜǊŜŘ ŀ ά/ǊƛǘƛŎŀƭ wŜƭŀǘƛƻƴǎƘƛǇέ ǘƻ ǘƘŜ ƛƴǘŜƎǊƛǘȅ ƻŦ ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ŎŀǇǘǳǊŜŘ 
in the Control Journals and displayed in the various Control Editor panels and 
reports.  

 

1.7.2 User Access to Datasets  

 

¶ The Control Editor does not do any additional security checking when a user 
attempts to access a member, as any required security should already be in 
place. If the user does not have READ authority when the edit starts, then the 
user will get an open error.  At exit (save), if the user does not have UPDATE 
authority to the member, then the user will get an open for output error.  This is 
consistent with the way the normal processing of the ISPF editor works.  

 

1.7.3 External Security Manager Issues 

 

¶ The NSEJRNxx and NSECTLxx UPDATE (but is not needed for BROWSE or EDIT) 
function accessed via the Administrator Interface requires that the following 
(the example is for RACF) or equivalent changes must be made to the External 
Security Manager (ESM) settinƎǎ ǿƘŜǊŜ άǳǎŜǊƛŘέ ƛǎ ǘƘŜ ¢{h ǳǎŜǊ L5 ŦƻǊ ŜŀŎƘ ǳǎŜǊ 
that will be given TCE Dynamic Update Authority. 

 
RDEFINE FACILITY NEZ.NSEPARM.** UACC(NONE)                        
PERMIT NEZ.NSEPARM.** CLASS(FACILITY) ID(userid) ACCESS(READ)    
SETROPTS REFRESH RACLIST(FACILITY) 

 

1.7.4 Journal Multivolume Dataset Toleration 

 
¶ It is recommended that Multivolume datasets should not be used for BSAM 

journals. When the journal subsystem attempts to write to a journal that causes 
a switch to a second volume, the second volume will be ignored and the current 
journal will be closed and a new journal will be created. This will leave an empty 
extent on the second volume and only the extents of the first volume will be 
used by the journal subsystem. 
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1.7.5 Moving to Shared Journals 

 

¶ Care must be taken when moving to a Shared Journal environment, with the 

intention of utilizing already existing BSAM or HFS/zFS Formatted Journals.  In 

these cases contact NewEra Technical Support for assistance in converting the 

existing Journals to an intermediate format that can be converted to the Shared 

Journal File Format RB4K.  

 

1.7.6 Conflicts with SMF Exits 

 

¶ The allocation of TCE Control Journal Datasets is based on Best Practice 

Configuration Defaults or Default overrides specified in the TCE Configuration 

Member NSEJRNxx. When an SMF Allocation Exist is present these desired 

Allocation Parameters may be superseded by Exit specifications and result is 

unpredictable Journal Allocation errors. 

 

1.7.7 Outdated IFOM Procedures 

 

¶ The Parameter Keywords and Values specified in the IFOM Procedure are not 

static and will change from one TCE release to the next. Attempting to start a 

ƴŜǿ ǊŜƭŜŀǎŜ ƻŦ ¢/9 ǿƛǘƘ ŀƴ ΨhƭŘ twh/Ω ƛǎ ƴƻǘ ŀƴ ŀŘǾƛǎŀōƭŜ ǇǊŀŎǘƛŎŜΦ 

 

1.7.8 ReadMe File 

 

¶ For additional assistance concerning product inǎǘŀƭƭŀǘƛƻƴΣ ǊŜǾƛŜǿ ǘƘŜ άwŜŀŘaŜέ 

file associated with the product download. 
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1.8 Control Editor Limitations  

 
This release of The Control Editor has the following restrictions and/or limitations. If you are 
uncertain as to how this may affect the operation and/or function of The Control Editor in 
your z/OS environment, contact NewEra Technical Support at support@newera.com for 
assistance. 

 

1.8.1 Large Datasets 

 

¶ If you have extremely large datasets, there is a potential to exhaust memory 

during The Control Editor processing. You can change your memory allocation 

by modifying your IFOS region size (you will need to LOGOFF, then LOGON to 

ICE). 

 

1.8.2 Take care when setting Split-Screen support 

 

¶ There is split-screen support for The Control Editor under TSO but you must 

follow the instructions found in the Installation Section carefully to avoid 

problems.  

 

1.8.3 Use Site Standards for HLQ 

 

¶ When allocating the Control Journals using the configuration member 

NSEJRN00, follow your site standards for HLQs and SMS definitions (e.g. 

STORCLAS).  

 

1.8.4 Moving to Shared Journals 

 

¶ Care must be taken when moving to a Shared Journal environment, with the 

intention of utilizing already existing BSAM or HFS/zFS Formatted Journals.  In 

these cases contact NewEra Technical Support for assistance in converting the 

existing Journals to an intermediate format that can be converted to the Shared 

Journal File Format RB4K.  
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1.8.5 Padlock Control - Operator Commands 

 

¶ Lƴ ǘƘƛǎ ǊŜƭŜŀǎŜ ƻŦ ¢/9 ΨtŀŘƭƻŎƪ /ƻƴǘǊƻƭΩΣ ŀƭƭƻǿκŘŜƴȅΣ ǳǎŜ ƻŦ hǇŜǊator Commands 

is limited to IBM-RACF Operator Commands. A more general Control Interface is 

planned for a future release. This notwithstanding, as in past releases, when 

defined to TCE as controlled commands all SET, MODIFY, Miscellaneous, IBM-

RACF, CA-ACF2 and CA-Top Secret operator commands will be noticed and 

recorded. 
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1.9 Recent Enhancements to The Control Editor 

 
Updates to The Control Editor are made frequently and are available to Licensed Users. The 
listing below briefly describes enhancements in this and prior releases. 

 

1.9.1 In This Release ï TCE 15.0 

 

¶ Shared Journaling ς A new configuration option is now available that allows all 
Control Events occurring on any LPAR throughout the Sysplex to be managed 
from a single consolidated Control List. Events managed in this way are 
recorded in a single set of Control Journals.  
 

¶ Volume Serial and System Name Control List Dataset definitions are now 
honored in the consolidated Control List. This greatly enhances the specific 
idŜƴǘƛŦƛŎŀǘƛƻƴ ƻŦ άhǳǘ-of-tƻƭƛŎȅέ Detected Changes by automated TCE Change 
Detection processes. 
 

¶ File Formats and Record Lengths below and beyond FB(80) (Fixed Block 80 byte) 
are now supported by Control Editor Control List and Journal Management 
functions. 
 

¶ Administrator Dialogs ς A new series of interactive 3270 Dialogs are now 
available to assist the TCE Administrator with configuration setup and 
maintenance. In order to assure, to the extent possible, the Integrity of the TCE 
Configuration, these Dialogs are accessed via the CONTROL Options from the 
Control Editor Primary Menu and by Default, Padlock Protected. 
 

¶ The Change Descriptor may now be alternately defined as an ISPF POP-UP as 
well as a full screen dialog. 
 

¶ ¢ƘŜ b9½¦¢L[ άW/[ ²ǊŀǇǇŜǊέ ƛǎ ŀǾŀƛƭŀōƭŜ ǘo encapsulate existing BATCH JCL for 
the purpose of determining and recording member changes as a result of JOB 
execution that impact Controlled Categories named in a definable dataset. 

 

¶ Padlock access control can now be defined and applied to restrict an ƛƴŘƛǾƛŘǳŀƭΩǎ 

usage of named IBM-RACF Operator Commands. These restrictions are 

implemented using the available IBM-RACF EXIT IRREVX01. 

 

1.9.2 In Prior Releases 

 

¶ For a listing of enhancements in Prior Releases see Appendix C of this User 
Guide.  
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1.10 Functions Regressed in The Control Editor 

 
From time to time new interfaces and functions will replace those found in prior releases of 
The Control Editor. The listing below briefly describes regressed functions in this and prior 
releases. 

 

1.10.1 In this Release ï TCE 15.0 

 

¶ With this release TCE provides its own unique File Access Method ς RB4K 

(Relative Block Addressing 4k). As RB4K is now the recommended file format 

for Control Journals, a conversion utility is provided that will convert existing 

BSAM and HFS/zFS files, making them compatible for use with the new RB4K 

format. Consult with NewEra Technical Support on your plans and/or needs to 

convert existing Journals. 

 

¶ It is not considered a Best Practice to continue to use either BSAM or HFS/zFS 

as a Journal format. Neither BSAM nor HFS/zFS is allowed when Sharing 

Control Lists and Journals between LPARs.  

 

¶ The functions provided by the ACTIONS Option previously accessible from the 

Control Editor Primary Menu are now accessible only to the TCE 

Administrator(s) and are accessed via the CONTROL Option. 

1.10.2 In Prior Releases 

 

¶ With this release TCE will no longer support execution on z900 or older 
processors.  This regression results from the use of the LARL instruction, which 
is only supported on z10 or newer processors. 

 

¶ With this release, users currently deploying TEMPLATE descriptors are 
encouraged to migrate to the newly announced DESCPNL descriptors. Future 
enhancements to edit descriptors will be directed to DESCPNL descriptors and 
enhancements and support for TEMPLATE descriptors are now frozen.  New 
users of edit descriptors should not configure their environment to use 
TEMPLATE descriptors. 

 

¶ History Function - The History function selection option, previously accessed 
from The Control Editor Administrator Primary Menu, has been removed from 
the panel. In prior releases this function, which required the downloading and 
installation of two separate modules, ISNEDIT and ISNTEXT, was used as a 
gateway to Batch Reporting and Ad Hoc Query. ISNEDIT and ISNTEXT are no 
longer required. 
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1. Batch Reporting ς The TCE Background Reporting Interface has replaced all 

prior Batch Reporting functions. This interface is accessible via the 
redesigned Journal Interface. These new panels and services are supported 
by the addition of a new ICE Task NSWCEFM. NSWCEFM controls the 
background reporting cycle and intervals within a given cycle. This process 
is managed through control card settings in the ICE control member, 
NSEPRMxx.  

 
All users are encouraged to move away from Batch Reporting to 
Background Reporting as soon as possible. Users who wish to continue to 
use Batch Reporting as supported in prior releases should contact NewEra 
Technical Support for assistance. 

 
2. Ad Hoc Query - In this release the Ad Hoc Query function has been 

upgraded and relocated from the History Primary Menu to the redesigned 

Journal Interface.  

 

¶ Restore Function - The Restore function selection option previously accessed 

from The Control Editor Administrator Primary Menu has been removed from 

the panel and relocated to the redesigned Journal Interface.  
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1.11 Planned Enhancements 

 
The following TCE Enhancements are planned for delivery in a future release. 
 

1.11.1 Unix Support 

 
Support for OMVS/zUNIX files in a manner similar to that provided by TCE over 

z/OS Datasets and Members. 

1.11.2 TCE Projects 

 
Support for TCE Managed Projects (TimeLock) allowing for the creation and 

enforcemeƴǘ ƻŦ Ψ!ŎŎŜǎǎ ²ƛƴŘƻǿǎΩ (defined to open/close based on day, date and 

time specifications) in which Access to Project Resources (Datasets, Members, 

Commands) will be allowed or denied. 

1.11.3 TCE Approvals 

 
Under certain configuration management protocols it is desireable to obtain 
Ψ{ǇŜŎƛŦƛŎ aŀƴŀƎŜƳŜƴǘ !ǇǇǊƻǾŀƭΩ ƻŦ ƛƴŘƛǾƛŘǳŀƭ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŎƘŀƴƎŜΦ .ŜŎŀǳǎŜ ƻŦ ǘƘŜ 
nature of z/OS configurations and a desire for rapid deployment of changes to 
ǘƘŜƳ ǘƘƛǎ ǇƭŀƴƴŜŘ tŀŘƭƻŎƪ ŎƻƴǘǊƻƭ ŜƘƴŀƴŎŜƳŜƴǘ ǿƛƭƭ ōŜ ƛƳǇƭƛƳŜƴǘŜŘ ƻƴ ŀƴ Ψ!Ŧter-
the-CŀŎǘΩ ōŀǎƛǎΣ ŀƭƭƻǿƛƴƎ ǘƘŜ ŀǇǇǊƻǾƛƴƎ ŀǳǘƘƻǊƛǘȅ ǘƻ Ψ.ŀŎƪ-hŦŦΩ ŎƘŀƴƎŜs that are 
disallowed. Optionally, notification of such actions would be sent to the originator. 
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3 What to Expect 
 
The Control Editor (TCE), an Integrity Controls Environment (ICE) Application, is a unique z/OS 
System Utility that enhances the TSO/ISPF experience for z/OS System Programmers by fully 
automating, step-by-step, the individual tasks that lead towards compliance with the Best z/OS 
System Programming Practices. It provides a level of control over these tasks as they are being 
performed in order to reinforce boundaries established by any External Security Manager (ESM) 
and supports all z/OS Change Management Systems (CMS).  

 

3.1 Boundary Configurations 

 
TCE is fully under the control of the z/OS Administrator. Using a 3270 Interface, Control 
Boundaries (Categories, Datasets, Commands, System Messages and Projects) are easily 
defined. Within each boundary TCE will be vigilant for access rights and changes. Changes, 
even those made outside the TSO/ISPF domain, are captured and reported; all changes are 
permanently stored in Control Journals for use in interactive or batch Forensic and Periodic 
Management Reports. 
 

3.2 Sysplex-Wide Control 

 
¢/9 Ŏŀƴ ƻǇŜǊŀǘŜΣ ŀǘ ǘƘŜ ǳǎŜǊΩǎ ŘƛǊŜŎǘƛƻƴΣ ŀǎ ŀ ǘƻƻƭ ŀŎǘƛǾŜ ƻƴ ŜŀŎƘ [t!wΣ ǘǊŀŎƪƛƴƎΣ ŎƻƴǘǊƻƭƭƛƴƎ 
and reporting activity that occurs on that LPAR, or can operate as a SYSPLEX tool monitoring 
and controlling all activity occurring on all LPARS within a SYSPLEX. A more detailed 
explanation for the setup of a SYSPLEX tool follows in later sections of this document. 
 

3.3 Controlled Datasets 

 
TCE provides many services to TSO/ISPF users as they perform support activities used against 
TCE Controlled Datasets. These datasets (Sequential, PDS, or PDSE) can be determined 
automatically by TCE and/or can be defined by the TCE administrator.  
 

3.4 Productivity and Control 

 
Productivity Services provided by TCE, Automatic Backups, Change History, Restore Points, 
Component Inspection and Change Impact are designed to assist TSO/ISPF users at the point 
where changes are actually made. Control Services: Change Descriptor and Member Level 
Control work with all External Security Managers to reinforce existing ESM defined 
boundaries. To many TCE is considered a Ψ/ƻƳǇŜƴǎŀǘƛƴƎ /ƻƴǘǊƻƭΩ, filling a long-standing 
functional gap that exists between Change and External Security Managers. 
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3.5 How it Works 

 
Designed ǘƻ ά[ƛǎǘŜƴέ ƻƴ ǾŀǊƛƻǳǎ z/OS subsystem interfaces, TCE matches system events 
against predetermined event profiles (Control Lists). When a targeted event is detected TCE 
follows a prescribed set of Administrator defined actions: logging the event in TCE 
Maintained Control Journals, possibly prohibiting the event i.e. submits, commands, updates 
and/or sending event notification. ¢ƘŜǎŜ ǇǊƻŎŜǎǎŜǎ ǊŜǉǳƛǊŜ ƴƻ Ȋκh{ ƳƻŘƛŦƛŎŀǘƛƻƴǎΣ άIƻƻƪǎέ 
ƻǊ ά9Ȅƛǘǎέ.  
 
This design also allows for immediate detection and actions to be taken as a result of these 
events. There is no need to process SMF records or submit additional jobs to determine the 
results that match events; the results are known without a delay. 
 
For all edit type activities, EDIT, Create, Delete, Rename, Copy, etc., TCE is able to accomplish 
via the Edit Service Window for ISPF (EDIF). While in the window, TCE enhances TSO/ISPF 
with the addition of several productivity and control enhancements.  
 

3.6 TCE Configurations 

 
TCE comes ΨwŜŀŘȅ-to-Use, Out-of-the-.ƻȄΩ conforming to a default that will immediately 
extend basic, default productivity and control services to IPLPARM and PARMLIB Datasets. As 
these services become well known, it is an easy next step to customize the TCE configuration 
to meet site specific needs. 
 
Several configuration members are provided that can be used to customize the set of 
productivity and controls specific to a class of events. These members can be directly 
managed using TSO/ISPF or the Ψ.Ŝǎǘ tǊŀŎǘƛŎŜΩ of using the support services offered by the 
TCE Administrator Dialogs.  
 

3.7 Category Specifications 

 
The first step in customizing TCE is to define a Control List. The Control List (NSECTLxx) 
contains the list of datasets to be protected by TCE beyond IPLPARM and PARMLIB and may 
be shared (as can Control Journals) between LPARs. The datasets are organized by Category.  
Each Category is then refined to include the controls and actions to be enforced by TCE that 
are specific to the Category. Datasets with the same productivity or control requirements will 
generally be grouped together in the same category. An unlimited number of datasets may 
be defined within a given category. 
 

3.8 Process Specifications 

 
The next step would be to enhance each Category with additional functions: Change 
Descriptor, Event Notification, and Member Access Rules. These configuration options are 
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defined in NSEJRNxx. NSEJRNxx contains Statements (80 column control cards) for defining 
how each event impacting a Category will be treated, for example, providing a descriptor for 
documentation at the moment a change event is detected. Records in the Control Journals 
contain information about each detected event, such as a message, a command being 
entered and its response, or in the case of the content change or submission of a member, 
detail about the dataset, member, type of activity, and system where the change was made. 
 

3.9 Event Reporting 

 
TCE provides access to the information recorded in the journals in several ways, via 
notification of individual events, reporting of events within an interval of time, via a 3270 
Dashboard and Timeline, and batch reporting of All TCE Events, TCE Configuration Changes 
and possible TCE Configuration Errors.   

 

3.10 About this Document 

 
This document is intended for those that have been given the responsibility to install, 
maintain and support users of The Control Editor (TCE). It will explain in detail how The 
Control Editor is installed and configured. 

 

¶ An Overview of TCE and its primary Productivity and Control functions are presented in 

the first eight sections of the document, the Core Document. 

 

¶ A Detailed description of the ICE and TCE Installation process and the TCE Configuration 

members and other important details are presented in various Appendices to the Core 

Document. 
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4 The Integrity Controls Environment (ICE) 
 
The Control Editor (TCE) is an Integrity Controls Environment (ICE) Application that provides 
productivity and control features in both the ICE (VTAM Application Started Task) and the 
TSO/ISPF Environments.  

         
 
        

4.1 ICE Applications 

 
Like all ICE applications, TCE is fully integrated into the ICE Application Support 
Architecture sharing data and resources with all other ICE Applications: Image FOCUS, 
The Supplementals, The Viewer and The IPLCheck Family. All ICE Applications, including 
the TCE System Administration Functions, are accessed from the ICE Primary Menu.  

 

4.1.1 Image FOCUS 

 
The Image FOCUS Application set automatically discovers, extracts, blueprints and 
inspects the z/OS configuration components that comprise a Sysplex and its Images. 
Process findings are shared with other ICE applications via a Sysplex Audit Log. 

 

z/OS	Configuration	Management	and	Auditing	ςICE	15	- Overview

Discovery	&	Extraction

Repositor ies

Trusted	Elements

Sysplex	Wide:System	Specific:

ü Inspections
ü Packages
ü Blueprints
ü Journals
ü Views
üQuery
ü Reports
üOSAudit

ü z/ OS
ü JES
ü VTAM
ü TCPIP
üCICS
üHZSPROC
ü LINUX
üMod/ Mbr

(Packages,	Blueprints,	Control	Journals)

(Unique	and	Common)

Integr ity	Controls	Environment	ɀRelease	15

ICE	Applications:

IPLCheck	- Family ICE	- ViewerSupplementals

Image	FOCUSThe	Control	Editor

IFO	Audit	Log
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4.1.2 The Control Editor 

 
The Control Editor should be considered a ά/ƻƳǇŜƴǎŀǘƛƴƎ /ƻƴǘǊƻƭέ ǘƘŀǘ reinforces 
security provided by the External Security Manager (ESM) over the z/OS 
configuration components. TCE significantly enhances support staff productivity and 
the achievement of z/OS System Programming Best Practices. 

 

4.1.3 The Supplementals 

 
These optional ICE applications provide both additional Inspection and Monitoring 
functions that extend the scope of the ICE processing to include: Load Libraries, 
CSDS Datasets, IODF Datasets, named System Health Checkers, RACF and DB2 
Configurations. 

 

4.1.4 The IPLCheck Family 

 
¢ƘŜ Lt[/ƘŜŎƪ CŀƳƛƭȅ ƛǎ ŀƴ ƛƴǘŜƎǊŀǘŜŘ ǎŜǘ ƻŦ tǊŜŘƛŎǘƛǾŜ CŀƛƭǳǊŜ !ƴŀƭȅǎƛǎ όtC!ύ άIŜŀƭǘƘ 
/ƘŜŎƪǎέ ǘƘŀǘ ŜǾŀƭǳŀǘŜs production and alternate z/OS and sub-system configuration 
settings agŀƛƴǎǘ ΨIndustry Best PracticesΩ ǘƻ ǇƛƴǇƻƛƴǘ ǘƘŜ ŎŀǳǎŜǎ ƻŦ ǇƻǘŜƴǘƛŀƭ ǎȅǎǘŜƳ 
initialization failures and to document dynamic changes in the LNKLST, LPALST, 
APFLST and System Symbols that often limit system resource access in a Post-IPL 
environment. 

 

4.1.5 The ICE Viewer 

 
The ICE Viewer provides an interactive Focal Point from which individual users may 
access reports and worksheets derived from findings provided by the IBM Health 
Checker for z/OS and the ICE Applications: Image FOCUS, The Control Editor and The 
Supplementals as they are configured to run on local and/or remote systems. 
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4.2 Starting the ICE Application Environment 

 
The startup of the ICE Application Environment, AKA the Image FOCUS Environment, is 
defined in the IFOM Procedure found in the ICE INSTLIB and is created, as defined, when 
the IFOM PROC is started.  Two configuration statements within the PROC must be 
defined before the PROC can be started correctly. 

 

4.2.1 High Level Qualifier 

 
The Dataset Qualifiers that will be used to complete the fully qualified name of ICE 
controlling (LOAD and PARMLIB) and TCE working (CTL.PAD, JRN.PAD and 
CTL.GLOBAL) Datasets ƛǎ ŘŜŦƛƴŜŘ ǘƻ b{{twC·ҐΣ ŦƻǊ ŜȄŀƳǇƭŜ ΨLChΦ¢9{¢Ω ŀǎ ǎƘƻǿn 
below: 

 
//IFOM    PROC NSSPRFX='IFO.TEST',  

 

4.2.2 NSEPRMxx Suffix 

 
The working NSEPRMxx Parmlib Member, the single point of control for all ICE 
!ǇǇƭƛŎŀǘƛƻƴǎΣ ƛǎ ŘŜŦƛƴŜŘ ǘƻ twaҐΣ ŦƻǊ ŜȄŀƳǇƭŜ ΨллΩ ŀǎ ǎƘƻǿƴ ōŜƭƻǿΥ 

 
//             PRM='00'  

 

Note that before the IFOM PROC can be started correctly that the referenced 
NSEPRMxx Parmlib member must be correctly configured by defining: 

 
1. ICE Operational TASK to be started by IFOM 
2. TCE Configuration Member Suffixes to Prevail after startup 
3. ICE Application License Keys and 
4. IFOM Address Space Operational Characteristics 
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4.3 Activating ICE Applications 

 
ICE Applications are activated when the primary, controlling ICE Started Task (IFOM) is 
executed (IFOM PROC). The resulting configuration of the Integrity Controls 
Environment (ICE) that emerges from this process is determined by configuration 
definitions: Task Activation, TCE Member Suffixes, License Keys and ICE Address Space 
characteristics found in the ICE NSEPRMxx Parmlib Member. 

 

4.3.1 Starting IFOM 

 
To start the ICE Application Environment, issue the following operator Command: 
 
S IFOM  (START IFOM)  

 

Note that before the IFOM PROC can be started correctly that the referenced 
NSEPRMxx Parmlib member must be correctly configured. 

 

4.3.2 Sample PROC 

 
* --------------------------------------------------------------------- *  

//*                    NEWERA IMAGE FOCUS ENVIRONMENT                 *  

//*                       STARTED TASK PROCEDURE                      *  

//*                                                                   *  

//*             MULTIUSER IMAGE FOCUS PRIMARY ADDRESS SPACE           *  

//*                                                                   *  

//*              NSSPRFX -  PREFIX FOR IMAGE FOCUS DATASETS            *  

//*                                                                   *  

//* ------------------------------------------ --------------- ---------- *  

//*  

//IFOM    PROC NSSPRFX='IFO.TEST',  

//             PRM='00'                  

//*  

//* NOTE: MAKE SURE A KEYWOR D ENDING COMMA REMAINS IN COLUMN 71 

//*       OF THE PARM FIELD OTHERWISE CONTINUATION ERRORS MAY OCCUR  

//*  

//IEFPROC EXEC PGM=NSEINIT,  

//             REGION=20M,  

//             DYNAMNBR=350,  

//        PARM='APPL=IFO,ULOG=Y,SUBS=IF01,UMAX=0,ICMD=PX PROFM,S P=IFOS,  

//             PRM=&PRM,VTSB=N'  

//*  

//* THE FOLLOWING DATASETS MAY BE SHARED WITH IFOMS ON OTHER SYSTEMS  

//*  

//STEPLIB   DD DISP=SHR,DSN=&NSSPRFX..LOAD  

//NSEPARM   DD DISP=SHR,DSN=&NSSPRFX..PARMLIB  

//NSECTLNP  DD DISP=SHR,DSN=&NSSPRFX..CTL.NPAD  

//N SECTLDS  DD DISP=SHR,DSN=&NSSPRFX..CTL.GLOBAL 

//NSEJRNNP  DD DISP=SHR,DSN=&NSSPRFX..JRN.NPAD  

//*  

//* THE FOLLOWING DATASETS MUST BE UNIQUE FOR EACH IFOM  

//*  

//ICEWORK   DD DISP=SHR,DSN=&NSSPRFX..ICEWORK  

//NSETABB   DD DISP=SHR,DSN=&NSSPRFX..SISPTABB  

//*  

//SYSUDUMP DD SYSOUT=A,HOLD=YES 

//NSEDUMP  DD SYSOUT=A,HOLD=YES 

//NSWJLOG  DD SYSOUT=A,HOLD=YES 
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//*  

4.3.3 ICE Task Activation  

 
The NSEPRMxx Parmlib Member is the single point of control for all ICE Applications 
and specifically the operational characteristics of The Control Editor and its 
configuration members.  
 
The Service Tasks (Addresses Spaces) that are created when the ICE Address Space is 
started with the intention of activating The Control Editor include: 
 

Extract From Sample NSEPRM00 found in ICE SAMPLIB 
 

* --------------------------------------------------------------------- *  

*  THE FOLLOWING NSW TASK S ARE USED TO ACTIVATE TCE                   *  

* --------------------------------------------------------------------- *  

TASK=NSWJSSI                                 /*  JOURNAL SUBSYSTEM   */  

TASK=NSWJSTI CTL(00) JRN(00) ENS(00) DET(00) SEL(00) GRP(00)  

TASK=NSWSCTL INTERVAL(360)                   /*  SHARE CONTROL LIST  */  

TASK=NSWJCTL INTERVAL(120)                   /*  SHARE CNTL  JOURNALS */  

TASK=NSWJSCI LOG(ERRORS)                     /*  CHANGE DETECTION    */  

TASK=NSWJCDT                                 /*  CHANGE AUTOMATION   */  

TASK=NSWOMST                                 /*  OPER MSG MANAGER    */  

TASK=NSWCEFM                                 /*  FUNCTION SCHEDULER  */  

* --------------------------------------------------------------------- *  

4.3.3.1 NSWJSSI 

Journal Sub-System (NSWJSSI) 
 
The Journal Sub-System (JSS) manages the interaction of individual Control Editor 
users (logged on to individual IFOS Address Spaces) and the IFOM Address Space 
with The Control Journal(s). The primary configurable components that define 
this interaction are contained in the ICE Configuration Members NSEJRN00 and 
NSECTL00. Typical interactions would be backups controlled by IFOM and 
transactions controlled by cooperative processing between the JSS and the 
Journal Sub-Task (JST). 

4.3.3.2 NSWJSTI 

Journal Sub-Task (NSWJSTI) 
 
The Control Editor invokes the Journal Sub-Task (NSWJSTI) when a user is actually 
editing a Control Member. It provides the isolation between individual users and 
edit sessions necessary to assure the integrity of the edit processes - retrieve, 
update, restore and store functions. 

 

4.3.3.3 NSWSCTL 

Control List Sharing (NSWSCTL) 
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The Control Editor invokes the Journal Sub-Task (NSWSCTL), if active, to 
determine the frequency with which it should poll members of the TCE Managed 
Group for their updates to their NSECTLxx Parmlib member. Updates discovered 
in one or more Group Members will trigger an update to the Shared Control List 
and, if necessary, a Backup of new Group Member defined Datasets or Dataset 
additions from prior Group Members and new Dataset volume placement for 
previously Controlled Datasets. 

4.3.3.4 NSWJCTL 

Control Journal Sharing (NSWJCTL) 
 
The Control Editor invokes the Journal Sub-Task (NSWJCTL), if active, to 
determine the frequency with which it should poll members of the TCE Managed 
Group to determine which are active, which are still sharing and any new systems 
that desire to be added to a ¢/9 !ŘŘŜŘ DǊƻǳǇΦ {ƘƻǳƭŘ ǘƘŜ Ψ/ƻƴǘǊƻƭƭƛƴƎ {ȅǎǘŜƳΩ 
fail to poll the Group at the defined time, possibly because it has become 
inoperable, the first system in the Group to identify its absence will inherit the 
Ψ/ƻƴǘǊƻƭƭƛƴƎ {ȅǎǘŜƳΩ ǊŜǎǇƻƴǎƛōƛƭƛǘȅΦ 

4.3.3.5 NSWJSCI 

Change Detection (NSWJSCI) 
 
The Control Editor invokes the Change Detection Sub-Task (NSWJSC) when a user 
ǎŜƭŜŎǘǎ ǘƘŜ ά5ŜǘŜŎǘέ ƻǇǘƛƻƴ ŦǊƻƳ ¢ƘŜ /ƻƴǘǊƻƭ 9ŘƛǘƻǊ !Ŏǘƛƻƴ aŜƴǳΦ 

4.3.3.6 NSWJCDT  

 Automatic Change Detection (NSWJCDT) 
 
This Control Editor Change Detection Sub-Task (NSWJSDT) is called hourly when 
optionally specified in NSEPRM00. 

4.3.3.7 NSWOMST 

Event Capture (NSWOMST) 
 
The Control Editor invokes the Sub-Task (NSWOMST) to perform operational and 
system management functions such as event capture, as those events are 
defined by control card settings found in the TCE configuration members 
NSEJRNxx and NSEENSxx.  

4.3.3.8 NSWCEFM 

Interval Scheduler (NSWCEFM) 
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The ICE Interval Scheduler controls all TCE Background Processes and must be 
active if Background Reports are to be scheduled, created, stored and 
distributed. 

 

4.3.4 TCE Member Suffixes 

 
The TCE configuration settings are defined in a set of TCE specific Configuration 
Members. They, their prevailing suffixes, are named on the TASK=NSWJSTI 
statement found in the controlling NSEPRMxx member. 
 

Extract From Sample NSEPRM00 found in ICE SAMPLIB 
 

TASK=NSWJSTI CTL(00) JRN(00) ENS(00) DET(00) SEL(00) GRP(00)  

4.3.4.1 NSECTLxx 

NSECTLxx is used to define the Control Boundaries monitored by TCE. It consists 
of Named Category and their Datasets. 

4.3.4.2 NSEJRNxx 

NSEJRNxx is used to define the TCE Control Journals, Panel Descriptors and 
activation of various TCE Options. 

4.3.4.3 NSESELxx 

NSESELxx is used to define the Access Privileges that will be granted and/or 
denied to individual users or groups. 

4.3.4.4 NSEGRPxx 

NSEGRPxx is used to define TCE Control Groups and their Members. Used in 
conjunction with NSESELxx Member Level Control. 

4.3.4.5 NSEENSxx 

NSEENSxx is used to control the definitions of Notification Methods - Email, Text - 
and Action Triggering Notices. 

4.3.4.6 NSEDETxx 

NSEDETxx is used to define the set up of the Supplemental Detectors. 
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4.3.5 Application License Keys 

 
* --------------------------------------------------------------------- *  

*  THE FOLLOWING LICENSE KEYS ARE USED TO ACTIVATE ICE AND TCE        *  

* --------------------------------------------------------------------- *  

*  

COMPANY=NEWERA/STANDARD/IFO  (SITE EDITION)  

LICNAUTH=34D92F351A76F5 (UPDATE BY:12/30/18 )  

LICNOPT1=538939401BF105 (SUBSYSTEM INSPECTORS)  

LICNOPT2=DBABB12013F1F4 (SUPPLEMENTAL INSPECTORS) 

LICNOPT3=D4A5C4B27C108D (ICE PRODUCTION VIEW)  

LICNOPT4=53255AC783A185 (ICE RECOVERY VIEW)  

LICNOPT5=2EBD22419CFF9B (HEALTH CHECKER SUPPORT) 

LICNOPT6=29DD34F0055865 (z/OS RELEASE ANALYSIS)  

LICNOPT7=5638B27EF25866 (THE CONTROL EDITOR)  

*  

* --------------------------------------------------------------------- *  

 
See ΨAppendix A - tǊƻŘǳŎǘ LƴǎǘŀƭƭŀǘƛƻƴΩ for a detailed description of how a Self-
Authorized Download vary from a Pre-Authorized Download.  
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4.3.6 Address Space Characteristics 

 
The following Address IFOM Space Characteristics are defined in the NSEPRMxx 
Configuration Member housed in the ICE HLQ.PARMLIB Dataset. 

 

* -------------------------------------------------------------- ------- *  

*  THE FOLLOWING STATEMENTS DEFINE IFOM ADDRESS SPACE CHARACTERISTICS *  

* --------------------------------------------------------------------- *  

*  

PASSPHRASE=OFF        PASSWORD PHRASE SUPPORT FOR Z/OS V1R10 AND ABOVE.  

*  

SAFUPT=DISABLE        OPTION TO READ THE DSN PREFIX INFORMATION FROM 

*                     SECURITY PACKAGE TSO SEGMENT.  

*  

*                     DISABLE -  DSN PREFIX WILL BE SET TO THE USERID.  

*                     ENABLE  -  IFO WILL ATTEMPT TO READ THE UPT FROM  

*                               THE TSO SEGMENT AND SET THE DSN PREFIX 

*                               ACCORDINGLY.  

*  

MAXSTMT=020           MAXIMUM LINES*1024 IN AN INSPECTION MEMBER  

*                     MAXSTMT=020 GIVES 20,480 LINES  

*                     RANGE IS 002 - 999.  

*  

SECURITY=DISABLE      CHECKING FOR SYSTEM DATSETS TO SEE IF THEY ARE  

*                     PROTECTED BY A SECURITY PACKAGE.  

*                     (REVIEW MEMBER DEFSSDS)  

*  

*  

USERMAX=000           MAXIMUM IFOS USERS ALLOWED  

*                     RANG E IS 000 - 999.  

*                     000 DISABLES MAX USER CHECKING  

*  

*ADMINFO=USERID       SEE ISNMAIL DOCUMENTATION  

*  

TASK=NSTINIT         /* WAKES UP EVERY 3 MINUTES */  

*  

* --------------------------------------------------------------------- *  
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5 Getting Started with TCE 

 
The Control Editor is included with the Integrity Controls Environment (ICE) Install Libraries: 
therefore when you install ICE, The Control Editor application modules are installed.   
 
To activate The Control Editor and its various operational sub-systems, a Control Editor License 
Key Control Card must be inserted into the ICE configuration control member NESPRMxx. Once 
the card is inserted and the ICE Primary Address Space (IFOM) is cycled, The Control Editor will 
become fully functional. 
 

 
 
Once functional TCE offers its Administrator a variety of configuration options that can be used 
to support and facilitate a single system (or multiple systems) in a TCE Managed Group.  
 
This notwithstanding the fastest way to get started with TCE and experience its benefits is to 
allow the TCE Controls Environment to initialize, starting IFOM, using its default settings as 
defined in the NSECTLxx and NSEJRNxx Parmlib members.  
 
These settings enable the Default TCE Category List using the Category Names SYSTEM.IPLPARM 
and SYSTEM.PARMLIB, take the automatic step of discovering the related system datasets as 
used by the initializing system in its last IPL, format and build a Backup Journal Set using the 
RB4K File Format and take a backup of all members in the IPLPARM and PARMLIB Dataset 
Concatenation, building an Event Journal Set using the RB4K File Format. You are now ready to 
record change events that impact members in the datasets named in Default Control Categories. 
 
Once beyond these initial steps and experiences you are now ready, if necessary, to customize 
your Category Control List and TCE Control Journal Settings. 
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5.1 The Category Control List 

 
The Category Control List defined in the NSECTLxx Parmlib Member creates the principle TCE 
Control Boundary, a grouping (a concatenation) that contains one or more Dataset(s). 
 

5.1.1 Specific or Shared 

 
A Category Control List can be specific to a named System and stored in that system 
Parmlib Dataset or can be stored in a commonly accessible Parmlib Dataset and 
shared among several systems in a TCE Managed Group. When Control List Sharing 
is active and the Parmlib dataset is not shared among systems the Category Control 
List of each individual system in the TCE Controlled Group is automatically 
ŎƻƴǎƻƭƛŘŀǘŜŘ ƛƴǘƻ ŀ ά/ƻƳƳƻƴ ŀƴŘ {ƘŀǊŜŘέ Control List. 
 
When Sharing Control List, and in the absence of any specific overides in the 
NSECTLxx member, by default, up to eight systems may share a Common Control 
List. 

 

5.1.2 Best Practice 

 
It is a recommended Best Practice that a Common Parmlib Dataset containing a 
single Category Control List, NSECTLxx, be shared among the systems in a TCE 
Controlled Group. 
 

5.1.3 Defining Categories  

 
Category specifications in NSECTLxx are supported by two positional values. The 
Category Name beginning in position two and ending in position seventeen and the 
fully qualified Dataset Name beginning in position eighteen and ending in position 
seventy-two. Optionally a volume serial number and system name may be 
associated with each dataset by enclosing them within parentheses and separating 
the values with a comma, i.e. HLQ.Dataset(volser,system). 

 
The NSECTLxx member may be commented out by placing an asterisk in column 
one. 

 

5.1.4 The Scope of a Category Definition 

 
When only a dataset (and not volser and system name) is defined the TCE Control 
Category Scope will extend to ALL Datasets, cataloged or not, that can be found 
within accessible DASD. When a volser is specified the Scope will extend to ONLY 
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that Dataset on that volser. And when a system name is provided the TCE Control 
Category Scope will be further limited to the named system. 

 

5.1.5 Getting Started 

 
To facilitate a rapid and agile TCE startup for new users two default Category 
definitions are specified in the default NSECTLxx Parmlib member: SYSTEM.IPLPARM 
and SYSTEM.PARMLIB. Both require a Dataset value of *AUTO* to denote that TCE 
is to determine the IPLParm and Parmlib datasets used to IPL the system upon 
which the IFOM Procedure (which starts the IFOM Started Task) is executed. 

 

5.1.6 NSECTLxx Model Member 

 
** -------------- ** ------------------------------------------ *  

**   CATEGORY   **             DSNAME                       *  

**   COLS       **             COLS                         *  

**   2 - 17       **             18 - 61                        *  

**              **                                          *  

** -------------- ** ------------------------------------------ *  

 

For Example :  

 

  SYSTEM.IPLPARM  *A UTO* 

  SYSTEM.PARMLIB  *AUTO*  

 

or perhaps  defined specifically with Dataset names only:  

 

  SYSTEM.DATASETS SYS1.PARMLIB 

  SYSTEM.DATASETS SYS2.PARMLIB 

 

or perhaps defined specifically with Dataset, Volume and System names:  

 

  SYSTEM.DATASETS SYS1.PARMLIB(VOLABC,GREEN) 

  SYSTEM.DATASETS SYS2.PARMLIB(VOLDEC,BLUES) 

 

or perhaps defined with a mix of definitions:  

 

  SYSTEM.DATASETS SYS1.PARMLIB 

  SYSTEM.DATASETS SYS2.PARMLIB(VOLDEC,BLUES) 

 

5.1.7 Control Category Attributes 

 
Associated with each Category, in addition to its Dataset Group, are a number of 
attributes: Padlock Control, Event Descriptor, Event Notification and Detected 
Change Notification. These are defined in NSESELxx, NSEENSxx and NSEJRNxx and 
best configured using the Administrator Dialogs available to the TCE Administrator. 

 

5.2 Defining Control Journals 

 
TCE employs a set of sequential datasets, named as defined by the HLQ Statement in the 
NSEJRNxx member, to contain Control Dataset Backups and Directed and/or Detected 
Change Events. Dataset Backup Journals include Searchable META data and a full copy of all 
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members, in a dataset, and/or sequential datasets as they existed when TCE was first 
initialized (at the start of IFOM).  These backup entries serve as a baseline for detecting 
future changes. Directed and Detected Change Journals are composed of Searchable META 
Data, Event Summary, full copies of the impacted member and/or system log entries 
associated with an executed command, and for members, the detail change records 
generated as the current member is compared to its prior content. 

 
Member and Sequential Dataset Backup and Event Journal entries represent:  
 

¶ Consistently up to date Baselines, 

¶ The complete History of Content Changes and  

¶ Individual Restore Points 

In addition to serving as historical documentation of configuration changes, Control Journal 
Records serve as a record of dynamic system activation.  
 
Journal Records are maintained by System Name by Volume, are fully searchable and made 
available In-Line to staff members who need access to Change History and/or access to 
Member Restore Points all while utilizing TSO/ISPF Edit. 

 

5.2.1 Specific or Shared 

 
Control Journals can be specific to a named System or support any number of 
systems in a TCE Managed Group. When Control Journal sharing is active the Journal 
Sharing definitions defined in the NSEJRNxx Member of the first system to enter the 
group, the Controlling System will determine the journal configuration. Should a 
Controlling System leave the TCE Managed Group for some reason, the next active 
system would assume control of the Group and Journal attributes. 
 
When Sharing Control List, and in the absence of any specific overides in the 
NSEJRNxx member, by default, up to eight systems may share a Common Control 
Journal structure. 
 

5.2.2 Best Practice 

 
It is a recommended Best Practice that a Common Parmlib Dataset containing a 
single NSEJRNxx member may be shared among the systems in a TCE Controlled 
Group. 
 

5.2.3 Defining Journals  

 
Journal specifications in NSEJRNxx are supported by a variety of Control Cards each 
of which is, in turn, constructed using a unique set of non-positional control 
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statements and keywords. To be valid an b{9WwbȄȄ /ƻƴǘǊƻƭ /ŀǊŘΩǎ ǾŀƭǳŜǎ Ƴǳǎǘ ōŜƎƛƴ 
in column one and end in column 72. 

 
The NSEJRNxx member may be commented out by placing an asterisk in column 
one. 
 

5.2.4 The Scope of a Journal Definition 

 
When Shared Journals are used, the system default, a common set of Control 
Journals will be used by all systems within the TCE Control Group. When Shared 
Journals are not used, defined in NSEJRNxx as ΨSHARE JOURNAL(0)Ω, a Control Journal 
set will be used only by the single system that was used to define and control it. 
 
Care should be taken when mixing Shared and Un-Shared Journal environments to 
be certain that the Control List, NSECTLxx, of the TCE Managed Group, The Sharing 
Systems, and the Stand-alone Systems do not conflict. Such conflicts as matching 
Category aƴŘκƻǊ 5ŀǘŀǎŜǘ ŘŜŦƛƴƛǘƛƻƴǎ ǿƛƭƭ ƭŜŀŘ ǘƻ ŘǳǇƭƛŎŀǘƛƻƴ ƻŦ Ψ5ŜǘŜŎǘŜŘ CƛƴŘǎΩ 
causing them to be recorded in both the Shared Journals and the Stand-alone 
Journal set. To avoid such duplication, it would be necessary to fully qualify the 
Control List of both the Shared and Stand-alone environments using both Volume 
Serial and System name. 

 

5.2.5 Getting Started 

 
To facilitate a rapid and agile TCE startup for new users all that need be specified in 
NSEJRNxx is the High-Level-Qualifier (HLQ) to be used in the allocation of both 
Backup and Event Journals. By default, these journals will be allocated in RB4K 
format and capable of supporting up to eight systems in a TCE Managed Group. 

 

5.2.6 NSEJRNxx Model Member 

 
* --------------------------------------------------------------------- *  

*                                                                     *  

*      USE HLQ STATEMENT TO SPECIFY YOUR JOURNAL DATASET QUALIFIER    *     

*                                                                     *  

* --------------------------------------------------------------------- *  

*                                                                     *  

* HLQ      YOUR.TCE.JOURNAL                                            *  

*                                                                     *  

* --------------------------------------------------------------------- *  

*      OPTIONAL JOURNAL STATEMENTS -  ALL VALUES SHOWN ARE DEFAULTS    *     

* ------------------------------ --------------------------------------- *  

*                                                                     *      

*SHARE    MULTIO(RB4K)    /* RB4K ACCESS METHOD  -  RECOMMENDED   */   *  

*SHARE    CONTROL(8)      /* SHARED CONTROL LIST -  USE 0 IF NOT  * /   *  

*SHARE    JOURNAL(8)      /* SHARED JOURNALS     -  USE 0 IF NOT  */   *    

*ALLOC    SPACE(20)       /* SHARED JOURNALS     -  UP AS NEEDED  */   *  

*ALLOC    VOL(STORAGE VOL)/* SHARED JOURNALS     -  VALID VOLUME  */   *  

*ENTRIES  120             /* SH ARED JOURNALS     -  UP AS NEEDED  */   *  

*                                                                     *  

* --------------------------------------------------------------------- *  
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For Example :  

 

HLQ YOUR.DATASET.JOURNAL 

 

5.2.7 Control Journal Attributes 

 
Once the HLQ is defined TCE will, during the initialization of IFOM, default to all 
other required Control Journal Specifications. These other specifications, like HLQ, 
are defined in NSEJRNxx and best configured using the Administrator Dialogs 
available to the TCE Administrator. 
 

5.3 Integration of TCE with TSO/ISPF  

 
Once the Control Editor is installed and validated the final step necessary before TCE can 
begin to enhance dataset boundaries and staff productivity is to integrate TCE into the 
TSO/ISPF environment. This integration can be done using a temporary method, best used 
during a product evaluation, or persistent method, best used once a production state is 
reached. 

 

5.3.1 Common Library Structure 

 
Irrespective of the method you implement both require that you establish a Dataset 
Library structure that can be referenced by TCE when it is operating within the 
TSO/ISPF environment. To build this structure the following three steps are 
necessary: 

 

¶ First, verify that you have the CE#ALLOC and CE#BUILD in your HQL..INSTLIB 
dataset then: 

 
Submit CE#ALLOC from the HLQ..INSTLIB dataset. Verify return code is Zero (0). 
Submit CE#BUILD from the HLQ..INSTLIB dataset. Verify return code is Zero (0). 

 

¶ Second, after the jobs are run, verify that the following datasets exist: 
 

HLQ..CETSO.LOAD - load modules in non-APF authorized library 
HLQ..CETSO.LPALIB - load module to be loaded into LPA and/or LPALST 
HLQ..CETSO.SISPCLIB - REXX programs 
HLQ..CETSO.SISPMENU - ISPF messages 
HLQ..CETSO.SISPPENU - ISPF panels 

 

¶ Third, make these two dynamic system changes: 
 

1 - Update IKJTSOxx by adding the TCE Command NEZCHKT as an authorized 
TSO command list. To do this invoke the following Operator Commands: 
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set ikjtso=xx 
setprog lpa,add,modname=nezchkt,dsname=HLQ..cetso.lpalib 

  
Once the Dataset structure is available either integration method, temporary or 
persistent, may be implemented. 
 

5.3.2 Temporary Integration 

 
When Temporary integration is selected TSO/ISPF users will need to choose to run 
either CETSO or CEINIT from the ISPF Command Shell (ISPF Option 6) to experience 
the benefits of TCE. Note, upon completion of a session the user should use CETERM 
to terminate The Controls Environment. 

 
Found in the HLQ..CETSO.SISPCLIB library these programs MUST be edited during 
the install so that the dataset names inside the programs match the ones used in 
the install of ICE. 

 
All of these Rexx programs must be launched from ISPF Option 6, using the 
following command format: 
 
EX óHLQ..CETSO.SISPCLIB(CExxxx)ô 

5.3.2.1 CETSO  

This command runs the same Control Editor function as if the user were logged 
on to the ICE/ISPF environment and displays the Dataset Panel giving the user 
access to the Category defined datasets by Category Name. 

5.3.2.2 CEINIT  

This command sets up the Control Editor Environment and invokes the provided 
TSO/ISPF EDIT macro. Once active any Controlled Dataset accessed via TSO/ISPF 
will inherit the control and productivity functions provided by TCE.  
 
CEINIT has the following limitations:  
 
The Delete and Rename events cannot be captured and/or recorded using the 
CEINIT function. Use either CETSO or the optional Transparent ISPF setup to 
capture and record Delete and Rename events. In addition, ISPF Split Screen 
functions are not supported by CEINIT. 

5.3.2.3 CETERM 

Removes the Control Editor environment and the TCE provided ISPF EDIT macro.  
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5.3.3 Persistent Integration 

 
There are many ways to integrate The Control Editor and its functions into TSO/ISPF 
environment that will make its existence transparent to the TSO/ISPF end user. The 
method discussed here is one of many. We welcome your comments and feedback 
on this and other methods of integration you would suggest.  

 

5.3.3.1 SAMC01A and SAMC01B 

The ICE INSTLIB members SAMC01A and SAMC01B contain the instructions and 
sample job to allocate a dataset and run the ISPF Configuration Utility. It is a best 
practice to be certain that The Control Editor is functioning correctly within the 
ICE Environment before you attempt transparent integration into ISPF. 
 
Once The Control Editor installation has been validated, do the following:  

5.3.3.2 Integration Activation                                   

Follow the instructions found in INSTLIB member SAMC01A as summarized 
below: 
 

¶ Allocate Datasets to install the ISPF Configuration File. Submit JOB 
SAMC01B from the INSTLIB dataset and verify a zero completion code. 
 

¶ Set up a System-wide Edit Macro for TƘŜ /ƻƴǘǊƻƭ 9ŘƛǘƻǊΦ ¢ȅǇŜ ά¢{h 
L{t//hbCέ ƻƴ ŀ ¢{h /ƻƳƳŀƴŘ [ƛƴŜ ŀƴŘ ǇǊŜǎǎ ғ9b¢9wҔΦ ¦ǎŜ ǘƘŜ L{tC 
Configuration Utility panel to create/modify settings and build the configuration 
module.            
 

¶ Update TSO Logon PROC.  
 
1. Add the CE-TSO datasets to the library concatenations as detailed in 
INSTLIB member SAMC01A. 
 
2. Add the following IFO dataset reference to your TSO Logon PROC: 
 
//NSEPARM  DD    DISP=SHR,DSN=xxx.PARMLIB  

 
Where the NSEPARM DD statement references the IFO parmlib dataset; and 
where 'xxx' is defined to be the HLQ(s) for your installed IFO datasets. 
 

¶ Verify the installation. First log-off, then return to TSO. Edit a Controlled 

Dataset and verify that the Control Editor is being used. 
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5.4 TCE Administration 

 
Once installed and activated TCE Controlled Categories, Control Journals and Administrator 
Dialogs are accessed from the TCE Primary Menu. To reach these Administration Functions 
logon to the ICE VTAM application named during the installation process.  During this logon 
process a userΩǎ TSOUserId is validated by the External Security Manager, a specific user 
address space is created (a separate IFOS will be created for each individual user) and the ICE 
Primary Menu will be displayed for authorized users. When the user terminates a session the 
IFOS address space is quiesced. 

 

5.4.1 >> ICE Primary Menu 

 
As authorized users Logon to the ICE environment a separate Started Task (IFOS) is 
ƭŀǳƴŎƘŜŘ ǘƻ ƳŀƴŀƎŜ ǘƘŜ ǳǎŜǊΩǎ ǎŜǎǎƛƻƴ ŀƴŘ ŘƛǎǇƭŀȅ ¢ƘŜ L/9 Primary Menu providing 
access to all ICE Applications. When individual ICE Applications are licensed the 
Application Option Names will be highlighted, usually white text. Those that are not 
highlighted, usually appearing in yellow text are not licensed and cannot be 
accessed until they are. All ICE Applications are included in the ICE Download so that 
they can be turned on at any time, without additional download or installation 
steps, by requesting a License Key from NewEra Technical Support via email, 
support@newera.com. 

 
 

                       ICE  15.0  ï The Integrity Control  Environment  

 

 

      P   Production   -  Image Focus Production                Userid   -  USER1 

                                                               Time     -  17:24  

      W   Workbench    -  Image Focus Workbench                 Terminal -  3278  

                                                               System   -  S0W1 

      R   Recovery     -  Image Focus Recovery                  Applid   -  IFOP 

                                                                 ICE  15.0  

      C   Control      -  TCE Administration/Selections            Patch Level  GA 

 

      V   Viewer       -  IPLCheck Results Focal Point  

    

      D   Definitions  -  Definitions & Settings  

 

                        **************************  

                        * Control Task: DOWN     *  

                        * Recovery    : DOWN     *  

                        **************************  

 

      X   Exit         -  Terminate  

 

   NewEra Software, Inc.  

       Our Job? Help you make repairs, avoid problems, and improve IPL integrity.  

 

 

5.4.2 Production 

 
The Production View supports functions that are used to enable the interval 
monitoring of an Image FOCUS-managed Sysplex or Image. Once active, this critical 
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monitoring function will call the Image FOCUS Inspection Server as scheduled to 
perform a Sysplex-wide validation of the current configuration components that 
define a running production environment. As directed by optional settings, Packages 
are updated and "Need to Know" notices sent.  
 

5.4.3 Workbench 

 
The Workbench View will assist in the analysis of each Image Component by 
providing Operating System and Subsystem Inspection, New Release and 
Configuration Change Management Tools. Each of these tools will generate 
Inspection Logs or Change Reports that focus attention on changes to critical 
configuration components and/or their integrity.  

 

5.4.4 Recovery 

 
The Recovery View gives you access to critical system resources when JES, VTAM, 
RACF, and/or TSO are not available. In addition, the proven NoTSO Environment and 
IFOR (IFO Recovery) ensure that you retain access to Image FOCUS for problem 
analysis, repair and recovery under these adverse conditions. The Recovery View 
also houses the entry point for the Fast DASD Erase for z/OS application.  

 

5.4.5 Control 

 
The Control Editor is an optionally licensed application of the Image FOCUS Control 
Environment. Its intended purpose is to extend the Control Environment and, in 
doing so, provide to Image FOCUS users an ISPF editing platform from which they 
can both control and manage access and changes to critical system datasets. In 
Image FOCUS 15.0, the DELETE, RESTORE and RENAME capabilities in Control Editor 
are all available. Image FOCUS 15.0 also allows the user to run The Control Editor 
under TSO.  

 

5.4.6 Viewer 

 
The Viewer provides direct access to the IPLCheck Family of applications. IPLCheck 
ŀǇǇƭƛŎŀǘƛƻƴǎ ŀǊŜ tǊŜŘƛŎǘƛǾŜ CŀƛƭǳǊŜ !ƴŀƭȅǎƛǎ όtC!ύ άIŜŀƭǘƘ /ƘŜŎƪǎέΦ The analytic 
ǇǊƻŎŜǎǎŜǎ ǘƘŀǘ ǘƘŜȅ ǳǎŜ ŀǊŜ ōŀǎŜŘ ƻƴ bŜǿ9ǊŀΩǎ ǇǊƻǾŜƴ Ȋκh{ LƴǎǇŜŎǘƛƻƴ {ŜǊǾŜǊ 
Technology.  
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5.4.1 Definitions 

 
Definitions and Settings give you access to Import/Export Migration Tools that assist 
you in moving to new and/or enhanced releases of Image FOCUS. In addition, you 
will find options that allow you to build Custom Inspectors and Custom Reports.  

 

5.4.2 ICE Functional Notices  

 
In addition to the options provided on the Primary Menu, you will also find the 
following Functional Notices:  

 
                    **************************  

                    * Control Task: RUNNING  *  

                    * Recovery    : RUNNING  *  

                    **************************  

5.4.2.1 Control Task  

The started task BACKGROUND (IFOBG) is the platform from which all Inspection 
and Monitoring activity is run. Knowing that it is functional and running is critical. 
To ensure that you are informed of its status, this notice is updated each time you 
enter the Primary Menu. If the Background is "DOWN", you should go directly to 
the Production View. Select the Status Monitor Option to determine the reason 
why. It is recommended that IFOBG be run continuously. 

5.4.2.2 Recovery 

The started task, IFOR, provides access to Image FOCUS and other vital system 
resources and tools for System Recovery. It is recommended that IFOR run 
continuously. To keep you informed of its status, this notice is updated each time 
you enter the Primary Menu. If IFOR is "DOWN", you must restart it in order to 
gain access to the NoTSO Recovery View via the IFOR Address Space.  

 

5.4.3 >> TCE Primary Menu 

 
The Control option provides authorized users access to the TCE Administrator 
Dialogs and Enviornmental Options. These functions are intended for the exclusive 
use of the TCE Administrator(s).  
 

5.4.4 Access Control 

 
Control statements in the NSEJRNxx member define both Primary and Backup 
Administrators. When TCE is first used, before administrator assignment, those 
accessing these functions will be prompted for an access password.  Under this 
ŎƛǊŎǳƳǎǘŀƴŎŜ ƻƴƭȅ ǘƘŜ ǇŀǎǎǿƻǊŘ Ψ¢/9¦{9wΩ ƛǎ ǾŀƭƛŘΦ hƴŎŜ !ŘƳƛƴƛǎǘǊŀǘƻǊǎ ŀǊŜ 
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assigned individual TSOUserIds will be checked against the assignment list. Those 
users with matching IDs will be allowed access; all others will be denied or warned 
of a possible future denial. All of these actions and notices will depend on Padlock 
Control Mode settings. 

 
Once access is granted the TCE Primary Menu provides access to the Control 
Enviornment Options that are used by the TCE Administrator to define Control 
Boundaries, configure and activate the TCE Control Settings and for setting up and 
reviewing Event Reports. 

 
 

                  TCE 15.0  -  The Control Environment Options  

 

  B   Boundary  .. -  Establish TCE Control Boundaries      Userid   -  PROBI1 

                                                           Time     -  15:21  

  J   Journals   .. ï Controlled Event Reporting Options    Sysplex  -  ADCDPL 

                                                           System   -  ADCD113 

  S   Settings  .. -  Configuration Settings Overview       IFOhlq   -  TEST 

                                                           ICE 15.0  -  TCE 15.0  

  D   Activate   .. -  Dynamically A ctivate TCE Members       Patch Level GA  

 

  M   Monitors  .. -  Event and Configuration Monitors  

  

  N   NEZUtils  .. -  Controlled Batch Update Procedures  

 

  A   Advanced  .. -  Advanced Configuration Settings  

 

  L   LegacyVu  .. -  Legacy  Category/Journal Functions  

 

 

  X   Exit         -  Return to the TCE Primary Menu  

 

  NewEra Software, Inc.  

   Our Job? Help you make repairs, avoid problems, and improve IPL integrity.  

  

 

5.4.5 Boundary 

 
TCE uses Defined Boundaries as the basis for its Event Monitoring and Control. 
Three types are supported. 

 

5.4.6 Journals  

 
Detected Controlled Events are captured and recorded in Control Journals. This 
option shows reporting functions. 

 

5.4.7 Settings  

 
Settings in the NSEPRMxx ParmLib Member determine the state of Service Task 
and name Configuration Members. 
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5.4.8 Activate  

 
TCE Configurations may be dynamically activated or will be automatically activated 
when IFOM is next restarted. 

 

5.4.9 Monitors  

 
Various Interval Reports may be optionally set up and initialized to 'Notice' Event & 
Configuration changes. 

 

5.4.10 NEZUtils  

 
Control Boundaries may be extended to the Batch Update of Datasets associated 
with Controlled Categories. 

 

5.4.11 Advanced 

 
Below the functional level interface described above Specific Member Access is 
provided for advanced users. 

 

5.4.12 LegacyVu  

 
Below the functional level interface described above Specific Member Access is 
provided for advanced users. See Appendix G ς LegacyVu. 

 

5.4.13 Administrator Dialog User Guide 

 
For a more detailed description of these Control functions see The TCE 
Configuration Dialog User Guide. 
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6 Enhancing Support Staff Productivity 

 
Sound z/OS System Programming Best Practices are straightforward and simple enough, but 
ǿŜΩǊŜ ŀƭƭ ƘǳƳŀƴΣ ŀƭƭ ōǳǎȅΣ ǿŜ ŀƭƭ ŦƻǊƎŜǘ ŀƴd our best intentions to conform to these practices will 
sometimes go unfulfilled. Once TCE is installed this will all change and staff productivity will 
increase dramatically as many of these practices, taking a backup for example, will become 
automatic while others will become possible for the first time, for example, having access to 
Restore Points, and other valuable configuration information available as TSO/ISPF Line 
Commands. 
 

 
   
In this section we will examine workflow patterns commonly found in many System 
Programming configuration management tasks and how these tasks can be automatically 
conformed to Best Practices ǳǎƛƴƎ ¢ƘŜ /ƻƴǘǊƻƭ 9ŘƛǘƻǊΩǎ 9ȄǇŜǊǘ TSO/ISPF Workflow Assistant.  

 

6.1 Typical TSO/ISPF Edit Session  
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6.1.1 Normal Workflow 

 
In a typical TSO/ISPF Edit Session, an Edit Event, a user begins by selecting the 
member from a selection list, generally generated by TSO/ISPF option 3.4. As the 
user proceeds to make changes to the selected member she will, at some point, use 
PFK3 to attempt a save. At this point, the External Security Manager (ESM) will 
check update authority. If authority has been granted the update is allowed. 

 

6.1.2 With Workflow Assistance  

 
When the TCE environment is present the functions available to a user during a 
TSO/ISPF Edit Session are upgraded dramatically to provide directed workflow 
assistance. 

 

 
 

First off, as the user makes her selection from the member selection, but before 
ǘƘŜ ƳŜƳōŜǊ ƛǎ ŘƛǎǇƭŀȅŜŘ ƛƴ ǘƘŜ ŜŘƛǘ ǿƛƴŘƻǿΣ ŀƴ άƛƴ ƳŜƳƻǊȅ ŎƻǇȅέ ƻŦ ǘƘŜ ƳŜƳōŜǊ 
is taken to be used for two specific purposes:  

 

¶ First, as a Compare Point to determine if the actual current content of the 
member matches with the last version stored in the TCE Control Journals. If the 
ƳŜƳōŜǊ ŎƻƴǘŜƴǘ ŘƻŜǎ ƴƻǘ ƳŀǘŎƘ ƛǘ ƛǎ ŦƭŀƎƎŜŘ ŀǎ ŀ 5ŜǘŜŎǘŜŘ /ƘŀƴƎŜ ŀƴŘ ǘƘŜ άƛƴ 
ƳŜƳƻǊȅ ŎƻǇȅέ ƛǎ ǎǘƻǊŜŘ ƛƴ ǘƘŜ ¢/9 /ƻƴǘǊƻƭ WƻǳǊƴŀƭ ŀǎ ŀ ƴŜǿ DŜƴŜǊŀǘƛƻƴŀƭ 
Backup. A summary record, called a META Record, is also stored in the Journal 
noting the details of the detected event. 

 




