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Common master key - Copy the key

* IDCAMS REPRO
e KeyXfer Tool (GitHub)
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IDCAMS REPRO

//SAVEKEYS EXEC PGM=IDCAMS,REGION=4M

//CKDSP DD DSN=PROD.CSF.CSFCKDS,DISP=SHR Primary PROD CKDS
//SEQP DD DSN=savekey.dsn,DISP=(,CATLG), Bkup key data set
// SPACE=(TRK,(1,1)),UNIT=SYSALLDA,

// DCB=(LRECL=372,BLKSIZE=2048,RECFM=VB)

//SYSPRINT DD SYSOUT=*
//SYSIN DD *
REPRO INFILE(CKDSP) OUTFILE(SEQP) —
FROMKEY (key label to be copied) —
COUNT(1)
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IDCAMS REPRO

//RESTKEY EXEC PGM=IDCAMS,REGION=4M
//SEQT DD DSN=savekey.dsn,DISP=SHR Bkup key data set
//CKDST DD DSN=TEST.CSF.CSFCKDS,DISP=SHR Primary CKDS
//SYSPRINT DD SYSOUT=*
//SYSIN DD *

REPRO INFILE(SEQT) OUTFILE(CKDST)

/*
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KeyXfer Tool — REXX EXEC on GitHub

 KEYXFER OPER, LABEL, DSN, OPTION

* OPER
* WRITE_CKDS (read the key from the CKDS; write to file)
« READ_CKDS (read from file; write to CKDS)
 WRITE_PKDS (read the key from the PKDS; write to file)
« READ_PKDS (read from file; write to PKDS)

* LABEL —fully qualified key label
 DSN — PS or PDS(member) to store the key for transfer

>01/23/22 6:35PM
BOYDG.PE.KEY.20211221

010000000400€082 ... first 32 bytes of the key token

C220FBC59BF ... last 32 bytes of the key token
* OPTION

 OVERWRITE

 DEBUG
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Moving keys between systems

A System B System

/Acm

PEKeyl
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 THES EXCHANGE

PEKEY1 — CIPHER key with KCV 83A156

‘ e A - Share - [32

‘Eile Edit fiew Communication Actions Window Help

=2 B ﬂ B2 B D Ds Dy Dm @

Send Recv Display Color Map Record Stop Play Quit Support  Index
- CKDS Key Attributes and Metadata

SHPLEX . S2 _CSFCKDS

BEOYDG . KEYXFER . AES256 . CIPHER . D220209

Active -3

= | w1 th tag:
metadata blocks
Length metadata

Key Attributes
Algorithm: = v P e CIPHER
= < ke val = 832A156

Length CbH < ey L. r.»—

ENCRYPT DECRYPT ANY-MODE

= e D

= XPRT-SYM XPRTUASY XPRTAASY NOEX-RAW XPRTCPAC NOCMPTAG
XPRT-DES XPRT-AES XPRT-RSA PORANDOM PCRANDOM

K ey Management
K ey Name

Press ENTER to
END to

0O2/015

Ma 1
5)258  Connected through TLS1.2 to secure remote server/host 129.40.39.239 using lu/pool TCPS219 and port 600
ebruary 24 zExchange - Transporting Keys : Page 11




Moving keys between systems

A System
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B System

/4
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/* EXPORTER KEY FOR SENDING KEYS FROM A TO B */

ADD TYPE(EXPORTER) LENGTH(32) ALGORITHM(AES),
CLEAR,

LAB(BOYDG.KEYXFER.AES256.EXPORTER.ATOB.D220209)

L A - Share

File Edit Settings ommunication Actions Window Help

E B n‘E? 8¢ E B D D=« Dv D ® 7?2

‘{t;.
Ll @
PrScrn Copy Paste Send Recv Display Color Map Record Stop Play Quit Support  Index

Clear Key
Control Vector
Length of Key
Key Values

Comment Line
ess ENTER to
- END to

Connected through TLS1.2 to secure remote server/host 129.40.39.239 using lu/pool TCP5219 and port 6001
February 2022 zExchange - Transporting Keys
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CKDS Keys Utility View of Exporter Key

File Edit ings View Communication Actions Window Help

=t B8 ﬂ E E D D« Dv D ® ?

PrScrn Copy Send Recv Display Color Map Record Stop Play Support  Index
- CKDS Key Attributes Metadata

SHPLEX .S2 _CSFCKDS

KEYXFER . AES256 . EXPORTER.ATOB .D220209

Actiwve

metadata bloc -
Length metadata

Key Attributes
Algorithm AES Cw pe EXPORTER
= l-.-—-._-:i- value DCs5764 ENC-ZERO

Length (bl ts) - < ey
= EXPORT TRANSLAT GEN-OPEX GEN IM T e GEN-PUB WR-DES

WR-KEK WR-PIN WRDERIVE WR-CARD

Key U=sags

WR-AES WR HMAC WR-DATA

Key Management XPRT-5YM XPRTUASY XPRTAASY NOEX-RAW NOCMPTAG XPRT-DES
XPRT-AES XPRT-RSA POCLRKYVY PCCLVAL

Key Name :

Press ENTER to =
Pres=s END to B - ro the prewiou

Filter View Print Options Search Help

Display

; 2 / 9.239 using lu/pool TCPS219 and port 600
February 2022 zExchange - Transporting Keys
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KEYOUT Data Set

Ut+dildities Compilers

BOYDG . KGUP _.KEYOUT

BOYDG . KGUP _.KEYOUT

PO

BOYDG . KGUP . KEYOUT ime 000000 000 Col

* 64 Bytes

* 8 Bytes

* 64 Bytes

* 8 Bytes
 Variable Length

Fe_pruary 2022

Key Label

Key Type

Either the TRANSKEY label or CLEAR
Key Type

Key Token

7 zExchange - Transporting Keys' 4 : o , Page 15
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Control Statements for Target system

ADD LABEL(BOYDG.KEYXFER.AES256.IMPORTER.ATOB.D220209)
TYPE(IMPORTER) CLEAR,
ALGORITHM(AES)
KEY(6DD7EB29DOF7576B, 80094FA878F4B71A, 2D35E4CEC372535E,
C43A823337FC7447)

BOYDG . KGUP . KEYOUT

February 2022 Y & Y 7 zExchange - Transporting Keys' 4 : e ; Page 16
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| THEW EXCHANGE

New Key Label, New Key Type, Same KCV

e B - WSCLAB1 - [32 x 80] — | X
File Edit 3Settings View Communication Actions Window Help
P
B BB Xy B D D v De @& 7
PrtScmn Copy Paste Send Recv Display Color Map Record Stop Play Quit Support  Index

— CKDS Key Attributes

IMPORTER

Q000000
FALSE
FALSE

IMPORTER

< heclk valus= DC5764 ENC "ERO
IMPORT TRANSLAT GEN oFIM GEN-IM=xX GEN-IMLM GEN-PUE WR-DES

ementT: XPRT-5S5TYM XPRTUASY XPRTAASY NOEX-RAW NOCMPTAG XPRT-DES
XPRT-RSA POCLRKYV FPCCLWVAL

meryus .

027015

54256 Secure socket is connecting through to remote server/host lab1.wsclab.washington.ibm.com using port 992...

February 2022 zExchange - Transporting Keys _ Page 17
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Transferring the operational key

CSNBKEX — Key Export

* Takes a key from being encrypted under a master key to being encrypted
under an exporter key-encrypting key

CSNBKIM — Key Import

* Takes a key from being encrypted under an importer key-encrypting key to
being encrypted under a master key

CSNDSYX

* Takes a symmetric key from being encrypted under a master key to being
encrypted under an RSA public key or AES Exporter key

CSNDSYI

* Takes a symmetric AES or DES DATA key from being encrypted under an RSA
public key to being encrypted under a master key

CSNDSYI2

* Takes a symmetric HMAC, AES or DES key from being encrypted under an
RSA public key or an AES EXPORTER key to being encrypted under a master

key

ngruaw 2022 e : Y zExchahge . "I'ran__s_port'i.ng Keys' Yo o Page 18



Transporting AES keys

e Multi-step process to wrap/unwrap an existing AES DATA key with AES
IMPORTER/EXPORTER keys derived
from an ECC Key Pair. https://community.ibm.com/community/user/ibmz-
and-linuxone/viewdocument/drvaesmp?CommunityKey=6593e27b-caf6-
416c-a8a8-10b62a02509c&tab=Ilibrarydocuments

e Set of REXX EXECs to

* GENECC2 - Create a public/private key pair on A and export the public key to B

* GENECC2 - Create a public/private key pair on B and export the public key to A
 IMPRTEC2 —0On A, import B’s public key

 IMPRTEC2 —On B, import A’s public key

* DRVAESXP - On A, create an EXPORTER key using A’s private key and B’s public key
 DRVAESMP - On B, create an IMPORTER key using B’s private key and A’s public key
e ESPAES32 - On A, export the operational key using the EXPORTER key

e IMPAES32 - On B, import the operational key using the IMPORTER key
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Diffie-Hellman Key Exchange

Alice and Bob agree to use specific values for a modulus and base
* Modulus p 23
* Baseg 5

Alice selects a secret value ... we’ll use 4 and
* CalculatesA=g?modp=>A=5*mod23=4
* And shares A with Bob

Bob selects a secret value ... we’ll use 3 and

e CalculatesB=g°modp=>B=53mod23=10
* And shares B with Alice

Alice computes the shared secret s
* s=B?mod p=>10*mod23=18

Bob computes their shared secret s
e S=Amod p=>43mod23=18

From Wikipedia:
https://en.wikipedia.org/wiki/Diffie%E2%80%93Hellman_key_ exchange

February 2022 : 7 : Yo zExchange - "I'ran__s_port'i.ng Keysr
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Create ECC Pair for AtoB and BtoA

A B

GENECC REXX _A:ATOB X509 Certificate | B:ATOB X509 Certificate GENECC REXX
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| THEW EXCHANGE

On A-Generate ECC Public/Private Key Pair

e A - Share
File Edit ings View Communication Actions Window Help

=D = ﬂ B B D Ds Dy Dm @& ?

PriScrn : Send Recv Display Color Map Record  Stop Play Quit Support  Index

COMMAND
Enter

from

=

Connected through TLS1.2 to secure remote server/host 129.40.39.239 using lu/pool TCPS219 and port 6001

February 2022 zExchange - Transporting Keys
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 THES EXCHANGE

On A - Key Pair Generated Successfully

Actions Window Help

Se FH B Do D

Send Recv Display Color Map Record Stop Play Quit Support  Index

Key fTunction completed successfully

Press ENTER or END to return t o the prewvious menu

Connected through TLS1.2 to secure remote server/host 129.40.39.239 using lu/pool TCPS219 and port 6001

February 2022 zExchange - Transporting Keys
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On A - Export the public key

Ll A - Share - [32 x

File Edit ings View Communication Actions Window Help

=T~ ﬂ‘b@ D D« Dv D

PrScrn = Send Recv Display Color Map Record Stop Play Quit

COMMAND
E

nNnName

€2 ; Unscrambling the Complexity of Crypto!
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| THEW EXCHANGE

On A — PKDS Keys Utility

Communication Actions Window Help

2B X H B D ooDs D

Send Recv Display Color Map Record Stop Play i Support  Index

- PKDS Key Attributes

SHPLEX.S2Z2 _CSFPKDS
. KEYXFER.ATOB . KEYPAIR.D2Z2Z202095
Actiwve

L — N

Mod-+bd fy

Delaet

Display vardiable-leng 1 = adats >lLock wi th tag:
Display — 3 M | rer wanr able= 1= =t 1=t ada: - blLock=

Display al 1Istallation wva able-length metadats

ENTER
END

521 : 13233

KEYM SIGN NO-XLAT Key Management NOEXCPAC
PRIVATE PUBLIC

BOYDG . KEYYXFER . ATOB . KEYPAIR . PRIVATE.D2Z0209

7171195 7BC9] DFE2D3221386CES18116D39:"
3SD77DBEGFL1LFS i LES1LE74AASSDCEBAEDCGE9SFEA4ASCS&SD1L1LAEBAAAS32G6/
TS E0567D24943230805@01 D785 7BEGCA= %]: L 661BE40201Ca401209:A
" C1l7FFAZG23004F795DC=2190320E7DCS8 Z =32Ca4BBZ28693232B9E4ABEGEEL
F1SD4@4ABE

39.239 using lu/pool TCPS219 and port 600
February 2022 zExchange - Transporting Keys
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Import A’s Public Key on B

A B

IMPRTEC2 REXX B ATOB X509 Certlflcat A: ATOB X509 Certlflcate IMPRTEC2 REX)<
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{THES EXCHANG

On B - Import the Public key from A

e B - WSCLABT - [32 x 80] — O X
File Edit 5Settings View Communication Actions Window Help
o
B B S8 FH B D 0w v De & ?
PriScrn Copy Paste Send Recv Display Color Map Record Stop Play Quit Support  Index

CoOMmiImes

02/076

51256 Secure socket is connecting through to remote server/host lab1.wsclab.washington.ibm.com using port 992...

February 2022 zExchange - Transporting Keys _ Page 27
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| THEW EXCHANGE

On B — A’s Public key is available

e B - WSCLABT - [32 x 80] — O X
File Edit 5Settings View Communication Actions Window Help
o
B B S8 FH B D 0w v De & ?
PriScrn Copy Paste Send Recv Display Color Map Record Stop Play Quit Support  Index

Key AtTttributes anmnd Metadata

LABPLEX _PKDSR . NEW
OYDG . KEYXFER.ATOEBE. APUBLIC D220

Actiwve CArch b w

Key Attributes
»r— 31 thm : ECC
s521

PUBLIC

027015
51256 Secure socket is connecting through to remote server/host lab1.wsclab.washington.ibm.com using port 992...

February 2022 zExchange - Transporting Keys : Page 28
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Repeat for B to A

* Generate a public/private key pair on B

* Export the public key from B to a file
* Move that certificate file to A

* Import the public key from B, on A




Create AES Exporter on A

A B

DRVAESXP

4
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On A — Execute DRVAESXP REXX to Create
the Exporter key

‘ L A - Share - [32 5
‘ File Edit ings View ommunication Actions Window Help

S e FRHE B D 0w v De @ 7

Paste Send Recv Display Color Map Record Stop Play Quit Support  Index
UtHilities Compilers Help

SYSZ2Z2040 . T205554 _RA00O . BOYDG. RO1LOO&35 L

—_ommand _——

inmne 000000000

= e e e e s e e e e e e se o e e e e e e e

o Top oOF Data i - e e e e e
"BOYDG . TOOLS REXX . EXEC(DRVAESXP)
AES EXPORTER oe 1l : BOYDG . KEYXFER._. A S256 _.EXPORTER. FROMECC
Sample

MA [a) 04/015
£)256 Connected through TLS1.2 to secure remote server/host 129.40.39.239 using lu/pool TCPS219 and port 6001

ebruary 24 zExchange - Transporting Keys : Page 31
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On A — Exporter key KCV=935392

e A - Share - [32

File Edit fiew Communication Actions Window Help

a3t B ﬂ E E D <D= Dy

Send Recv Display Color Map Record Stop Play Quit Support  Index

- CKDS Key Attributes and Metadata

SHPLEX . S2 _CSFCKDS
BEOYDG . KEYXFER . AES256 . EXPORTER.FROMECC _  ATOB . D220209

Active Arch >

all w1 th =

2 E -
metadata blocks

Length metadata

Key Attributes
Algor+dithm: AES v pe EXPORTER
Length (bits - Key check value= 935392 ENC-ZERO
Key Usage: EXPORT TRANSLAT GEN-OPEX GEN-IMNEXY «cEAM BXEX GEN-PUB WR-DES
WR-AES WR-HMAC WR-DATA WR-KEK WR-PIN WRDERIVE WR-CARD

Key Management XPRT-SYM XPRTUASY XPRTAASY NOEX-RAW NOCMPTAG XPRT-DES
XPRT-AES XPRT-RS5SA POKEYAGR PCKEYAGR

K ey Name

Press ENTER to
END to

EESCRYPTO

MAa 3 0O2/015

%)258  Connected through TLS1.2 to secure remote server/host 129.40.39.239 using lu/pool TCPS219 and port 600
ebruary 24 zExchange - Transporting Keys : Page 32




reate AES Importer on B

A B

DRVAESMP

a
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e B - WSCLABT - [32 x 80] — O X
File Edit 5Settings View Communication Actions Window Help
B B S8 FH B D 0w v De & ?
PriScrn Copy Paste Send Recv Display Color Map Record Stop Play Quit Support  Index
Arttributes and Metadata

LABPLEX _CKDSR.NEW

G . KEYXFER. AESZS56 . TIMPORTER. FROMECC . ATOE .D220209

Actiwve CArchiwved, Actiwv

YY Y YMMDD
20220209
D02
0000020
DD
20220210

QOO
DDA
FALSE

Key Attributes
IMPORTER

AL i thm: = ’ pi R -
t— Ch1 - =he = wa Lus oS=253092

Vﬁ? AE;:\NR HMAC WR-DATA WR-KEK WR-FIN WRDERIVE WR-CARD

MANl ]

5256 Connected through Telnet-negotiated security TLS1.2 to secure remote server/host lab1.wsclab.washington.ibm.com using lu/pool LAB10462 and port ¢

February 2022 zExchange - Transporting Keys
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02/015
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A: Export PEKeyl & B: Import PEKey1

A B

EXPAES32

EATOB_EXP(PEKey1 )




r

e FOTl Unscrambling the Complexity of Crypto! ©F TETT g

| THEW EXCHANGE

On A — Export the CIPHER key

L A - Share - [32 x
File Edit 5ettings View Communication Actions Window Help
B =t = ;ﬁ‘&,@m»n Dy D e 2

PriScrn Copy Paste Send Recv Display Color Map Record Stop Play Quit Support  Index

UtHilities Compilers Help

SYSZ2Z2040 . T212800_ RAOQOO . BOYDG. RO1LOOS37

r

= P——— P Ton oFf Data
Q00000 ;
Q2000 0cE ..:-..;')* ouof,wuuo ' O 2EF=2BE=BE S1CE '-'-.i-'.n\uc‘ﬁoo.‘)00UOUUCJDQOOU 2 D200000100
LJLH|,~L‘lt.>t.‘1t.'\l.‘u.)ut.w1 ULJOL)_UOO 2CE PFFOQOOZES00000002149A5C [J»«-s*.’--l 3623 CFOC
DALGOF 12 i i : = =y Eea '.‘ SAZ2BLCT77 AFDD@O7FS56&6D i OS18COEEASZ2FAFL

@648B1lAZFSSB1l1687A98SBG68F374197067A7F3A4DCAS4DS
A AV

PEKEY1
KCV=83A156

February 2022 zExchange - Transporting Keys




r

%> 70 " . _Unscrambling. the Complexity of Crypto!

| THEW EXCHANGE

© MAINFRAME
EESCRYPTO

On B — Import the CIPHER key

e B - WSCLABT - [32 x 80] — O X
File Edit 5Settings View Communication Actions Window Help
?
i= . =
B B S8 FH B D 0w v De & ?
PriScrn Copy Paste Send Recv Display Color Map Record Stop Play Quit Support  Index

EA EdLai . Edit_Setcttings Menu Urtilities Compilers Test Help

EDIT BOYDG . TOOLS . REXXX _EXECCIMPAES = . Q1L ._o02 ColLummr: QO] OO TF2
Comms Scroll === CSR
thi=s script From _-—r

"HLQ _MLD . LLLQCTI

iNng key lLTabels=s

importe - - Labe'l =

LEFTC"BOYDG _KEYXFER . AESZSSS . TIMPORTER._FROMECC _ATOE . DZ220209 "

Def 3 ey L1Label For the recedwved AES CIPHER ey —
(= %. < =N/ Labs = LEFTC"BOYDG . KEYXFER.AESZ56 _CIPHER . DZ2Z2Z0Z209

QOOS ST Spe i Fy data from th sender -
= b1l are copied/ pasted from the -
s executed il
—

DO - Theseae mMext three war =1
OO ST output of the EXPAES=2Z2Z REXX EXEC that wa
S on the source system
wer i e =T Patternn = 'ESEFFL1L79E7E291ESs72"
P ey ==
' 2200008005000 2O_2EF2EE2EEESES81 CEASAQCROOQROQROLOOOLODVO2O2QCO0V001LOO
'DALlOF 1l Z2 28 FF1Ll 2BEBCES88E7SESGS206ASB1LC 7 7OAFDDO 7FS56D32ESC918COEEASDS=FARFL
'O E2EBElLAZFSEElLGSE2T7 A9 CEEBGSEFRF2794197 06 T7A7F2A9DCASaGDOAZSFCE2DACSES=ZEES=2E2E2E5 L

' AABF7O642DAEG7ZER
vepted ke 1lensth -1~ 1-1-1-1-1-1-

L = =

" CLEANUP TtThe AES ey Tabel el e use fFor
= 2 = 2= = data lkey Label
CALL >

29/7009

February 2022 zExchange - Transporting Keys _ Page 37
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A: Export PEKeyl & B: Import PEKey1

A B

|

EXPAES32 IMPAES32

\ \

Enros_exp(PEKey1) Baros me(PEKey1)
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Unscrambling the Complexity of Crypto! . © MAINFRAME

EESCRYPTO
On B — Our copy of the CIPHER key
s B - WSCLABT - [32 x 80] O X
File Edit 5Settings View Communication Actions Window Help
B B B FTH B D
PriScrn Copy Paste Send Recv

Display Color

D Dyl D ;}’jﬁ,\j ?

Stop Play Quit Support  Index
Key AtTttributes

Map Record
- CKDS

anmnd Metadata
LABPLEX CKDSR_NEW

BOYDG . . KEYXFER. AES2Z256 . CIPHER . DZ2Z20209

CArchbve

DO
FALSE
FALSE
thm: 3 — CIPHER
Cb-a t- - < - check T s=2Al1S56
ENCRYFT DECRYFPT ANY-MODE
| o Y,
XPRT
K ey

Manmna
—DES

g Name :
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Connected through Telnet-negotiated security TLS1.2 to secure remote server/host lab1.wsclab.washington.ibm.com using lu/pool LAB10462 and port ¢

02/015
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Unscrambling the Complexity of Crypto! - PR ™ 5 MAINERAME
summary

* With common master keys, process is simpler, but you
may have to bypass some of the security protocols

* Establishing the EXPORTER/IMPORTER keys between two
systems does not have to be done every time you need to
transfer keys

* There are now tools (CKDS/PKDS Keys Utility) to validate
the process

* My goal here was not to intimidate ...
* Key Management is important
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