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Abstract

The setup and security configuration for z/OSMF has greatly improved and been 
simplified over time.  Fine out what improvements have been made to get z/OSMF 
set up and running securely under z/OS V2R3 and V2R4 so that one can take 
advantage of this powerful modernization tool.  
User experiences will be discussed in managing setup and configuration, 
highlighting success and problem areas. 

Other z/OSMF sessions at Share. 

Introduction

Background

2



What is z/OSMF

• IBM z/OS Management Facility (z/OSMF) provides system management 
functions in a task-oriented, web browser-based user interface with integrated 
user assistance, so that you can more easily manage the day-to-day operations 
and administration of your mainframe z/OS systems. By streamlining some 
traditional tasks and automating others, z/OSMF can help to simplify some areas 
of z/OS system management.

• z/OSMF allows you to communicate with the z/OS system through a web 
browser, so you can access and manage your z/OS system from anywhere. 
Multiple users can log into z/OSMF using different computers, different browsers, 
or multiple instances of the same browser.



NewEra – Link to eBook
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Securing z/OSMF

https://www.newera-info.com/eBooks.html

https://www.newera-info.com/eBooks.html


What is z/OSMF

• z/OSMF provides a framework for managing various aspects of a z/OS system 
through a web browser interface.

• z/OSMF provides you with a single point of control for:
• Viewing, defining, and updating policies that affect system behavior
• Monitoring the performance of the systems in your enterprise
• Managing software that runs on z/OS
• Performing problem data management tasks
• Consolidating your z/OS management tools.



What is z/OSMF

• z/OSMF includes the following software:
• z/OSMF server.
• WebSphere® Liberty profile, which provides an application server runtime 

environment for z/OSMF.
• Set of optional, system management functions or plug-ins, which you can enable 

when you configure z/ OSMF.
• Technologies for serving the web browser interface, such as JavaScript, Dojo, and 

Angular.



z/OSMF User Survey Results - Jan-2020

Has z/OSMF been implemented in your shop and is it in use?
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z/OSMF User Survey Results - Jan-2020

Which ESMs are in use in your environment?
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z/OSMF User Survey Results - Jan-2020

What release of z/OS is running in your shop? 
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z/OSMF User Survey Results - Aug-2018 and Feb-2019

What level of z/OSMF user would you consider yourself?
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z/OSMF User Survey Results - Aug-2018 and Feb-2019

Are you concerned about security issues surrounding z/OSMF?
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z/OSMF User Survey Results - Aug-2018 and Feb-2019

What were the biggest challenges or concerns with its installation, 
setup, configuration and ongoing maintenance? 
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z/OSMF User Survey Results 

Which of these areas of z/OSMF do you use? 
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z/OSMF User Survey Results - Aug-2018 and Feb-2019

Is your organization using or planning to use customized functionality 
of z/OSMF to take advantage of its full scope of capabilities? (Feb-2019)
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z/OSMF User Survey Results - Aug-2018, Feb-2019, Jan-2020

Using z/OSMF, has your productivity and efficiency improved 
compared to before you were using it?
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z/OSMF User Survey Results – Jan-2020

If your shop has implemented z/OSMF (or tried to), please tell us 
whether or not you had problems with getting security 
configurations set up properly.
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z/OSMF User Survey Results - Jan-2020

If you were involved in the security set-up process, did you use 
the standard JCL provided as-is, or did you make modifications to 
what was provided? 
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z/OSMF Components – Classic Interface z/OS 2.3 

Missing Cloud 
Provision
SYSPLEX 



z/OSMF Components – Desktop User Interface 



z/OSMF Components



z/OSMF Components
Core functions are those tasks which are always enabled 
when you initially configure the product. They are installed 
and can run without the need for the additional plug-ins. 
When the started tasks are brought up, a base configuration 
of z/OSMF contains only these functions.   Some core 
functions are the Workflows task, the Resource Management 
task, and the Usage Statistics task.

Categories are collections of tasks and/or plug-ins with 
shared characteristics. An example of a category is the 
Performance category which contains the Capacity 
Provisioning, Resource Monitoring, and Workload 
Management plug-ins along with the System Status task.

Plug-ins are collections of one or more system management 
tasks that add significant functionality to z/OSMF and require 
additional steps to configure and deploy. Plug-ins require the 
creation of security profiles for the tasks that are associated 
with them. Examples of plug-ins are the Network 
Configuration Assistant, Cloud Provisioning, and the Incident 
Log.



z/OSMF Components



z/OSMF Components



z/OSMF – From a Security Perspective

24

• z/OSMF uses your Enterprise Security Management (e.g., RACF, CA ACF2, CA Top 
Secret) product for user authentication and authorization. 

• The z/OSMF SAF-based authorization support brings tighter integration with z/OS SAF-
based authorization with the introduction of the resource class ZMFAPLA for z/OSMF 
task-based resources. 

• All z/OSMF tasks and links are associated with resource names and resource class 
profiles under this resource class, and SAF groups are used to represent Roles. 

• SAF-based authorization also allows for custom roles via creation of SAF groups at your 
discretion.

z/OSMF - Security:



z/OSMF Lite configuration
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• What’s “z/OSMF Lite configuration”
• “z/OSMF Lite configuration” provides a new approach of z/OSMF configuration which allows user to bring up a  

minimum z/OSMF as quick as possible and then configure only for z/OSMF services that user require.
• To achieve the goal, z/OSMF Configuration Guide and security sample jobs are both restructured

• A minimum z/OSMF is defined and referred as z/OSMF nucleus.
• IZUNUSEC sample job is provided for security configuration of z/OSMF nucleus.

• Typically, the z/OSMF nucleus can be setup and bring up in 90 minutes*.

• About 20 z/OSMF services are identified and can be added on top of z/OSMF nucleus per user’s need.
• Setup complexity of each z/OSMF service is provided to help you determine which service to setup first.
• Dependency list is clearly documented in each z/OSMF service’s chapter
• Configuration required by z/OSMF REST services are also documented in the same structure with plugins in z/OSMF Configuration Guide.

• Advanced configuration are consolidated in the later chapter so that user can focus on common configuration and bring z/OSMF  
up quickly.



z/OSMF 
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z/OSMF 
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z/OSMF 
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z/OSMF 
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z/OSMF Lite configuration
• What’s “z/OSMF Lite configuration”

z/OSMF Core

Liberty Profile

Core Navigation

Online Help

Notification

Notification settings

App linking

Import Manager

Links

FTP Servers

Usage Statistics

Systems

Workflow Editor

API Discovery Swagger

REST Job API

REST File API

REST TSO API

Workflows

z/OSMF Optional Services

Capacity Provisioning

Network Configuration Assistant

Incident Log

ISPF

Resource Monitoring

Software Management

Sysplex Management

Workload Management

zERT

Cloud Provisioning

z/OS Operator Consoles

z/OSMF Nucleus

Liberty Profile

Core Navigation

Online Help
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z/OSMF Core Services

Notification

Settings

Administration Tasks

Workflow Editor

Swagger support for REST APIs

REST Job API

REST File API

REST TSO API

Workflows

z/OSMF Optional Services

Capacity Provisioning

Network Configuration Assistant

Incident Log

ISPF

Resource Monitoring

Software Management

Sysplex Management

Workload Management

zERT

Cloud Provisioning

z/OS Operator Consoles

Previous z/OSMF configuration z/OSMF Lite configuration



z/OSMF Lite configuration
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• Benefits of z/OSMF Lite configuration

The old configuration z/OSMF Lite configuration

# of security resources required for a minimum z/OSMF 57 19

# of services in the minimum z/OSMF 17 3

# of pages’ guide for setup a minimum z/OSMF 36 22

Setup guide for z/OSMF REST services Distributed and not clear Clearly organized by each service

Summary of setup complexity by service No Yes

Summary of dependency list by service No Yes



NEW Security Configuration Assistant task
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• What’s Security ConfigurationAssistant
Security Configuration Assistant task is built for simplifying the user experience of security configuration and validation. It starts  
with help z/OSMF security configuration by providing

• Automatic validation of security configuration by user
• Graphic views for validation result
• Filter by validation result, service enablement status, etc.
• Description for each security requirement
• Support both RACF and non-RACF security products

• Security Configuration Assistant can be used in the following scenarios
• Security planning for z/OSMF
• Validation of z/OSMF security configuration
• Trouble shooting for function failures



z/OSMF – From a Security Perspective



z/OSMF Security IZUPRMxx – SYS1.PARMLIB



z/OSMF Security IZUPRMxx – SYS1.PARMLIB



NEW Security Configuration Assistant task
• Security Configuration Assistant – Graphic view to display automatic validation result

Validation is done per user

Validation can be done against
• All z/OSMF security configuration
• Selected services
• One specific security requirement

Description is included for each  
security requirement

Overview of validation result

Validation result by service

Validation result by specific requirement

Align with z/OSMF Lite configuration
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NEW Security Configuration Assistant task
• Security Configuration Assistant – Manual checks
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NEW Security Configuration Assistant task
• Security Configuration Assistant – Filter support

38



NEW Security Configuration Assistant task

15

• Security Configuration Assistant – Dependencies are included



• ACCTNUM
• APPL
• CSFSERV
• DATASET
• DIGTCERT
• DIGTRING
• EJBROLE
• FACILITY
• JESSPOOL
• LOGSTRM
• OPERCMDS
• PROGRAM 

• PTKTDATA
• RDATALIB – for certificates
• REALM
• SERVAUTH
• SERVER
• STARTED
• SURROGAT
• TSOAUTH
• TSOPROC
• ZMFAPLA
• ZMFCLOUD
• UNIXPRIV 

RACF Classes Used in Various Definitions



z/OSMF Components - SDSF
SDSF
The SDSF task of z/OSMF provides key 
summary information about your sysplex. It 
also allows you to work with objects, such 
as jobs and data sets, check for IBM z/OS 
Health Checker, and issue system 
commands

Notice Userid with PROC 
that starts with IZUTSOAP –
this is from z/OSMF, the 
other one is my TSO logon 
session



z/OSMF Components – Workload Management



z/OSMF Components – Problem DeterminationProblem Determination
Can be used to diagnose system problems

Incident Log
Diagnose system problems, and send diagnostic 
data to IBM or other vendors for further 
diagnostics



z/OSMF Components - ISPF z/OS Classic Interface
When this plug-in is active, you are able to access 
traditional ISPF applications. 

ISPF
Access traditional ISPF applications



z/OSMF – From a Security Perspective

• Sample JCL is SYS1.SAMPLIB – IZUSEC is the primary one for setting up the 
base configuration 

• Note RACF commands provide do not always include fields like OWNER, 
SUPERIOGROUP

• This is applicable for ADDGROUP, ADDUSER, RDEFINE, CONNECT
• Did not provide all the instances, one should review the commands before executing

• Activates (RACLISTs)  classes APPL, EJBROLE, FACILITY, SERVER, SERVAUTH, 
ZMFAPLA, STARTED, ACCTNUM, TSOPROC,  TSOAUTH, OPERCMDS

• Adds groups IZUADMIN, IZUUSER, IZUUNGRP 
• This corresponds to what is defined in IZUPRMxx in SYS1.PARMLIB
• Assumes AUTOGID



z/OSMF – From a Security Perspective
• Sample JCL is SYS1.SAMPLIB – IZUSEC is the primary one for setting up the base 

configuration 
• Adds user IZUSVR – this will be userid for the 2 started tasks 

• DEFAULTGROUP(IZUADMIN) 
• Assumes AUTOUID

• Adds user IZUGUST – this is unauthenticated user
• Makes user RESTRICTED
• This corresponds to what is defined in IZUPRMxx in SYS1.PARMLIB
• DEFAULTGROUP(IZUUNGRP)

• Defines the 2 started task of IZUSVR1 and IZUANG1 using the userid IZUSVR
• Define IZUDFLT in the APPL class
• Define z/OSMF server in the SERVER class
• Permit IZUGUEST to IZUDFLT in APPL class 



z/OSMF – From a Security Perspective
• Sample JCL is SYS1.SAMPLIB – IZUSEC is the primary one for setting up the base 

configuration 
• Permits IZUSVR (started task ID) to the SERVER class permissions

• May want to review your standards and define as appropriate
• Define various BPX, BBG, IRR profiles in the FACILITY class

• Grant IZUSVR access to these profiles 
• Create certificates for the z/OSMF server 

• Keyring name needs to correspond to what is defined in IZUPRMxx in SYS1.PARMLIB
• Define the CEA to the SERVAUTH class
• Define ACCTNUM, TSOPROC 

• This corresponds to what is defined in IZUPRMxx in SYS1.PARMLIB
• Define group IZUSECAD for Security Administrators 
• Define the ZMFAPLA profile <saf.profile>.ZOSMF

• This corresponds to what is defined in IZUPRMxx in SYS1.PARMLIB



z/OSMF – From a Security Perspective
• Sample JCL is SYS1.SAMPLIB – IZUSEC is the primary one for setting up the base 

configuration 
• Various other definitions / permissions
• Define CONSOLE in TSOAUTH
• Permit IZUADMIN and IZUUSER access to CONSOLE in TSOAUTH
• Various definitions in ZMFAPLA for the z/OSMF ADMINTASKS, WORKFLOWS, 

NOTIFICATIONS, z/SMF Settings
• Other command for the various functions.  

• This brings up the base product,  
• This is not any definitions for the plug-ins.

• THERE ARE APPROXIMATELY 200 COMMANDS in the IZUSEC member alone



z/OSMF – From a Security Perspective



z/OSMF – From a Security Perspective



z/OSMF – From a Security Perspective



z/OSMF – From a Security Perspective



z/OSMF – From a Security Perspective



z/OSMF – From a Security Perspective



z/OSMF – From a Security Perspective

55

• Two started tasks IZUANG1 and IZUSVR1:
- IZUANG1 needs to start before IZUSVR1

• the message CWWKB0056I INITIALIZATION COMPLETE FOR ANGEL will appear when 
IZUANG1 starts

- IZUSVR1
• CWWKF0011I: The server zosmfServer is ready to run a smarter planet will appear when the 

IZUSVR1 is active.

• Get the basic task up and running before adding any of the other features

• Log on to make sure you can log on

• If you are activating the classes described above for the first time, would recommend putting in a ‘**’ 
entry (back stop) is warning mode to catch the other errors. This is only temporary. There are other 
definitions that will need to be added.

Experiences:



z/OSMF – From a Security Perspective
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TroubleShooting:
- Just because you get the message for the IZUSVR1 does not mean it will let you log on. 

• One possible error, the certificates are not defined correctly

• Was the appropriate keyring put in the IZUPRMxx member in SYS1.PARMLIB?

• IZUDFLT is the default in IZUPRMxx in SYS1.PARMLIB. This is the prefix that is prepended to the 
names of resource profiles. 

• In IZUPRMxx in SYS1.PARMLIB, you can define the security groups, administrators, and users for the 
product.

• Key is there are parameters in IZUPRMxx in SYS1.PARMLIB that tie to RACF.

Experiences:



z/OSMF – From a Security Perspective
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• The started tasks IZUANG1 and IZUSVR1 do not need UID(0), but if the USS configuration is not set up, 
there may be some bit settings that will need to change to make this happen.  

- Or the owner is not set up correctly for the directories and such

• SYS1.SAMPLIB  has some examples
• Do NOT turn on UAUDT on IZUSVR1

• The install process creates a JCL library with a lot of the commands needed for basic set up. 

• If you have ZIIP engines make sure they are enabled as z/OSMF does a ton of I/O 
- z Integrated Information Processor (zIIP) is a specialty offload engine that helps improve computing 
performance for a subset of mainframe workloads.

Experiences:



z/OSMF – From a Security Perspective
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• Define the profiles before you activate any classes. 

• If SERVAUTH is already active, may need to define more access for the ports that will be used with this 
product. 

• As other feature / functions are used, it will require more profiles to be defined.  Remember the slide about 
with the plug-ins and the resource definitions. 

• Didn’t get into all the system programmer related activities in this document.

• z/OSMF will work without the APPL class active. 

• If shut off SERVER class it checks BPX.WLMSERVER in the FACILITY class and then has problems with 
the PROGRAM class 

• If SERVER classes is active, the PROGRAM class does not need to be active. 

Experiences:



Summary

The setup and security configuration for z/OSMF has greatly improved and been 
simplified over time.  Fine out what improvements have been made to get z/OSMF 
set up and running securely under z/OS V2R3 and V2R4 so that one can take 
advantage of this powerful modernization tool.  
User experiences will be discussed in managing setup and configuration, 
highlighting success and problem areas. 
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Questions

Contact Information
Insert contact information here.



Backup Slides
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z/OSMF Components – Cloud Provisioning 
Cloud Provisioning
You can perform software provision for z/OS middleware.  This 
work includes creating instances of CICS, Db2, IMS, MQ, and 
Websphere Application Server (WAS) 

Marketplace
A sample of a software services marketplace for consumers.  It can 
be used with Marketplace Administration as a model for developing 
you own consumer marketplace for software services

Marketplace Administration
A sample that offers administrative function for a software services 
marketplace. 

Resource Management
Define resources such as the domain of the systems and the 
classes of users (tenants) that will participate in Cloud on z/OS

Software Services
Provision z/OS software and manage the provisioned software, 
including deprovisioning. 



z/OSMF Components – Configuration Assistant

Configuration Assistant
This plug-in provides the simplified 
configuration and setup of TCP/IP policy-
based networking functions. Important 
changes were made to the user 
experience in z/OSMF V2R3 with 
workflows to perform some of the tasks.



z/OSMF Components – Operator Consoles
z/OS Operator Consoles task overview
The z/OS Operator Consoles task provides 
function to work with z/OS consoles. You 
can view system messages and enter 
system commands.



z/OSMF Components – SDSF Desktop View



z/OSMF Components - Performance
Performance 
When the appropriate plug-ins are installed, one can use this 
to query the status of the capacity and monitor performance 
of the systems in the enterprise.

Capacity Provisioning 
Manage domain configurations and provisioning policies and 
request reports of the status of the Capacity Provisioning 
Manager 



z/OSMF Components - Performance
Resource Monitoring 
Monitor the performance of the z/OS, 
AIX, Linux and Windows systems in your 
enterprise



z/OSMF Components - Performance
System Status 
Quickly assess the workload performance 
on the systems in your enterprise and 
define the systems to be monitored. 



z/OSMF Components - Performance
Workload Management 
Administer and operate WLM and manage 
WLM services definitions and policies.



z/OSMF Components – z/OSMF AdminstrationZ/OSMF Administration
A z/OSMF installation has one or more users that are 
authorized to access z/OSMF as administrators.  This 
administrator can perform administration tasks as needed. 

Application Linking Manager
Manage the event types that allow you to link or connect 
z/OSMF tasks and external applications



z/OSMF Components – z/OSMF Adminstration
Import Manager 
Import plug-ins, event types, event handlers, and links into 
z/OSMF



z/OSMF Components – z/OSMF Adminstration
Links
Add links to external resources that might be useful for 
managing your z/OS systems. 



z/OSMF Components – z/OSMF Adminstration
Usage Statistics 
A z/OSMF administrator can use this task to see 
which users are logged in to z/OSMF, perhaps as a 
precautionary check before making a critical update 
to z/OSMF



z/OSMF Components - Software
Software
This can be used to manage z/OS software inventory, 
deploy SMPE/E packaged and installed software.

Software Management 
Manage z/OS software inventory, deploy SMP/E 
packaged and installed software, and generate reports 
about your software. 



z/OSMF Components - Sysplex

Sysplex
You can view sysplexes as well as systems in a 
sysplex.  You can view physical configurations, 
such as coupling facilities and LPARs.

Sysplex Management
View sysplex topology as well as details for 
sysplex objects such as coupling facilities, 
coupling facility structures, and couple data sets



z/OSMF – From a Security Perspective
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Class Purpose RACF commands for activating
APPL Controls access to the z/OSMF application domain. This access 

is required by:
• Security group for z/OSMF administrators 

(IZUADMIN, by default)
• Security group for z/OSMF unauthenticated guest users 

(IZUGUEST, by default)
• Security group for the z/OSMF users (IZUUSER, by default)
• Security group for the z/OS security administrator 

(IZUSECAD, by default

If there is no matching profile in the APPL class, RACF allows 
the user to access the application.

SETROPTS CLASSACT(APPL)
SETROPTS RACLIST(APPL) GENERIC(APPL)

EJBROLE Controls the user’s ability to connect to the z/OSMF core 
functions and tasks. z/OSMF defines a resource name for each 
core function and task.

SETROPTS CLASSACT(EJBROLE)
SETROPTS RACLIST(EJBROLE) GENERIC(EJBROLE)

FACILITY Controls the user’s access to profiles when the user performs 
an action. This access is required by the z/OSMF started task 
user ID (IZUSVR, by default) Examples include the profiles that 
are used to control privileges in the z/OS UNIX environment.

SETROPTS CLASSACT(FACILITY)
SETROPTS RACLIST(FACILITY) GENERIC(FACILITY)

RACF Classes that z/OSMF requires:



z/OSMF – From a Security Perspective
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Class Purpose RACF commands for activating
JESSPOOL Allows the user to retrieve messages from the system log 

(SYSLOG).
SETROPTS CLASSACT(JESSPOOL)
SETROPTS RACLIST(JESSPOOL)

LOGSTRM Allows the user to retrieve messages from the operations log 
(OPERLOG).

SETROPTS CLASSACT(LOGSTRM)
SETROPTS RACLIST(LOGSTRM)

OPERCMDS Allows the user to create an EMCS console by using the z/OS 
Operator Consoles task.

SETROPTS CLASSACT(OPERCMDS)
SETROPTS RACLIST(OPERCMDS)

SERVAUTH Controls the user’s ability to use CEA TSO/E address space 
services. In z/OSMF, this access is required by:
• z/OSMF started task user ID (IZUSVR, by default
• Callers of the z/OS data set and file REST interface 

services.
• Users of the ISPF task.

SETROPTS CLASSACT(SERVAUTH)
SETROPTS RACLIST(SERVAUTH) GENERIC(SERVAUTH)

SERVER Allows the z/OSMF started task user ID to request services 
from z/OS system components, such as the system 
authorization facility (SAF), workload management (WLM), and 
SVCDUMP services.

SETROPTS CLASSACT(SERVER)
SETROPTS RACLIST(SERVER) GENERIC(SERVER)

RACF Classes that z/OSMF requires:



z/OSMF – From a Security Perspective
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Class Purpose RACF commands for activating
STARTED Assigns an identity to the z/OSMF started task during the 

processing of an MVS START command. By default, the started 
task runs under the IZUSVR user ID.

SETROPTS CLASSACT(STARTED)
SETROPTS RACLIST(STARTED) GENERIC(STARTED)

TSOAUTH Allows the user to create an EMCS console by using the z/OS 
Operator Consoles task.

SETROPTS CLASSACT(TSOAUTH)
SETROPTS RACLIST(TSOAUTH)

TSOPROC Controls access to the procedure for the z/OSMF REST 
interfaces

SETROPTS CLASSACT(TSOPROC)

RACF Classes that z/OSMF requires:



z/OSMF – From a Security Perspective
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Class Purpose RACF commands for activating
ZMFAPLA Controls the user’s ability to use the z/OSMF core functions 

and tasks. z/OSMF defines a resource name for each core 
function and task.

Notes:
• Profile names in this class are case-sensitive.
• The ZMFAPLA class requires the RACLIST option.

SETROPTS CLASSACT(ZMFAPLA)
SETROPTS RACLIST(ZMFAPLA) GENERIC(ZMFAPLA)

ZMFCLOUD Allows the user to use the z/OSMF core functions and tasks 
that are related to IBM Cloud Provisioning. z/OSMF defines a 
resource name for each core function and task for IBM Cloud 
Provisioning.

The ZMFCLOUD class requires the RACLIST option.

SETROPTS CLASSACT(ZMFCLOUD) GENERIC(ZMFCLOUD)
RACLIST(ZMFCLOUD)

RACF Classes that z/OSMF requires:
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