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TKE Agenda

 Description

e Setup

e Smart Cards

* Roles

 TKE Application
 Loading Keys



Key Loading

e Master Keys
 Trusted Key Entry Workstation
 Passphrase Initialization (aka PPINIT)
* Via the ISPF Panels for ICSF

e Operational Keys
 Trusted Key Entry Workstation
» Key Generation Utility Program (KGUP)
 Enterprise Key Management Foundation
* |CSF APlIs

August2018) = zExchange Trusted Key Entry (TKE) Workstation -
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TKE — What does it do?

 Secure Key Loading
» Master keys or operational keys
* Key material generated in hardware and never exists
In the clear, outside of the tamper-responding
hardware
e Two-man rule
e [ssuers & Co-signers
« Multiple key officers

« Manage host crypto modules
» As domain groups
e Across CECs
« Migration Wizard

« Wizard like feature for loading master keys in one
task
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TKE — Feature Codes

Intel Workstation with a cryptographic
coprocessor and embedded operating system

e Hardware
» |Intel Workstation or Rack Mounted

» Crypto ExpressN card
 Software
» Looks a lot like Linux OS
« TKE application (Java)
e Optional smart card support
» 2 Readers and 20 smart cards
« Can install up to 4 readers

» Optional 10 Additional smart cards

B AUQUSt 2018, i ' zExchange Trusted Kéy Entry (TKE)":’\I\:/ork’;stati;qqr'i : ‘ Page 7 A



TKE Hardware/Software

TKE 9.0 (#0879)

TKE 8.1 (#0878)
TKE 8.0 (#0877)
TKE 7.3 (#0872)

TKE 7.2 (#0850)

TKE 7.1 (#0867)
TKE 7.0 (#0860)
TKE 6.0 (#0858)

#0842, #0847, #0097,
#0098, #0849, #0080,
#0081, #0085, #0086

#0847 or #0097
#0847
#0841 or #0842

#0841

#0841
#0841
#0859, #0839, #0840

z14/z214Model ZR1,
213/713s,
ZEC12/zBC12

213/713s,
ZEC12/zBC12

Z/13/713s,
ZEC12/zBC12

ZEC12/2BC12,
z196/z114

ZEC12, 2196/2114

2196/2114, z10 EC/BC
2196/2114, z10 EC/BC
2196/2114, 210 EC/BC

CEX6C, CEX6P, CEXS5P,
CEX5C, CEX4P, CEXA4C,
CEX3C, CEX2C

CEX5P, CEX5C, CEX4P,
CEX4C, CEX3C, CEX2C

CEX5P, CEX5C, CEX4P,
CEX4C, CEX3C, CEX2C

CEX4P, CEX4C, CEX3C,
CEX2C

CEX4P, CEX4C, CEX3C,
CEX2C

CEX3C, CEX2C
CEX3C, CEX2C

CEX4C (sometimes),
CEX3C, CEX2C
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TKE Weloe Scren

Welcome to the Trusted Key Entry Console (Version 9.0)

This web server is hosting the Trusted Key Entry Console application. Click on the link below to begin

Launch the Trusted Key Entry Console web application.

You can also view the online help for the Trusted Key Entry Console.
Privileged Mode Access

.J Hardware Messages
-
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Privileged Mode Access

 ADMIN
 AUDITOR
e SERVICE

Trusted Key Entry Console

= |D: admin | HelpD
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TKE Setup Wizard

 |KE: TKE Workstation Setup

“ Trusted Key Entry Setup Wizard

Welcome
- Welcome

Change Privileged Mode Access Passwords
Customize Network Settings Welcome to the TKE Workstation Setup Wizard!
Customize Date/Time

Check TKE Grypto Adapter Code Level This wizard performs the most common TKE workstation initialization functions.

Initialize TKE Crypto Adapter e Change passwords

Enable Smart Card Readers e Network configuration

Customize Displayed Hash Size e Time configuration

Load User Roles and Profiles o TKE workstation crypto adapter set-up

Check System-Supplied Roles * Loading and saving TKE workstation crypto adapter user-defined roles and profiles
Check User Roles For Required ACPs ¢ Zone enrollment and loading of key part holder certificates

Change System-Supplied Passphrase Profiles
Add New Access Control Points to User Roles
Load System-Supplied DEFAULT Role

Check TKE Crypto Adapter Group Profiles

Save User Roles and Profiles

Load Function Control Vector

Convert Crypto Module Groups to Domain Groups
Enroll TKE Crypto Adapter in a Zone

Add Migration Zones

Add Key Part Holder Certificates

You can cancel at any time by clicking the Cancel button.

Change Enhanced Password Encryption Policy

| <Back | | INext> | | Finish | | Cancal |




'_— >

Unscramblih,g the Com'plexity of Cry'p'to!_ .

Setup Wizard Steps (1 of 2)

e Change Privileged Mode Access Passwords
e Customize Network Settings
e Customize Date/Time

e Chec
e |nitia
e Enab

K TKE Crypto Adapter Code Level
1ze TKE Crypto Adapter

e Smart Card Readers

e Customize Displayed Hash Size

e Load

User Roles and Profiles

e Check System-Supplied Roles
e Check User Roles For Required ACPs
e Change System-Supplied Passphrase Profiles

- August 2018
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Setup Wizard Steps (2 of 2)

* Add New Access Control Points to User Roles
 Load System-Supplied DEFAULT Role

» Check TKE Crypto Adapter Group Profiles

e Save User Roles and Profiles

e Load Function Contro
e Convert Crypto Modu

 Enroll TKE Crypto Ada
« Add Migration Zones

Vector
e Grups to Domain Groups

oter in a Zone

« Add Key Part Holder Certificates
e Change Enhanced Password Encryption Policy

< August 2018 | - .zExchange' Trusted Key Entry (TKE) Workstati_o_-n
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 Key parts on a smart card can be moved securely but
only between members of a zone

 Members of (Entities in) a zone
» CA (Certificate Authority) Smart Card
» TKE Workstation Crypto Adapter
o TKE Smart Cards
e EP11 Smart Cards

e Zone Is created when you create the CA Smart Card

< August 2018 - - .zExchange' Trusted Key Entry (TKE) Wofkstati_o_-n : 5 b Page 14



TKE Smart Card Utility Program

of Cryptol

Version 9.0 - Smart Card Readers Available

Display smart card information
Display smart card key identifiers

PCI-HSM smart card wizard
Exit
Exit and Logoff

Y
Crypto Adapter Logon key:

Zone enroll status:
Zone ID:

Zone description:
Zone key length:

Alternate zone enroll status:
Alternate zone ID:

Alternate zone description:
Alternate zone key length:

Key parts:
Key type Description Origin MDC-4 or CMAC SHA-1 ENC-ZERO AESP or HMACA/P Control vector or key attributes Length
Smart card reader 2
Card type: Zone enroll status:
Card ID: Zone ID:
Card description: Zone description:
PIN status: Zone key length:
Authority or Administrator key: Alternate zone enroll status:
Crypto Adapter Logon key: Alternate zone ID:
Alternate zone description:
Alternate zone key length:
Key parts:
Key type Description Origin MDC-4 or CMAC SHA-1 ENC-ZERO AESP or HMACA/P Control vector or key attributes Length
Main Menu




I TKE Smart Card Utility Program Version 9.0 - Smart Card Readers Available
File CA Smart Card TKE Smart Card EP1l Smart Card Crypto Adapter

=X

Help
Smart card reader 1
Card type: Zone enroll status:
Card ID: Zone ID:
Card description: Zone description:
PIN status: Zone key length:
Authority or Administrator key: Alternate zone enroll status:
Crypto Adapter Logon key: Alternate zone ID:
Alternate zone description:
Alternate zone key length:
Key parts:
Key type Description Origin Locunn | cucocoo L saccio o uvncan | contrn| yector or key attributes Length
This wizard performs the most common TKE zone setup functions. 0l
- Initialize a CA smart card
- Backup a CA smart card
- Initialize and personalize TKE smart cards =
- Initialize and personalize EP11 smart cards
Smart card reader 2 - Enrolling the TKE crypto adapter in a TKE zone
Earg Itgpe: You can cancel at any time by clicking the Cancel button.
ard ID:
card description: oK || cancel
PIN status: —
Authority or Administrator key: Alternate zone enroll status:
Crypto Adapter Logon key: Alternate zone ID:
Alternate zone description:
Alternate zone key length:
Key parts:
Key type Description Origin MDC-4 or CMAC SHA-1 ENC-ZERO AES/P or HMAC-VP Control vector or key attributes Length
-~
Main Menu
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Smart Cards

« Store credentials
o Store key material
 Perform encryption functions

http://dilbert.com/strip/1997-03-21


http://dilbert.com/strip/1997-03-21
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Smart Cards

o Certificate Authority (CA) Smart Card
e Two 6-digit PINS

o TKE Smart Card — Supports CCA Coprocessors
e EP11 Smart Card — Supports EP11 Coprocessors

 MCA (Migration Certificate Authority)
 Key Part Holder (KPH) Smart Card
e [njection Authority (IA) Smart Card

< August 2018 | ¥ o -zExchange' Trusted Kéy Entry (TKE) Wofkstatip_-n : 4] Page 18
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IBM Supplied Roles

 Passphrase Roles
« TKEADM - for managing the TKE Workstation
» TKEUSER — for managing host crypto modules

 KEYMANL1 - clear new master key registers, load first part new
master key

 KEYMAN2Z - load middle and final master key parts, set master
keys, reencipher keystores

e Smart Card Roles

» SCTKEUSR - for managing host crypto modules
« SCTKEADM - for managing the TKE Workstation

< August 2018 - - .zExchange' Trusted Key Entry (TKE) Wofkstati_o_-n : 5 b Page 19
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Customizing Roles

QSYSTKE: Trusted Key Entry Console Worlkplace (Version 8.0)

|[EM Trusted Key Entry Consocle

= Welcome Crypto Module A Create New Role Available
Function Vew ¥
Trusted Key E1
General | Details | Roles | Authorit RoleID CCAMI
E Service Manag
Roles Description |2nd PROD Keys
Rc = on
CCAFst % vl AES Master Key F
INITADM Load new first key part
v| Combine new middle key parts
Combine new final key part
Clear new master key register
Clear old master key register
¥ llwl ECC (APKA) Master Key
Load new first key part
v| Combine new middle key parts
| Combine new final key part
Clear new master key register
Clear old master key register
© vl DES Master Key
& vl RSA Master Key
g Set Master Key
2 Enter Imprint Mode =
4 y |
Help Send updates Cancel Help
| _ _ _ el KeEY) UPDATE MODE

Help

B

\ QSYSTKE: Welcome t QSYSTKE: Trusted Ke Trusted Key Entry - S

Crypto Module Admini

New Role

Guided Create Roles 09:43:55 07/25/18
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Defining a Group

'y August:

QSYSTKE: Trusted Key Entry Console Workplace (Version 9.0)

IBEM Trusted Key Entry Console

5] Welcome
“\ Trusted Key Entry

E Service Management

Trusted Key Entry ( TKE Vorsion ) Vew ¥ |

Applications
o] Begin Zone Remote Enroll Process for a Crypto Adapter + Usad to begin the zone remote enroll procass for a Cryplo Adapter
M ccaciuso + Usad to manage the code on a Crypto Adapler
2] Complete Zone Remote Enroll Process for a Crypto Adapter * Used to complete the zone remote enroll process for a Crypto Adapter
] Cryptographic Node Managemant Batch Initilization 6.0 + Usad to initialize a Crypto Adaptar using CNI files
W _
+1 . = = . i ,,
File Crypto Nod Master Key Keys Key Storage Access Control Smart Card Help
+f, —_—
b Group ID MKGRP |
m Comment [M  Key Admin GRP |
& activationDate  [07718/2018 |
B cupirstion Date  [07/18/2099 |
m DEFAULT
e |SCTKEADM
. SCTKEUSR |
Role SCTKEUSR |5CTKEUSR
tili |TKEGRPME
G’f () Passphrase profiles
L=
P ® Smart card profiles
B Group members required for log on L
E Available profiles Group members (max 10)
= iSCMKl Add
S lscmrz
SCMK3
|Remove|
Save...| |Load| Done||Help




IBM Trusted Key Entry Console

5 Welcome
= Trusted Key Entry ( TKE Version ) | View ¥ |
: Trusted Key Entry e

B service Management Applications

o Begin Zone Remote Enroll Process for a Crypto Adapter * Usad to begin the zone remote enroll process for a Crypto Adapter

m CCACLUsBO - Usad to manage the code on a Crypto Adapter

o Compkte Zone Remote Enroll Process for a Crypto Adapter * Used to complete the 2one remote enroll process for a Cryplo Adapter

m Cryptographic Node Management Batch Initialization 6.0 + Usad to initialize a Crypto Adapter using CNI files

[ Cryptographic Node Management Utilty 6.0 + Used to manage a Crypto Adapter

+ Migrate Host Crypto Moduke Public Configuration Data + Usad tosave and migrate public configuration data on a Crypto Adapter

"& Configuration Migration Tasks * Used to run tasks fo save and migrate full configuration data on a Crypto Adapter including keys

ﬂﬂ TKE Workstation Setup * Usad to setup a new or upgraded TKE workstation

ﬂ Migrate Roles Utility * Usad to migrate TKE workstation crypto adapter roks to the current TKE releasa

o] Smart Card Utilty Program 9.0 + Usad to intialize Smart Cards

m TKEs Crypto Adapter [nitjlizat = initiali lapter for TKE using default CNI filks

& Trustod Koy Entry 90 |Smart Card Utility Program 9.0 - Click to Iaunch[ v 0n a 208 Host

Utilities

of Edit TKE Files * Usad toedit TKE Fies

: & TKE File Management Utility * Usad to manage availabk files in all data directories
] 0 TKE Workstation Code Information + Usad to query TKE Workstation code information

m Configure Displayed Hash Size + Used to configure the size of hash data displayed on TKE panels

E Enhanced Password Encryption Policy + Usad to set the password policy observed when signing on to a host

e Configure Printers + Usad to configure printers

QSYSTKE: Welcome to the Trusted Key Entry Console (Version 9.0) 109:22:58 07/18/18
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TKE Console Workspace

oAp

plications

Begin Zone Remote Enroll Process for an IBM Crypto Adapter
CCA CLU

Complete Zone Remote Enroll Process for an IBM Crypto Adapter
Crypto Node Management Batch Initialization

Crypto Node Management Utility

Migrate IBM Host Crypto Module Public Configuration Data (CCA
Only)

Configuration Migration Tasks (CCA or EP11)
TKE Workstation Setup

Migrate Roles Utility

Smart Card Utility Program

TKE’s IBM Crypto Adapter Initialization
Trusted Key Entry

< August 2018 - - .zExchange' Trusted Key Entry (TKE) Wofkstati_o_-n : 5 b Page 23



TKE Console Workspace

 Utilities
o Edit TKE Files
« TKE File Management Utility
« TKE Workstation Code Information
 Configure Displayed Hash Size
* Enhanced Password Encryption Policy
 Configure Printers
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QSYSTKE: Trusted Key Entry Console Worlkplace (Version 8.0)

|[EM Trusted Key Entry Consocle

ked By: Trusted Key Entry | Cryplo Adapter Logon ID: MKGRP | Help

=1 Welcome
Trusted Key Entry ( TKE Verson ) View v
Trusted Key Entry

B service Management Ay Trusted Key Entry - Smart Card Readers Available
a Function Utilities Preferences Help
a
Hosts Crypto Modules
Il Host ID Description Host ID CM index Status Description
- <BpLan ! - z
+1 |PEZ1 |WSC Z Educational Lab - D... || -
!
? Create Host
b Change Host
Delete Host
ut
Open Host
o
e Close Host
& [
L]

Domain Groups
Group ID Description

\ QSYSTKE: Welcome to the Trusted Key Entry QSYSTKE: Trusted Key Entry Console Workpl REIEVERs NG A=0 (s -Iaal- R O [Re Nat-l:1s [ g-Wa\-0 12:22:29 07/25/18

b . ¥ _ R b . ¥ 4
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QSYSTKE: Trusted Key Entry Console Worlkplace (Version 8.0)

|[EM Trusted Key Entry Consocle

d Key Entry | Cryplo Adapter Logon ID: MKGRP | Help

Entry - Sm

Eunction U Preferences Help e
Hosts Crypto Modules
Host ID I Description | Host ID CM index | Status | Description i adapter
PEZ1 WSC Z Educational Lab -... [« WSC A 5C03 Authenticated al
WSC A |WSC 2Plex Sys A pto Adapter
WSC B WSC zI B
WSC C
WSC D 2Plex Sys D e Acdspiar

2 on a Cryplo Adapler including keys

Domain Groups
Group ID Description |

'Create CCA Group
Create EP11 Group
Change Group
Delete Group

Open Group
View Group
Check Group Overlap - -
Close Group
Help
\ QSYSTKE: Welcome to the Trusted Key Entry QSYSTKE: Trusted Key Entry Console Workpl Entry - Smart Card Vel 09:41:23 08/01/18

Rt ABTSL 20 guad I o I e e B, €1 CETBISIEI o P it = Pagset s <
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Scoped commands

* Module Scoped - refers to information or commands
that apply to an entire crypto module (ex. enable/disable
a crypto module; one set of Roles & Authorities loaded
on a crypto module)

e Domain Scoped - refers to information or commands
that apply to a domain on a crypto module (ex. set a
common master key in multiple domains)

< August 2018 - - .zExchange' Trusted Key Entry (TKE) Workstati_o_-n ' b Page 27



TSO
TKE Host Transaction
Program (aka TKE Listener

[T

—

UD1
UD2
UD3
ubD4M
UD5
UD6
Uub7
UD8
UD9

ICSF

UD85



TSO
TKE Host Transaction
Program (aka TKE Listener

[T

—

Dom AES-MK DES-MK RSA-MK ECC-MK

(Dom  AESMK  DES-MK  RSAMK  ECC-MK -

| UD1
| UD2
| UD3
| UD4M
| UD5
| UD6
| UD7
| UD8
UD9

L ...
UD85

ICSF




Loading Domains (multiple CECs)

| Dom  AES-MK

(UDom  AES-MK DES-MK  RSA-MK ECC-MK

| UD1
| uD2
L UD3
L UD4M
( L UD5S
I | UD6
L UD7

|

DES-MK RSA-MK ECC-MK
P/IP

TSO
TKE Host Transaction
Program (aka TKE Listener

[T

—

ICSF

UD8
UD9

L ...

UD85



Log on to Host

HostID G118
Host description Test system

Host user ID ||
Password |

'_| Enable Mixed Case Passwords

| OK || cancel || Hep |
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QSYSTKE: Trusted Key Entry Console Worlkplace (Version 8.0)

|[EM Trusted Key Entry Consocle

Crypto Module Administration.

=] Welcome
Eunction
Trusted Key E1
General | Details | Roles | Authorities | Domains | Co-Sign
B service Manag |-
Domain Keys
Status Hash pattern
New AES Master Key Empty 000000
Old AES Master Key Empty 000000
AES Master Key Valid OAT7A6E
New DES Master Key Empty 000000
Old DES Master Key Empty 000000
DES Master Key Valid 3703CD
New ECC (APKA) Master Key Empty 000000
Old ECC (APKA) Master Key Empty 000000
ECC {APKA) Master Key Not valid 000000
New RSA Master Key Empty 000000
Old RSA Master Key Empty 000000
RSA Master Key Not valid 000000
Select key to work with
Symmetric Master Keys:

AES Master Key

DES Master Key

EXPORTER

Help

[ General Keys | Controls-Desc | contrals-ACP

Key Type

Generate single key part...
Generate multiple key parts to...

Generate a set of master key parts

Load single key part
Load all key parts from...
Load all new master keys
Clear

Set, immediate

Crypto Module : PEZ1 / 6C01 - Smart Card Readers Available

Dec Tables |

Secure key part entry
PINs | Certificates |

UPDATE MODE

Help

\ QSYSTKE: Welcome to the Truste QSYSTKE: Trusted Key Entry Con Trusted Key Entry - Smart Card

v A,@us’t?zoi&z Soa ;" > ’}‘}: v;g;crﬁ'ge{rrug@wz)‘/ ngy (?Ké)’\dovr’l.(ws.tatiéﬁ £>

10:02:40 07/25/18
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QSYSTKE: Trusted Key Entry Console Worlkplace (Version 8.0)

Trusted Key Entry Console

Smart Card Readers Locked By: TKE Smart Gard Utity Program

Crypio Adapier Logon ID: MKGRP | Help

=1 Welcome

Trusted Key Entry ( TKE Verson ) View v
Trusted Key Entry

rd Utility Program Version 9.0 - Smart Card Reader:

E Service Manag)

File CA Smart Card TKE Smart Card EP11 Smart Card Crypto Adapter Help
Smart card reader 1
Card type: CA Smart Card v0.7 Zone enroll status: Enrolled
Card ID: 7DAEG19DS Zone ID; SBAF41F6
Card description: CA Admin Smart Card 1 Zone description: WSC TKE 9.0
PIN status: 0Ok Zone key length: 2048
Authority or Administrator key: Alternate zone enroll status:
Crypto Adapter Logon key: Alternate zone ID:
Alternate zone description:
Alternate zone key length:
Key parts:
Key type Description Origin MDC-4 or CMAC SHA-1 ENC-ZERO AES/P or HMAC-VP Control vector or key attributes Length
-
=
Smart card reader 2
Card type: TKE Smart Card v0.16 Zone enroll status: Enrolled
Card ID: 96196D82S Zone ID: SBAF41F6
Card description: TKE Card 1 Zone description: WSC TKE 9.0
PIN status: 0ok Zone key length: 2048
Authority or Administrator key: 50, KeyOfficer One Alternate zone enroll status: Not enrolled
Crypto Adapter Logon key: Present Alternate zone ID:
Alternate zone description:
Alternate zone key length:
Description Origin MDC-4 or CMAC SHA-1 ENC-ZERO AESA/P or HMAC-VP Control vector or key attributes Length
AES MK Part 1...|Crypto ... | 500073 [32 -
._|DES MK Part [ECaFs0_|6BSLOE | [16 |
[ECC MK Part 1 | | FBOD39 [32
[RSA MK Part 1 [coc2s2 |46A06B |24
-
- — e o - Main Menu

\ QSYSTKE: Welcome to the Trusted Key Entry

QSYSTKE: Trusted Key Entry Console Workpl

.

Workstation

7

2y

o

12:00:30 08/01/18

—
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QSYSTKE: Trusted Key Entry Console Worlkplace (Version 8.0)

|[EM Trusted Key Entry Consocle

Smart Card Readers Locked By: Trusted Key Cryplo Adapter Logon 1D: MKGRP | Help

=] Welcome

Trusted Key Entry ( TKE Verson ) View v

Trusted Key Entry

B service Management Applic ===~ —

0. Trusted Key Entry - Smart Card Readers Available

o k Function Utilities Preferences Help |

M, Hosts ~ Crypto Modules

+ Host 1D Description Host 1D CM index Status Description

WICr 7 CrAiinmbinmal 12k 0 lal [BEZT larna Aibnambinmbad | .

Crypto Module Administration. Crypto Module : PEZ1 / 6C01 - Smart Card Readers Available
Function
General | Details | Roles | Authorities | Domains | Co-Sign

Index
Domain Keys 67*
Status Hash pattern
New AES Master Key Empty 000000
Old AES Master Key Empty 000000
AES Master Key Valid 0A746E
New DES Master Key Empty 000000
Old DES Master Key Empty onoo "
DES Master Key Valid 1 Load All New Master Keys
New ECC (APKA) Master Key Empty ¢ specify if any new master keys are to be cleared.
0Old ECC {APKA)} Master Key Empty (
ECC {APKA] Master Key Not valid ( v AES master key
New RSA Master Key Empty ( v DES master key
Old RSA Master Key Empty (
RSA Master Key Not valid ( v ECC (APKA) master key

v| RSA master key
Select key to work with
Symmetric Master Ke Continue Cancel || Help
AES Master Key :
DES Master Key —

>

Help

|_General Controls-Desc | Controls-ACP | DecTables | PINs | Certificates |

Keys |
UPDATE MODE

10:36:35 07/25/18

" 4
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QSYSTKE: Trusted Key Entry Console Worlkplace (Version 8.0)

|[EM Trusted Key Entry Consocle

Smart Card Readers Locked By: Trusted Key Entry | Cryplo Adapter Logon ID: MKGRP | Help

=] Welcome

Trusted Key Entry ( TKE Verson ) View v

Trusted Key Entry

B service Management Applic ===~ —

0. Trusted Key Entry - Smart Card Readers Available

o k Function Utilities Preferences Help |

M, Hosts ~ Crypto Modules

+ Host 1D Description Host 1D CM index Status Description

=1 RACr 2 CAilinmtimmal 12k ™ lal lDEZ7 larnt Bk ambinmbadd 1.
Crypto Module Administration. Crypto Module : PEZ1 / 6C01 - Smart Card Readers Available

Function

General | Details | Roles | Authorities | Domains | Co-Sign

Index
Domain Keys 67*

Select key part from smart card

Nem AES Mast 40 96196D825
Old AES Mast 7406 description WSC TKE 9.0
AES Mast card description TKE Card 1

New DES Mast ¢,rg contents

2 g:g m::: Key type Description Origin MDC4 or CMAC SHAL ENC-Zero

ICSF AES master key part |AES MK Part 1 - 7/25/18 |[Crypto adapter b
New ECC (APKA) Mast
Old ECC {APKA) Mast
ECC {APKA) Mast

New RSA Mast
Old RSA Mast
RSA Mast

Select key to woi

>

Cancel Help

.
(=]
=
-

Trusted Key Entry

Help

|| General | Keys | Controls-Desc | Controls-ACP | DecTables | PINs | Certificates |

Getting key values... UPDATE MODE

\ QSYSTKE: Welcome to the QSYSTKE: Trusted Key Ent  Trusted Key Entry - Smart Crypto Module Administrat ect key part from smar RSl aNer/ELTaL:]

o P
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TKE: Manage Print Screen Filas

Crvpto Module Group Administration: Prodpl. Master Module: prodpl £ GO0

Hi Function

_ | General | Details | Roles | Authorities | Domains | Co-Sign |
i )
= | Index View ~
E Domain Keys 1
Status Hash pattern roll process for an IBM Crypto Ada
B Mew AES Master Key Empty 0000000000000000 : enroll process far an IBM Crypto
Ci Old AES Master kKey Empty ooooo0oo0000OOOO0ON !
— AES Master Key Invalid 0000000000000000 TRERE
Pt onfiguration data on an IBM Cryptc
= Mew ECC Master Key Empty 0000000000000000 ; ]
w Old ECC Master Key Empty 0000000000000000 grate full configuration data on an
i ECC Master Key Invalid o0000000000O0O00N
Mew DES Master Key Empty 0000000000 00O00D00O0D0OD00OO0O00D0DOODD @ 2/05 Host
— Old DES Master Key Empty 00000000000000000000D000000000OO00
Dn DES Master Key Invalid 00000000000000000000D000000000OO00
o Mew Asymmetric Master Key Empty 00000000000000000000000000000000
Old Asymmetric Master kKey Empty 00000000000000000000D000000000OO00 all data directories
Asymmetric Master Key Invalid 00000000000000000000000000000000 U
Select Key to work with ey Typoe Arddnfarmatn
. Master Feyw - AES:
AFS Master Few
ECC Master Key
Master Key - DES:
u OES Master Fey
i AT etric Master Few Generate single Key part...
Generate multiple kKey parts to. ¢
Load single key part »  First..
Load all key parts from... b Intermediate...
Clear b Last..
Keys | Controls ', Dec Tables
Secure key part entry |

" UPDATE MODE

| 1

*
@ TKE: welcom @ TKE: Trusted @ TKE Configu €3 x3270-4 10.2 Trusted Kew En @ TKE: Manage REeEFsiesl®lstolVii=00 15:03:2= 10/12/15 ;;.
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Each crypto module gets updated

Host prodpl
Crypto Module GO0O2

Updating

Cancel

Trusted Few Entry

Host prodpl
Crypto Module GO3

Updating

Cancel

Trusted Few Entry
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| THES EXCHANGE

Finish the MK Change (without the TKE)
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Loading Operational Keys

Crypto Croprocessor Module Group Administration : HestGroup. Master Cry _ [

Fui

) Smart card in reader 1

% Smart card in reader 2
o Einary file
1 Print file

| Continue || Cancel || Help |

| Trusted Key Entry

ains | Co-Sign |

Hash pattern

BF884EE2782BAAY72669E6D1A31E70CH
DD20A717C842FCOCSD018950FEE7F9E4
DD20AT17C842FCOCSD018950FEE7FOE4

00000000000000000000000000000000
ABS19EF52BAC4855A8F15364996604E6
15D7602B7CD493RCA7709D4956FEFEER

JEIELL KEY LU YWUTE YWiILN

Key Type

Mewy Syammetric Master Key

Mewye Assmmetric Master Key

Operational key:

Operational Fey -

EXFORTER

Operational Key -

IMPORTER

Qperational Key -

[PIMEMC

Operational Key -

OPINEMNC

Operational Key -

FINGEM

Operational Key -

FIMYER.

Operational Key -

[MP-PRA

Operational Fey -

DATA

Qperational key -

DATAC

1]

Cimarational Ko

AT Ahd

LFDATE MODE
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| THES EXCHANGE

Completing the Operational Key Load

Fow 1 to 2 of 2
SCROLL

the cryptographic features to be processed and press ENTER.
characters are: A, D, E, K, R, S and V. See the help panel for details.

CEYPTO SERIAL
FEATURE STATUS ESA P11

.\ .\
.\ .\

AEXEEX XX XX EET TR R XX XXX E R XXX T AL R XXX
4C01
Key label

» the previous menu.

August 2018 zExchange Trusted Key Entry (TKE) Workstation
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Migration Wizard

* Collect configuration data from one Host Crypto Module
and apply to another Host Crypto Module

Trusted Key Entry Console

= Welcome

. Trusted Key Entry ( TKE Version |
“*3 Trusted Key Entry

_E,_ Service Management Appllestions
n Begin Zone Remaote Enroll Process for an [BM Crypto Adapter
ﬂ Complete Zone Remote Enroll Process for an IBM Crypto Adaptar

[l]m Cryptographic Mode Managemeant Uility 4.2

| Migrate I1EBM Host Grypto Module Public Configuration Data
"& Configuration Migration Tasks

n Smart Card Utility Program 7.2

& Trusted Koy Entry 7.2

Initial Screen

Configuration Migration Tasks L4
File MCA Smart Card IA Smart Card KPH Smart Card Migration Zones KPH Certificates Help

Enroll source module in migration zone

‘ Collect configuration data

Apply configuration data ‘

o ‘ Review configuration data

',‘x e A}@usfzoig\z o2 ,.g;:' y. ’,‘z v;g;(cty\‘pge Trusted Key Entry (TKE) Workstation ——— Page 41
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Full Function Migration Wizard

Configuration Migration Tasks E,Q,X,

File MCA Smart Card IA Smart Card KPH Smart Card Migration Zones KPH Certificates Help

Enroll source module in migration zone

Collect configuration data

Apply configuration data

Review configuration data

Express6S

1) Connect the TKE
to the source and
destination systems
(does not have to be
at the same time)

2) Collect and
Apply the Crypto
Card
Configuration
using TKE
Migration Wiza

3) Apply the Crypto
Card Configuration back
to the Source card to

restore data

Expresss5S
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TKE Exclusives

 Secure loading of master keys
« Key material is always protected
e Two man rule (Four-eyes principal)

* Migration Wizard

 Enabling/Disabling ACPs
e 24-Byte DES-MK

 Loading MKs for inactive LPARs

e PCI-HSM Enablement

* LOaC
* LOaC

* LOaC

Ing PIN Decimalization Tables
Ing MKs for Linux guests
Ing P11-MK

~© MAINFRAME

EEBCRYPTO
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References

* |IBM Pubs

e SC14-7511 TKE Workstation User’s Guide z/0OS V2.1 (TKE
7.3/8.0)

e SA23-2211 TKE Workstation User’s Guide z/0OS V1.13 (TKE 7.2)

 IBM Redbooks
e SG24-7848 System z Crypto and TKE Update (2011)
o 5SG24-712329-109 Crypto and TKE V5 Update (2005)
o SG24-6499 zSeries Trusted Key Entry (TKE) V4.2 Update (2004)

e SG24-5455 Exploiting S/390 Hardware Cryptography with
Trusted Key Entry (1999)

o REDP-5305 Streamline Management of the IBM z Systems
Host Cryptographic Module Using IBM Trusted Key Entry
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On the Web

e Techdocs — www.ibm.com/support/techdocs

e TD106231 — TKE Hardware Support and Migration Information
« Or search on ‘crypto’



http://www.ibm.com/support/techdocs

TKE Videos Yﬂll

e WWW.Youtube.com — search on

‘IBM Trusted Key Entry Workstation’

 For a list of videos see
https.//www.ibm.com/partnerworld/wps/servliet/mem/
ContentHandler/ZSV03661USEN/Ic=en ALL ZZ



http://www.youtube.com
https://www.ibm.com/partnerworld/wps/servlet/mem/
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Questions
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