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* Presentation based on material copyrighted bx IBM, and
developed by myself, as well as many others that | worked
with over the past 10 years

» Copyright © 2014 Greg Boyd, Mainframe Crypto, LLC. All rights reserved.

 All trademarks, trade names, service marks and logos referenced herein beIonP to their
respective companies. IBM, System z, zEnterprise and z/OS are trademarks of [nternational
Business Machines Corporation in the United States, other countries, or both. All
trademarks, trade names, service marks and logos referenced herein belong to their
respective companies.

o THIS PRESENTATION IS FOR YOUR INFORMATIONAL PURPOSES ONLY. Greg Boyd and
Mainframe C_r[ycgnto, LLC assumes no responsibility for the accuracy or completeness of the
information. TO THE EXTENT PERMITTED BY APPLICABLE LAW, THIS DOCUMENT IS
PROVIDED “AS IS” WITHOUT WARRANTY OF ANY KIND, INCLUDING, WITHOUT LIMITATION,
ANY IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE,
OR NONINFRINGEMENT. In no event will Greg Boyd or Mainframe Crypto, LLC be liable for
any loss or damage, direct or indirect, in connection with this presentation, including,
without limitation, lost profits, lost investment, business interruption, goodwill, or lost
data, even if expressly advised in advance of the possibility of such damages.
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Agenda

 Crypto Levelset
» Crypto Functionality
» Clear Key vs Secure Key vs Protected Key
» Crypto Hardware Technology

» Hardware performance metrics
e Operational factors
 Crypto performance data and reports
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Crypto Functions

« Data Confidentiality
o Symmetric — DES/TDES, AES
o Asymmetric — RSA, Diffie-Hellman, ECC

 Data Integrity
» Modification Detection
* Message Authentication
* Non-repudiation

 Financial Functions
» Key Security & Integrity

) Septemberz015 | zixchange-CryptoPerformance | pagea



' lCIear Key/ Secure Key / P’rotected

Key

o Clear Key — key may be in the clear, at least briefly,
somewhere in the environment

» Secure Key — key value does not exist in the clear
outside of the HSM (secure, tamper-resistant
poundary of the card)

 Protected Key — key value does not exist outside of
ohysical hardware, although the hardware may not
e tamper-resistant '
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System z Clear Key Crypto Hardware —
213, zEC12/zBC12, 2196/2114, 210 EC
& BC, 29 EC & BC, z990/z890

 CP Assist for Crypto Function
(CPACF)
e DES/TDES (56-, 112-, 168-hit)
e AES-128, AES-192, AES-256

e SHA-1, SHA-2 (SHA-224, SHA-256,
SHA-384, SHA-512)
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TechDoc WP100810 — A Synopsis of System z Crypto Hardware
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System z Secure Key Crypto Hardware
— CEX5S, CEX4S, CEX3/CEX3-1P

e Secure Key DES/TDES
e Secure Key AES
e Financial (PIN) Functions

« Random Number Generate and
Generate Long

» Key Generate/Key Management Q=
« SSL Handshakes, ECDSA support

 Protected Key Support

o PKCS #11 (CEX4S only)

TechDoc WP100810 — A Synopsis of System z Crypto Hardware

p__"F

.r,\z 'WW Sﬁemier%@vw. #}" . ,_ v ;ﬁ_Ex’i’ha‘r{gﬁ—vgf;ptq’ﬁrfofma-n%i o' ’.g;:’ y v,‘z W ’,E‘:- 4 %w;’ g;:« Y.



n -

Crypto Card Modes

e Coprocessor
 Secure key support
e Financial PIN operations
» Key generation
« RSA public & private key operations

 Accelerator
« RSA public key operations only

e EP11 (Enterprise PKCS #11)
o PKCS #11 clear and secure key operations
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Bytes E ted S d
Software vs e e e
700000000

Hardware

500000000

n
Encryption
300000000

200000000
 Adapted from Ernie 100000000 —— I vp
Nachtigall’s TechDac, 0
WP101240 ‘IBM 210 DES (SE;%E;% | DES (CPACF)  TDES (CPACF)  DES (PC) TDES (PCI)
Cryptographic
Performance’ available at
http://www.ibm.com/ CPU Consumption
support/techdocs/ 60
atsmastr.nsf/WebIndex/
WP101240 ?

40

241491927

219645

Bytes/Sec CPU Time
BOKDES (Software) 447623 56.82 30
Clear Key DES 597043927 0.04
Clear Key TDES 241491927 0.09
Secure Key DES 221335 1.66 10
Secure Key TDES 219645 1.67

20

BDKDES DES (CPACF)  TDES (CPACF) DES (PCI) TDES (PCI)
(Software)




213
Symmetric
Key
Performance

» Adapted from the
IBM z13
Cryptographic
Performance March
2015 document at

http://www.ibm.com/co
mmon/ssi/cgi-
bin/ssialias?subtype=
WH&infotype=SA&ht
mlfid=ZSW03283USE
N&attachment=2SWO0
3283USEN.PDF

September 2015
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z13 AES-128 Bit Performance - Bytes per second (x10**6)
Clear Key vs Protected Key vs Secure Key

2929.0 3089.0
10000.0 15850
€ 10000 182.3 B —
3 . . 2714.0 3070.0
& 1000 L 413 - 981.0
N ' 317.2 64.031
g 100 84.9 = :
2 21.7 7 e
s 10 = 0515
@ 01 ‘ ‘ ‘
64 256 1024 4096 64K 1M
Input Blocksize
—e—Clear Key Protected Key —m—Secure Key
z13 TDES Performance - Bytes per second (x10**6)
Clear Key vs Protected Key vs Secure Key
644.5 772.6 782.8
1000.0 171.4 41?6 060 795. 1 N779.8

E 51.6 e 2434 '
§ 100.0 — 789 1894
b 21.4 /.‘?8'025/.\5\
3 10.0 142 w5471
o 967
$ 1.0
g .495
@ 01

64 256 1024 4096 64K 1M

Input Blocksize

—e—Clear key —m— Secure Key Protected Key
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ZEC12
Symmetric
Key
Performance

» Adapted from the
IBM zEnterprise
EC12 Performance
of Cryptographic
Operations
document at

http://www.ibm.com/
systems/z/
advantages/security
/zecl2cryptography
html

- September 2015
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Bytes per second

zZEC12 AES-128 Bit Performance - Bytes per second (x10**6)
Clear Key vs Protected Key vs Secure Key

10000.0 TeR 5430 1081.0 1522.0 1560.0

1000.0 50.0 : A . A
100.0 —”’/’4‘/3’1—8‘9/—80@—142%6—14%%
10.0 94.1 aogss o2 =9.822—=10101

1.0 24.6 5
0.1 1 50148
' ———%0058
0.0 T T T T T
64 256 1024 4096 64K M

Input Blocksize

—e—Clear Key Protected Key —#— Secure Key

Bytes per second

1000.0 J
1389 N 1
77 95T —~3404— ~ 376.8 382.1

ZEC12 TDES Performance - Bytes per second (x10**6)
Clear Key vs Protected Key vs Secure Key

267.0 348.8 383.6 385.8

100.0 %

10.0 2 Mﬂm
372

1.0 MBB

0.1 61 ‘

64 256 1024 4096 64K 1M

Input Blocksize

‘ —e—Clear key —#— Secure Key Protected Key
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2196 Crypto Performance

= AES Encryption — Clear Key, Secure Key, Protected Key

z196 AES Performance:
Clear Key vs Protected Key vs Secure Key

Data Length (Bytes)

‘ —e— Clear Key —=— Protected Key Secure Key ‘

= TDES Encryption — Clear Key, Secure Key, Protected Key

z196 TDES Performance:
Clear Key vs Protected Key vs Secure Key

Data Length (Bytes)

‘ —e— Clear Key —=— Protected Key Secure Key ‘
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System SSL Performance —z13

z13 System SSL Handshakes
Transaction Throughput
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Handshakes
Hardware/Software Config

@ Avoid
ed

= Softw
are

IBM z13 Model 2964-N96 (4 CPs)

z/OS Version 2 Release 1 (z/OS V2.1)
and ICSF FMID HCR77B0

100.00%

80.00%

60.00%

40.00%

20.00%

0.00%

Caching
SID/Client
Authenti- Hand-
cation shakes

100%/No Avoided

No/No
No/No
No/No
No/Yes

Software
4 CEX5C
1 CEX5A
2 CEX5A

CPU  Crypto
ETR Util%  Util %

28766 62.35% NA
1430 99.99% NA
20561 75.50% 98.50%
21275 78.85% 94.50%
8232 42.94% 62.80%

Hardware Utilization for SSL Handshakes

Avoided

99.99%

0
Software 4 CEX5C

62.80%

42.94%

1 CEX5A 2 CEX5A

e CPU Util% === Crypto Util %



System SSL Performance — zeC12

zEC12 System SSL Handshakes
Transaction Throughput

= Caching
S SID/Client
? Authentication Handshake| ETR | CPU Wtil% Crypto Util %
2 100%/Mo Avoided 24808 95.44% MA
§ Mo/Mo Software 1378 100.00% MA
% Mo/Mo 4 CEX¥45C 2003 56.25% 99.40%
% Mo/Mo 4 CEX¥ASA 17433 98.34% 87.80%
T Mo/Yes 4 CEX¥ASA 11477 98.61% 79.10%
Awided Software 4 CEX4SC 4 CEX4SA 4 CEX4SA
Hardware/Software Config
zEC12 System SSL
CPU Util
zEC12 HA1 - 4 CPs
100.0% , 100.0%

CPU Percentage

95.0%
90.0%
85.0%
80.0%
75.0%
70.0%
65.0%
60.0%
55.0%
50.0%

Awided

95.0%
90.0%
85.0%
, 80.0%

75.0%
4 CEX4SC 4 CEX4SA

Hardware/Software Config

4 CEX4SA

Software

—e— CPU Utilization
—a— Crypto Util
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Crypto performance across CECs —
Native Clear Key

Clear Key Encryption
64 Byte Input Block

700
©
¥
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x
= 500
§ —e—TDES CPACF
7 400
5 —m— AES-128 CPACF
o
@ 300 AES-256 CPACF
&
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Crypto performance across CECs —

using the APIs
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Clear Key Encryption via the APIs
1M Input Blocks
3500 1
3089
© 3000 r
-)<O /
—
x 2500
2 /2360 ——TDES Clear Key
o
S —m—AES-128 Clear Ke
o 2000 4
5 1560 AES-256 Clear Key
= 1443
% 1500
3 1211
1000 -+
810.3 819
500 | 58.8 652.3 /{8;.8
304.9 307.6 3623 385.8
. S S O N 5 N 5 O o
$ & Py F xS
VoV R 00 0 (& (L v
Q@ Q@ Q((/ Q((/
ISP PO P
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Secure Key

Bytes per second x 10**6

Secure Key Encryption

1M Input Blocks
70

.031

—e—TDES Secure Key

—m— AES-128 Secure Key

—+—AES-256




Crypto Performance across KEKS —
selected APIs

Crypto Performance Selected Operations/second
12000
©
S r
8 10000 —o—Key Generate
: /
@
o
” 8000 —&— Clear PIN Generate
c
=
g 6000 / Encrypted PIN
2 / / Verification
o
4000
2000 +
O 1 1 1 1 1 1 1 1 1
FELHFFFR L P
A ONR CC P
(GRS SN C A C AP C RS @) 1
N SINININ
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Config for Performance

 ICSF Options
o KEYAUTH(YES/NO)* — check key integrity in memory
o CKTAUTH(YES/NO)* — check key integrity on DASD

o CHECKAUTH(YES/NO) — skip SAF checks for Supervisor State or System
Key callers

 SYSPLEXCKDS / SYSPLEXPKDS / SYSPLEXTKDS — enqueues and
contention between systems

o Security Policies

* Disable OWH and RNG SAF checks**
e CSF.CSFSERV.AUTH.CSFOWH.DISABLE
e CSF.CSFSERV.AUTH.CSFRNG.DISABLE

*KEYAUTH & CKTAUTH have been deprecated in HCR77A1
**OWH & RNG SAF Check Security Policies available in HCR77A1

‘ September 2015 , ~ zExchange - Crypto Performancé oo : Page 19



Crypto Microcode Installed?

| 1 9.82.29.37 | https://9.82.29.37:9950/hmc/ contentPtaskld=1008refresh=383 ; |

TSYS Details - TSYS

. Acceptable [

Instance Product CP/PCHID ST Test ZBX Energy

Information || Information | Status Information | Mode = Information | Management

Ensemble name: ATSENS1 Ensemble HMC: TSYSENSA

CP status: Operating Activation profile: TSYSRESET

PCHID status: Exceptions Last profile used: TSYSRESET

ZBX Blade status: Operating Service state: false

Group: B Number of CPs: 76

10CDS identifier: Al Number of ICFs: 0

I0CDS name: IODF41 Number of ZAAPs: 0

System mode: Logically Number of IFLs: 0

Partitioned

Alternate SE status: Operating Number of zlIPs: 4

Lock out disruptive 1 Yes @ No Dual AC power maintenance: Fully

tasks: Redundant

CP Assist for Crypto functions:Installed #

| Apply | | Change Options. .. | | Cancel | | Help |

* From the HMC, in Single Object Mode, look at the CPC Details



PCI Cards Installed?

—-

) SSY&qumgn;!tkC;wﬁ‘guuﬁm-mWEMidiﬁm ol
l 19822937  https://982.29.37:9950/hmc/content taskld=358urefresh=112 g ’
From HMC, CPC
(Y cryptographic Configuration - SSYS (] Operational
r Cryptographic Information custom i7 ati on,
Select Number Status Crypto Serial Number Type Operating mode TKE Commands' View LPAR
11 ¢ o Configured  16C3L316 X4 CCA Coprocessor |BM Default  Denied Cryptographic
|| | 0 | Configured  16C2D340 X4 Accelerator IBM Default ~ Not supported \ controls
0 |2 Configured  16C3L329 X4 Accelerator IBM Default  Not supported
o (3 Deconfigured Not available X4 CCA Coprocessor Not available  Not available
C 4 Deconfigured Not available X4 CCA Coprocessor Not available  Not available
O (5 Deconfigured Not available X4 CCA Coprocessor Not available  Not available
C 6 Configured  16C2H307 X4 CCA Coprocessor |BM Default ~ Permitted
O |/ Configured  16C2D337 X4 EP11 Coprocessor IBM Default ~ Permitted
| 0 |8 Deconfigured Not available X4 CCA Coprocessor Not available  Not available [
\ | 0 |9 Deconfigured Not available X4 CCA Coprocessor Not available  Not available
| | Select a Cryptographic number and then click the task push button.
' View Detalls... |  TestRNGICIS | | Zeroize |  Usage Domain Zeroize | | TKE Commands... | = Crypto Type Configuration... |
_Zeroze Al | | TestRNGICIS onAll |  UDX Configuration... | Refresh | | Cancel | | Help |

i septemberztus L eschangeCryptoPeriormance o ragert



PCl Card LPAR Assi Ignment

w S5YS: Customize/Delete Activation Profiles - Mozilla Firefox: [EM Edition

1 9.82.2937 https:/(/9.82.29 37:9950/ hmc/ content™askld=33 8trefresh=104 T |

Customize Image Profiles: §5YS : SOSP01 : Crypto
8- SSYS ind Control Usage Crypto |Cryptographic Cryptographic
& SOSP01 %X Domain Domain Number Candidate List Online List
~ General 0 0 ] O
I~ Processor 1 1 |
- Secunty 2 ] ] 2 ]
. [ Storage 3 & 3 &
e = 4 4 &
" P 5 5 |
' (4] [El [El G
7 [ i)
8 8 ] O
9 9 & i
10 [El [El 10 [El
1" [l " O
12 12 [
13 13 O
14 14
| 15 [ 15 [ M
| Aftention: Some functions of Integrated Cryptographic Service Facility (ICSF)
may fail if the 'IBM CP Assist for Cryptographic Functions' (CPACF) feature is
not installed. u
L
Cancel | | Save | | Copy Profile || Paste Profile || Help | i
——— —_ﬁ-.

i septemberztus T feschangeCryptoBeriomance L agezz
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correct?

CoProcessor

September 2015

Serial
Number
00000001
00000002
00000003

00000006
00000008

Status AES
ONLINE U
ACTIVE A
ACTIVE A
ACTIVE
ACTIVE A
ACTIVE

~ zExchangé Crypto Performancé

Are your Master Keys loaded and

) MAINFRAME
- EEBCRYPTO

ECC RSA P11
C U
A E
A C
A C
A

Page 23
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How do | teII What uphersmtes —
F GSKSRVR,DISPLAY CRYPTO

GSK01009I Cryptographic status

Algorithm Hardware Software
DES 56 56
3DES 168 168
AES 256 256
RC2 -- 128
RC4 -- 128
RSA Encrypt -- 4096
RSA Sign -- 4096
DSS -- 1024
SHA-1 160 160
SHA-2 512 512
ECC -- --

Environment: z196 running z/0S 1.13, but ICSF not active

September 2015 ~ zExchangé Crypto Performancé 5, oo : Page24
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How do | tell, what ciphersuites —
F GSKSRVR,DISPLAY CRYPTO

GSK01009I Cryptographic status

Algorithm Hardware Software
DES 56 56
3DES 168 168
AES 256 256
RC2 -- 128
RC4 -- 128
RSA Encrypt 4096 4096
RSA Sign 4096 4096
DSS -- 1024
SHA-1 160 160
SHA-2 512 512
ECC 521 521

Environment: z196 running z/0S 1.13, with ICSF active

September 2015 ~ zExchangé Crypto Performancé ; Y : Page 25 7



CPU Measurement Facility

Provides hardware instrumentation data for production systems
Supplements current performance data from SMF, RMF, DB2, CICS, etc.
Measure (count) CPACF Usage

CPU MF Counters useful for performance analysis

Data gathering controlled through z/OS HIS (HW Instrumentation
Services)

» Recorded in SMF Type 113

Pseudo RNG Function Count DEA Function Count
65 Pseudo RNG Cycle Count 73 DEA Cycle Count
66 Pseudo RNG Blocked Function Count 74 DEA Blocked Function Count
67 Pseudo RNG Blocked Cycle Count 75 DEA Blocked Cycle Count
68 SHA Function Count 76 AES Function Count
69 SHA Cycle Count 77 AES Cycle Count
70 SHA Blocked Function Count 78 AES Blocked Function Count
71 SHA Blocked Cycle Count 79 AES Blocked Cycle Count
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Sample Report — Crypto COUNTERS provide
measurement of CPACF Crypto Co-Processor Usage

i ToTAL for al

PRNG Function Count

PRNG Cycle Count

PRNG Blocked Function Count
PRNG Blocked Cycle Count
SHA Function Count

SHA Cycle Count

SHA Blocked Function Count
SHA Blocked Cycle Count
DEA Function Count

DEA Cycle Count

DEA Blocked Function Count
DEA Blocked Cycle Count
AES Function Count

AES Cycle Count

AES Blocked Function Count
AES Blocked Cycle Count

R

CRYPTO BUSY

PRNG Crypto BuUsy: 0.00%
SHA Crypto Busy: 0.00%
DEA Crypto Busy: 2.55%
AES Crypto Busy: 0.00%
Total Crypto Busy: 2.55%%

1 cPUs

59

627
33227339

SUMMARY

- for the 3 CPUs
- for the 3 CPUs
- for the 3 cpPus
- for the 3 CPUs

- for the 3 CPUs

#%% 710 Summary - CRYPTO <Counters Information #%%

R

0/5ecC
0/5ec
0/sec
0/5ecC
0.73/sec
2.47 /sec
0/5ec
0/sec
7.39/5ec
6. 24 /sec
0,/sec
0/5ecC
0/5ec
0,/sec
0/5ecC
0/5ec

-

This information may be useful in
determining:

» A count of How Many CPACF encryption
functions were executed

« How much CPU Time (cycles) were used

The encryption facility executed both SHA functions and
TDES functions for this specific test.

Ran DASD dumps sequentially over 20 minute
duration With option: ENCRYPT(CLRTDES) - These
numbers come from a synthetic Benchmark and do
not represent a production workload

It is important to remember that other Crypto functions may be executing in
software and/or on Crypto Express Cards (if installed & implemented). This

-

IS not measured by the CPU MF Crypto COUNTERS

*CPU MF Crypto COUNTERS can help assess how many of the Crypto
Functions are occurring on the CPACF Co-Processors

Slide adapted from several Share presentations by John Bur —



SMF Type 82 — ICSF Record

» Subtype 1 — ICSF Initialization
» Subtype 3 — change in number of available processors

o Subtype 4 — when ICSF handles error conditions for crypto
feature failure or tampering

e Subtype 5 - change in SSM

o Subtype 6 & 7 —when a key part is entered via Key Entry
Unit (KEU)

» Subtype 7 — Key Part Entry Section

» Subtype 8 — Cryptographic Key Data Set Refresh Section
» Subtype 9 — Dynamic CKDS Update

« Subtype 10 — when clear key part entered for PKA-MK
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SR B TS DS TS A TS g DN g TN S
SMF Type 82 — ICSF Record (cont.)

e Subtype 11 — when clear key part entered for DES-MK

 Subtype 12 — for each request and reply from calls to
CSFSPKSC service by TKE

» Subtype 13 — Dynamic PKDS Update
» Subtype 14 - Cryptographic Coprocessor Master Key Entry

 Subtype 15 - PCI Cryptographic Coprocessor Retained Key
Create/Delete

» Subtype 16 — PCI Cryptographic Coprocessor TKE

» Subtype 17 — periodically to provide some indication of PCI
Cryptographic Coprocessor usage

 Subtype 18 — Cryptographic Processor Configuration

. Subtype 19 - PCI X Cryptographic Coprocessor Timing

‘z ..Sﬁ'emberf(‘)@ j’ y. ,‘Z }'iExchangi Crypto,rrformancﬁ ;if _7 )‘z"'?‘ £ Y. P’a@avz'g ;;7;
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SMF Type 82 — ICSF Record (cont.)

 Subtype 20 — Cryptographic Processor Processing Times

» Subtype 21 — ICSF Sysplex Group Change Section

» Subtype 22 — Trusted Block Create Callable Services Section
» Subtype 23 — Token Data Set Update

» Subtype 24 — Duplicate Tokens Found

» Subtype 25 — Key Store Policy

» Subtype 26 — Public Key Data Set Refresh

» Subtype 27 — PKA Key Management Extensions

. &ub)type 28 —High Performance Encrypted Key (Protected
€y

» Subtype 29 — TKE Workstation Audit Record

September 2015 ~ zExchangé Crypto Performancé ; oo : Page 30



REXX EXEC CSFSMFR/Batch Job
CSFSMF]

e Formats the SMF Type 82 records into a readable report

e Run CSFSMH] to
» Capture the Type 82 records (with IFASMFDP)
* Sort the records by date/time
o Execute CSFMFR, via Batch TSO

 Each Type 82 generates multiple lines of output

e Formats the T}/ge 82 for easier reading, but still lots of hex

data to Iinter

Subtype=0014 Cry Fto graphic Coprocessor Timing
Writ en periodical to provide some indication of coprocessor and accelerator
Nov 2011 0:00:109.

TME... 00000786 DTE 0111305F SID... SYSC  SSI... 00000000 STY... 0014

TFL... 10000000
TFL 10 CoBrocessor IS a CEX3C
.. C89B5841F5841AB1 TDQ. 0C8985841F59D3981 TWT... CB9B5841F59D5AB1

Tg\l . 00000000 TSF... ad TIX...
.91008705 TDM... 02 TRN... 40

e Forensics report, not a performance report
 See the ICSF Systems Programmer’s Guide

| = ’i -]

September 2015 ~ zExchange - Crypto Performancé ; Y : Page 31
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SMF Type 70, Subtype 2 - RMF
Processor Activity

 Cryptographic Coprocessor Data Section
» Processor Index, Processor Type
 Scaling Factor
 Execution Time of all operations
« Number of all operations on the coprocessor
* Number of all RSA-key-generation operations

 Cryptographic Accelerator Data Section
» Processor Index, Processor Type
o Validity bit mask, Number of engines on the accelerator
 Scaling factor
 Execution time & number of operations by

« 1024-bit-ME 2048-bit-ME
e 1024-bit-CRT 2048-bit-CRT
+ 4096-bit-ME | 4096-bit CRT

September 2015 ~ zExchangé Crypto Performancé ; = : Page 32
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© SMF Type 70, Subtype 2 - RMF

Processor Activity

 Cryptographic PKCS11 Coprocessor Data Section
» Processor Index, Processor Type
 Scaling Factor
» Aggregate Execution Time, Number of Operations
e Slow asymmetric-key functions
 Fast asymmetric-key functions
o Asymmetric-key generation
o Symmetric-key functions complete
o Symmetric-key functions partial

September 2015 ~ zExchangé Crypto Performancé 7 Yoo : Page 33
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MF Type 70, Subtype 2 - RMF
Processor Activity (cont.)

 |CSF Services Data Section

* Single DES (Encipher & Decipher): Number of calls, bytes, and
instructions

 Triple DES (Encipher & Decipher): Number of calls, bytes, and
Instructions

 MAC Generate/Verify: Number of calls to generate/verify, number
of bytes for which MAC was generated/verified, number of PCMF
Instructions used to generate/verify the MAC

e SHA-1. Number of calls to hash, number of bytes that were hashed,
number of PCMF instructions used to hash the data

* PIN: number of translate calls, number of verify calls

o SHA-224, SHA-256, SHA-384, SHA-512 : Number of calls to hash,
number of bytes that was hashed, number of PCMF instructions
used to hash the data

e |CSF Data Level

» AES Encipher & Decipher: number of calls sent to cop, number of
bytes processed, number of operations

September 2015 ~ zExchangé Crypto Performancé ; oo : Page 34
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RI\/IF Crypto Hardware Act|V|ty Report

(From z/OS RMF Report Analysis 2.1, SC34-2665-00)

CRYPTO HARDWARE ACTIVITY
PAGE 1
z/OSV2R1 SYSTEM ID TRX2 START 09/28/2013-08.15.00  INTERVAL 007.14.59
RPT VERSION V2R1 RMF END 09/28/2013-15.30.00 CYCLE 1.000 SECONDS

---------- TOTAL -----------  KEY-GEN
TYPE ID RATE EXEC TIME UTIL% RATE
CEX2C 0 0.00 0.000 0.0 0.00
1 216 2959 63.9 2.14
2 0.00 0.000 0.0 0.00
CEX3C 4 215 22738 48.9 2.15
CEX4C 7 029 1.926 0.1 0.00
--------------- CRYPTOGRAPHIC PKCS11 COPROCESSOR ----===m=mmmmmmmmm oo
----------- TOTAL ----------- --------------- OPERATIONS DETAILS ----------------
TYPE ID RATE EXEC TIME UTIL% FUNCTION RATE EXEC TIME UTIL%
CEX4P 8 3734 0.295 11.0 ASYM FAST 177.2 0.175 3.1
ASYM GEN 0.00 0.000 0.0
ASYM SLOW 160.9 0.405 6.5
SYMM COMPLETE 0.00 0.000 0.0
SYMM PARTIAL  35.36 0.398 1.4
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RMF Crypto Hardware Activity Report

--------- TOTAL ------------ - ME-FORMAT RSA OPERATIONS - - CRT-FORMAT RSA OPERATIONS -

TYPE ID RATEEXECTIMEUTIL% KEY RATE EXECTIME  UTIL%  RATE EXEC TIME UTIL%
CEX2A 3 766.9 0.434 33.3 1024 362.4 0.521 18.9  369.5 0.183 6.8
2048 0.00 0.000 0.0 34.99 2.175 7.6

CEX3A 5 998.9 0.365 36.5 1024 246.4 0.534 13.2 554.3 0.205 11.3
2048 0.00 0.000 0.0 83.16 0.689 5.7

4096 0.00 0.000 0.0 115.1 0.547 6.3

CEX4A 6 9184 0.301 27.6 1024 394.6 0.409 16.1 435.4 0.179 7.8
2048 0.00 0.000 0.0 88.33 0.415 3.7

4096 0.00 0.000 0.0 0.00 0.000 0.0
-------- |CSF SERVICES =-=-mmemmm e e e e e e e e e e e e e
--- ENCRYPTION ---- --- DECRYPTION --- ------- MAC ----=--s cmeemeeeee- HASH ---=-e-aeeeen coneeeen PIN ----------

SDES TDES AES SDES TDES AES GENERATE VERIFY SHA-1 SHA-256 SHA-512 TRANSLATE VERIFY
RATE 1541 10.27 0.02 5.14 10.27 0.02 34.23 35.87 15352 <0.01 <0.01 8.97 5.14

SIZE 3200 4400189.0 800.0 4400 189.5 4573 4400 105.0 48.00 48.00
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HMC Dashboard Monitor

e The HMC/SE Monitors on the zEC12 now include a display
for the crypto adapters.

 The Adapter Usage percentage is the same utilization that
shows up in the RMF Crypto Hardware Activity Report.

e The Utilization on the card is calculated using the formula:
U=(Ta2-Tal)*S/(T2-T1)

Ta: time used for execution S: scaling factor T. Time of measurement interval
Adapters
|-—SelectActon— & | (~[Fitter
Select ~ | Channel ID ~ | Type <= | Adapter Usage (%) ~
il 0500 Crypto (1D = 0) N 81 [+
] 0501 crypto D = 1) NN o/ I
| 0280 crypto (ID = 3) NN oo
7 0281 Crypto (ID = 4) NN 30 | |
Ll 032C Crypto (ID = 5) 0 fl
Page 1 of 1 Max Page Size:|100 Total: & Filtered: & Displayed: & Selected:0
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Workload Act|V|ty (SI\/IF Type 72,
Subtype 3)

 Crypto Using and Delay Samples

« CAM crypto using samples: a TCB was found

executing on a cryptographic asynchronous message
processor

 CAM crypto delay samples: a TCB was found waiting
on a cryptographic asynchronous message processor

AP crypto using samples: a TCB was found executing
on a cryptographic assist processor

» AP crypto delay samples: a TCB was found waiting
on a cryptographic assist processor
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(SMF Type 30)

e SMF30CSC - ICSF Service Count

- September 2015

CSNBENC (Single-DES) - # of service calls, # of bytes, # of CMD
instructions

CSNBENC (Double & Triple-DES) - # of service calls, # of bytes, # of
CMD Instructions

CSNBDEC (Single-DES) - # of service calls, # of bytes, # of CMD
instructions

CSNBDEC (Double & Triple-DES) - # of service calls, # of bytes, # of
CMD Instructions

CSNBMGN (MAC Generate) - single and various double key MAC; # of
service calls, # of bytes, # of CMD instructions

CSNBMVR (MAC Verify) - sin%le and various double key MAC; # of
service calls, # of bytes, # of CMD instructions

CSNBOWH (SHA-1) - # of Service calls, # of bytes, # of PCMF
Instructions

CSNBOWH (SHA-256 which includes SHA-224) - # of Service calls , # of
bytes, # of PCMF instructions

CSNBOWH (SHA-512 which includes SHA-384) - # of Service calls , # of
bytes, # of PCMF instructions

CSNBPTR - # of Service calls
CSNBPVR - # of Service calls
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3 Service Call Performance - Microsoft Internet Explorer
File Edit View Favorites Tools Help L

Q@Back - © - [x] @] #0 O Search s¢Favorites € v N NS

Tivoli. Enterprise Portal

File Edit View Help

B OBt ED 2004 o808 EiEE

22 Vi |Physica| v| m B |l per Minute
® <&
El GRS Ring Systems Data for Sysplex 1
B4 Report Classes Data for Sysplex N |
Bk Resource Groups Data far Sysplex =
By Service Classes Data for Sysplex
B+ Service Definition Data for Sysplex by
43 Physical
A SveDesc ArtivalRate | SveTirme | Pending | Bytes | SMFID SyiCall
AMSIHO17 EDC Generate 0 0.000 i} 0]SYED | CSMNAEGH
(& ]| ANSI X817 Key Export 0 0.000 1] 0 5Y5D | CSNAKEX
(== | ANSI¥8.17 Key Import i 0.000 i 0]5YSD | CENAKIM
(2 ) ANSI X817 Key Translate i 0.000 i 0/5YSD | CSMAKTR
(& ]| ANSIXE.17 Transport Key Partial ... 0 0.000 1] 0 5Y5D | CSMNATKN
(& | Cipher Decipher 0 0.000 0 0|5YSD | CSFEDC
& | Ciphertext Translate 0 0.000 1] 05YsD | CSNBCTT
Ciphertext Translate with ALET 0 0.000 1] 0/ 5YsD | CEMNBCTT
Clear Key Impaort 0 0.000 1} 0|5YED | CSNECK]
&= | Clear PIM Encrypt 0 0.000 1] 0/5YsD | CSMNBCPE
(== ]| Clear FIN Generate i 0.000 i 0/5YSD | CSMBPGH
(& | Clear PIN Generate Alternate 0 0.000 a 0| 58¥8D | CSMBCPA
(88 ] Contral Vector Translate il 0.000 i] 0S¥SD | CSMECYT
= ]| Cryptographic variable Encipher i 0.000 i 0/5YSD | CSMBUVE
(&2 Data Key Export 0 0.000 1] 0/5Y8D | CSNBDEX
Data Key Import 0 0.000 1] 0/ 5Y8D | CSMNBDEN
Decipher 0 0.000 i 0/5YSD | CSMBDEC
&= | Decipherwith ALET 0 0.000 1] 0/5YsD | CSMBDEC
(& ) Decode 0 0.000 1] 0/ 5YsD | CSMBDCC
(& | Digital Signature Generate 0 0.000 a 0|58¥8D | CSMDDEC
(& ]| Digital Signature Verify 0 0.000 1] 0/ 5YsD | CSNDDSw
(& Diversified Key Generate 0 0.000 0 0|5YSD | CSMEDKG
(== | Encipher i 0.000 i 0/5YSD | GSMBENC
Encipher under Master Key 0 0.000 a 0|SYED | CSFEMK
Encipher with ALET 0 0.000 1} 0|SYED | CSNEENC
& | Encode 0 0.000 1] 0/5YsD | CSMBECC -
‘l b o 10 b1} et a a 21 o il a 1m o b1} Ll 1] al 1m
|[3 Hub Time: \wed, D02/06/2008 07:43 A _ Server Available | Service Call Performance - 9.82.38.36 - SYSADMIN
@ Applet CMWADplet started ® Intermet
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summary

* There Is performance data available, but ...

 Your implementation will be the most significant
factor in terms of performance

 Consider your ICSF options (and their impact on
performance)

o Start collecting performance data now, and look for
trends

 Hopefully the performance reporting will get better
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IBM Manuals & Redbooks @

e SC14-7507 ICSF System Programmer’s Guide
e SC34-2665 z/0OS RMF Report Analysis 2.1

e SA22-7630 z/0OS System Measurement Facilities
(SMF)

» SG24-6645 Effective zSeries Performance
Monitoring Using Resource Measurement Facility

* REDP-4358 Monitoring System z Cryptographic
Services
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Crypto Performance Whitepapers
e 713

e http://www.ibm.com/common/ssi/cqi-
bin/ssialias?subtype=WH&infotype=SA&htmlfid=ZSW03283USEN&attachm
ent=ZSW03283USEN.PDF

e ZEC12

e http://www.ibm.com/systems/z/advantages/security/zecl2cryptography.ht
ml

. 2195 and z10
 http://www.ibm.com/systems/z/advantages/security/z10cryptography.html

z/OS Communications Server

performance index

e http://www.ibm.com/support/docview.wss?uid=swg27005524
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CPU Measurement Facility Doc

e IBM Research article

* “IBM System z10 performance improvements with software
& hardware synergy”

e http://www.research.ibm.com/journal/rd/531/jackson.pdf
» Contact IBM team for copy of the article

e Feb 2011 Hot Topics - A z/0S Newsletter - GA22-7501
« “Awhole lot of benefits from HIS data” article page 24

« Redpaper Setting Up and Using System z CPU
Measurement Facility with z/OS
 http://www.redbooks.ibom.com/redpieces/pdfs/redp4727.pdf
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Questions
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