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Agenda

 Trusted Key Entry Workstation Description
e Smart Cards

e Host Setup

* Privileged Modes

 Profiles, Roles & Authorities

o TKE Setup

o TKE Utilities and Apps
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TKE — What does 1t do?

e Secure Key Entry
» Master keys or operational keys

» Key material generated in hardware and never
exists in the clear, outside of the tamper
hardware (security)

 Can provide dual control

e Manage host crypto modules
« As domain groups
e Across CECs
« Migration Wizard

» Wizard like feature for loading master keys in
one task
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TKE - Components

 \Workstation with a crypto coprocessor
* Intel Workstation with an embedded operating
system
 Cryptographic coprocessor
» A TKE application (Java)

 Readers and 20 smart cards
e 10 Additional smart cards

Smart Card
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Control Domains

Dom  AESMK DES-MK RSA-MK ECC-MK-

UD1 TSO
uD2 TKE Host Transaction
Program (aka TKE Listener
UD3 o
uD4M V ICSF
TKDS /  UD5
~
UD6
Y
— UD7
CKDS
uD8M
PKDS
N~
TKDS UD85 Usage Domain 9; Control
Domain 8, 9
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IBM Supplied Roles

 Passphrase Roles
 TKEADM - for managing the TKE Workstation
e TKEUSER - for managing host crypto modules

« KEYMANI1 - clear new master key registers, load first
part new master key

« KEYMANZ2 - load middle and final master key parts,
set master keys, reencipher keystores

e Smart Card Roles

e SCTKEUSR - for managing host crypto modules
o SCTKEADM - for managing the TKE Workstation
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Role Definitions

Role 1D M str ey
Description |M aster Feyw Load REole

¢ Faole Access Cantral Paints =
o [] Crypto Module Enable
o [] Access Contral
&[] AES Master Eey
o [] ECC Master Key
o= DES Master Key
o~ Asmimetric Master Key
% [] Domain Zeroize
o [] Domain Contrals
& [ | AES Operational Key
o [] AFS KEK and Cipher Keys
o [] DES Operational Key
& [ | Change Default Key Wrapping
o [] Configuration Migration
o [] Decimalization Tahles
o= Domain Access —

4] ] |

| Send updates || Cancel || Help ‘
Trusted Key Entry
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W Entry Console Workpl

Trusted Key Entry Console

E Welcome

"} Trusted Key En

try

.E Service Management

Welcome ( TKE version |

Welcome to the Trusted Key Entry Console (TKE). From here you can manage this TKE as well as the keys on your 2/0S Host systems. Click
on the links in the navigation area at the left to begin.

‘ ! Trusted Key Entry Work with TKE applications and utilities to manage cryptographic keys on a /05 host.
‘E_‘_ Service Management Work with tasks and utilities to service, manage, configure and maintain the TKE console system.
@ status Bar El::lays the current status of the TKE Hardware. Status will be either OK or the Hardware Messages

Additional Resources
What's New
TKE Documentation

@ THE: Welcome to the Trusted Key En R ARV

@ TKE: Manage Print Screen Files 09:49:27 101215
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TKE: Trusted
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ey Entry

Trusted Key Entry Console

O Welcome

i Trusted Key Entry

EM Service Management

[ TEKE “Wersion )

Trusted Key Entry

Applications

i3 Begin Zone Remote Enroll Process for an IBM Crypto Adapter
i3 Complete Zone Remote Enroll Process
m Cryptographic Node Management Utility 4.2

= Migrate IEM Host Crypto Module Public Configuration Data
"a% Configuration Migration Tasks

a3 Smart Card Utility Program 7.1

= Trusted Keyw Entry 7.1

Utilities

## Edit TKE Files

< TKE File Management Ltility
ETKE Media Manager

0 TKE Workstation Code Information

for an IBM Crypto Adapter

* Used to
* Used to
* Used to
* Used to
* Used to
* Used to
- Used to

' Used to
* Used to
* Used to
* Used to

begin the zone remote enroll process for an IBM Crypto Ada
complete the zone remote enroll process for an IBM Crypto
manage an IBM Crypto Adapter

sawve and migrate public configuration data on an IBM Cryptc
run tasks to save and migrate full configuration data on an
initialize Smart Cards

securely manage keys on a /05 Host

edit TKE Files
manage available files in all data directories
activate and deactivate media

query TKEE Workstation code information

| 3
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2y

S ——
-J#aryzmg‘z _

—

4

R

R . & . T

y: P’aége i<

O RS

4



Crypto Adapter Logon

| CoptoAdapterLogon  [EENIEN
Profiles suitable for logon
Profile 1D Profile type Role |
TKEUSER Passphrase TKEUSER -
PASS1 Passphrase ALLPWR
PPCROUP Passphrase Group TKEUSER
<] ]|
Ok Cancel
Py GI‘OU Proflle Crypto Adapter Logon
p Profiles suitable for logon
Profile ID Profile type Role
* 1to 10 members CTKE1 Smart Card SCTKEUSR -
SCTKEGRP S Card G SCTKEUSR
* Passphrase or Smart ==t
Card Group
e Minimum # of
members that must >
. f »
authenticate ' '
Cancel Help
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Group Profiles

Group profile 1D : M K _hange
Group members required for logon: 2

Group members ready for logon : 1

Group members :

Frofile |0 Starus
C03ignl readsy for l[ogon -
Co&ignd
Ardminl
Admind
MFFirst1
M Firsts
Mk Final 1
tl . Finald

J | ]

Ok Cancel
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TKE 8.0 Main Window

Trusted Key Entry - Smart Card Readers Available
Function Utilities Preferences Help

Hosts Crypto Modules
Host ID . Description ' | | HostiD CM index Status | Description

0.0.0.0 | |MyHost2 4C00 Authenticated
sE2 o e e vea] | (MyHost2 AC0L Authenticated :1
MyHostz 7 [acez - lAuthenticated |
MyHost2 4C03 Authenticated
MyHostz  |aclz |Authenticated
MyHost2  |GO4  |authenticated
IvhyHost2 G0S Authenticated
IryHost? GOG Authenticated
MyHast2 GO7 Authenticated
L MyHost2 G083  |Authenticated

[k

i WHGSI:E - Gohg Iauthenticated §

¥ |NwyHost2 G10 Authenticated
Domain Groups Hast2 Gll Authenticated =
ol Grot L T i Description

= wl

| Help |




TKE 7.1 Main Window

Function Utilities Preferences Help

Hosts Crypto Modules
Host 1D Description Host 1D _h index Status Cescription
prodpl production lprar a| prodpl SO0 Althenticat. .. -
SYSTS1 Third LPAR - SYSPROP 5. .. prodpl ool Aluthenticat. ..
testtl test lpar =| |prodpl o0z Althenticat. ..
|| [prodpl S Authenticat. ..

Crypto Module Groups

Croup 1D Description
Frocpl Frod -
S5Tal
testgroup TEST LPAR = 3
Domain Groups
Croup D Description

uJl

Trusted Key Entry - Ready Signature Key Loaded, Index: 0, Mame: Default
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Scoped commands

* Module Scoped - refers to information or
commands that apply to an entire crypto module
(ex. enable/disable a crypto module; one set of
Roles & Authorities loaded on a crypto module)

* Domain Scoped - refers to information or
commands that apply to a domain on a crypto
module (ex. set a common master key in multiple
domains)

 Crypto Module Group — perform operations on a
set of crypto modules as you would a single
crypto module*
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Verify crypto modules

g A new crypto module has been installed in index GD4
Before accepting this Crypto Coprocessor crypto module you

should verify that the Crypto module ID is identical to the
value supplied to you by IEM.

Crypto module type :
Crypto Coprocessor

Crypto module 1D :
91013345

Crypto module Part Number :
453D7930

Description :
4765-001 4.1.0 rc52 Factory Load

Do you accept the crypto module?

Yes || No
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Logon to the Host(s)

Log on to Host

Log on to Host

Log on to Host

HostID G118
Host description Test system

Host user ID |
Password

| Enable Mixed Case Passwords

‘ OK H Cancel H Help |




CCA Crypto Module Notebook

Function

General Crypto Module Information

Description

Host ID prodpl
Host description production lprar
Crypto module index GO0
Crypto module type Crypto Coprocessor

Status Crypto module enabled

Send updates Disable Crypto Module Help

EEAD-OMLY MODE
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TKE: Manage Print Screen Files
Frodpl.

Crvpto Module Group Administration Maszter Module: prodpl /£ GO0

spter Lagon |D: MKChH

. | Roles | Authorities
e View -
2% Authorities
1=
i Index Harme Fale Phone E-rmail Addr Description
i oM & froll process for an IBM Crypto Ada
C_ : enroll process far an IBM Crypto
|
B apter
E onfiguration data on an IBM Cryptc
Y jrate full configuration data on an
e
a zf05 Host
E
Il data directori
Create Authority Z . ok ol
Change Authority edia
Delete Authority le information
= ate Signature Key
Tru
Help
UPCATE MODE
B 4 r ﬂ

@ TKE: welcom @ TKE: Trusted @ TKE: Configu €3 x3270-410.2 Trusted Key En @ TKE: Manage [I&l§ 153704 10/ 2;’15
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TKE: Manage Print Screen Files i Il

Crvpto Module Group Administration: Prodpl. Master Module: prodpl £ GO0

Hi Function
_ | General |/Detai|s |/ Roles rﬂuthurities |/ Domains |/_Cu—5il_:|n |
ol
= ) Index
E Domain Keys 1
Status Hash pattern roll process for an IBM Crypto Ada
] Mew AES Master Key Empty 0000000000000000 » enroll process for an IBM Crypto
Ci Old AES Master Key Empty 000000000000O0O00DN =
B AES Master Key Invalid 0000000000000000 .
Pt onfiguration data on an IBM Cryptc
= Mew ECC Master Key Empty 0000000000000000 ; )
m Old ECC Master Key Empty 0000000000000000 jrate full configuration data on an
i ECC Master Key Invalid o000000O00D0D0OO0OO0DN
Mew DES Master Key Empty 0000000000000 00D0000D000000000OODN0 @ 2/05 Host
] Old DES Master Key Empty 000000000000000D000D0D000000D000OODN
D DES Master Key Invalid 0000000000000 00D0000D000000000OODN0
— Mew Asymmetric Master Key Empty 00000000000000000000000DDD0D0O000D0
Old Asymmetric Master kKey Empty 0000000000000 00D000D0D000000000OODND all data directories
Asymmetric Master Key Invalid 00000000000000000000000000000000 idia
Select key to work with ey Typoe e dnfacmatian
- Master Fey - AES: e
AFS Master Few | =]
ECC Master Key
Master Keyw - DES:
Tru DES Master key |
T AT ETHC Master Few Generate single kKey part.. x
Generate multiple Key parts to.. ¢
Help Load single kKey part »  First.
= Load all key parts from... P Intermediate...
Clear b Last..
| General | Keys LCuntruIs L Dec Tables
Secure key part entry |

" UPDATE MODE

" | 5

@ TKE: welcom @& TKE: Trusted @& TKE Configu €8 x3270-410.2 Trusted-Key En @& TKE: Manage NSZUSGEEGHNIEN15:05:22 10/12/15 _|;,.
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Trusted Key Entry i Oz
Crvpto Module Group Administration: Prodpl. Master Module: prodpl £ GO0
Select Source |
1ains |/_Cu—5il_:|n |
Index
® Smart card in reader 1 1
) Smart card in reader 2
. Hash pattern
i) Binary file
X onnoonooooonoo0nn
" Keyboard 0000000000000000
onnoooooooon0oo0nn
onnoonooooonoo0nn
Continue Cancel Help onnoooooooonoo0nn
onnoonoonoonoo0nn
_Trusted Kev B 54000000000000000000000000000000
Old DES Master Key Empty 00000000000000000000000000000000
DES Master Key Invalid 00000000000000000000000000000000
Mew Asymmetric Master Key Empty 00000000000000000000000DDD0D0O000D0
Old Asymmetric Master Key Empty 000000000000000000000000DD0D00000D0
Asymmetric Master Key Invalid 00000000000000000000000000000000
Select key to work with ey Typoe
Master Fey - AES: e
AFS Master Few | =]
ECC Master Key
Master Keyw - DES:
DES Master Fey e |
Asmmetric Master kew &
Help

| General | Keys LCuntruIs LDE[TahIES

Cetting key walues. ..

UPDATE MODE

View -

roll process for an IBM Crypto Ada
: enroll process far an IBM Crypto
apter

onfiguration data on an IBM Cryptc

jrate full configuration data on an

a 2/05 Host

all data directories
edia

1e information

@ TKE wWelco @ TKE Trust @@ TKE Confi €8 x3270-4 1 Trusted Key @ TKE Mana  Crypto Modu

Selact

N
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Trusted Kew Entry

Fu Crupto Module Group Administration: Prodpl. Master Module: prodpl / GDD '/
He Fu Select key part from TKE smart card T Tnha Y Mo aaas
'S card D D569683F5
fone description fone le Wiew -
C Card description Key Part 1 BU
Card contents
Ry tyie Description Qrigin MOC4 lroll process for an IBM Crypto Ada
IC5F DES master kew part SYM-key Part 1 200851010 Crypto adapter BEZC1ZBCSA1TSIDBI1SZ2ESQCO T
IC5F aswmmetric master key part  |A5YM-Key First Part 20081010 |(Cryvpto adapter B1AYBAFET4ZEASTOAEESOSDEE ! B e
apter
onfiguration data on an IBM Cryptc
jrate full configuration data on an
a 2/05 Host
all data directories
edia
i | ¥ 1e information
Cancel Help
Trusted Few Entry
MASTEr FEY - LIES:
DES Master Fey |
Asmmetric Master kew &
General | Keys LCuntruIs LDEI: Tables
Cetting key walues. .. IFDATE MODE
gl | a

 x3270-4 1 Trusted Key @ TKE Mana Crupto Modu 15:12:20 10/12/15

@ TKE: Welco @ TKE Trust @ TKE:Confi €3 :
> ¥ A4 7 F - E 4 F A F A
it s S0t P i e s I o e T & P T« L Pagat I «
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Trusted Key Entry w0 O 0 bl
i i : i FR S
Fu Crypto Module Group Administration: Prodpl. Master Module: prodpl ,e’ GO0 =024 :
HEI-"'I pa rtinformation _ -Iuh-r Lagon ||:I [v1|‘-l__||-|l||lt-' |_|:|;|-F'_
— 'S pescription SYM-Key Part 1 20081010 Co-Sign |
ENC-ZERO GODEOOBA Index yiew =
MDC-4 AEZC1ZBCSA1751DB1152ESCO3FFS0104 1
Key type New DES Master Key, First part
sh pattern roll process for an IBM Crypto Ada
Load Key Cancel Help 0000000000000 : enroll process far an IBM Crypto
0000000000000
Trusted Key Eniry inggoooooo00000 apLer
onfiguration data on an IBM Cryptc
Mew ECC Master Key Empty 0000000000000000 ; )
Old ECC Master Key Empty 0000000000000000 rate full configuration data on an
ECC Master Key Invalid 0000000000000000
Mew DES Master Key Empty 00000000000000000000000000000000 a /05 Host
0Old DES Master Key Empty 00000000000000000000000000000000
DES Master Key Invalid 0000000000 0000000000000000000N0O0
Mew Asymmetric Master Key Empty 00000000000000000000000DDD0D0O000D0
Old Asymmetric Master Key Empty 0000000000 0000000000000000000000 all data directories
Asymmetric Master Key Invalid 00000000000000000000000000000000 idia
Select key to work with ey Typoe e dnfacmatian
Master Fey - AES:

M

AFS Master Few

ECC Master Key
Master Keyw - DES:

DES Master Fey

Asmmetric Master kew

4]

Help

| General | Keys LCuntruIs LDE[TahIES

Cetting key walues. .. IFDATE MODE

@ TKE wWelco @ TKE Trust @@ TKE Confi €8 x3270-4 1 Trusted Key @ TKE Mana  Crypto Modu

1l | 4
CERNE e el 15:15:01 10/12/15 _|;,.
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Each crypto module gets updated

Host prodpl
Crypto Module GO0O2

Updating

Trusted Few Entry

Host prodpl
Crypto Module GO3

Updating

Trusted Few Entry




Crvpto Module

Function

o Y _4 b o,
2 e ) >
TKE: Manage Print Screen Files

Frodpl.

Group administration: Master Module : prodp

_ | General |/Detai|s |/Rules rﬂuthurities |/Dumains |/_Cu—5il_:|n |

v )"'?’

S GO0

3

Py el

-

Domain Keys

Mew AES Master Key
0Old AES Master Key
AES Master Key

Mew ECC Master Key
Old ECC Master Key
ECC Master Key

Mew DES Master Key
Old DES Master Key
DES Master Key

Mew Asymmetric Master Key
Old Asymmetric Master Key
Asymmetric Master Key

Select key to work with

Help

Status Hash pattern

Empty onnoonooooonoo0nn

Empty onnoooonnoonoo0nn

Invalid onnoooooooon0oo0nn

Empty onnoonooooonoo0nn

Empty onnoooooooonoo0nn

Invalid onnoonoonoonoo0nn

Part full 6E2C12BC5A1751DE1152E9C0O3FFSD104
Empty 00000000000000000000000000000000
Invalid 00000000000000000000000000000000
Empty 00000000000000000000000000000000
Empty 00000000000000000000000000000000
Invalid 00000000000000000000000000000000

| General

Keys LCuntruIs LDE[TahIES

fey Tope
Master Fey - AES: -
AFS Master Few | =]
ECC Master Key
Master Keyw - DES:
DES Master Fey |
AT ATIMEetric Master Key  Generate single Key part.. -
Generate multiple Key parns to.. ¢
Load single Key part P First.
Load all key parns from... b Intermediate...
Clear r Last. —

Secure key part entry |

UPDATE MODE

roll process for an IBM Crypto Ada

: enroll process far an IBM Crypto
apter
onfiguration data on an IBM Cryptc

jrate full configuration data on an

a 2/05 Host

all data directories
edia

1e information

il

| ]

@ TKE: wWelcom @ TKE: Trusted @ TKE Configu

@ %3270-4 10,2 Trusted Key En

gy
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oading Operational Keys

Crypto Croprocessor Module Group Administration : HostGroup. Master Cry _ [ |
@ ains | Co-Sign |
D

) Smart card in reader 1
@ Smart card in reader 2 Hash niatterh
© Einary file SFSSIEE2782BAAT 72669E6D1A31EZ0C

() Print file DD20AS17CB42FCOCSD018950FEE7FOE
DD20AF17CB42FCOCSD018950FEEYFOE4

00000000000000000000000000000000
- ABS19EFS2BAC4855A8F15364996604B6
| Continue | | Cancel | | Help | 15D7602B7CD493ECA7 709D4956 FEFEEE

| Trusted Key Entry
DEIELL KEY LU WUTK WILN ey Thwae
Mewe Sammetric Master Key
Mewye Assmmetric Master Fey
Operational key
Operational Key - EXPORTEF.
Operational Key - IMPORTER
Qperational Key - [PINEMC
Cperational Key - OPINENC
Cperational key - PINGEMN
Operational key - PINVER
Qperational kKey - IMP-PEA
Qperational Key - DATA
Qperational Key - DAT AL

Cimarational Ko o DUAT Ahd

1]

Help
[“General | keys [[conurals |

| UPDATE MODE
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Completing the Operational Key Load

Fow 1 to 2 of 2
SCROLL

the cryptographic features to be processed and press ENTER.
characters are: A, D, E, K, R, S and V. See the help panel for details.

CEYPTO SERIAL
FEATURE STATUS ESA P11

.\ .\
.\ .\

AEXEEX XX XX EET TR R XX XXX E R XXX T AL R XXX

S YES or NO
) PXrocess.

 exit to the previous menu.

January 2016 zExchange - Trusted Key Entry (Part 2)
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TKE Console Workspace

 Applications

Begin Zone Remote Enroll Process for an IBM Crypto Adapter
CCA CLU

Complete Zone Remote Enroll Process for an IBM Crypto
Adapter

Crypto Node Management Batch Initialization
Crypto Node Management Utility

Migrate IBM Host Crypto Module Public Configuration Data
(CCA Only)

Configuration Migration Tasks (CCA or EP11)
TKE Workstation Setup

Migrate Roles Utility

Smart Card Utility Program

TKE’s IBM Crypto Adapter Initialization
Trusted Key Entry 8.0

January 2016 | zExchange - Trusted Key Entry (Part 2) ' | J Page 30



TKE Console Workspace

e Utilities

o TKE Edit Files
TKE File Management Utility
TKE Workstation Code Information
Configure Displayed Hash Size
Configure Printers



= Welcome

“"} Trusted Key Entry

E Service Management

Applications
L Begin Zone Remote Enroll Process for an IBM Crypte Adapter

i3 Complete Zone Remote Enroll Process for an IBM Crypto Adapter

m Cryptographic Node Management Utility 4.2

!l Migrate IBEM Host Crypto Module Public Configuration Data
"a% Configuration Migration Tasks
i3 Smart Card Utility Program 7.1

& Trusted Key Entry 7.1

Utilities

&% Edit TKE Files

<z TKE File Management Utility
ETKE Media Manager

0 TKE Workstation Code Information

* Used to begin the zone remote enroll process for an IBM Crypto Ada
* Uszed to
* Used to
* Used to
* Used to
* Uszed to
* Used to

* Used to
* Used to
* Used to
* Used to query TKE Workstation code information

Y« I snade

complete the zone remote enroll process for an IBM Crypto
manage an IBM Crypto Adapter

save and migrate public configuration data on an IBM Cryptc
run tasks to save and migrate full configuration data on an
initialize Smart Cards

securely manage keys on a /05 Host

edit TKE Files
manage available files in all data directories

activate and deactivate media

il

| ]

@ TKE: Welcome to the Trusted Key En

Entry Conso

) TKE: Trusted K

@ TKE: Manage Print Screen Files

14:41:02 10/08/15 |
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LIS e Smart Card TKESmart Card  Crypto Adapter

e

i

TH’F Truqhﬂd Key FnTru Consolea 'u'-.n'r:ur’knlaré (Uﬁ-rﬁmn 7210

TKE Smart Card Utility Program Version 7.1

iM Crypto Ada
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TKE 7.3 Full Function EP11
Migration Wizard

 Extension of CCA Migration Wizard

e Collect config data from one EP11 Host Crypto Module
and apply to another EP11 Host Crypto Module

Trusted Key Entry Console
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Trusted Key Entry | TKE Varsion )

7! Trusted Key Entry
E._ Service Management Rpplicutionn
a Bagin Zone Remaote Enroll Prorass frr an IRK T rerde Adartar

E Complete Zone Remote Enroll

M Cryptographic Node Managem Initial Screen Configuration Migration Tasks L

File MCA Smart Card IA Smart Card KPH Smart Card Migration Zones KPH Certificates Help

*M 11igrats IBM Host Crypto Modu

"J-% Configuration Migration Tasks

E - Enroll source module in migration zone
Smart Card Utility Program 7.2

| Collect configuration data
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Apply configuration data

Review configuration data

Py palesg sonby i - g aBxchangefrusted K&y Entry (Pait2) )




C oS PRI N | 7'}"’7’""7}"’?’

 Giel et NS s PROn T e fs PO e P

MAINFRAME ™

),'5'; ,12 :J‘@—:RYPTD

TKE Enhancement: Full Function
I\/Iigration Wizard for EP11 o ne st an

File MCA Smart Card 1A Smart Card KPH Smart Card Migration Zones KPH Certlflcates Help

Enroll source module in migration zone

Collect configuration data

Card
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2) Collect and
Apply configuration data Apply the CryptO

Review configuration data Configuration

using TKE and
the Full Functig
Migration Wizard

destination systems
(does not have to be
at the same time)

3) Apply the Crypto
Card Configuration back
to the Source card to
restore data using the
TKE and the Full
Function Migration
Wizard
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TKE Exclusives

 Secure loading of master keys
« Migration Wizard
 Enabling/Disabling ACPs

e 24-Byte
 Loading M
 Loading M

77 January 2016 "

DES-MK
Ks for inactive LPARS

Ks for Linux guests

 Loading P11-MK
 Loading PIN Decimalization Tables
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SG24-7123 z9-109 Crypto and TKE V5 Update (2005)
SG24-6499 zSeries Trusted Key Entry (TKE) V4.2 Update (2004)

SG24-5455 Exploiting S/390 Hardware Cryptography with
Trusted Key Entry (1999)

REDP-5305 Streamline Management of the IBM z Systems
Host Cryptographic Module Using IBM Trusted Key Entry
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On the Web

e Techdocs — www.ibm.com/support/techdocs

e TD106231 — TKE Hardware Support and Migration Information
e Orsearch on ‘crypto’




Youl T[] TKE Videos

e http://www.youtube.com/user/IBMTKE

» Managing CCA Mode Host Crypto Modules From TKE

Manage-CCA-Modules-Overview-Presentation
Manage-CCA-Modules-Host-Definitions

Manage-CCA-Modules-Concept-Presentation-Authority-Signature-Keys-and-
Authority-Indexes

Manage-CCA Modules-Concept-Presentation-Multiple-Domains
Concept-Presentation-TKE-Designing-Domain-Groups

 How to use IBM TKE Zones with TKE Smart Card Members

Video Series Overview - How to use IBM TKE Zones with TKE Smart Card Members

1 off (?‘ - Initializing a TKE Workstation Crypto Adapter for Use with SMART CARD
Profiles

2 of 6 - Create A TKE Zone with TKE Smart Card Members
3 of 6 - Create TKE Workstation Smart Card Profiles

4 of 6 - Create a TKE Workstation Smart Card Group Profile
5 of 6 - Enroll a TKE Workstation in a TKE Zone

6 of 6: Create Backup CA and TKE Smart Cards
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