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Agenda — Key Management

»Key Variety
»Key Labels

» Master Keys

» Operational Keys

»Key Management Tools/Utilities
»Key Management Products
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Many keys

» Master Keys are different than Operational Keys

» Operational Keys
» Algorithms

»Symmetric

= Asymmetric

»Corlifical
»Key Types

»Symmetric (DATA, CIPHER, ATM PIN, EXPORTER/IMPORTER,
etc.)

»Pyblic keys
»Pyblic & Private keys
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Keystore Labels

» Manage keys both and in terms of
» Security
®» |ifecycle
®» Examples
» <Environment>.subsystem.application.component.D<yyyymmdd>
» AES256.<Location>.<Env>.<FileType>.<Appl>.<Datelssued>.<Version>
» <Environment>.C<Client_ID><Iteration>.Y<YearCreation>.<Sequence#>

» <Pervasive Encryption>.<Environment>.<CompanyPlatform>.<Version>

» Bad Examples
» THISISAREALLYLONGKEYLABEL
» MYKEY
» X
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Loading Master Keys

» Passphrase Initialization (PPINIT)
» |CSF Panels
» Trusted Key Entry Workstation
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ICSF Panels — Checksum Calculation

-~

CSFMKVOO -- ICSF - Checksum and verification and Hash Pattern ------ h
COMMAND ===>
Enter data below:
Key Type ==> AES-MK (Selection panel displayed if blank)
Key value ==> 02AC7633C1951FO0A Input key value 1
==> 5916A7A3DF8718DB Input key value 2
==> 7E1EEB82B27969CA Input key value 3 (AES-MK, DES24-MK,
ECC-MK, RSA-MK Only)
==> A7/D6ECF77E91DAAC Input key value 4 (AES-MK, ECC-MK only)
Checksum : BF Check digit for key value
Key Part VP : 1D6924E3F9F69A7A Verification
Key Part HP : 0000000000000000 Hash pattern
: 0000000000000000
Press ENTER to process.
Press END to ex1t to the previous menu.
/
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Loading Key Parts

Specify information below

Key Type ===> AES-MK

Part ===> FIRST

Checksum ===> BF

Key value ===> 02AC7633C1951F0A

===> 5916A7A3DF8718DB
===> 7/E1EEB82B27969CA
===> A/DOECF77E91DAAC

Press ENTER to process.

KVCSFDKESO —————————— ICSF - Master Key Entry  -----------—---—---—-——=-
COMMAND ===>
AES new master key register EMPTY
DES new master key register EMPTY
ECC new master key register EMPTY
RSA new master key register EMPTY

(AES-MK, DES-MK, ECC-MK, RSA-MK)
(RESET, FIRST, MIDDLE, FINAL)

(AES-MK, ECC-MK, and RSA-MK only)
(AES-MK, ECC-MK only)

Press END to exit to the previous menu.
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And repeat ... for every system that
shares the Keystore

LPAR PRDI1 LPAR PRD3

Domain 1 Domain 3

/ e ] s
S-MK & DES MK&ECC

LPAR PRD2

Domain 2
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TKE — What does it do¢

» Secure Key Loading

» Master keys or operational keys

» Key material generated in hardware and never exists in the
clear, outside of the tamper-responding hardware

= Two-man (or 4-eyes) rule
= [ssuers & Co-signers
= Multiple key officers
®» Manage host crypto modules
= As domain groups
» Across CECs
= Migration Wizard
» \Wizard like feature for loading master keys in one task
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Secure Host Connection

AT/TLS w/TKE 9.2

Cmd[epyk(key part
value)]signedAn

z15
w/Crypto
Express

Card(s)
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Descriptions (Labels)

U File CASmart Card TKE Smart Card EP1l Smart Card Crypto Adapter
Smart card reader 1
Card type: TKE Smart Card v0.20 Zone enroll status: Enrolled
Card ID: SFO7EABBS Zone ID: SE289B4E
Card description: CCAFst (CCA First Key Admin} Zone description: WSC ATS
PIN status: Ok Zone key type: 521-bit EC key
Authority or Administrator key: 20 Alternate zone enroll status: Not enrolled
Crypto Adapter Logon key: Present Alternate zone ID:
Alternate zone description:
Alternate zone key type:
Key parts:

Key type Description | origin MDC-4 or CMAC | SHA1 | ENC-ZERO |AESAP or HMAC... Control .| Length
ICSF ECC ... |ATS Plex First ECC 191119 |Crypto adapter 78FBCS 32
ICSF RSA ... |ATS Plex First RSA 191119 |Crypto adapter SEB2EE S1F6CE |CClEDB 24
ICSF AES ... |ATS Plex First AES 191118 |Crypto adapter DB214F 32
ICSF DES ... |ATS Plex DES First 181119-1 |Crypto adapter 0EDAS4 980A1C |S63BE7 16
ICSF ECC ... |ATS Plex ECC First 191118-1 |Crypto adapter AQCB94 32
ICSF RSA ... [ATS Plex RSA First 191118-1 |Crypto adapter FAEFBA 3EGB3B |SB0O6EYS 24

|
Smart card reader 2
Card type: TKE Smart Card v0.20 Zone enroll status: Enrolled
Card ID: BBDFASCAS Zone ID: SE289B4E
Card description: CCAMIL (CCA Middle/Last Key Admin 1) Zone description: WSC ATS
PIN status: ok Zone key type: 521 -hit EC key
Authority or Administrator key: 21 Alternate zone enroll status: Not enrolled
Crypto Adapter Logon key: Present Alternate zone ID:
Alternate zone description:
Alternate zone key type:
Key parts:

Key type Description Origin MDC-4 or CMAC SHA-1 ENC-ZERO |AES-VP or HMAC-VP|Control vector or key att...| Length
ICSF ECC ... |ATS Plex Last ECC 191119 Crypto ... 2EE40C 32
ICSF RSA ... |ATS Plex Last RSA 191119 Crypto ... [16252C 9B7BEE |8B8CESS 24
ICSF AES ... |ATS Plex AES Last 181118-1 Crypto ... 7BBDC2 32
ICSF DES ... |ATS Plex DES Last 191118-1 Crypto ... [3A5912 632FF0 |DC1040 16
ICSF ECC ... [ATS Plex ECC Last 181118-1 Crypto ... EB38D4 32
ICSF RSA ... |ATS Plex RSA Last 181118-1 Crypto ... [A67DC6 F6BFB6 |0AODAF 24

| Main Menu
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CEC2
Dom

UbDI1

UDTI

ubD23

uD85

CEC1
Dom

UDI
ub2
ub’s
ubD8

ub9

ub85

\\

AES-MK

AES-MK

Control Domains/Domain //

DES-MK

DES-MK

RSA-MK ECC-MK

TKE Host Transaction
Program (aka/TKE
=L Listener)

== ICSF
z/OS / LPAR 1

Control Domain 1, 11}, 23

RSA-MK ECC-MK

TKE Host Transaction
Program (a q TKE
Listen

—

z/OS / LPAR 7

Control Domain 1-85
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Operational Key Management Utilities

» CKDS Keys Utility / PKDS Keys Utility
» Key Generation Utility Program

» AP|s (REXX/COBOL/etc.)

» Trusted Key Entry (TKE) Workstation
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CKDS Keys Utility

i A - WSCLABT - [3

File Edit 3Settings View Communication Actions Window Help
L
B 8 8 g B D 0« Dy D ?
Copy Paste Send Recv Display Color Map Record Stop Play Quit Support  Index
CSFBRC1O — - ——— — — — — — — — — — — — — — TCSF — CKRKDS GeEnsrate Key ——————————————————————————————
COMMAND ———>=
Active CKDS LABFPLEX CKDSR_NEW
Emnter the CKDS record Label fFfor the mMeww AES DATA ey
===
AES key bit length: 128 192 256

Press ENTER to pProcess
Press END to return to the previous mermu

A ®9/039

5256 Connected through Telnet-negotiated security TLS1.2 to secure remote server/host labl.wsclab.washington.ibm.com using lu/pool LAB10347 and port 992
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PKDS Keys Utility

i A - WSCLABT - [3:

File Edit ings View Communication Actions Window Help
=D = D o | B D D« Dv D ?
Send Recv Display ( cord Stop Play Quit Support  Index
CSFPKY21l ———— e e e e e e e e e e e e o — I CSF — PKDS KeysS —— e e e e e e e e e e e e e e e e e e e e
COMMAND === SCROLL ===
Enter the FKDS record s Labe'l For the actions be L oww
b
Select one o f the FfollLowing actions then pPpPress ENTER to Process

Generate = mMew RSA or = <ey Patir record . Select one ey tvpe/si=ze

RSA key bit Length: 512 10249 20498 2072 49006

EC NIST Curwve : Pplo2 2249 = p256 P84 PS21

EC Brainpool Curwve: Pl Plo2 PpP2249 P256 P320 P=284 [= 3= =4

== Edwards Curwve = EdZ25519 Eda4as

EC Koblit= Curwve = Secp256k1L

Enter Private Key Name Coptional)

===

Delete the existing publ i c <eys or <ey Par PKDS record

Expor 4t the PKDS record’'s=s Ppubl i< ey to = | certifficate data st

Enter the DSN e

Enter de=s1i1red subject ' = CcCommon nNnamee Coptiomnal )

CN=—
Create = PKDS Publ i< < record Ffrom aanm iNnput cercirficate
Enter the DSN —_———
YIY | ) 12/042

5258 Connected through Telnet-negotiated security TLS1.2 to secure remote server/host lab1,wsclab.washington.ibm.com using lu/pool LAB10347 and port 992
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KGUP Add a Key

CSFCSE10 ----- ICSF - Create ADD, UPDATE, or DELETE Key Statement -----——-----
COMMAND ===> _ _
Specify control statement information below

Function ===> ADD____ ADD, UPDATE, or DELETE
Algorithm ===> AES DES or AES
Key Type ===> CLRAES__ outtype ===> (optional)
Label ===> BOYDG.AES256.AA.D220103
Group Labels ===> NO_ NO or YES
or Range:
Start ===>
End ===>
Transport Key Label(s)
===>
===0>
or Clear Key ===> NO_ NO or YES
control Vector ===> YES NO or YES
Length of Key ===> ___  For DES: 8, 16 or 24 For AES: 16, 24, or 32
Key values ===>
C9EB3A8B63F8B180 , F345801E9585061C , 26AEF2B3187DA3AE , 3DA06CF98AABDS557
Ccomment Line  ===>

Press ENTER to create and store control statement _
Press END to exit to the previous panel without saving
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/* Generate a secure AES DATA key, store the key in the CKDS and
/* display the key label and key. If the key label already exists,

/* return the existing key label and key.

/* Instructions:

/*
/*
/*
/*

Call CSNBKRR;

/* -

Update aes_key_label with your desired key label name

Note: An example key label naming scheme is

DATASET.<dataset_resource>.ENCRKEY.<seqno>

- EXECUTE THIS CLIST FROM TSO

(E.G. EX 'HLQ.MLD.LLQ(GENKEY)"')

signal on novalue;
aes_key_label = ,

left('SYSPROG.DATASET.KEYS',64);

krr_label = aes_key_label;
krr_token = copies('00'x,64);

say 'new key...'

kgn_key_form
kgn_key_length 'KEYLN16 ';
kgn_key_type_1 'CIPHER ';
kgn_key_type_2 = "CIPHER ';
kgn_kek_identifier_1 = copies('00'x,64);
kgn_kek_identifier_2 ="";

kgn_generated_key_identifier_1 = copies('00'x,64);

kgn_generated_key_identifier_2 = ’’;
Call CSNBKGN;

krc2_label = aes_key_label;

Key Management:

*/
*/
*/
*/

ICSF API

= |[BM Community

» Pervasive (DS) Encryption sample:

Generate a secure AES CIPHER key

» Rexx Sample: Change the key validity

start and end dates for a key record in

/* If key is found, print and exit */

pus - Key Management

the CKDS

» 5G24-8410 Getting Started with z/OS
Data Set Encryption Redbook

» Example B-1 CIPHER key creatfion sample

» Example B-2 DATA key creation sample

August 2022



TKE Operational Keys

J y 3.2)
Funcion LUtilitles Preferences Help

Manage workstation DES keys
Manage workstation PKA keys
Manage workstation AFS keys o
Manage smart card contents

Copy smart card contents

Duplicate TKE or EP11 smart card

Hosts

o Modules

Vew ~

Create CCA key parts

o A L
Generate EPL] master key parts

Domain Groups

Help

| FsvsTkE: Weicome to the Trusted Key Entry  FSYSTKE: Qlyared o




TKE Operational Key Type

MTUDLEU REY CIRIY = D100 L WOl U NEOUTT D AMAYanauie

function Utilities Preferences Help

Hosts Crypto Modules
Host e HOst M index Stat Descnptior
Vou =
Select key to work with Key Type Atapte
——— ' P - & Adagte
or ke
or ke ‘ -
: Master Ke
Master Ke 0 Adapier Inch -
‘e
Domain Groug
= IMPORTER 1
£ | w0 W . ., ‘.
e
Cancel Help
Help
13

D —]
FEYSTRE Welcome to the Truste Fovanie TrussSharefColumbuses ana en arts ]20222 0902120




Description and Length

Trusted Key Entry - Smart Card Readers Avallable

Function Wilities Preferences Help

Hosts Crypto Modules

Key length
16

Key type IMPORTER 24
L ¥4

Dos Description  AES i e

Key attributes efault attribute

Continue Change key attributes Cancel Help

Help
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Key Management Products

» EKMF Workstation

» Service Offering

» EKMF Appliance (similar, but not identical to the TKE)
» EKMF Web

» Program Product
» Uses the CEX cards on the host

» Recommended to have a TKE

= Only supports keys for Data Set Encryption
- GKEM/ISKEM
»_Unified K Yrehestral
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Enterprise Key Management Foundation — EKMF
Web Edition

» For z/OS Dataset Encryption only...
= No workstation (server) required. WAS Liberty profile-based Ul.

z/OS LPAR 1 \ g z/0OS A

\_

Page 22 Share/Columbus - Key Management August 2022



4’ Key management
Keys
Keystores

86  Datasets

3 Administration

\\

IBM Enterprise Key Management Foundation

Create Keystore

Create new kej/store

o

KMG Agent
On premise z/0S
LPAR

An EKMF Agent
(KMG) running on an

LPAR.

Create new keystore

What is a keystore?
A keystore represents an EKMF Agent (KMG) running on a z/OS LPAR.

Name @

demo keystore

Address or host name @

demo.keystore.com

Port number @@

12345

Public Key Hash @

1234567890123456789012345678901212345678901234567890123456789012

Save
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IBM z13 can only generate data keys.

New Tempk]’[e We recommend to use AES cipher keys,
available from z14 with CEXG6 or later.

Create new template

Key application

Pervasive Encryption » Keyjtype
®) cCipher ® () Data ®

Name

Key state
DEMO-PRE-ACTIVATION
(O Active (®) Pre-activation

Key Label €@
Description (Optional)

O<ENV>.PEDB2PRE.<APP>.AES<segno> o :
Additional information about this key template that might

Key size Keystores @

256 . mvsF x N veLex x | X s
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IBM Enterprise Key Management Foundation

88  Datasets

©  Administration
Key templates
Settings
Audit log

About

Key management

Key Templates

O°
7

PE-RACF-DEMO

Already used within a RACF profile.

Generate key

%P
o

o

DEMO-ACTIVE

Created keys will be in 'Active’ state.

Generate key

These are the policies that define

Key Templates

how your keys are created

o

DBTRADER L

v of 1 pages

For DBTrader

Generate key

%P
(o]

o

IMPORT

Matches keys with search pattern: O*.AES**

Generate key
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Create new key

IBM Enterprise Key Management Foundation

Key management

) Create new key
eys

@® Keysetu QO Summar
Datasets y P y

Administration

PE-RACF-DEMO Already used within a RACF profile.
DBTRADER For DBTrader

DEMO-ACTIVE Created keys will be in 'Active' state.
IMPORT Matches keys with search pattern: O* AES**

DEMO-PRE-ACTIV@ION

Share/Columbus - Key Management August 2022
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Create the key

Create new key

@® Keysetup O Summary

Template

Key details

DEMO-PRE-ACTIVATION v
Key type DATA

Key Label

Key state PRE-ACTIVATION
ODEMO.PEDB2PRE.DB2.AES00001

Tag: ENV Keystores VPLEX,MVSF

DEMO

Tag: APP

DB2

Tag: seqno

00001 :

Description

&
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EKMF - Keys

Appucaunons riaces

com-iDm-ccc-gkmsjam-Kkmg

RKMS Eunction Wwgrkflow Analysis MAC Jools

Key Label:
Date Created:

Key State: Pre-activation. Active

» Advanced Search Options

Key Label

BANK.FRANCE.DATA KEY
BANK.USA.DATA.KEY
CARD.FRANCE.DATA.KEY
CARD.USA.DATA KEY
CLIENT.FRANCE.DATA.KEY
CLIENT.USA.DATA.KEY

DENMARK. TEST.SALES
FRANCE,DEVL.BANK
FRANCE.DEVL.CARD
FRANCE.PROD.BANK
FRANCE.PROD.CARD
FRANCE.TEST.BANK
FRANCE.TEST.CARD
GERMANY,.PROD.CARD
ITALY.PROD.BANK
TDRKAES.KEYMNGNT.TOPKEY.IMP0O0O0O01
TODRKAES.KEYMNGNT.TOPKEY.IMPO0O002
TORKDES.KEYMNGNT.TOPKEY.IMPOOO0DO01
TIAKAES . KEYMNGNT.IMPPKA.IMPOOQOQO1
TIAKAES KEYMNGNT. IMFﬁKA. IMPOQO0O2

d= L = Next | 1
Page 28

Key Management Workstation

Algorithm | Key Size

AES
AES
AES
AES
AES
AES
AES
AES
AES
AES
AES
AES
AES
AES
AES
AES
AES
DES
AES
AES

(of 3 pages)

Algorithm: |

256
256
256
256
256
256
256
256
256
256
256
256
256
256
256
256
256
TRIPLE
256
256

Symmetric Key Management

| *| Key Size:

J| Active Date:

LY}

Key Template

9999
9999
9999
9999
9999
9999

998

998

998

998

998

998

998

998

9098
AES-0010
AES-0010
DES-0010
AES-0025
AES-0025

Date Creat...
2020-07-13
2020-07-13
2020-07-13
2020-07-13
2020-07-13
2020-07-13
2020-08-20
2020-08-04
2020-08-04
2020-08-04
2020-08-04
2020-08-04
2020-08-04
2020-08-19
2020-08-20
2020-07-13
2020-07-13
2020-08-17
2020-07-13
2020-07-13

Share/Columbus - Key Management
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J»i| Expiry Date:

Active Date
2020-07-13
2020-07-13
2020-07-13
2020-07-13
2020-07-13
2020-07-13
2020-08-20
2020-08-04
2020-08-04
2020-08-04
2020-08-04
2020-08-04
2020-08-04
2020-08-19
2020-08-20
2020-07-13
2020-07-13
2020-08-17
2020-07-13
2020-07-13

Expiry Date
UNKNOWN

UNKNOWN

UNKNOWN

UNKNOWN

UNKNOWN

UNKNOWN

2025-08-20
2025-08-04
2025-08-04
2025-08-04
2025-08-04
2025-.08-04
2025-08-04
2025-08-19
2025-08-20
2030-07-13
2030-07-13
2030-08-17
2023-07-13
2023-07-13

August 2022
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Key State

Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active

l Search ‘

Key Check Value |
0690D14%990D..
667B9C2CCEC...
20EE1B1FESS...
8S03DDAFC14...
8DC90DS1C38..
Cl97E922C74..
FF7844

Q09GFF
ADAADY
C67E94
B3D298
CBOFO7
FABE7A
82C38F
94FC26
4888D6F7F1
FDF78DA98]
8CE15S
G64AS6223E6
DS24AD1066

Total entries: 49
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Summary

» Key Management is Important
» Key Labeling Conventions and Policies are necessary
» Key Management Tooling is probably in your future
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References

» |[CSF Administration Guide

» |CSF Application Programmer’s Guide

» 5G24-8410 Getting Started with z/OS Data Set Encryption Redbook
» Example B-1 CIPHER key creation sample
» Example B-2 DATA key creation sample
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References — Sample Code

» |[BM Community

» Pervasive (DS) Encryption sample: Generate a secure AES CIPHER
key (https://community.ibm.com/community/user/iomz-and-
linuxone/blogs/eysha-shirrine-powers2/2020/03/25/pervasive-ds-
encryption-sample-generate-a-secure-aes-cipher-key)

®» Rexx Sample: Change the key validity start and end dates for a key
record in the CKDS
(https.//community.iom.com/community/user/ibmz-and-
linuxone/blogs/eysha-shirrine-powers2/2020/03/25/rexx-sample-
change-the-key-validity-start-and-end-dates-for-a-key-record-in-the-
ckds)
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