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A4 Quick overview of BCPIi

& New BCPIii enhancements
4 New BCPIii Security Controls (z14)
& BCPIi performance improvements
A Absolute capping base support
A Absolute capping group support
& New more flexible HWICMD?2 service
A Support for larger data returned from SE
A Support for dynamic CPC name change

& New HWISET2 service (multiple attribute set)
4 BCPIi enhancement in V2R2 (SMF logging & SE logging)
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Quick overview of z/OS BCPIi
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Overview - What is BCPii? SH'XRE
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image

/Re-ipl an image
Change temp. capacity
/Query and update LPAR settings

/Set activation profiles
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ase Control Program internal interface

A Allows authorized z/OS applications to have HMC-like control over systems
In the process control (HMC) network

A A set of authorized APIs provided

A Does not use any external network.
A Communicates directly with the SE rather than going over an IP network.

A A z/OS address space that manages authorized interaction with the
interconnected hardware
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Quick overview - Who uses BCPii? SHARE
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A z/OS operating system components
A System Status Detection (SSD) provided in Sysplex Failure Manager (SFM)
A Capacity Provisioning Manager (CPM)
A Hardware Configuration Definition (HCD)
A Vendor applications
A Control center, system management applications
A Many vendor products use BCPii

A In-house (customer-written) applications
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Quick overview i BCPii installation steps SHL_\RE
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A System automatically tries to start BCPii address space at IPL time.
A You don't need to add anything to COMMNDxx or automation.

A Successful start requires that certain steps have been carried out:

A Setup on the HMC/SE:

A Enable Cross Partition Authority for every LPAR that you want to be able to issue or be the target of BCPIii
commands. (Prior to z14)

A Enable SNMP and define the Community Name.
A Both of these can be changed non-disruptively if you wish

A Setup in z/OS
A Setup with SAF Security authorizations (in z/OS)
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New BCPIl Enhancements
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New BCPIiI Security Controls (z14)
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BCPIi Security Setup on SE/HMC (pre-z14) SH \
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Problems with pre-z14 BCPIii security mechanism SH. _\RE
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A ACross Partition Authorityo no't‘granula

A LPARSs that have checkbox checked have unrestricted freedom to perform BCPii
functionality against any LPAR that also has its checkbox checked

A 100% reliant on each LPAR fiplaying niceo an
restrict access to other partitions
A Unsuitable for service providers installations

A Unsuitable for installations that have test LPARs that want to enable BCPii to test their applications
but dondt have | ockdown security

A SHARE Top 50 requirement
A Close BCPii security exposure

A z / 113 introduced a powerful new capability whereby XCF can use BCPIi to query the
status of an LPAR that has stopped updating its heartbeat in the CDS. There are many advantages
to this new capability - it enables faster reaction to failed systems increases the likelihood of spin
loop recovery being successful and protects you from operator error. To exploit this capability you
have to enable BCPii and the only way to control the scope of BCPii actions is currently RACF.
However i f the service delivery department doe
running in the environment it would be possible for an installation-written program running in one
LPAR to impact any LPAR that has been enabled for BCPii. 0
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New z14 BCPii Security Enhancements SHARE
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A Granular system/partition access
A Enable/disable send capability per image

A Enable/disable receive capability per image
A Enable to receive from all partitions
A Enable to receive from a list of selected partitions

A Can limit which images can access CPC via System Details task (HMC
or SE)

A Can limit which images can access other images via Image activation
profile and Change LPAR Security task (HMC or SE)

A System Upgrade migration path
A Cross Partition Authority setting remains the same

A Enabl ed maps to ABCPii Permissionodo o
all partitions
A Di sabled maps to ABCPii Permissiono
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z14 BCPIi CPC Security Controls SHL;RE
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Z14 BCPIii CPC Security Controls T adding
partitions

1. Can select from the
set of known partitions

Known partitions are

from the point of view
of the system/partition

being configured
ALocal 6 part.i

on the currently
defined image profiles.

ARemoted part
learned from managing
HMCs.

2. Can enter a partition
manually for cases like
pre-planning.



