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ABSTRACT

* What is a certificate?

* What are the formats?

* This session discusses certificates and how they are used in the work environment.

Objectives

* Develop a basic understanding of digital certificates
* Learn how digital certificates are used In everyday life

* Discover how digital certificates are used in business
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ENCOUNTERS WITH DIGITAL CERTIFICATEES

*Did you know you come across it every day?

*Did you ever take a look at a certificate?
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WHAT IS A DIGITAL CERTIFICATE?
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WHAT IS A DIGITAL CERTIFICATE?

« Best way to think of it is as an |ID card, like driver licenses or passport

» To establish your identity or credential to be used in electronic transactions
 Digital certificate technology has been in existence for over 30 years
 |ssued by a trusted third party called Certificate Authority (CA) that can ensure validity

« Packaging of the information is commonly known as the X.509 digital certificate.
X.509 defines the format and contents of a digital certificate.

« Generally a digital certificate provides identity to a person or a server
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WHAT IS A DIGITAL CERTIFICATE?

Certificate Authority — (CA) is a trusted third party organization or company that issues digital
certificates used to create digital signatures and public-private key pairs. The role of the CA In
this process is to guarantee that the individual granted the unique certificate is, in fact, who he
or she claims to be. Usually, this means that the CA has an arrangement with a financial
institution, such as a credit card company, which provides it with information to confirm an
individual's claimed identity. CAs are a critical component in data security and electronic
commerce because they guarantee that the two parties exchanging information are really who

they claim to be.

Reference https://www.webopedia.com/TERM/C/certification _authority.html

- ldenTrust, Comodo, DigiCert, GoDaddy, GlobalSign (Top 5 by Market Share)
- Web browsers and other applications come with certificate authorities certificates

(including their public keys) pre-installed Cyberkisk Alliance PRESENTS
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WHAT IS A DIGITAL CERTIFICATE?

» A Digital Certificate is a digital document issued by a trusted third party which binds an
end entity to a public key.

» Digital document:
- Contents are organized according to ASN1 rules for X.509 certificates
- Encoded in binary or base64 format

» Trusted third party aka Certificate Authority (CA):

- The consumer of the digital certificate trusts that the CA has validated that the end
entity is who they say they are before issuing and signing the certificate.

« Binds the end entity to a public key:

- End entity - Any person or device that needs an electronic identity. Encoded in the
certificate as the Subjects Distinguished Name (SDN). Can prove possession of the
corresponding private key.

- Public key - The shared half of the public / private key pair for asymmgt@@c bt Allanee e

cryprograpny ’ InfoSec\/\/orld
- Digitally signed by the CA Conference & Expo 2020




WHAT IS A DIGITAL CERTIFICATE?

* File that contains a cryptographic key, details about the organization to
which it belongs, and a signature verifying the validity of its contents.

* Used in communication Transport Layer Security (TLS) & protocols Secure
Socket Layer (SSL) as well as HTTPS web browsing.

 Communicating with the use of certificates provides :

- Authentication - The receiver has reason to believe the message was
created and sent by a specific sender.

Non-Repudiation - The sender cannot deny having sent the message.
Integrity - Ensures the message was not altered in transit.

Privacy - Only the intended recipient can decipher the message
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HOW IS DIGITAL CERTIFICATE USED?

* Prove Ildentity to a peer:

- Owner of the certificate can prove possession of the certificate's private
key

- ldentity can be validated by checking it is signed by a trusted Certificate
Authority

* Prove authenticity of a digital document:
- Programs can be signed by code signing certificates
- E-mall signatures
- Certificates are signed by CA certificates

- Establish a secure connection:

- Certificates contain a public key which allows protocols such as SSL and TLS
to exchange session keys
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SYMMETRIC ENCRYPTION

» Same key used for both encryption and decryption
* Provide data confidentiality

» Fast, used for bulk encryption/decryption

» Securely sharing and exchanging the key between both parties is a
major issue

» Common algorithms: DES, Triple DES, AES

Secret Key @M

Encryption
Algorithm
E M
Original Message 1 ncrypted Message

This is a plain text QWE@56!121!TQM

L Decryption J

Algorithm

CyberRisk Alliance PRESENTS
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ASYMMETRIC ENCRYPTION

* Public / private key pairs - 2 different keys

* A public key and a related private key are numerically associated with each other.

* Provide data confidentiality, integrity and non repudiation Data encrypted/signed
u3|bn|g )one of the keys (private) may only be decrypted/verified using the other key
public

* Public key is freely distributed to others, private key is securely kept by the owner. Only one
public key can decrypt a private key

 Common algorithms: RSA, DSA, ECC
* Private key needs to be treated very securely and not distributed — it is keeping the secret

Encryption
Algorithm
Original Message

This is a plain text QWE@56!121!TQM
Decryption

Algorithm |

Public Key related to Private Key C—M ky ’

Private Key

S =
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MESSAGE DIGEST (HASH)

» A fixed-length value generated from variable-length data Unique:

- The same input data always generates the same digest value
- Tiny change in data causes wide variation in digest value

- Theoretically impossible to find two different data values that result in the same

digest value

* One-way: can't reverse a digest value back into the original data

* No keys involved — Result determined only by the algorithm Play a part in
data integrity and origin authentication Common algorithms: SHA1, SHA256

Hash Algorithm

Original Message ‘

| owe you $10,000

1 Digested Message

4E284BA3E947053267545B507A476B4A6538BAE7

Hash Algorithm

Similar Message

| owe you $10.000

‘ Totally different digested Message

sk Alliance PRESENTS
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ENCRYPTION VS SIGNING

 When encrypting, you use their public key to write message and they use their
private key to read it.

 \When signing, you use your private key to sign a message, and they use your
public key to check if it's really yours.

* Encryption/decryption and signing/verifying are mathematically similar, but it's
Important to keep the terminology distinct.

CyberRisk Alliance PRESENTS

% InfoSec\/\/orId

e & Expo 2020



ENCRYPTION (FOR CONFIDENTIALITY)

Encrypting a message:

Encrypt with Recipient’'s

Public key
Sender: Msg >

Decrypting a message:

Decrypt with Recipient’s

Private key .

Recipient:

‘Encrypted text

CyberRisk Alliance PRESENTS
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SIGNING (FOR INTEGRITY AND NON REPUDIATION)

ani Encrypt with
Signing a message: Sender's
Sender: Hash Private key

. @ Signature

Verifying a message:

Decrypt With Sender’s
—Recipient: Public key to recover the

nash
"B

B Message digest Hash

@ Signatur
e
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WHAT IS A DIGITAL CERTIFICATE?

I InfoSec World 2020 b4 +

The cert is used in the process of encrypting the
communication between your browser and the
Infosecworlduse’s site

Wikipedia definition Hypertext Transfer Protocol Secure (HTTPS) is an
extension of the Hypertext Transfer Protocol (HTTP) for secure communication over
a computer network, and is widely used on the Internet. In HTTPS,

the communication protocol is encrypted using Transport Layer Security (TLS), or

formerly, its predecessor, Secure Sockets Layer (SSL). The protocol is therefore
also often referred to as HTTP over TLS,- or HTTP over SSL.
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WHAT IS A DIGITAL CERTIFICATE?

I InfoSec World 2020 X +

_ ‘g infosecworldusa.com

Apps oBv | . X ntechu
Connection Is secure

Your information (for example, passwords or credit
card numbers) i1s private when It 1s sent to this site.

Learn more

B Certificate (Valid)

p  Certificate

General Details Certification Path

a Certificate Information

» Ensures the identity of a remote computer
» Proves your identity to a remote computer
« 2,23.140.1.2.1

« 1.3.6.1.4.1.4494/7.1.1.1

This certificate is intended for the following purpose(s):

* Refer to the certification authority's statement for details.

Issued to: www.infosecoworldusa.com

Issued by: Let's Encrypt Authority X3

Vald from 2/15/2020 to 5/15/2020

Issuer Statement

7
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WHAT IS A DIGITAL CERTIFICATE?

I InfoSec World 2020 X +
C ‘g infosecworldusa.com a  Certificate W
Apps & | o X _ a Certificate X
Connection Is secure General Details Certification Path
Your information (for example, passwords or credit General Details Certification Path
card numbers) is private when it is sent to this site. Show | <All= ¥ G
Certification path [:}
Learn more
j§ @ DST Root CA X3

Field valee /A lﬁl Let's Encrypt Authority X3

Uersiﬂn v e EA | vovow.infosecworldusa.com
B Certificate (Valid) _

=| Serial number 039272a4aeb86f50a10d78...
@ Cookies (142 in use) =| Signature algorithm sha2>6RSA

=|Signature hash algorithm sha256
£ Site settings Issuer Let's Encrypt Authority X3...

=] valid from Saturday, February 15, 2...

=] valid to Friday, May 15, 2020 9:0...

Subject wvaww.infosecworldusa.com v

View Certificate
Certificate status:
This certificate is OK.
Edit Properties... Copy to File...
OK
oK w CyberRisk Alliance PRESENTS
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WHAT IS A DIGITAL CERTIFICATE?

Check if a site's connection is secure

| InfoSec World 2020 X + To see whether a website is safe to visit, you can check for security info about the site. Chrome will alert you if
you cant visit the site safely or privately.

_ ‘g infosecworldusa.com

2 X
Apps oo | L tech u 1. In Chrome, open a page.

2. To check a site’s security, to the left of the web address, look at the security status:
* @ Secure
* (&) Info or Not secure

ificate (Valid) « A Not secure or Dangerous

@ Cookies (142 in use) 3. To see the site's details and permissions, select the icon. You'll see a summary of how private Chrome thinks
the connection is.

£x Site settings

What each security symbol means

These symbols let you know how safe it is to visit and use a site. They tell you if a site has a security certificate, if
Chrome trusts that certificate, and if Chrome has a private connection with a site.

@ Secure A

Information you send or get through the site is private.

Even if you see this icon, always be careful when sharing private information. Look at the address bar to
make sure you're on the site you want to visit.

e —___..Jrld
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WHAT IS A DIGITAL CERTIFICATE?

(®Info or Not secure A

The site isn't using a private connection. Someone might be able to see or change the information you
send or get through this site.

On some sites, you can visit a more secure version of the page:

1. Select the address bar.
2. Delete http://, and enter https:// instead.

If that doesn't work, contact the site owner to ask that they secure the site and your data with HTTPS.

A Not secure or Dangerous A

We suggest you don't enter any private or personal information on this page. If possible, don't use the
site.

Not secure: Proceed with caution. Something is severely wrong with the privacy of this site's
connection. Someone might be able to see the information you send or get through this site.

You might see a "Login not secure” or "Payment not secure” message.

Dangerous: Avoid this site. If you see a full-page red warning screen, the site has been flagged as
unsafe by Safe Browsing 7 . Using the site will likely put your private information at risk. ' CyberRisk Alliance PRESENTS
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WHAT IS A DIGITAL CERTIFICATE?

uckDuckGo F Insecure Website Warning | Trust X +

% Mot secure = www.trusteer.com/en/support/insecure-we

X
Your connection to this site 1s not secure

You should not enter any sensitive information on this
site (for example, passwords or credit cards), because

it could be stolen by attackers. Learn more

"UTIONS

1 @ Cookies (157 in use) i

L Site settings Fite \

Home » Support » Insecure Website VWarning @Vv CyberRisk Alliance PRESENTS
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WHAT IS A DIGITAL CERTIFICATE?

Fix "Your connection is not private” error

If you see a full-page error message saying "Your connection is not private,” then there's a problem with the site,
the network, or your device. Learn how to troubleshoot "Your connection is not private” errors.

What a security certificate is

When you go to a site that uses HTTPS (connection security), the website's server uses a certificate to prove the
website's identity to browsers, like Chrome. Anyone can create a certificate claiming to be whatever website they

want.

To help you stay on safe on the web, Chrome requires websites to use certificates from trusted organizations.

CyberRisk Alliance PRESENTS
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WHAT IS A DIGITAL CERTIFICATE?

a  Certificate P

General petails Certification Path

“_] Certificate Information

This certificate is intended for the following purpose(s):

« Ensures the identity of a remote computer
« Proves your identity to a remote computer
» 2.23.140.1.2.1

= 1.3.6.1.4.1.44947.1.1.1

* Refer to the certification authority's statement for details. /\

Issued to: www.infosecworldusa.com Certificate AUthOrity

Issued by: Let's Encrypt Authority X3

vald from 2/15/2020 to 5/15/2020

Issuer Statement

CyberRisk Alliance PRESENTS
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WHAT IS A DIGITAL CERTIFICATE?

ISRG CPSv2.7 - Let'sEn X ‘ + v

O 0 B  https;//letsencrypt.org/documents/isrg-cps-v2.7/

-ﬁ. Let’s Encrypt Documentation  GetHelp  Donate -  AboutUs »  Languages a ‘

Internet Security Research Group (ISRG) §fsaltlgrrn e nt

. Certification Practice Statement

Version 2./
Updated January 21, 2020
Approved by the ISRG Policy Management Authority

Cyperkisk Alliance PRESENTS
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WHAT IS A DIGITAL CERTIFICATE?

a Certificate X

General Details Certification Path

EI"IDW' <All= A
i P —— " Version 1, 2, 3
(= Version V3
I=|Serial number 039272a4aeB80f50a10d78... = . o
ot orthm shassenan This is the hash/encrypt algorithm used
[l signature hash algorithm ~ sha256 in the signature, eg. sha256RSA
= | 1s5uer Let's Encrypt Authority X3...
=|valid from Saturday, February 15, 2...
=] valid to Friday, May 15, 2020 9:0...
| j "

CHN = www.infosecworldusa.com

RieSeeerd e sGeneste Uigtcs

The, private key is NOT in the
e certificate. It 1S kept in a key store

You can NOT chan ge ANY of the
x certificate informati

CyberRisk Alliance PRESENTS
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WHAT IS A DIGITAL CERTIFICATE?

a Certificate )4 |

General Details Certification Path

Show | <All= S oE

Field Value ™

E Version V3 Al

= Serial number 039272a4ae86f50a10478... y " g

Sinatre ot shazserc ¢ InfoSecWorldusa's Certificate — Issuer
=) Signature hash algorithm sha256

Let's Encrypt Authority X3...

= valid from Saturday, February 15, 2...
= Valid to Friday, May 15, 2020 9:0...
= Subject wwwi.infosecworldusa.com v

CN = Let's Encrypt Authority X3
0O = Let's Encrypt
C=US5

Edit Properties... Copy to File...

CyberRisk Alliance PRESENTS
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WHAT IS A DIGITAL CERTIFICATE?

v Certificate et

General Details Certification Path

Certification path

@ DST Root CA X3
----- @ Let's Encrypt Authority X3
----- MEA | vovww.infosecworldusa.com

. Certificate Chain

View Certificate

Certificate status:

This certificate is QK.

CyberRisk Alliance PRESENTS
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CERTIFICATE CHAINS

;

s the root CA in my key ring ? W Funisiv
Cﬂlf signed: 2 A
ct

Issuer=Subje

Root CA
lssuer — CN=Root CA,OU=5igners,O=IBM,C=US
*| Subject -CN=Root CA,OU=Signers,O=IBM,C=US

 Root CA signature validated Signature
by own public key

Intermediate CA
— | Issuer - CN=Root CA,OU=S5Signers,O=IBM,C=US

o |ntermediate CA Signature *| Subject — CN=Intermediate CA,OU=Signers, O=IBM,C=US
validated by Root CA pUbIlC key Signature

- End Entity signature validated L 509 @ .

by signer's public key CA,OU=Signers,0=IBM,C=US Stourt

Subject -CN=Server Certificate, OU=z/05,0=IBM,C=US

Signature

31
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WHAT IS IN A DIGITAL CERTIFICATE

a  Certificate ot ‘

General Details Certification Path

ShOW  [ISAI> =
Field Value ™
| valid to Friday, May 15, 2020 9:0...
| Subject wwwi.infosecworldusa.com I' [ Th rt'f t b' d bl' k t b t
| Public key RSA (2048 Bits) € certiricate piNnas a pupnliicC Key 10 a supjecC
| Public key parameters 05 00 D | p y j
i |Enhanced Key Usage Server Authentication (1....
il Subject Key Identifier 9923fd0beb4780dc4586e...
i Authority Key Identifier KeylD=a84abab3047dddb...
i Authority Information A... [1]Authority Info Access: ... v
N

CN = Let's Encrypt Authority X3
0O = Let's Encrypt
C=U5

Edit Properties... Copy to File...

CyberRisk Alliance PRESENTS
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WHAT IS A DIGITAL CERTIFICATE?

* A certificate is comparable to an identity card/credit card. It basically holds:
— My ID information (name, country, email, IP address...)

Certificate SUBJDN Specifies the subject’'s distinguished name as extracted from the
certificate.

—Who verified me. The signgture and e of an authority instance (usually a
WK- Y ||Tfllcate autﬁorltysg FCh (Pe an(f llcssueéj this Iélelrtl icate. (usually
e 'flclﬂts ISSAJERDN Specifies that the ISSUERDN is the certification authority's

am
as e racted from %e certificate.

— PUBLIC key (used for encrypting data).
Certificate Key format type(BPECC|DSA|ICSF|NISTECC|PCICC|KEYSIZE )

— Serial number.

Certificate SERIAL# The serial number MUST be a positive integer assigned by
the CA to each certificate. It MUST be unique for each certificate issued by a
given CA (i.e., the issuer name and serial number identify a unique c;ertlflc:atec)jb BT

N InfoSecV\/orId

Conference & Expo 2020
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WHAT IS IN A DIGITAL CERTIFICATE

n  Certificate > |

General Details Certification Path

Show | <All= o o
Field Value ™
—|Signature hash algorithm sha256
| Issuer Let's Encrypt Authority X3...
—|valid from Saturday, February 15, 2... /
—|valid to Friday, May 15, 2020 9:0...
—|Subject waww.infosecworldusa.com r 3
Fubl ey Public Key Information
=] Public key parameters 05 DD
il Enhanced Key Usage Server Authentication (1.... y

30 82 01 0a 02 82 01 01 00 b4 91 8f 65 B 3f =7 .
=3 Ye 36 13 V8 ab 97 03 e6b £9 =d =3 a?2 &b =8 &b
d5 24 bz 85 82 23 Y8 07 f£8 42 1= =1 0f b0 &b dc
bl 9a 14 3= 89 2b ca aa 4b 75 2e 02 6o 08 fo 44
34 23 ee f0 =1 a3 ae 7c ad 24 ad o= dd4 df a? 4b
2 92 83 fa 91 =2 57 d4 31 86 28 31 Z2d Y3 5= 4dS
d8 30 o= 61 31 b4 =d bb 16 25 34 a0 =4 9= 59 0Of
eb ea d7 d4 10 d4 =5 91 b3 ba &5f £3 tb 7e f£f 7d
75 89 43 96 0f d4d5 02 00 =4 =V Ba 52 4b dd 82 21
o2 Ya fo 41 68 bY ae 09 G686 a4 25 £4 f6 =a be &b
cz 31 db 9f a9 af d4 da &3 bz 854 Y3 44 57 Ybh 07 W

Edit Properties... Copy to File...

w CyberRisk Alliance PRESENTS
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WHAT IS IN A DIGITAL CERTIFICATE

n  Certificate pd ‘

General Details cCertification Path

Show [ SAI= ot

Field Value "

5| Subject Key Identifier 9923fd0beb4786dc4586e...

5| Authority Key Identifier KeylD=a84ababt3047dddb...

l5i| Authority Information A... [1]Authority Info Access: ... )
5| Subject Alternative Name DMNS Name=www.infosec...

lii| Certificate Policies [1]Certiﬁcatthnlic".r:F’nli::...

@ SCT List vl, Sea773fodf56c0er7b53...

}E key Usage Digital Signature, Key Enc...

li-| Basic Constraints Subject Type=End Entity,... v

CH = Let's Encrypt Authority X3
O = Let's Encrypt
C=Us

Edit Properties... Copy to File...

CyberRisk Alliance PRESENTS
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DIGITAL CERTIFICATE FORMATS

« X.509 Digital Certificate is the most common. There is some variation in the

items contained in a digital certificate but, typically, it will contain the following:
public key of the certificate owner
public key algorithm used
name of the person or organization to whom the certificate was issued
date that the public key expires
name of the issuing certificate authority
serial number assigned to the digital certificate
URL of the relevant certificate revocation list
certificate signature algorithm
digital signature of the issuing certificate authority

CyberRisk Alliance PRESENTS
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EXTENSIONS OF A X.509 DIGITAL CERTIFICATE

m Authority Key Identifier — Unique identifier of the signer
m Subject Key ldentifier — Unique identifier of the subject

m Key Usage — defines how the public key can used
— Digital Signature
- Key Encipherment
—- Key Agreement
- Data Encipherment
— Certificate Signing
~ CRL signing
m Subject Alternate Name — additional identity information
- Domain name
- E-mail
- URI

— IP address
m Basic Constraints — Certificate Authority Certificate or not

CyberRisk Alliance PRESENTS
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DIGITAL CERTIFICATE FORMATS

« X.509 Digital Certificate can exist in many different forms
- Single certificate
- PKCS Package - (Public-Key Cryptographic Standards)
- Developed by RSA
PKCS #7 certificate package
- Contains 1 or more certificates
PKCS #12 certificate package

- A password encrypted package containing 1 or more certificates
and the private key associated with the end-entity certificate.

- Only package type that contains a private key

e Can be in binary or Base64 encoded format

- Baseb4 is used to convert binary data to displayable text for easy cut
and paste

CyberRisk Alliance PRESENTS
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CERTIFICATES IN USE

3 0 0 s wwamancon

* You visit the amazon site to buy something

EE WA
ﬂ * https in the URL indicates you are

I communicating under a secure protocol - your
browser sends a set of proposed algorithms
that needs for encrypting the subsequent
communication

aMlaton

Delvert
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BEHIND THE SCENE - HANDSHAKE PROCESS

d Amazon.com: Online Shopping 7 X —+

< 6 @ amazon.com
sas Apﬁa gl | _ _
Show apps ynnection is secure

Your information (for example, passwords or credit
card numbers) is private when it i1s sent to this site.

Hello Learn more

© Select your

Bl Certificate (Valid)

& Cookies (23 in use)

Lx Site settings

* Two parties are involved:

- Amazon server (server)

- send a certificate to identify itself to your
browser — the certificate’s subject name
matches that in the URL you entered
(Www.amazon.com)

- send a set of algorithms that are matching
with the proposed list

— Your browser (client)

- validate amazon’s certificate and decides
whether to trust it

- generate a session key using the chosen
algorithm

- this key is wrapped by making use of the
amazon’s certificate and send to the
server

CyberRisk Alliance PRESENTS
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BEHIND THE SCENE - HANDSHAKE PROCESS

* These steps are referred as the handshake process

in the SSL/TLS (Secure Sockets Layer / Transport
Layer Security) protocol

* Once the secure session is established, all the
information you entered, like your credit card number,

will be encrypted using the session key before
sending to amazon

* This is an example of SSL/TLS server

authentication (one way) — only the server needs to
identify itself for the client to verity

CyberRisk Alliance PRESENTS
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BEHIND THE SCENE - CERTIFICATE VERIFICATION

* Which side performs checking?
— Client (your browser)

 Validation checks

- Check the certificate’s integrity by verifying the signature on the
certificate — is it really issued by the CA it claims?

— Check if the certificate is expired by verifying the expiration date on
the certificate

- Check if the certificate has been revoked — the issuer provides the
revocation status through Certificate Revocation List(CRL) or Online
Certificate Status Protocol(OCSP)

Note: The validation checks apply to the issuer certificate(s) too. All the
certificates have to pass these checks

* Trust check - check if the root CA certificate is trusted

— |s the root CA certificate of the Amazon certificate in the Trust Root
Certification Authorities in your browser?

CyberRisk Alliance PRESENTS
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BROWSER’S CERTIFICATE STORE - TRUSTED ROOT CERTIFICATE AUTHORITIES

P
Certificates
Intended purpose: < All= b

Trusted Root Certification Authorities | Trusted Publishers | Untrusted Fublishers 1| »
Issued To Issued By Expiration Date Friendly Name -
xlVeriSign Class 1... VeriSign Class 1 P... 7/16/2036 VeriSign
CalVeriSign Class 2... VeriSign Class 2 P... 7/16/2036 Verisign
xlVeriSign Class 3... VeriSign Class 3 P... 7/16/2036 VeriSign
sl VeriSign Class 3... VeriSign Class 3 P... 1/18/2038 VeriSign Clas...
xlVeriSign Class 3... VeriSign Class 3 P... 7/16/2036 VeriSign
alVeriSign Comm... VeriSign Commer... 1/7/2004 VeriSign
plVeriSign Trust MN... VeriSign Trust MNet... 8/1/2028 VeriSign
Ll VeriSign Univers... VeriSign Universal... 12/1/2037 VeriSign Univ...
CalVisa eCommerc... Visa eCommerce ... 6/23/2022 Visa eComme...
==IVisa Information... Visa Information D... 6/29/2025 Visa Tnformati... i
Import... ‘ I Export... J l Remuove I Advanced

Certificate intended purposes

‘ View ‘
Learn more about certificates | Close I

@"
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TRUST OR NOT?

* Who makes the decision to put a CA certificate in the browser’s trusted root store
- The application owner of your browser — Microsoft, Firefox, Google...

* The browser preloads a set of ‘well known’ CA certs when you first install it

* You may check to see what are the processes involved before the company decided to accept a
CA In its trust store

» Each browser company may have different sets of rules to accept the CAs

- Some CAs charge a lot to issue a certificate, some are free.

- Usually the CA that charges more performs more thorough background check and validation on the
requestor and provides warranty coverage on damage caused by the CA’'s negligence

- DV certificate — Domain validation, just need to prove you are the owner of a domain. Usually

free.

- re}[a%%tmc te ﬂ)g)cg%?gliaé[ls%ne\;<aiolgr?§lsg simple vetting through customer contact using

- EV cert_lflcate Extended validation, extensive vetting using government registries. More
expensive
* You trust the company to make the decision for you
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HOW ABOUT AN INTERNAL CA?

* Who makes the decision to put a CA certificate in the browser’s trusted root store
2) Yourself

* You may put a CA that you know in the trust store if you know you will be contacting the server
whose certificate was issued by that CA

* It is the server's responsibility to tell you what the root CA it used In the issuer(s) chain for its
server certificate (The server can skip this step if it chose a well known CA)

* It is your responsibility to decide if you want to trust that root CA (The client can skip this step if
the server’s root CA is a well known CA since the browser decided for you)

CyberRisk Alliance PRESENTS
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CERTIFICATE ISSUED BY AN INTERNAL ROOT CA

8 ] b B ] A

|_ General | Details | Certification Path | General | Details| Certification Path
Show | <all> o | Certification path
Demo Customer Design Centre Certificate Authority
Field value - iyl Sharb01 CA
F ’r'irstre
" [=| version V3 " &l -

Serial number 01 =

Signature algorithm sha236RSA

|=|Signature hash algorithm sha256

(=] 1ssuer Sharb01 CA, Test, The S...

[=|valid from Tuesday, October 04

[=|valid to Wednesday, October

=L

CH = firstreq

0OU = Class 1 Internet Certificate CA

0 = The Sharb01 Firm

C=Us View Certificate

ertificate status:
This certificate is OK.
Edit Properties... =
Learn more about certificate details Learn more about certification paths

0K OK
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CERTIFICATES IN SSL HANDSHAKE

SSL Client SSL Server

(1) "“client hello”

Cryptographic information

(2) "server hello”
-«

(3) CipherSuite
Verify server Server certificate
certificate. “client certificate request” (optional)
Check
cryptographic
parameters (4) Client key exchange o
Send secret key information
(encrypted with server public key) (6)
(5) Send dient certificate Verify client
certificate
(7) Client “finished” ) (if required)

(8) Server "finished’
.‘—

9) Exchange messages
le (9) g g N

(encrypted with shared secret key)

CyberRisk Alliance PRESENTS
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https://www.ibm.com/support/knowledgecenter/en/SSFKSJ_7.1.0/com.ibm.mq.doc/sy10660_.htm

CERTIFICATES IN SSL HANDSHAKE

1.Client sends a ‘hello’ msg to server

2.5erver responds with ‘hello” msg

3.Server sends its certificate to client

4.Client validates the server’s certificate

5.Client encrypts a secret key with server's public key and sends it to server
6.Server decrypts the secret key with its private key

7/.Server encrypts a ‘handshake OK’ msg with the secret key and sends it to client
8.Client trusts server, business can be conducted

* Note the above steps illustrate server authentication. For client authentication,
server needs to validate client’s certificate too.
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CERTIFICATE REVOCATION

« Normally the lifetime of certificate is the defined validity period

« Revocation provides a means for a certificate to become invalid prior to its
validity end date

- Reasons for revocation;
- Private key associated with the certificate has been compromised
- Certificates are being used for purpose other than what they are defined

 CRL - Certificate Revocation List:
- List of certificates that should no longer be trusted

- CRL Distribution Point extension in the X.509 certificate gives information
about where to locate revocation information for the certificate.

 OCSP - Online Certificate Status Protocol:
- Provides a query function for the revocation status of a certificate

CyberRisk Alliance PRESENTS
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CERTIFICATE VALIDATION

» Signature chain validation:
End Entity certificate signature is validated by signer's public key
- Any intermediate CA certificates signatures are validated against their
signher's public key
Root CA certificate is validated against it's own public key
Root CA certificate must be trusted

» Validity period — Check if the certificate has expired

« Revocation Status — Check if the certificate has been revoked:
CRL - Check if it iIs on a Certificate Revocation List

OCSP - Check with the CA which issued this certificate through the Online
Certificate Status Protocol

50
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A SERVER WANTS TO ESTABLISH A SECURE SESSION WITH A CLIENT

What are the steps?
(et a certificate

» Set up a certificate store and put the certificate there

CyberRisk Alliance PRESENTS
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DEFINING A CERTIFICATE REQUEST TO BE SIGNED BY A CA

B A certificate signing request (also CSR) is a message sent from the certificate
requestor to a certificate authority to obtain a signed digital certificate

M Contains identifying information and public key for the requestor

B Corresponding private key is not included in the CSR, but is used to digitally sign the
request to ensure the request is actually coming from the requestor

B CSR may be accompanied by other credentials or proofs of identity required by the
certificate authority, and the certificate authority may contact the requestor for further
information.

M If the request is successful, the certificate authority will send back an identity certificate
that has been digitally signed with the private key of the certificate authority.
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FILE FORMATS

PEM Format
- |t is the most common format used for certificates

- Most servers (Ex: Apache) expects the certificates and private key to be ina

separate files

- Usually they are Base64 encoded ASCII files
- Extensions used for PEM certificates are .cer, .crt, .pem, .key files
- Apache and similar server uses PEM format certificates

DER Format
The DER format is the binary form of the certificate
- All types of certificates & private keys can be encoded in DER format

- DER formatted certificates do not contain the "BEGIN CERTIFICATE/END

CERTIFICATE" statements

- DER formatted certificates most often use the ‘.cer’ and '.der' extensions
- DERis typically used in Java Platforms

CyberRisk Alliance PRESENTS
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FILE FORMATS

P7/B/PKCS#7 Format
- The PKCS#7 or P/B format is stored in Base64 ASCII format and has a file

extension of .p7b or .p7c
- A P7B file only contains certificates and chain certificates (Intermediate CAs),

not the private key

- The most common platforms that support P7B files are Microsoft Windows
and Java Tomcat

PFX/P12/PKCS#12 Format
- The PKCS#12 or PFX/P12 format is a binary format for storing the server

certificate, intermediate certificates, and the private key in one encryptable file
- These files usually have extensions such as .pfx and .p12

- They are typically used on Windows machines to import and export
certificates and private keys
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SETUP A CERTIFICATE

Provide certificate request to Certificate Authority for signing.

MIIB/TCCAWYCAQAwczELMAkGA1UEBhMCVVMXETAPBgNVBAgGTCES51dyBZb3JrMREwW
DwYDVQOHEwWhFbmRpY2 9 0dDEMMAOGA1UEChMDSUJNMRMWEQYDVQQOLEwpQcm9OkdWNO
aWOuMRswGQYDVQODExXJTZXJ2ZXIgQ2VydGlmaWNhdGUwgZ8wDQYJKoZIhvcNAQERB
BQADGYO0AMIGJAOGBAMiMS+wcxWogUANWFSZo4UFTkT4viJrdd1lntI5£0DTTTYKPV
Ornztynih3xyCpem54k57iTyVJITCWAHMOhiNuCB7CZySoLZGOEAIM3Z1+1s4£93A
KAnzP71JhP4sFCbNvVRA96dPfR1x6/dRbAmi4 IxNmBl1LJBMqusebsYTA8+vWzAgMB
AAGgSjBIBgkghkiG9w0OBCQ4x0zA5SMBgGA1UJEQQRMA+CDW15Y29tcGFueS5jb20w
HQYDVROOBBYEFIATTW6P61pujfpaR4NrdtWeizOuMAOGCSqQGSIb3DQEBBQUAA4GR
AJv6GSrF7Ah51Gg2GnNj70nizIyNGw2tKVhcOPINzFOBjK8JwE7y913/YJ+px/Yc
ESGB3azSb12deC3XsYHv2qBffMG6j3YJeGhagiAwLBhzIpVtg041L.Dqd4J9ibQ/GT
+1WWV+/Lm97WjAAbt£fZnNS3104XeAHN/RoZ6T9yqgxgal
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SETUP A CERTIFICATE

UG Louesh 1o TERERY s R SRS BRI LPTRS Baeh L RUhe Gy ifeate

MIICKTCCAfqgAwWIBAgITIUQfG7AAGAhMWDQYJKOZIhvcNAQEFBOQAWNTELMAKGA1UE
BhMCVVMxDTALBgNVBAOTBHR1 c3Q0xFzAVBgNVBAMTDkNBIENlcnRpZml JYXR1MB4X
DTEzMDEyOTEYNTYxXM1oXDTEzMDUWOTEYNTYxMlowczELMAKGA1UEBhMCVVMXETAP
BgNVBAGTCE51dyBZb3JrMREWDwWYDVQQHEwWhFbmRpY2 90dDEMMAOGA1UEChMDSUJN
MRMwEQYDVQOLEwWPpQcm9kdWNOaWOuMRswGQYDVQODExXJTZXJ2ZXIgQ2VydGlmaWNh
dGUwgZ8wDQYJKoZIhvcNAQEBBQADgYO0AMIGJAOGBAMiMS+wcxXWOogUANWESZo4UE'T
kT4vijJrddlntJ5f0DTTTYkPVOrnztynih3xyCpem54k57iTyVJITCWAHMOhiNuCB7
CZySoLZGOEAIM3Z1+1s4f93AKAnzP71JhP4sFCbNvVRA96dPfR1x6/dRbAmi4 IxNm
B1LJBMqusebsYTA8+viWzAgMBAAGjbDBGMBgGA1UdEQQRMA+CDW15Y29tcGFueS57
b20wHQYDVROOBBYEFIATTW6P61lpujfpaR4NrdtWeizOuMA4GA1UADWEB/WQEAWIE
8DAfBgNVHSMEGDAWgBSWO8SNzbU20w8CA/zB9y4pQ7y8tzANBgkghkiG9wOBAQUF
AAOBgQA0/GQbaI7D1xEK92KAKMWRCzYjGni2ttrnpUBQS4QP+mPpolgMcvHVENeD
stzLWNG4jSxOMwH1FK9C3vF2Y1G7/kptlJGIlebW4I1lu+9G1lYrVBk9X0j6kGuHrd
LT24VxJUK+n8td5qpA/Smf08clT8XAYJpi3CeVylmrfUSpQUdg==

————— END CERTIFICATE----- @3 Cyberltuic Allance PReSENTS
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SERVER CERTIFICATES OR CLIENT CERTIFICATES

 Two different use cases for Certificates

- Server Certificates

- Authentication, Confidentiality, Data Integrity,
Non-Repudiation

- "Ensure Encryption”

— Client Certificates

- Authentication, Confidentiality, Data Integrity,
Non-Repudiation

- “ldentity verification”
» Other Common Terms you may hear;
- Client Authentication
— Client Auth
— CliAuth
- Mutual Authentication

— MUtuaI AUth CyberRisk Alliance PRESENTS
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TYPES OF DIGITAL CERTIFICATES - USAGE

» Secure Socket Layer (SSL) Certificate

- |nstall on a server that needs to be_authenticated, to ensure secure
transactions between server and client

« Code Signing Certificate

- Sign software to assure to the user that it comes from the publisher it
claims

 Personal Certificate

- ldentify an individual, enable secure email — to prove that the email
really comes from the sender and /or encrypt the email so that only the
receiver can read it

* More (name it whatever you want)...
- Wireless certificate, smart card certificate, EV Certificate...

» Certificate Authority (CA) certificate

Used to sign other certificates
Root CA: the top
ntermediate CA: signed by root CA or other intermediate CA

CyberRisk Alliance PRESENTS
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KEY STORE

Certificate must be placed in a certificate store / key database before it can be used by an application to perform
identification and validation

Typically a file containing self-identifying information such as certificates and private keys and their corresponding
public keys.

* - E.g. keystore.jks
Used to authenticate yourself to a remote party

The server set up a certificate store /key database with these certificates (assuming the CA is a root cert):
the server certificate

the CA certificate
* The server sends the CA certificate to the client

* The client sets up a certificate store with this certificate:
- the CA certificate

* Trust Store @9 CyberRisk Alliance PRESENTS

» Stores certificates from trusted parties such Certificate Authorities ‘ InfoSec\/\/orld
» Used to verify remote certificates that you don't already know and trust. conference & Bxpo 2020
e Just another keystore, but used for a different purpose.



CERTIFICATES

Signing

Hash
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Data

o

Certificate

101100110101

Hash

Encrypt hash
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Source: https://en.wikipedia.org/wiki/Electronic_signature

Verification
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If the hashes are equal, the signature is valid.
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SUMMARY

* What is a certificate?
* What are the formats?

* This session discusses certificates and how they are used in the work environment.

Objectives
* Develop a basic understanding of digital certificates
* Learn how digital certificates are used in everyday life

* Discover how digital certificates are used in business
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