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Disclaimer 

• Notice: Clients are responsible for ensuring their own compliance with various laws and regulations, including the European Union General Data 
Protection Regulation. Clients are solely responsibility for obtaining advice of competent legal counsel as to the identification and interpretation of 
any relevant laws and regulations that may affect the clients’ business and any actions the clients may need to take to comply with such laws and 
regulations.  The products, services, and other capabilities described herein are not suitable for all client situations and may have restricted 
availability.  IBM does not provide legal, accounting or auditing advice or represent or warrant that its services or products will ensure that clients 
are in compliance with any law or regulation.

• IBM’s statements regarding its plans, directions, and intent are subject to change or withdrawal without notice at IBM’s sole discretion. 

• Information regarding potential future products is intended to outline our general product direction and it should not be relied on in making a purchasing 
decision. 

• The information mentioned regarding potential future products is not a commitment, promise, or legal obligation to deliver any material, code or functionality. 
Information about potential future products may not be incorporated into any contract. 

• The development, release, and timing of any future features or functionality described  for our products remains at our sole discretion. 

• Performance is based on measurements and projections using standard IBM benchmarks in a controlled environment. The actual throughput or performance 
that any user will experience will vary depending upon many factors, including considerations such as the amount of multiprogramming in the user’s job 
stream, the I/O configuration, the storage configuration, and the workload processed. Therefore, no assurance can be given that an individual user will achieve 
results similar to those stated here. 
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None of the statements contained herein constitutes legal advice– it is process 
advice only. 
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GDPR – General Data Protection Regulation

2
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Disclaimer 

• The General Data Protection Regulation (GDPR) was adopted in the European Union (EU) on April 
27, 2016, and it will become law on May 25, 2018. 

• This regulation affects security professionals in two key areas: reporting data breaches, and data 
protection by design. This session will provide a basic understanding of what GDPR is.
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None of the statements contained herein constitutes legal advice– it is process 
advice only. 
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Agenda

• Introduction to the EU General Data Protection Regulation
̶ Purpose of the GDPR
̶ Key aspects of the Regulation
̶ Key provisions – new/enhanced requirements

• GDPR Readiness – How to prepare
̶ Steps organizations are taking

• Notice: Clients are responsible for ensuring their own compliance with various laws and regulations, 
including the European Union General Data Protection Regulation. Clients are solely responsibility for 
obtaining advice of competent legal counsel as to the identification and interpretation of any relevant 
laws and regulations that may affect the clients’ business and any actions the clients may need to 
take to comply with such laws and regulations.  The products, services, and other capabilities 
described herein are not suitable for all client situations and may have restricted availability.  IBM 
does not provide legal, accounting or auditing advice or represent or warrant that its services or 
products will ensure that clients are in compliance with any law or regulation.



An Introduction to the GDPR
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GDPR – Simply….

Compliance Data
Protection

Personal
Data
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May 25, 
2018

The GDPR – What is it?

4% or €20M
Potential penalty 

for non-compliance
Per Incident!

Global
Impact

5 Key General Data Protection Regulation Obligations

Rights of EU 
Data Subjects

Security of 
Personal Data

Consent Accountability of 
Compliance

Data Protection by 
Design and by Default

The EU General Data Protection Regulation (GDPR) comes into effect on 25 May 2018 and presents the biggest change in data privacy in two decades. The 
legislation aims to give control back to individuals located the EU over their Personal Data and simplify the regulatory environment for international business.
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Purpose of the new Regulation*

• To create a unified data protection regulation

̶ Unlike the prior 1995 EU Data Protection, the Regulation does not require any 
further enabling legislation to be passed by specific country governments. It will 
be “automatic” 29 EU Member States and those countries following EU law 
voluntarily.

̶ It is also intended to simplify the regulatory environment for international 
business 

• To enhance the level of data protection for EU data subjects

̶ EU data subjects will have more control over their personal data

• To modernize the regulation in line with existing and emerging technologies

̶ e.g. Increased options for the transfer of data outside the EU

GDPR will fundamentally change the way 
organizations must manage their people, 

policies, processes and technologies

*Per the stated goals from the European Parliament
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Key aspects of the GDPR

• The Regulation has been formally adopted and will take effect as of May, 2018
̶ still a “work in progress” as guidance surrounding implementation of the Regulation has yet to be finalized

• It has international reach, applying to controllers and processors, both inside and outside the EU, 
whose processing activities relate to the offering of goods or services to EU data subjects. 

• Data Protection Authorities have the power to impose significant fines on organizations for non-
compliance with the rules, scalable to €20 million or 4% of the organization’s global annual 
turnover per incident, whichever is greater.

Per the IAPP, a majority of companies are not 
ready for the new requirements of the GDPR 
and should start to address the necessary 

steps for conformance NOW.
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GDPR

• Personal data is defined as any information relating to an 
identified or identifiable natural person.  This includes online 
identifiers, such as IP addresses and cookies if they are 
capable of being linked back to the data subject.

• This also includes indirect information, which might include 
physical, physiological, genetic, mental, economic, cultural or 
social identities that can be traced back to a specific 
individual.

• There is no distinction between personal data about an 
individual in their private, public, or work roles –all are covered 
by this regulation.

12
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GDPR provides an enhanced level of protection for data subjects

• Per the GDPR, the definition of “Personal Data” now explicitly 
includes online identifiers, location data and biometric/genetic 
data

• Higher standards for privacy policies and statements and for 
obtaining consent 

• Easier access to personal data by a data subject

• Enhanced right to request the erasure of their personal data

• Right to transfer personal data to another organization 
(portability)

• Right to object to processing now explicitly includes profiling.

13
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GDPR requires enhanced obligations on data controllers and 
processors

• Operationalization of a Privacy (and Security) by Design Process

• Increased obligations for data processors

• Implementation of technical and organizational security measures 
(TOM’s) appropriate to the risks presented

• Provide security and privacy controls and audit

• Breach notification obligations

14
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GDPR
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GDPR Readiness – What companies should be doing to prepare 

• Understand the obligations - Become familiar with the proposed GDPR requirements and monitor the development 
of implementation guidance

• Create a cross-functional GDPR team – Ensure that all aspects of the business that are impacted are part of the 
development and implementation of any changes

• Know what data is stored and where it is located - Conduct a data inventory and mapping initiative to assist in 
understanding and evaluating the operational and technological changes required for compliance

• Appoint a Data Protection Officer - Create a structured privacy office and appoint, if required, a data protection 
officer (DPO) who has expert knowledge on data protection law

• Review all privacy policies and statements - Confirm all privacy notices are presented in clear and plain language, 
are transparent, and are easily accessible to data subjects

• Review customer consent and choice mechanisms - Ensure that the appropriate consent and choice mechanisms 
are in place and/or are updated to meet the new consent requirements and to easily facilitate customer choice 

• Review processes addressing data subjects’ access, correction and erasure requests - Confirm that the 
operational and technical measures are in place to support these requests

• Review data retention schedules – Confirm data is only held for as long as there is a legitimate business need or as 
may otherwise required by law
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GDPR Readiness – What companies should be doing to prepare 
(continued) 
• Review all cross border transfers of personal data - Confirm there is a legitimate basis for transferring data to 

jurisdictions outside the EU that do not have “adequate” data protection regimes

• Implement a Privacy (and Security) by Design approach to new systems and services - Create a Privacy by 
Design framework to ensure that privacy requirements are embedded, by default and design, from the very outset of 
the development of new products, systems and services

• Document privacy compliance activities - Adequately document all processing operations involving personal data 
through the use of Data Protection Impact Assessments (DPIAs)

• Implement and document appropriate security measures - Provide technical, physical and administrative security 
measures 'appropriate' to the processing risks  (TOM’s)

• Create breach response and notification protocols - Implement data breach investigation, containment and 
response processes and procedures, and be sure to be able to test their effectiveness

• Develop audit capabilities and processes - Establish a robust audit plan and process to monitor ongoing compliance 
and to mitigate risk, both internally and for processors

• Train employees – Ensure employees are educated, at least annually, on the requirements and their obligations with 
respect to data protection

Obtain executive sponsorship and budgets to support the changes!
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There are three types of GDPR clients:
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“We understand what needs to 

be done and we’ll make the 

necessary incremental 

changes.”

A European bank
Th

e 
To
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“Where do we begin, the 

regulations are so confusing, 

what solutions does IBM 

provide?”

Multinational transportation org

Multinational logistics org

Th
e 

O
st

ric
h

“We have heard of GDPR, but 

we are going to take a wait and 

see approach until an 

enforcement action”

Multinational airline

Multinational Pharma org
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GDPR



The IBM GDPR Framework
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IBM’s Overall GDPR Framework: 5 phases to Readiness 

IBM PROPRIETARY

Identify GDPR 
impact and plan 
Technical and 
Organisational
Measures (TOM)

Includes Data 
Protection controls, 
processes and 
solutions to be 
implemented. 

TOMs in place: 
Personal Data 
discovery, 
classification and 
governance in place

Begin the new 
GDPR compliant 
way of working

Monitor TOMs 
execution; deliver 
conformance 
evidence to internal 
and external 
stakeholders

• Conduct GDPR 
assessments 
across privacy, 
governance, 
people, processes, 
data, security

• Develop GDPR 
Readiness 
Roadmap

• Identify personal 
data

• Design 
governance, 
training, 
communication, 
and processes  
standards

• Design privacy, 
data management  
and security 
management 
standards

• Develop and 
embed procedures, 
processes, and 
tools 

• Deliver GDPR 
training 

• Develop/embed 
standards using 
Privacy by Design, 
Security by Design, 
data management 
policies 

• Execute all relevant 
business 
processes

• Monitor security 
and privacy using 
TOMs

• Manage data 
subject access and 
consent rights 

• Monitor, assess, 
audit, report and 
evaluate adherence 
to GDPR standards

Assess Design Transform Operate Conform

A
ct
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ity

O
ut

co
m

e
Ph
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e

Assessments 
and roadmap 

Defined 
implementation 

plan

Process 
enhancements 

completed

Operational 
framework in 

place

Ongoing 
monitoring and 

reporting

©2017 IBM Corporation
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IBM Security Framework: Key Activities to address GDPR

IBM PROPRIETARY

Privacy Requirements Security Requirements

ASSESS

PREPARE: 
•Conduct GDPR Assessments, assess and document 
GDPR related policies 
•Assess data subject rights to consent, access, correct, 
delete, and transfer personal data
DISCOVER: 
•Discover and classify personal data assets and 
affected systems
•Identify access risks, supporting Privacy by Design

PREPARE: 
•Assess security current state, identify gaps, benchmark maturity, 
establish conformance roadmaps
•Identify vulnerabilities, supporting Security by Design
DISCOVER: 
•Discover and classify personal data assets and affected systems 
to design Security controls

DESIGN

ROADMAP: 
•Create GDPR remediation/implementation plan 
PRIVACY BY DESIGN:
•Design policies, business processes and supporting 
technologies 
•Create GDPR Reference Architecture
•Evaluate Controller/Processor Governance

ROADMAP: 
•Create Security remediation/implementation plan 
SECURITY BY DESIGN:
•Create Security Reference Architecture
•Design Technical and Organizational Measures (TOMs) 
appropriate to risk (encryption, pseudonimization, access control, 
monitoring, etc.)

TRANSFORM

TRANSFORM PROCESSES: 
•Implement and execute policies, processes and 
technologies
•Automate data subject access requests

PROTECT: 
•Implement privacy enhancing controls  (e.g. encryption, 
tokenization, dynamic masking)
•Implement security controls; mitigate access risks and security 
vulnerabilities 

©2017 IBM Corporation
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IBM Security Framework: Key Activities to address GDPR

IBM PROPRIETARY

Privacy Requirements Security Requirements

OPERATE MANAGE GDPR PROGRAM: 
•Manage GDPR Data Governance Practices such as 
Information Lifecycle Governance
•Manage GDPR Enterprise Conformance Programs such as 
data use, consent activities, data subject requests
RUN SERVICES: 
•Monitor personal data access 
•Govern roles and identities

MANAGE SECURITY PROGRAM: 
Manage and implement Security Program Practices such as 
risk assessment, roles and responsibilities, program 
effectiveness

RUN SERVICES: 
•Monitor security operations and intelligence: monitor, detect, 
respond to and mitigate threats
•Govern data incident response and forensics practices

CONFORM

DEMONSTRATE:
•Record personal data access audit trail including data subject 
rights to access, modify, delete, transfer data
•Run Data Processor/Controller Governance including 
providing processor guidance, track data processing activities, 
provide audit trail, preparing for data subject access requests
•Document and manage compliance program - Ongoing 
monitoring, assessment, evaluation and reporting of GDPR 
activities
RESPOND: 

o Respond to and manage breaches

DEMONSTRATE:
•Demonstrate technical and organizational measures to 
ensure security appropriate to processing risk
•Document Security program - Ongoing monitoring, 
assessment, evaluation and reporting of security controls and 
activities
RESPOND: 

o Respond to and manage breaches

©2017 IBM Corporation
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Where’s the personal data and what are the risks? 

IBM PROPRIETARY

MONITORSECUREBASELINEDISCOVERDEFINE

 Understand overall data 
security strategy

 Determine data protection 
objectives

 Develop organizational 
data model / taxonomy

 Understand data 
environment, 
infrastructure and 
lifecycle 

 Perform iterative 
discovery, analysis and 
classification 

 Establish baseline 
security requirements 
for personal data

 Assess current data 
security processes and 
controls

 Determine gaps and 
identify solutions 

 Plan and prioritize 
technical and business 
process 
transformations

 Design and implement 
solutions that protect 
critical data, enable 
access and align to 
business growth 
objectives

 Develop governance 
framework, risk metrics 
and monitoring 
processes

 Periodically validate 
data protection strategy 
and methodology

Supported by: 
Consulting Method  |   Industry-specific Data Models  |  Global Consulting Expertise  |  IBM Data Security Research 

IBM Guardium, StoredIQ, DLP and other leading data protection technologies

What is the 
personal data?

Where are they? 
How are they 
used?

What is required 
to protect critical 
data?

How to plan, 
design and 
implement?

How to manage 
critical data 
protection?



31 IBM Security

It is vital for organizations to understand why they should think about 
data privacy and how it impacts their organization

1/25/2018 31

COMPLEX 
ECOSYSTEMS

INCREASED
REGULATION

INCREASED
SENSITIVITY

RAPID 
GLOBALIZATION

DATA 
GOVERNANCE
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There are key readiness questions to help determine the privacy strategy you 
need…

• Collect or process personal data?

• Collect or process personal data from different states or 
countries?

• Export personal data to different countries?

• Allow remote access to personal data from different 
states or countries?

• Use vendors to process personal data?

• Want to create a new use for collected personal data, 
such as data analytics?

• Want to buy/develop a new SaaS product involving 
personal data?

• Want to move personal data to the cloud?

• Want to develop an Internet of Things product that 
collects personal data?

Does your organization?

Innovative Technologies 

Audit Requirements

Data Discovery/Mapping Vendor Management

Global Privacy Controls Enterprise Regulatory Conformance

Enterprise Privacy Management

Privacy Office Development

Privacy Risk Review 

Privacy By Design/IoT
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