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Overview 

Image FOCUS Batch Inspections populate their steps 
and findings in site-defined z/OS sequential datasets 
called Inspection Logs. Each of these datasets is 
persistently named by design, updated and written 
over with each new batch inspection. Issues can 
arise when a large number of LPARs are under 
investigation. This can best be described as an issue 
of “Log Management” that can lead to difficulty in 
maintaining centralized control and understanding of 
inspection findings across the entire 
z/Environment or perhaps multiple 
Local and/or Remote Central Electric 
Complexes (CEC). 

As shown in the diagram below the 
ICEDirect Applications – MyBAT, 
MySAE, MyCHK are designed to 
provide a Web-Based solution 
to this problem by providing a 
common interface that supports the 
entry of and subsequent analysis 
of an unlimited number of named 
Inspection Logs. These names are 
used as a constant such that as 
Batch Inspections occur and the 
Log Dataset updates the interface, 
it inherits the update making it 
immediately available for Access, 
Analysis, Comparison, Snapshots, 
Reports, Monitor and Alerts.
 
Of course, this is not without some 
setup effort. For example, if log 
names are not consistent across 
the environment, then this would 
likely be the first step. This can be 
easily accomplished by updating 
the initiating BATCH Jobs. The 

benefit will be a better understanding and control 
of the process. The next step would be to put in 
place processes that ensure that ALL Inspection 
Logs find their way to a Common Shared Inspection 
Log Repository. This is accomplished by Local LPARs 
sharing DASD and Remote LPARs using a Secure 
Method (SecureFTP) to upload their logs to a host 
environment where they could then be stored 
alongside the Local Logs.

IMAGE FOCUS BATH INSPECTIONS AND 
THEIR PERSISTENT LOG MANAGEMENT!

Image FOCUS Batch Inspections and their Persistent Log Management!
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LOG MANAGEMENT PRIMARY INTERFACE AND SELECTED FUNCTIONAL MENUES
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ICEDirect Applications 
 
ICEDirect is a Web-based application platform that uses a secure TCP/IP connection between its z/OS-
resident webserver/host and an internet browser, to access and visualize the Integrity Controls 
Environment (ICE) information in support of both Image FOCUS (IFO) and The Control Editor (TCE). 
 
The specific ICEDirect Applications that support “Log Management” - MyBAT, MySAE, MyCHK are all 
accessed from the ICEDirect “SideBar”, shown to the immediate left in the Panel Set shown below. 
Once an application is selected its access interface will appear and remain in the upper part of the initial 
panel. Options include naming a specific log, set of logs by wildcard or building or recalling a “Worksheet”. 
The worksheet is recommended when log repository updates and naming are under control, managed 
and consistent.  
 
Once an option has been selected the results will be shown in the lower part of the initial panel. An 
example is shown to the immediate left in the Panel Set shown below. It is best to view these panels 
(there will be many to follow) initially as a “Dashboard” of results across all Repository Inspection Logs. 
 
Selections from the “Dashboard” will generate new findings and answers that will overlay the 
“Dashboard”. And selections from those overlays will generate new findings and answers that will in turn 
overlay them. Two novel features of ICEDirect: One tracks selections so that they will reappear in a new 
session after ending an old session. The other allows for the use of the Browser backup (and forth) 
feature such that panel content is not lost to the browser until the session is ended via session timeout 
or user logoff. 

 
  

Log Management Primary Interface
And
Selected Functional Menues

ICEDirect
Applications 
ICEDirect is a Web-based application platform that 
uses a secure TCP/IP connection between its z/OS-
resident webserver/host and an internet browser, 
to access and visualize the Integrity Controls 
Environment (ICE) information in support of both 
Image FOCUS (IFO) and The Control Editor (TCE).

The specific ICEDirect Applications that support 
“Log Management” - MyBAT, MySAE, MyCHK are all 
accessed from the ICEDirect “SideBar”, shown to the 
immediate left in the Panel Set shown below.
Once an application is selected its access interface 
will appear and remain in the upper part of the 
initial panel. Options include naming a specific log, 
set of logs by wildcard or building or recalling a 
“Worksheet”. The worksheet is recommended when 
log repository updates and naming are under control, 
managed and consistent. 

Once an option has been selected the results will 
be shown in the lower part of the initial panel. An 
example is shown to the immediate left in the Panel 
Set shown below. It is best to view these panels (there 
will be many to follow) initially as a “Dashboard” of 
results across all Repository Inspection Logs.

Selections from the “Dashboard” will generate 
new findings and answers that will overlay the 
“Dashboard”. And selections from those overlays will 
generate new findings and answers that will in turn 
overlay them. Two novel features of ICEDirect: One 
tracks selections so that they will reappear in a new 
session after ending an old session. The other allows 
for the use of the Browser backup (and forth) feature 
such that panel content is not lost to the browser 
until the session is ended via session timeout or user 
logoff.
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The Dashboard Worksheet
The “Dashboard” will maintain the number of rows necessary to accommodate the defined number of 
Inspection Logs. If a log is removed (its name blanked out) the number of rows will automatically be reduced.

ICEDirect - Image FOCUS Log Management

When more “Dashboard” rows are needed, overtype the value shown in the text box that follows “ICEBATA 
WksRows” with the TOTAL number of rows required and click “Submit Request”. As shown below, new rows 
will be added requesting log names. Enter the new log dataset names and finish up by clicking “Update the 
Worksheet”. Blank rows will be automatically eliminated from the update.

NewEra Software, Inc – Integrity Controls Environment (ICE)
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Interval Monitor
Click Interval Monitor to show the ICEBATA Interval Monitor Interface.
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As Interval Reports are created, they are delivered to named recipients by email and stored in individual 
registries. Selecting Interval Reports and Selecting “Update Detector Settings” will display the last email 
Message in the registry linked to the report(s).
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Interval Monitor 
 
Click Interval Monitor to show the ICEBATA Interval Monitor Interface. 
 

  
 
As Interval Reports are created they are delivered to named recipients by email and stored in individual 
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ICEDirect Help 
Help is available on Panels when the “Life-Preserver” ICON is shown. Clicking on 
the ICON will launch the Help Panel which will “Float” above the display. Scroll up 
and/or down the Panel to show its content. To close the panel, click the “Close” 
shown at the bottom right.

ICEDirect - Image FOCUS Log Management

NewEra Software, Inc – Integrity Controls Environment (ICE)
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ICEDirect Help 

 

 
 
Help is available on Panels when the “Life-Preserver” ICON is shown. Clicking on the ICON will launch the 
Help Panel which will “Float” above the display. Scroll up and/or down the Panel to show its content . To 
close the panel click the “Close” shown at the bottom right. 
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Dashboard Options 

Options available from the Dashboard show analytics and other options based on the Inspection Log adjacent 
on the same worksheet row. To select an option driven by an Icon click the Icon. Other options: Show “LPAR 
Analytics” and “Show LPAR XCompare” require selection of specific Inspection Log targets.

The ICONs, Screen Shots and Text below are based on the selection of MyBAT but applies equally to MySAE 
and MyCHK.

ICON DRIVEN OPTIONS:

LAUNCH
 

New Batch ICEBATA Inspections may be launched from ICEDirect. To do this first click the Rocket Ship 
adjacent to an existing Inspection Log entry.

In the panel that appears the Target Name (in this case S0W0) will be extracted from the selected Log and 
entered as will the PROC Name, ICEBATA. If the information is correct a new inspection can be started by 
clicking the “Launch ICEBATA Now”. This action will formulate a “Start Command” and route it to the named 
system for execution and display a message similar to the one shown below.

When the inspection completes the Dashboard will be ready for an update when it is next displayed.

ICEDirect - Image FOCUS Log Management

NewEra Software, Inc – Integrity Controls Environment (ICE)
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INSPECTION CONFIRMATION

An option on the Launch Panel, Inspection Confirmation, when clicked, will display the ICEBATA Inspectors’ 
Configuration. But first, the location of the PROC Dataset must be provided and/or confirmed. If the Dataset 
name is correct, click “Update Proc Dataset” to continue.

This action will extract and display the current Inspectors’ Configuration, as shown below. To update the 
configuration settings, overtype them and then click “Update Proc Member”.

ICEDirect - Image FOCUS Log Management

NewEra Software, Inc – Integrity Controls Environment (ICE)
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This action will display the updated settings as found in the target PROCLIB as shown below:

To continue with the new configuration setting, click “Launch Inspection Now”. This action will formulate a 
“Start Command” and route it to the named system for execution and display a message similar to the one 
shown below.

When the inspection completes the Dashboard will be ready for an update when it is next displayed.

ICEDirect - Image FOCUS Log Management

NewEra Software, Inc – Integrity Controls Environment (ICE)
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This action will display the updated settings as found in the target PROCLIB as shown below: 
 

 
 

To continue with the new configuration setting, click “Launch Inspection Now”. This action will formulate 
a “Start Command” and route it to the named system for execution and display a message similar to the 
one shown below. 
 

 
 
When the inspection completes the Dashboard will be ready for an update when it is next displayed. 
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This action will display the updated settings as found in the target PROCLIB as shown below: 
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10



FINDINGS
 

As the Dashboard is being constructed, each ICEBATA Inspection is analyzed to determine the most severe 
level of finding; “Err” or “War” is displayed adjacent to the target Inspection Log. If no Errors or Warnings 
are discovered “Aok” is displayed. Clicking on these discoveries will display a summary of Inspection findings 
grouped together by MessageId, as shown above.

Notice this >IFO0687W. Clicking it will display the meaning of the warning message as shown below:

Notice this 000041 IFO0687W where 000041 is the record in the inspection report that carries the warning 
message IFO0687W. Clicking it will display a 100 record “Report Snippet” centered on record 000041 showing 
50 records above and below that center point. An example is shown on the following page.
        

ICEDirect - Image FOCUS Log Management

NewEra Software, Inc – Integrity Controls Environment (ICE)

ICEDirect - Image FOCUS Log Management 

NewEra Software, Inc – Integrity Controls Environment (ICE) 9 

Findings 

 
 

As the Dashboard is being constructed, each ICEBATA Inspection is analyzed to determine the most 
severe level of finding; “Err” or “War” is displayed adjacent to the target Inspection Log. If no Errors or 
Warnings are discovered “Aok” is displayed. Clicking on these discoveries will display a summary of 
Inspection findings grouped together by MessageId, as shown above. 
 
Notice this >IFO0687W. Clicking it will display the meaning of the warning message as shown below: 
 

 
Notice this 000041 IFO0687W where 000041 is the record in the inspection report that carries the 
warning message IFO0687W. Clicking it will display a 100 record “Report Snippet” centered on record 
000041 showing 50 records above and below that center point. An example is shown on the following 
page. 

ICEDirect - Image FOCUS Log Management 

NewEra Software, Inc – Integrity Controls Environment (ICE) 9 

Findings 

 
 

As the Dashboard is being constructed, each ICEBATA Inspection is analyzed to determine the most 
severe level of finding; “Err” or “War” is displayed adjacent to the target Inspection Log. If no Errors or 
Warnings are discovered “Aok” is displayed. Clicking on these discoveries will display a summary of 
Inspection findings grouped together by MessageId, as shown above. 
 
Notice this >IFO0687W. Clicking it will display the meaning of the warning message as shown below: 
 

 
Notice this 000041 IFO0687W where 000041 is the record in the inspection report that carries the 
warning message IFO0687W. Clicking it will display a 100 record “Report Snippet” centered on record 
000041 showing 50 records above and below that center point. An example is shown on the following 
page. 

11



ICEDirect - Image FOCUS Log Management

NewEra Software, Inc – Integrity Controls Environment (ICE)

ICEDirect - Image FOCUS Log Management 

NewEra Software, Inc – Integrity Controls Environment (ICE) 10 
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IPLPath
 

Clicking the Gear ICON adjacent to an Inspection Log will show its IPL Path beginning with IEASYM and 
IEASYS and proceeding through all ParmLib Members in the order that are processed during an IPL. Once 
all z/OS members are processed, the report continues showing a sub-system member process after z/OS is 
initialized.

The order of the report can be changed by selecting “Show Blueprint Sorted by Last Update”. This will result 
in a push-down stack of members with those members most recently updated shown at the top of the report. 
Use the browser back option to return to the initial view.

Click an ICON in the Fnd Column to show the member and any related negative Findings:
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Options: “Member Journal History” and “Dataset Member Listing” can be used to display both ICE Control 
Journal content and the actual current content of the selected Member.

Member Journal History – Click a segment to show Members’ stored details.
 

Dataset Member Listing – Click a member to show Members’ current content.
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REFINING A QUERY:
Queries made via “Member Journal History” can be 
refined by overtyping the displayed member suffix 
with either one or two “Splats, aka *”. Next, check the 
box and submit the request. What will be returned 
is ALL entries in the Control Journal that match the 
“Wild-Card” criteria.

Queries made via “Dataset Member Listing “ can be 
refined by overtyping the displayed member suffix
with either one or two “Splats, aka *”. Next, check the 
box and submit the request. What will be returned is 
JUST THOSE entries in Target Dataset that match the 
“Wild-Card” criteria.
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Unpack
 

UnPack presents a unique, alternative view of the inspection log. 

In this presentation, the inspection is grouped by inspector and only findings related to their inspection 
findings are shown immediately below the inspector heading. If negative findings are reported Links to the 
offending record are provided. Clicking it will display a 100 record “Report Snippet” centered on record 
selected. By example if 000041 is selected, 50 records above and below its center point in the inspection will 
be shown. An example is shown on the following page.
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Snapshots
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Snapshot allows individuals to take “Snapshots” of an Inspection log, baseline it and then store it as a 
member in an ICE dataset called “ifo_hlq.ICEALPAR.BASELINE.SNAPSHOT” using the associated LPAR 
Name. Thereafter anyone with access to MyBATA can recall it and use it for detecting change in the selected 
matching LPAR inspection log: z/OS configuration and overall inspection findings. This insures that all team 
members see the same changes, if any.

Snapshot baselines are build using MEMBER _CONTAINER.BEG/END. The content of each such container, 
there are many, are HASHed and the resulting token is stored in the container. An example of the pseudo IPL 
Path Member is shown below.

MEMBER_CONTAINER .BEG
Member: IPLPATH 
Status: REQUESTED FROM UNIT 0A80.
|SUPPLIED LOADPARM IS 0A83WS.1.
|LOADPARM IODF UNIT=0A83 SPECIFIED.
|LOADPARM LOADWS SPECIFIED.
|LOADPARM IMSI SPECIFIED AS OR DEFAULTED TO “.”.
|LOADPARM IEANUC01 SPECIFIED.
|VMUSERID ZOS24M SPECIFIED.
|ADD’L COMMNDXX IF SPECIFIED.
|IPL UNIT 0A80 IS VOLUME B4RES1.
|IODF UNIT 0A83 IS VOLUME B4SYS2.
|SECURITY PACKAGE INSTALLED IS RACF.
|SYS1.RACFDS FOUND ON VOLUME B4CFG1.
|SYS1.SVCLIB FOUND ON VOLUME B4RES1.
|SYS1.NUCLEUS FOUND ON VOLUME B4RES1.
|B4RES1 IPL TEXT LEVEL IS IEAIPL0001/14/19HBB77C0.
TOKEN B1109E28B71ABF0D
MEMBER_CONTAINER .END

ICEDirect - Image FOCUS Log Management 
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In addition to each container being tokenized the overall document is HASHed as well. Such precautions 
allow ICEDirect to warn individual team members to a lack of integrity in the baseline they are using to detect 
changes.

The baseline maybe updated and viewed at any time by any team member. When an update is taken the 
following message is displayed.

 

If during a request for changes it is detected that the tokens, MEMBER_CONTANER or DOCUMENT will not 
validate the following message is displayed.

 

When a request is made to detect baseline changes and no changes are discovered the following message is 
displayed.

 

When changes are detected a Baseline Change Report is built and displayed. A sample is shown on the 
following page.
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In addition to each container being tokenized the overall document is HASHed as well. Such precautions 
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following page. 
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GASP Compliance Reports
 

A review of Generally Accepted Security Practices (GASP) will often extend well beyond the reporting available 
from the External Security Manager (ESM). When one considers that tens of unique LPARs, some will be local 
and some remote. Having a common report set across all LPARs will make short work of any compliance and/or 
integrity Review of one LPAR or all LPARs.

As sample of the APF Dataset Summary is shown on the next page.
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This report extracts APF Datasets from an inspection log and shows them in a table. The dataset name, 
volume, status (Dataset not found and/or Dataset is a duplicate) is noted. Sourcing library references (User, 
Link, Plpa, Mlpa and Flpa) are noted. The permitted ESM access profile in shown at the time of the inspection. 
Finally, for the local sysplex the current ESM access profile is shown.

 

As sample of the Program Property Table is shown on the next page.
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This report extracts the Program Properties from both the “User Defined” SCHED00 Parmlib Member and 
the “IBM Defined” IEFSDPPT LinkLib Module and presents by PMGName with all of their accompanying 
attributes. Entries that appear that do not conform to GASP are highlighted with special consideration to those 
variances that relate to IBM definitions.
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Show LPAR Analytics:
 

To launch LPAR analytics; select two or more LPARs from the “Light Blue” column headed “Chk” and then 
“Click” Show LPAR “Analytics”. In the example above 5 LPARs were selected. The LPAR names and findings 
are extracted from the Inspection Log displayed. All columns, beginning with Findings function in the same 
way as Dashboard functions with the exception of column headed “Base”, “Charts” and the selection labeled 
“LPAR Analytics” these are novel presentations of findings that might be used for inclusion in reports of 
detecting changes in an LPARs Configuration or for comparing the configuration, of selected elements, of up 
to 8 LPARs one by one or all against each other. 

The included Bar Charts and Pie Charts, are shown on the following page. Both charts are linked to their 
underlying source data such that clicking on a bar or pie segment will show the detail finding.
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Bar Chart:
 

Pie Chart:
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Bar Chart: 
 

 
Pie Chart: 
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  “The Inspection Log You Baseline Today will Help You to Identify Changes Tomorrow! “

Click the “Magnifying Glass” adjacent to an LPAR Name to show its Baseline Functions.

 

This panel supports the creation and updating of an LPAR Inspection Baseline named as its source name 
with the exception that the extension is not LOG but replaced with BSE. Once created a baseline dataset is 
persistent and available for update at any future time. Select “Create/Update the Baseline to build/rebuild the 
baseline from the currently selected Inspection Log. The panel does not support delete.

To create or update baseline “Click” the “Create/Update the Baseline” shown at the bottom of the panel. 
The update takes effect immediately and if it were used immediately after update with any of the six analytic 
options would reflect “No Change” in the configuration.

In addition, the panel supports these Baseline Analytic Functions each of which is selected by clicking their 
respective Submit Button. These are used to detect changes in six specific areas of an LPARs Configuration 
and include:

1 - Shared Volumes - Image FOCUS IFO0633I - DASD VOLUME REPORT

2  - Common Datasets - Image FOCUS IFO0797I - LPAR DATASET and FILE REPORT

3  - Prevailing Members - Image FOCUS IFO0609I - IEASYSXX - Prevailing Members

4  - Authorized Libraries - Image FOCUS IFO0693I - APF LIBRARY SUMMARY REPORT 

5  - IEASYS Comparison - Image FOCUS IFO0619I - IEASYSXX KEYWORD REPORT

6  - Inspection Findings - Image FOCUS IFO0678I - MESSAGE SUMMARY REPORT.

Sample Reports are shown on the next two pages.
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Authorized Libraries:
 
 

Volumes:
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Authorized Libraries: 
 

 

 
 
Volumes: 
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Volumes: 
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IEASYS Comparison:
  

Inspection Findings:
This report is unique in that it reports differences in inspection findings between the baseline and the current 
Inspection log. The top part of the report, above the text “Base Line 0”, shows the current inspection findings. 
The bars below show the differences between them. Clicking on a bar will show its underlying detail.
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LPAR Analytics (The Detail)
This option supports, in detail, the LPAR Analytic option selected initially from the Dashboard. It requires that 
more than one LPAR be selected. To select an LPAR “Check” the box that precedes the LPAR name. When 
selection is complete “Click” the “LPAR Analytics” submit button below the LPAR Name column to launch the 
LPAR Analytics Application.

 

The application supports five options that will perform  a “Venn Diagram” like analysis of the LPARs selected 
(eight is the limit) but presents results in a tabular format. 

For example, if “Shared Volumes” were selected the report would be presented as follows:
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Or if Prevailing Members were selected:

 

In all cases these reports use a common header that summarizes the IPL initialization PARMs used by each 
individual LPAR. The overall finding from the inspection highlights the LPAR Name shown in the System 
column. In addition, clicking the matching column heading (01,02,03,Etc.) will show underlying detail.
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Show LPAR XCompare:
The “Show LPAR XCompare” select option is shown at the bottom of the Dashboard. To use the option first 
select (check) two LPARs in the “Yellow” column headed “Chk”. If less than or more than two are selected the 
following message is displayed.

 

If the LPAR selection is correct but no chages are discovered the following message is displayed.

 

If changes between the selected LPARs are detected a Cross Compare Report similar to the snippet shown 
below will be displayed.

 

ICEDirect - Image FOCUS Log Management 

NewEra Software, Inc – Integrity Controls Environment (ICE) 29 

Show LPAR XCompare: 
 
The “Show LPAR XCompare” select option is shown at the bottom of the Dashboard. To use the option 
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If changes between the selected LPARs are detected a Cross Compare Report similar to the snippet 
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Technical Support Contact Information

NewEra Software, Inc.
Mailing Address:

8070 Santa Teresa Blvd., Ste. 240
  Gilroy, CA 95020

       Phone:   
(408) 520-7100
(800) 421-5035

FAX:
(888) 939-7099

Email Address:
support@newera.com

Web Site:
https://www.newera.com

Technical Support:
24 hours a day, 7 days a week 

1-800-421-5035 
support@newera.com

 


