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Objective:

Oorganization's are trending toward hybrid environments that are driven by mobility, 10T,
cloud services, multiple operating systems and third-party mobile applications. However, this is
creating vulnerability blind spots, which will lead to heightened security risks. Your mainframe
is part of this digital business ecosystem — by 2030 there will be 40 trillion mobile transactions
per day and the mainframe will process 75% of those transactions. And yet, the mainframe is
rarely discussed when an organization assembles their penetration testing and risk management
teams.

While mainframes are arguably the most secure computer system, they still are not
impenetrable. All systems come with weaknesses, and the mainframe is certainly no exception.
We need to think of the mainframe the way we think of any other computing platform when it
comes to security threats and vulnerability management. Individuals responsible for enterprise
security need to discard their costly perimeter-based security strategies and focus on critical data
with a Zero Trust approach.

In this webcast, Amy DeMartine, featured speaker and Ray Overby, President and Co-Founder, To Educate Organizations on Mainframe Vulnerability Management
Key Resources, Inc., will be discussing mainframe security strategies and how to incorporate these and why  the Mainframe should be considered a key part of their Digital
strategies into your current security practices. ted Business Ecosystem.



http://event.qualys.com/O0m0IOxI0300wEOq0k0lJVN
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“In the next two years will you be increasing or decreasing

M a| N fram e us ag e your use of a mainframe?”
continue to
InCrease. Don't know, 3%

Increasing, 37%

Base: 1340 Infrastructure technology decision-makers, Source: Forrester Data Global Business Technographics
Infrastructure Survey, 2018
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15.8%
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Mainframe
application
development is
alive and well at
32%.
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“Which of the following types of software have you worked

with in the past 12 months?”

Websites or web applications

Custom applications that use SQL databases
Mobile or mobile web apps

Cloud computing/elastic applications

Custom applications that use application servers
Content/collaboration sites/portals

Big data

Custom applications that use Node.js for server-side JavaScript

Internet of things (loT) or Embedded systems (including software in
consumer or industrial products)

Rich-client/client-server apps

Business intelligence, reporting, dashboards
Quality assurance or testing tools

Mainframe or terminal applications

Operating system containers

Custom applications that use NoSQL databases
Digital process automation solutions

Low Code

None of these

0% 10%

Base: 3228 developers, Source: Forrester Data Global Business Technographics Developer Survey, 2018
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"Our mainframe applications define what products we can
offer. They drive all of our core business processes. They
define how we invoice customers and recognize revenue."
(Senior executive, telecommunications company)
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. “How was the external attack carried out?”
40% Of f I r m S (Multiple responses accepted)

S u ff e r ed a Web application (SQL injection, cross-site
scripting, remote file inclusion

b r e a'C h aS a Software vulnerability (software exploit) _ 35%
result of an

external attack. Use of st st o,
Th i S i S h OW . Mobile malware 20%

Strategic web compromise

o,
(watering hole attack) 17%
Exploitation of lost/stolen asset 16%
DNS 149,

Web applications
Phishing 13% and software
vulnerabilities are

0,
Ransomware 12% the top two ways

Social engineering 3% external attacks

are carried out
Other 2%

Base: 257 Network Path Security decision-makers who experienced an external attack when their
company was breached

Sources: Forrester Data Global Business Technographics Security Survey, 2018

145135 Source: Forrester Research, Inc. Unauthorized reproduction, citation, or distribution prohibited.
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The Vulnerability Risk Management Process

. Remediation
. Prioritization

. Enumeration

® Asset identification




What do you talk to your board about?
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Generate Metrics For Each Step

» Asset Identification
« Am | able to find all assets?

> Vulnerability Enumeration
* What is my coverage?

» Prioritization
- Do you have agreement on what is prioritized? Are exceptions the norm?

> Remediation

* Are my service levels based on asset and severity priorities combined? How
good is my service level adherence?
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What Is The Role Of Scanning In VM Process?
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Vulnerability Scanning Is Not Penetration Testing

Vulnerability Scanning Penetration Testing

* Tools « Manual with assist from tools

- Can scan any asset * Only covers assets that are exposed
 Looking for known attack methods  Exploiting weaknesses in the architecture
* Run continuously * Run periodically

* Required by FFIEC; GLBA; PCI DSS * Required by FFIEC; GLBA; PCI DSS

* In-house  Outside services

« Comprehensive reports * Detalls what was compromised

-3 - 5%
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Introduction:

Are You Securing all of Your Assets?

)
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So, how well is your mainframe secured?
Locked down your ESM (RACF, ACF2 & TSS)?

Rock solid process and procedures, JIML, RBAC, Data Classification, Integration
into your SIEM, etc, all sorted and done?

Happy, feeling secure?

Should you be?

Are you sure you have everything covered?

What if you have integrity issues, what could happen to you?

How about bypassing all of the controls you have in place?




The IBM z/0OS Integrity
Statement:

First issued in 1973, IBM’s MVS System Integrity
Statement, and subsequent statements for OS/390 and z/OS,
has stood for over four decades as a symbol of IBM’s
confidence in and commitment to the z/OS operating
system.

System Integrity is IBM’s commitment, designs, and
development practices intended to prevent unauthorized
application programs, subsystems and users from bypassing
system security—that is, to prevent them from gaining
access, circumventing, disabling, altering or obtaining
control of key system processes and resources unless
allowed by the installation.

It allows authorization of system-level programs that need
to modify or extend the basic functions of the operating
system.
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The z/OS Architecture:

What does Integrity Really Mean

Attack Surface
> —
Resources
XL System Memory
.
End =—p Network

User

©

Application Layer
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Why Is z/OS
Vulnerable?

@

The attack surface is the boundary where attacks
should be prevented.

@

With respect to z/OS Integrity, the attack surface is
between user or non-authorized user programs and
authorized system services:

Program Calls (PCs)
Supervisor Calls (SVCs)
Authorized Programs (APF)

These three interfaces are the methods used for
requesting authorized system programs to provide
services to a user program.

APF Auth can be used to obtain Sup State and / or
PSW Key O - 7.

PSW Key 1 — 7 can be used to get to PSW Key 0.
PSW Key 0 can modify any area of memory.

Supervisor state allows the use of Privilege
Instructions.

So how does a program break through the
attack surface and a) get sup state or b) get
PSW Key 0 - 7, or ¢) get APF auth?

Typically, this occurs when one of the
PCs, SVCs, or APF programs is either
designed incorrectly or contains coding
errors that allow a user program to bypass
the integrity controls with a, b, or ¢ above.

If a user program can bypass the controls
in any of these methods with a, b, or ¢, it
has broken through the attack surface and
circumvents the IBM Statement of
Integrity

How bad can it get: A rogue user program
can deny availability by overwriting
critical system areas causing the system to
crash.



Vulnerability Management:
A Look at the Distributed Model

E———
. Defense in Depth: Layers

Identity & Access Management
Protect Information rather than Systems —

Security Governance, Database Security (online storage & backups) k“psznem use an Interactive App|icati0n Security
- ; . : anage .
R«s:cl:danalgigement, hC‘c:;tseangteSf:\t::ltéelr;:‘or:;atmn Rights Management : Testlng (| AST) approach to accurately
omprance Federation (SSO, Identity Propagation, Trust, ) M 1ust =) |1 find vulnerabilities in the OS layer that,

Application Authentication, Authorization, Auditing (AAA) (AAA) ~ when exploited, allow unauthorized and

Security Assurance (coding practices) Res). . undocumented access to sensitive

Host Platform O/S, Vulnerability Mgmt (patches), F i
Desktop (malware protection),... identity) \ Information.

Internal Network Transport Layer Security (encryption, identity) denial

_ Firewalls, network address translation, denial ing and
Perimeter of service prevention, message parsing and

validation, ...
D dges’

Physical Fences, walls, guards, locks, keys, badges, ... .

g Data Classification, Password Strengths,
Policies, Procedures, & Awareness Code Reviews, Usage Policies, ...

ORACLE

2018 Key Resources, Inc. Reproduction Prohibited

OTN Architect Day 2011







Mainframe Vulnerability Compulsory Management

Vulnerak

Monitoring
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Here is one

¢+ Exploit implements dynamic privilege escalation.

% The HACKER requires no extra-ordinary RA
privileges to execute the exploit.

% The HACKER is logged on to TSO on a z/(
system with RACF as ESM.

s ACF2 or TSS would be compromised just

a

ReflList

Utilities

Help

blank Display data se

Display information

. Volume
. Space
. Attrib
. Total

Confirm Data Set Deléte

Confirm Member Delete

Include Additional Qualifiers
Display Catalog Name

Display Total Tracks

Prefix Dsname Level

m
)
(]
-,
)

MacBook Pro

RACF

¢ The vulnerability exploit program is NO
authorized. It could be a CLIST or a REX

Access the Dataset — ISPF 3.4




ISFF 5.4 Dataset LiIst

“Menu Options View Utilities Compilers Help

DSLIST - Data Sets Matching NOACCESS.TESTDSN Row 1 of 1

Command ===)> _ Scroll ===) CSR

Command - Enter "/" to select action Message Volume

A = = NOACCESS.TESTDSN UCBADF
Gettlng |nt0 Edlt KKK XK KOKKOROOKIOOIOKOIOOOOOKKXOXK. End of Data Set 11st KKK KKK KK KK KK K XK XK KK XKk

Workstation Help =
D Row | of 1
EDIT Entry Panel 11 ===> CSR

C Object Name: Volume &
- "NOACCESS.TESTDSN | memmmmmmeeaa
e | x No workstation connection UCBADF
X Initial Macro . . KKK KKK KKK

Profile Name . . . _ (Blank defaults to Type)
Format Name
Panel Name

(Leave blank for default)

Options
Confirm Cancel/Move/Replace
EDIT Mixed Mode
EDIT host file on Workstation
Preserve VB record length

/ MWarn on First Data Change
ASCII data

Press ENTER to continue. Press CANCEL to cancel action.

MacBook Air

ha

Access Denied!




Menu List Mode Functions Utilities Help

ISPF Command Shell
Enter TSO or Workstation commands below:

" File Edit Edit_Settings Menu Utilities Compilers Test Help

===)> call 'exploitl.load(explBB99)

- EDIT NOACCESS.TESTDSN Columns 80001 08872
~ommand ===) _ Seroll ===) PAGE
FRRXXKRROOOOOOOOOOOOOONK. Top of Data X000 OO0
- ; N -Warning- The UNDD command is not available until you change
c o] n ice and pres ter t Retriev comma EDIT . . .
o ene nc press en © Ve mandg your edit profile using the command RECOVERY ON.
Il No one should have access to this dataset

KKK KOOI XX Bottom of Data KRR KKK KKK KK KKK ¥

ISPF 6 — Run the Exploit
P User Now Has Access

Gettj n

e, :-‘ESS EHNL‘EL to ~

g Into Eqyg




You just saw an example of an exploit of a Trap Door
vulnerability. The exploit does not require APF. The exploit
could be a CLIST or a REXX exec.

What did We Demonstrate:

v Demonstrated that the user does not have access to
the dataset before the exploit program was executed.

v Demonstrated that the user now has access to the
dataset, and no security logging occurred after the
exploit program was executed.



Trap Door Exploit - What to Remember

% ATrap Door vulnerability is ALWAY'S exploitable!

% The user is logged on to TSO on a z/OS 2.3 system with a RACF Userid that has no extra-
ordinary security authorities.

% The exploit dynamically elevated the RACF credentials of the user.
% With slight changes the exploit would work with ACF2 or TSS
% It gives the exploiter the RACF PRIVILEGED attribute

% RACF PRIVILEGED bypass’s RACF authorization checking (including logging).

)
0‘0

This is a typical Trap Door exploit of an OS Layer Vulnerability found in z/OS operating
system code that has been found on production mainframes.

% z/Assure VAP CVSS score for a Trap Door vulnerability is 8.2-8.6.




Based on Facts Our Premise:
The zZ/0S Operating System Layer is Vulnerable

System integrity is the
reason mainframes are

[t’s All About the most secure
Integrity computer platforms, but
vulnerabilities in code
can breach integrity You can’t trust vendors

without warning (distributed or mainframe) to
provide secure software, and you
can’t rely on the software
community to actively or
organically surface vulnerabilities

What Does
That Mean?

. Reproduction Prohibited



z/OS IS
Vulnerable

Vendor software builds and releases are hurried with less testing; developers do

not always have the skillset necessary to write integrity based software. Let's face

it. Software has holes. And hackers love to exploit them. Mainframes are the big

fish!

Without Integrity you cannot have security; vulnerabilities in the OS layer can breach
integrity without warning.

ESM’s: RACF, CA ACF2, and CA Top Secret are essential for establishing permissions and
access control, but they were not architected to protect against integrity vulnerabilities

IBM’s System Integrity architecture is the reason mainframes are highly secure computer:
platforms, but vulnerabilities in OS level code will allow breaches (without the Enterprise

Security Manager (ESM) issuing any type of warning).

Mainframe Data Security should be built around a strong inclusive \Vulnerability
Management Program; NOT just around ESM’s.

2018 Key Resources, Inc. Reproduction Prohibited



What about
Malware and
Ransomware?

Asked this question by some C-Levels: “Do you think
our mainframe could ever be infected by ransomware?”
Answer: YESII!
Just another Program; Polymorphic
Ransomware is comprised of three major parts:
Infection vector (phishing, web drive by, social
engineering)
Payload - generate key, enumerates and
encrypts files
Command and Control (optional)

0’0

*
K/
0’0

K/
0’0
K/

0’0

Phones home

Communicates with victims

Stores keys

Other items as required (e.g. customer
service)

s Core to Ransomware is Crypto; good strong and fast

Crypto!




How to do it right!

How to do it right!

What could happen if it goes wrong?

Education
Lets suppose we have a piece of code that has You need to learn how to do
either: this correctly

+ Been supplied by a Vendor/ISV
+ Been written by your in-house
technical teams

However, the code has a vulnerability that z/Assure VAP and the
can be exploited KRI Team
What could happen? They have been to Share
Bypass all of your ESM controls and other such ev_ents to
irrespective if you run RACF, ACF2 or teach this stuff
TSS

Bypass/Disable all the logging and
monitoring controls you may have deployed

Encrypt all of you data (Production,
Development & System)

Vulnerability Scanning is Your Friend




Q

|What is z/Assure® VAP

OSIT™ — Operating

System Security Testing

IAST architecture — we call it OSIT.
Scans leaves the code untouched, and
does not require programmer
involvement. This is not a checklist of
know vulnerabilities!

Q

Q

Q

z/Assure VAP is a Binary code
scanner.

Batch Jobs are submitted to
observe the code as it is
executing,

Accurately establishes whether a
vulnerability exists.

z/Assure VAP Reports

using the CVSS
Standard

Classifies the source and types of
z/OS code vulnerabilities found
and provides a CVSS score for
each vulnerability.

Developers know exactly where
to go to fix the vulnerability
(generates a detail report of the
offset into program where the
vulnerability is located).

Management knows the
Immediate risk associated with
each vulnerability (Classification
= Clarity).

A Sample of the Categories
of Vulnerabilities z/Assure

ocoooo0oo

U

VAP ldentifies

Storage Alteration
Trap Door
System Instability
Least Privilege
Storage Reference
Identify Spoofing

Categorization = Clarity



Reasons our Clients use
Z/Assure Vulnerability Analysis Program (VAP)

The number of code based
vulnerabilities is growing as third party
vendors continue to develop software
that is not tested properly.

Data can be compromised and the
compromise goes undetected.

Results are Rapid
Results are Accurate
Results are Detailed

Results are Accepted
2018 Key Resources, Inc. Reproduction Prohibited



z/0S Integrity Based Zero Day
Vuinerabilities Found by z/Assure VAP

30 .
8

25

20
15
10
5
O . . . .
Trap Door Storage Alteration System Instability Storage Reference Identity Spoofing Least Privilege
W 2017 5 5 1 6 4 9
02016 5 8 6 4 2 1
® 2015 7 5 8 5 B 8
m2014 1 5 1 2 3
2013 5 8 10 7 3 5

B2013 B2014 ®E2015 O2016 m2017
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https://www.ibm.com/it-infrastructure/z/capabilities/system-integrity.
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