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Introduction

A Mark Wilson
I Technical Director at RSM Partners

iL Y I YFAYTFNIFYS GSOKYAOAlIY @gK2
Security

I | have been doing this for over 30 ye&8s to be precisd )

I This Is parsevenof seven one hour long sessions on mainframe
aSOdzNRA U e X

T Full details can be seen on the New Era Website:
A http://www.newera-info.com/MESEC.html
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My passions outside of work?

AhyS 6AFTS YR GKNBS RIdZAKISNEXDPDPSY
Y2y Seé FT2NJ I YyeiuKAYIIStaAaSXDP2N a2 (K

A Motorbikes
T www.wilsonmark.co.uk

A Football
T www.wba.co.uk

A Scuba Diving
i21e 22 Ylyeée tAyla 02 tAa0 KSNB
T http://en.wikipedia.org/wiki/Chuuk Lagoon
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Objectives

A We have covered a fair amount of technical stuff over the last few
months

A This is not so much of a technical session
A We will look at the skills needed to do mainframe security properly
A We will look at some of the processes we need

A Then we will take a look at the tools required today
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Skills

A This is not just an IT security issue

A We know we have an IT skills issue and this is even more evident i
the mainframe security space

A We need a wide array of skills:
I Security Administration
I Security Engineering

I Auditing
I Risk, Compliance, Assurance
i ATranslatoK ®®SNJ | g KI 0 KKK
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Process

A | must admit being a mainframe techie / systems programmer |
KIS ySOSNI 0SSy | oA3 Fly 2F L

A My how times have changed......

A We need formal, well documented and well managed processes fol
I Joiner, Mover & Leavers (JML)
I Role Based Access Control (RBAC)
I ReCertification
I Data Classification
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JML

A This needs to be an Enterprise Wide process
A Its not just about your mainframe users

A One day we had a user called FRED

I 'Who was a senior VP in the marketing team, who left to join a
competitorX dwhat a tale that was!!
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Role Based Access Control (RBAC

A Something a lot of organisations believe they have actually
Implemented

A From a mainframe security perspective this is granting access in a
logical and structured matter

A Implementing RBAC needs careful planning and analysis of the
current access patterns of your user base

A You need a design and a detailed plan
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ReCertification

A This is so much easier if you have implemented RBAC as it allows
the organisation to:

I From a User perspective review which roles each user has on a
fairly regular basis

I From a role perspective look at what access rights a role has

ABuX®PLT ¢S IINB J2Ay3I G2 lal 0KS
couch the reports/data we give them to review in business terms
and not just a list of RACF, ACF2 or TSS resources

RSM



Data Classification

A In my opinion this is one of the main building blocks for delivering a
strong mainframe security implementation

A How can we expet
I Our adminsitarors to effectivley manage
I Our business users to recertify access if they

I Our securty engineers to implemenet the correct level of
monitoring, alaerting and reporting if they

A The problem is this is a large project for most organisations as we
tend to have a lot of data and resources on our mainframe systems

RSM



paASSWwOrad

RSM



Tools

A The days of the techies writing bespoke tools/solutions for their
own organisation are long over

A Mark the Systems Programmer writing Assembler, RE&X$, a
major risk to most organisations today
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Tools

A What about when MarX
I Moves team/department
I Leaves the organisation
i RetreX®dPoSOFdzaS GNHza G YS al N} ¢

A But also what happens when:
I IBM/ISVaupdate theirproductsand your tools stop working
I You have a major issue with the tools andrklis notavailable

A There are way too many risks for any large organisation to rely on &
bit of code that Mark thesysprodhas writtenX @
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Tools

A Trust me | know my coding abilitiés

A Therefore, we must look to the professional tool developers for
solutions

A The tools are:
I Designed by Security Professionals
I Written by, in most cases experienced Software Developers
I Supported by the vendor 24 x 7

I They are tested with the latest releases of z/OS and other
software products
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Tools

A The Techies, Engineers or Security Engineers should be focused o
Integrating the tools you have acquired into your processes and
procedures

A And not creating/writing tools with all of the risks previously
mentioned

A So we need to look to the market for solutions and we do have
some choices
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A The majority are RACF focused, but some do support ACF/2 and T

A The key players are:
I IBM with zSecure

A https:// www-
01.ibm.com/software/security/products/zsecure/index.html

I Vanguard
A https://www.go2vanguard.corh

A Make sure the tools you choose can meet the majority if not all of
your requirements
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2 K| G Qa 2 dzi

A Other RACF tools
I ASPG with ERQ
I Beta Systems with BETA88
I SEA with RA/2, RA2002 and RA/7
I RSM with RACF GUI
I EiXDDPOD

A There are ACF2 and TSS tools available from:
I EKC
I INFOSEC
I EtcXPDPDP D

RSM



Tools

A Don@rush in and buy the cheapest tools out there
A Gather ALL of your requirements
A Make sure their solutions can meet your requirements

A And remembeX

Quality is remembered long after the price fergotten
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Education

A Is a key component in any security strategy
A And this is not just about technical training for the security teams

A We need to educate our users and not just the users of our
mainframe systems

A Security Awareness training is just as important as technical trainin
for the engineers
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Education

A However, as we are all techies lets focus on that..

A Thereare many organisations out there offering mainframe security
training

A Justgoogle RACF Administration train¥g
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Education

A 1BM

A Vanguard

A Stu Henderson

A RSM Technology

A RSH Consulting

A Then you have the conferences
I Share
I GSE UK and Europe
I Vanguard
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Putting the tools to use
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The good old days!
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The good old days
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The good old days

~

A.StASOS AU 2N y20 UKSNB I NB ad

A OK, they may not print it all, but they review the previous 24 hours
activity

A{2Z AT &2dz NMHzy @&2dzNJ NBLI2Z NI A I
do | have to play with your system before you realise something is
wrong?
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Where are we
getting It wrong?
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Where are we getting it wrong?

A Processing data that is up to 24 hours old is just not a viable
solution inthe world we live in today

A Having to pore over thousands of lines of output is too time

consuming and prone to error and not viable tbe world we live
In todayX ® ®
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Where are we getting it wrong?

A What world do we live in today?

I Welive in a world where our IT Systems are under constant
attack from inside and outside of the organisation

I Manyof the thinkers in this space believe the bad guys/gals are
already in oulorganisations and wandering around our
networks and servers doing something

I We needto know what they are upo andwe need to know as
soon as thetart doing something

I IBMhas stated that the average time tealisea breach has
occurred is 205 days aiddil Q&  dt@rdzr thé RBI wiho
noticesit first
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Where are we getting it wrong?

A Other challenges we see/face:
I Reports are produced, buo one really looks ahem

I If the reports are created/reviewed there is quite often a lack of
understanding

I Lack of a dedicated monitoring team or SOC

A And in some cases when they do exisey see the
mainframe as an environment too complex or too secure
that does not require theiattention

I Lack of proper planning, we see clients just producing asemtls
monitoring reports just tappease the auditors
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Where are we getting it wrong?

A Conversation that we were party to at a client..
A Whatdo you think audit mayvant to see?

ADom@ NBI & | greaetiedodoividgirepbrtS an a
Ff SNIAXXPPUKI G gAff (1SSLI GKS

AwSadzZ (X0

A A solution tha® most likely not fit for purpose
A With no real owner
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Where are we getting it wrong?

A So, hopefully you can all see that processing our log data 24 hours
after the event is just no longer fit for purpose

A Alerting needs to be Real Time and it needs a purpose

A We need to move to exception based reporting, so that we can see
the wood for the trees!
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Where are we getting it wrong?

A And its not just a mainframe issue!
A Ever heard of a SIEM?
A How many of you have a solution?

A How many of you are integrating your mainframe data into your
SIEM?

A2KFdda GKS 2ftR al @Ay 3X dbolted!!2 dzil
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What's an SIEM?
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