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Disclaimer 
I am not here in the name 
of, or on behalf of, my 
employer. 
 
Any views expressed in 
this talk are my own and 
not those of my employer.  
 
This talk discusses work 
performed in my spare 
using personal equipment 
and resources. 
 



Background 

Started Long time 
ago 





Background 

Started Long time 
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Well, not that long ago 

















Fast Forward 

§ Big 4 Consultant 
§ 2005 - 2009 

§ Joined Visa in 
2009 

 

§ Currently:  
§ Cyber Security Red 
Team - Pentester 



At Visa 

§ Tasked on 
multiple 
mainframe reviews 

§ Started doing 
personal research 

§ Thought to 
myself-- 



“I can’t be 
the only one 
thinking like 
this, maybe 
other people 
would be 
interested” 

 



Speaking 

















Developed 

§ Multiple Scripts 
in Python, REXX, 
nmap, etc 

§ Started the: 
Internet 
Mainframes 
Project 



A ‘bot’ 

§ IMP “finds” 
mainframes on the 
internet 

§ Posts them to:  
http://mainframesproject.tumblr.com 

 

§ Personal Fav’s 
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Interesting 

PLAIN  
TXT 
53% 

SSL 
47% 



So what? 



CURRENT STATE 

Nothing but challenges 





SECURITY 
TESTING 

Penetration 
Testing 

 

Vs 

 

Vulnerability 
Scanning 

 



Penetration 
testing 

§  Black Box: No 
information known 

§  White Box: 
Attacker has 
system information 

 

Purpose: Identify 
potential security 
weaknesses 



question 

Think to yourself 

Who here has an 
active z/os platform 
and application 
penetration testing 
program? 



Pentest 
Rarely performed on 
mainframes or mainframe 
applications 

§  Lack of skillsets and 
information 

§  Lack of demand from 
enterprise 

§  Concern for system outages 
and downtime 

§  Mainframe organization 
political power 



Vulnerability 
Scanning 

§ Using automated 
tools to scan a 
machine for known 
weaknesses 

§ Generally detects 
lack of patches 
or configuration 
issues 



Vuln scannin 

§  Orgs are forced to 
do it 

§  Example: Qualys 
- Standard tool 
- Used all over the 
world 

- Supports 
authenticated and 
unauthenticated 



completely useless 



qualys 

WHY? 
§ Qualys doesn’t 
support z/OS 

 

§ IBM (and Vendors) 
don’t publicly 
release security 
vulnerabilities 



IBM policy 



“PUBLIC RELEASE 
of this data 
was not in the 
best interest 
of the system Z 
community” 

 



qualys 

Resulting in: 

§  Compliance scans 
only catching 
small issues 

- E.G. Older version 
of apache 

§  False sense of 
security 

§  Appeasing PCI gods 
 



IBM Security 
Portal! 

§ IBM wants you to 
know about it 

- I need you to know 
about it 

§ Signup, now! 

If CVSS >= 7.2 = RUN 



community 

§ Really hard to 
break in to 

§ Pay to play 

§ Closed off/silo’d  



This really 
Happened 



Reactions 

OOPS 

1)	  h)p://ibmmainframeforum.com/viewtopic.php?f=45&t=3259	  
2)	  h)p://ibmmainframes.com/about40154.html	  
	  







Vendor trust 

§ Lots of trust put 
on vendors 

§ specifically ibm 

CENSORED	  CENSORED	  



Absolutes 



Absolutes 



Absolutes 

“Also ALL the DoD 
mainframes are 
behind firewalls 
and VPNs” 

ALL 
 



Pensys1.army.pentagon.mil 



THE HACKERS 
ARE COMING 



When I started 

§ Prior to 2012: 
- Some forum posts 
- No public talks 
- No tools support 
- Misunderstandings 

 

Trouble 



2012 

§  Added support for 
RACF to JtR 

§  Started Mainframe 
Security Blog 
§  http://mainframed767.tumblr.com  

 

§  Gave first public 
talk 

 Not a single email 



2013-2014 TALKS! 

§ GAVE 11 TALKS 
- 8 IN US/CANADA 
- 2 OVERSEAS 
 

§ Created tools, 
added mainframe 
support to 
existing tools 



Some interest 



CENSORED	  



Now two 

§ Dominic white 
§ Discussed 
vulnerabilities 
at TN3270 level 

§ Developed two 
applications 



Watch his talk 

§ A good watch 
§ Free! 
https://www.youtube.com/
watch?v=3HFiv7NvWrM 

 



tools 

§ User enumeration 
§ Rexx setuid 
exploit 

§ FTP + JCL 
§ BIRP 
§ MITM 
§ NMAP TN3270 
Emulator 





REXX SETUID 







racf2john 



john 



NMAP Scripts – 
NJE Node Brute 



NMAP Scripts – 
TN3270 Support 



LOGICA AND 
NORDEA BREACH 





2012 

§ Anakata: 
- Created PirateBay 
- Was sued by 
Swedish RIAA 

- Fled to Cambodia 
 



Cambodia 

§ Cambodian Hackers  
- Break in to 
neighbors wifi 

- Target Swedish 
RIAA lawyer 

- steal her 
credentials for a 
Swedish government 
application 

 



next 

§ Gets z/os 

§ Installs hercules 

§ Find multiple 
zero-days 



Zero days 

§ CVE-2012-5951 
- Local Privilege 
Escalation 

- Uses REXX and 
spawn function 

- Exploits SetUID 
files to get UID 0 
in OMVS 

- Script: kuku.rx 





Zero days 

§ CVE-2012-5955 
- CGI-BIN parser 
flaw 

- Passing ‘;’ to 
parser allowed 
command execution 

- Script: UTCam.sh 
 

 

All Scripts available at: 
https://github.com/mainframed/logica  



backdoors 
§  8 C programs installed  
§  CSQXDISP 

-  A program calling home 
on port 443  

-  A custom interpreter 
phoning home 

§  INETD was changed 
(root shell on port 
443) 

§  SSH keys added 
§  Custom assembly to 
disable RACF 
(Tfy.source.backdoor) 





Not me! 

That’s 
me! 



More info 

§ Read the detailed 
investigation 

- Most of it is in 
Swedish 

§ Read the (few) 
news articles 

§ Watch one of my 
talks: 
https://www.youtube.com/watch?v=SjtyifWTqmc  

 



WHERE TO GO? 



Evil Hackers 

§ Hacker isn’t a 
bad word 

§ Not all Hackers 
are Bad  
- 14,000 people at 
DEFCON 

§ Demand in the 
hacker community 



Work with us 

§  Mainframes aren’t 
going anywhere 
- Neither is security 

§  Security experts 
will eventually 
poke around, 
either by 
- audit mandate 
- Executive 
Management concerns 

- Red Team exercises 



The future 

§  Capture the Flag 
Events 

§  PWN 2 OWN 
§  CDCC  
§  Platform Access 
§  Awareness 
§  Sharing of known 
vulnerabilities 



Capture the 
Flag 

§  Systems with 
obvious and non-
obvious issues 

§  Varying levels of 
difficulty with 
prizes 

§  Provides and 
outlet 

 



Pwn 2 Own 

§  CanSec West 
Security conference 
Competition 

§  Applications prove 
they are 
‘unhackable’ 

§  Winners receive 
prizes 



CCDC 

§  Next generation of 
administrators 
compete to keep 
‘hackers’ out 

§  Teaches real world 
security and 
management 
scenarios 



PlatForm ACCESS 

§ RD&T is hard to 
get access to 

§ Student Access 

§ Hackers already 
have it 



Known Vulns 

§ Open up access to 
vulnerability 

- Portal 
& 

- Research 
§ Talk about it at 
security 
conferences 



Thanks! 

@mainframed767 
 

mainframed767@gmail.com 


