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accidental or malicious event
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My Own Journey - Introduction
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• This is from an actual IBM Webiste: https://www.ibm.com/docs/en/zos-basic-
skills?topic=world-who-is-system-programmer

• In a mainframe IT organization, the system programmer (or systems programmer) plays a 
central role

• The system programmer installs, customizes, and maintains the operating system, and 
installs or upgrades products that run on the system

• The system programmer might be presented with the latest version of the operating 
system to upgrade the existing systems. Or, the installation might be as simple as 
upgrading a single program, such as a sort application

What’s a System Programmer?
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• The system programmer performs such tasks as the following:
• Planning hardware and software system upgrades and changes in configuration

• Training system operators and application programmers

• Automating operations

• Capacity planning

• Running installation jobs and scripts

• Performing installation-specific customization tasks

• Integration-testing the new products with existing applications and user procedures

• System-wide performance tuning to meet required levels of service

What’s a System Programmer?
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What Do Sysprogs Really Do?
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Why?
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What's going on in 
the world?

11

There is a lot going on
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Couldn’t happen to me/us.. Really??
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What’s being 
done to help?
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• Hardware
• DELL/EMC

• IBM

• Others TBC

What's being done to help?

• Software
• Maintegrity

• KRI

• BMC

• IBM

• Several Others
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• Surgical recovery capability
• Provide the ability to selectively restore a portion of data as required to repair only what was 

corrupted (example: one CKD volume, dataset/database)

• Catastrophic recovery capability
• Providing a valid recovery point after an attack to restore 100% of the data

• Forensic analysis capability
• Provide for inspection and determination to find a “known good state of data”

• Data validation capability
• Provide a methodology for restoring data to the desired known good state

Hardware – What's Needed?
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Dell Cyber Data Protection for 
mainframe data

• Dell EMC space-efficient snap innovation 
fortifies data protection against cyber 
attacks while minimizing recovery time 
and recovery capacity Dell EMC storage 
uses two-actor security and zDP
definition persistence for system security 
and integrity.

• https://www.delltechnologies.com/en-
gb/storage/mainframe.htm#tab0=0

Hardware – Who’s Doing What?

• IBM z Cyber Vault
• Reduce the time to recovery from days 

to minutes, by implementing a Data 
Corruption Protection solution as part 
of your D/R strategy

• https://mediacenter.ibm.com/media/+
IBM+Z+Cyber+Vault+Technical+Introdu
ction/1_ug97n0p3

• https://www.redbooks.ibm.com/abstr
acts/redp5506.html?Open
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• Maintegrity
• File Integrity Monitoring

• https://www.maintegrity.com/

• KRI
• Software Vulnerability Scanning

• https://www.krisecurity.com/vulner
ability-analysis/

• New Era Software
• https://www.newera-info.com/

Software – Who’s Doing What?

• BMC
• Realtime Mainframe Threat 

Detection

• https://www.bmc.com/it-
solutions/bmc-ami-defender.html

• IBM
• Security Admin & Reporting

• https://www.ibm.com/products/zse
cure-admin

• Many others
• Vanguard, Beta Systems, Precisely, 

Broadcom, etc
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What does it mean for 
us as Sysprogs?
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What does it mean for us Sysprogs?
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• Change our thinking
• Its not always about APF or 

Security Privileges (Special, 
Operations, NON-CNCL, etc)

• What about USS, FTP, SSH?

• OMG what about containers on z 
and zLinux?

• Get involved and take ownership

What does it mean for us as Sysprogs?

CONFIDENTIAL INTERNAL ONLY © Copyright 2020 BMC Software, Inc. 21

21

My thoughts on the 
role of a modern day 
sysprog
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The role of a modern day sysprog
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Questions
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Contact

Mark Wilson

Senior Director, BMC 
Mainframe Services

Mark_Wilson@bmc.com

+44 7768 617006
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