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* Overview of z/OS Simplification Efforts
— The z/OS Management Facility (z/ OSMF)

 What's New in z/OSMF V2.1
— Use of the WebSphere Application Server Liberty profile
— Workflows
— Support for External Applications

« zIOSMF Management Tasks
— Configuration
— Performance
— Problem Determination
— Software
— z/OS Classic Interface: ISPF

e Other z/OSMF Capabilities
— Security
— Internet and Intranet Links
— System
— Programmatic Interface for z/ OSMF
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- Overview of z/OS Simplification Efforts
— The z/OS Management Facility (z/ OSMF)
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* IBM z/OS Management Facility (z7OSMF) delivers on IBM S strategy for
mainframe simplification and modernization

— The IBM z/OS Management Facility is a separate product for z/OS that provides
support for a modern, Web-browser based management console for z/OS.

— It helps system programmers more easily manage and administer a mainframe
system by simplifying day to day operations and administration of a z/OS system.

— More than just a graphical user interface, the z/OS Management Facility is
intelligent, addressing the needs of a diversified skilled workforce and maximizing
their productivity.

« Automated tasks can help reduce the learning curve and improve productivity.

 Embedded active user assistance (such as wizards) guide you through tasks and helps
provide simplified operations.

« Z/JIOSMF V2.1 has it’'s own product number 5610-A01 and must be
separately ordered
— It can be ordered with z/OS in the same ServerPac

— Can be ordered in a CBPDO (with or without other products)
« Can also be ordered in a “Product” ServerPac

— Service & Subscription program number is 5655-S29
* This must be ordered for support

© Copyright IBM Corporation 2014
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Problem Management & Analysis Installation, Migration, & Maintenance Configuration

Simplify and modernize the user experience and programming requirements

: _ _ Software Management (zZOSMF V1.13) provides gonfigur?tiot'ﬁ AssSistant fO;S/SOI\/ISF
provides a consolidated list of SVC 4 simple, structured approach to deploying SMP/E ~ COmmunications Server (z

Dump related problems, along with — installed software, In addition, it allows for V1.11) Simplified configuration and

details and diagnostic data captured  jnspection of a software instance to view the setup of TCP/IP policy-based

with each incident. It also facilitates  product, feature, FMID content, SYSMODS, as networking functions

sending the data for further well as the physical datasets that comprise a WLM Policy Editor (zZOSMF V1.12)

diagnostics. particular software instance. It also enables you to  Simplified management of WLM

perform actions to analyze and report on software  service definitions and policies.

provides a browser-based  Instances (such as identifying installed products Facilitate the creation and editing of

SDSF application designed to run in a with an announced end of service date). WLM service definitions, installation

of WLM service definitions, and

ZIOSMF environment that takes activation of WLM service policies

advantage of the richer display

capabilities of a graphical user Resource Monitoring (z/OSMF
interface. 7z/OSMF Base Services: V1.12) Provides dynamic real time
Security integration with SAF (z/OSMF V1.13) metrics for system performance
*ISPF Web Ul (z/OSMF V1.13) Capacity Provisioning (zZOSMF
*REST API for Jobs (z/OSMF V1.13) V1.13) simplify the work of a z/OS CP

administrator to manage connections
to CPMs, view reports for domain
status, active configuration and active

policy.

*REST API for Data Sets and Files (zZOSMF V2.1 with PTF U116044)

*REST API for ZZOSMF Information Retrieval (z/ OSMF V2.1 with PTF UI91005)
*Notifications (z/OSMF V2.1) View and act on the zZOSMF notifications that have been
assigned to you

*Workflow (z/ OSMF V2.1) Perform a guided set of steps, for example, to configure
components or products in your installation. With PTF UI90005, A workflow step can use
output from another workflow step; also a workflow step can be performed conditionally.
*The ability to add non-z/OSMF launch points and links to any category in the navigation
tree allows a central tool for effective information and knowledge sharing.

eImport Manager (z/OSMF V2.1 with PTF UI16044) Import import plug-ins, event types,
event handlers, and links into z/ OSMF.

*Systems Setting - Discover the system definition that hosts the zZOSMF instance
(z/OSMF V2.1 with PTF UI91005) © Copyright IBM Corporation 2014 7
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* The z/OS Management Facility applications run on the z/OS
enabling you to manage z/OS from z/OS
— Information is presented on a PC using a browser

* The z/OS Management Facility requires:
— z/OS Communications Server
— Security definitions (SAF)
— Other components are required for specific zZOSMF plug-ins
— IBM 64-bit SDK for z/OS Java Technology Edition V7 (or 7.1)

© Copyright IBM Corporation 2014 8



Enterprise”?014

Agenda m

[fm]]
Il
Il
®

‘ What’s New in zZ/ OSMF V2.1

— Use of the WebSphere Application Server Liberty profile
— Workflows
— Support for External Applications

© Copyright IBM Corporation 2014
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© Welcome
* Notifications
© Workflows
Configuration
© Configuration Assistant
Links
© ShopzSeries
© Support for z/0S
© System z Redbooks
~ WSC Flashes & Techdocs
© z/OS Basics Information Center
© z/0S Home Page
= z/0S Internet Library
Performance
© Capacity Provisioning
* Resource Monitoring
© System Status
© Workload Management
Problem Determination
“ Incident Log
Software
© Software Management
z/0S Classic Interfaces
" ISPE
z/OSMF Administration
© Application Linking Manager
“ Links
ZIOSMF Settings
© FTP Servers
“ Systems

| Refresh |

Welcome

Welcome to IBM z/0S Management Facility

IBM@® z/0OS® Management Facility (z/OSMF) provides a framework for managing various aspects of a z/0S system through a Web brows
automating others, z/OSMF can help to simplify some areas of z/OS system management.

To leam more about z/OSMF, visit the links in the Learn More section.
To start managing your z/0S systems, select a task from the navigation area.

Learn More:

What's New

After logging on, you can click on
What's New to see new functions

z/OSMF tasks at a glance

Getting started with z/OSMF

© Copyright IBM Corporation 2014 10
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Help - IBM z/OSMF Management Facility

Enter search terms

= | =

- Welcome

What's new in Z08MF Version 2 Release 1

[5) Z/OSMF tasks ata glance
5] Notices

| Gefting started with ZOSMF

+| Notifications

T

/= Workflows

Configuration

|||+ Jobs and Resources
- Links

+| Performance

|| 151 Problem Determination

Software

+ Z0§ Classic Interfaces

- ZJOSMF Administration
- ZJOSMF Settings

< ZOSMF messages

+ Tools and techniques for troubleshooting
+| Defining Z0SMF Users and Roles

+ Glossary of terms and abbreviations

Selectlanguage v Q? E’& Eﬂ

All content

.'W

¢ | Welcome = What's new in ZZ0SMF Version 2 Release 1

>

What's new in z/lOSMF Version 2 Release 1 r

This topic describes the new tasks and enhancements provided in zZZOSMF Version 2 Release 1, and describes the changes for managing user authorizations.

The content is described in the following sections:

m

* New tasks
* Enhancements to existing tasks
e Updates for user authorization management

New tasks

Table 1 provides the name, description, and category for each new z/OSMF task. For a brief description of all Z/OSMF tasks, see help topic z/OSMF tasks at a
glance.

Table 1. Tasks

Task Description Category

Import Manager Import plug-ins, event types, event handlers, and links into zZOSMF. Z/OSMF Administration

Notifications View and act on the z/OSMF notifications that have been assigned to you. This task is not assigned to a category.
Workflows Perform a guided set of steps, for example, to configure components or products This task is not assigned to a category.

in your installation.

Enhancements to existing tasks
Table 2 provides a brief description of the enhancements made to existing tasks.

Table 2. Enhancements by task
Task

Application Linking Manager

Enhancements

Allows you to define new event types and handlers by importing a properties file.

Capacity Provisioning Supports Defined Capacity and Group Capacity.

© Copyright IBM Corporation 2014 11



Use of the WebSphere Application Server Enterprise2014
Liberty Profile m ey

 Runs on smaller configurations
— Requires available CPU resource equivalent to a processor with
a processor capacity index (PCI) of at least 45.

* Initializes faster
— zZIOSMF startup time varies considerably depending upon many
factors.

* These include CPU resource, z/lOSMF Server configuration, number
of starting applications, type of applications, etc.

* In the laboratory, we have observed z/OSMF startup time to be
approximately 30 seconds in a zEC12 LPAR consisting of one
dedicated CPU

— For the LPAR for the conference labs, startup time is about 10
seconds

— However, the time was approximately 8 minutes with a
minimally configured system.

 Uses less CPU

* Uses less memory

— Requires one gigabyte (1 GB) of central storage.
* This amount is in addition to your existing storage allocation for other
applications running in the same z/OS system.

- Installation of service Is easier |
— You no longer have to run a script (izusetup —service)

© Copyright IBM Corporation 2014 12
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 Wikipedia
— A workflow consists of an orchestrated and repeatable pattern
business activity enabled by the systematic organization of

resources into processes that transform materials, provide services,
or process information.

— It can be depicted as a sequence of operations, declared as work of
a person or group, an organization of staff, or one or more simple or
complex mechanisms.

« BusinessDictionary.com

— A workflow is a progression of steps (tasks, events, interactions)
that comprise a work process, involve two or more persons, and
create or add value to the organization’s activities.

— In a sequential workflow, each step is dependent on occurrence of
the previous step; in a parallel workflow, two or more steps can
occur concurrently.

© Copyright IBM Corporation 2014 13
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« The z/OSMF Workflow application enables a Workflow provider
(vendor or user) to define a guided flow through steps to
accomplish atask.

« Step is the basic unit of workflow:

— Steps may Iinstruct the user to perform a task via:
« Documentation or
* Invoke wizards that guide the user to perform the task. Wizards

can:

— Update and submit jobs,
— Execute shell scripts, and
— Run REXX EXECs

— Steps may define dependencies on other steps

— Steps may be assigned to an individual or a specific role, such
as
e ‘“systems programmer”
e ‘“security administrator”

— Steps may be performed manually or automatically

© Copyright IBM Corporation 2014 14
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The system programmer installs a product’s code that provides a
z/OSMF Workflow for its configuration.

The person that will configure the product logs on to z/ OSMF and
creates a new workflow from file provided by the product.

— z/IOSMF prompts the user to provide the fully qualified location

— zIOSMF reads in the metadata file(s).

— This will create a workflow instance

That person becomes the workflow owner

The owner can then start by opening the workflow instance

— The owner can now view and assign tasks to either individual SAF users or
a role (group of users)

Assignees will then get notified that tasks are assigned to them

Each assignee then accepts the tasks and can perform the steps
when they are ready.

Everyone can track the progress of the workflow and view what
steps have been completed, what steps are ready, and what steps
are waiting

© Copyright IBM Corporation 2014 15
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Purpose of this workflow:

— z/OSMF Administrator plans user name to be created and the group to
connect

— Security Administrator does the actual security changes

Process:

— Create the workflow instance
— Workflow owner assign steps to the appropriate person/role
— Assignee gets notified a workflow step has been assigned to them
— Assignee accepts steps
— Assignee check if steps are ready for perform
— Assignee performs the step(s)
« Manually
* Automated

— Users can review the workflow History

© Copyright IBM Corporation 2014 16
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IBM z/OS Management Facility

Welcome x| Workflows x

Workflows

Simplifies tasks through guided step-based workflows, and provides administrative functions for assigning workflow responsibiliies and tracking progress.

il | Actions

Workflow Name
Filter

This workflow provides the steps
for 2/0OS setup necessary for
each plug-inthatisto b-
Workflow_0

Susans test- Workflow_0

/08 setup for each Z/0SMF
plug-in. - Warkdlow_0

testing -senvice
rpd 10 workflow items

april 24, 2012 /08 setup for
each ZOSMF plug-in. -
Waorkflow_1

Sample workflow for demo -
Workflow_0

: Total: 7, Selected: 0

Wor

Y s
Welcome z

kflow main panel

Log out

03)

Description Version Vendor Owner System
Filter Filter Filter Filter Filter
This workd] Create |

sefup necd.

be configu

Z/0S setup|

Z/05 setu

Z0S setu

205 setu

/05 setu

Sample wi

Type or select a workflow definition file to use for creating a new workflow.
For a z/0S data set, specify a fully qualified name, with no quotes.

+ Workflow definition file:

| /tmp/workflow_demo.xml

J]
=

Type or select a variable input file to populate the new workflow.
For a z/0S data set, specify a fully qualified name, with no quotes.

Workflow variable input file:

|52.‘ect or type

|v|

Wty

Path of workflow

105}

I05)

0s)

couck (WS i (Ganee

Input property file

1]

1

| Refresh | Last refrash: Jul 23, 2014, 10:32:16 PM local ime (Jul 23, 2014, 2:33:16 PM GMT)

© Copyright IBM Corporation 2014
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IBM z/0S Management Facility S— Welcome zosmfad

| Welcome | Workflows

Workflows » Simple workflow for demo Help

Simple workflow for demo Notes, History

Notes | History

Description: owner: System:

Sample workflow for d Progress bar zosmfad PLEX1.5Y1

Percent complete: (Support weight value) fg?nppslete: Status:

[ 0% | 0of 3 E1In Progress

WOk Steps Step status Current assignee

| Search

[ [[]] Actions » Automatic Indication
] State . No. Title | Automated Owner Skill Category Assignees
: Filter i Filter Filter Filter Filter Filter Filter
] Unassigned 1 w Plan User ID and Group Name Yes ZOSMF Administrator
| Unassigned 2 - Make security changes |
Unassigned 21 u Creat user Yes Security Administrator
Unassigned 22 u Connect user to a group Yes Security Administrator

Required skill category:

All steps initially

, Several steps can be expanded « System Programmer
unassigned

to show individual tasks « Security Administrator

Total: 4, Selected: 0

© Copyright IBM Corporation 2014 18
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J ]| Actions
State ND --------- 1 Title
Filter ' Filter Filter
ﬁjhssigned I 1 m Plan User ID and Group Name
w4 Unassinned 2 - Make security changes
: Properties
b Accept = Creat user
bt Perform = Connect user to a group
Skip
Status

Override Complete
Resolve Conflicts

Assignment And Ownership * | Add Assignees...

Expand Remove Assignees...

Collapse Take Ownership

T R,

Total: 4, ¢ welcome 3 | Workflows 3

i)

Workflows » Simple workflow for demo » Add Assignees Help
Add Assignees
Select one or more SAF user IDs, SAF groups or z/OSMF roles to be assigned to the selected steps.
» Selected Steps
Available assignees + Assignees to be added:
= | Actions v ( e ! z/OS Security Administrator -
{ Name | Type s
! Filter i Filter [ Add Al =>> |
w Z/OS Security Administrator ZIOSMF role [ =< Remove |
Z/OSMF Administrator ZIOSMF role | ml
Z/OSMF User ZIOSMF role
i 5 e 1 Additional SAF users can be
added and assigned tasks
Comments:
wWorkflow owner assigns these security related steps to Security Administrator
L+ Send z/OSMF notifications to assignees {comments are not included on notifications)
["ok | [ cancel |
© Copyright IBM Corporation 2014 19
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“ Workflows
+ Links
+ Performance

+ Problem Determination
+ Software

- zIOS Classic Interfaces
- zJOSMF Administration

Notification
received

Welcome 3| Notification...

Notifications (1)

ﬂ 1] | Actions ¥
Description
Filter

One or more steps in workflow "Si
have been assigned to you.

IBM z/OS Management Facility

Welcome ibmuser

Task
Filter

mple workflow for demo” Workflows

Click notification brings you
to the workflow instance

Welcome ibmuser

Recipients
Filter

z/0S Security Administrator

Help

Search

Time
Filter

Jul 23, 2014, 10:54:

Welcame
Configuration
'+ Links
| Perférmﬁe
Software
' zIOS Classic Interfaces
zIOSMF Administration

j«+ = = =

1+

1+

L+ W+ 0+ B+ B+

State is now
Assigned

\_—

Welcome 2| Notifications 3

I

Workflows » Simple workflow for demo

Simple workflow for demo

Description:
Sample workflow for demo
Percent complete:

orkflows ¢

Owner:
zosmfad

Steps complete:

| 0% 0of3
_Workﬂcw_steps
. ] ._'| | Actions ¥
| Stat.e No. Title
Filter Filter Filter
ﬁﬁAssigned 1 » Plan User ID and Group Mame
L4 &In Progress 2 - Make security changes
=l ﬁ,}}-\ssigned 21 w Creat user
&= ﬁj} Assigned Z2 w Connect user to a group

© Copyright IBM Corporation 2014

© Motes | History

System:
PLE¢1.5¥1
Status:

& In Progress

Automated

Filter

Current assignee

Owner
Filter

Skill
Filter

z0S dministrator

Security Administrator

Security Administrator

Help

| Search

20
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Steps

| Actions =

State
Filter

% ] Assigned
& 1n Progress

P Assigned

No.
Filter

1
2

Title
Filter

» Plan User ID and Group Name

Make security changes

s C

&) Assigne
}Assigne—

ccept

Coll

apse

eat user

nnect user to a group

Accept step

Assignment And Ownership »

Workflows » Simple workflow for demo

Simple workflow for demo

Description:

Workflows

Accept Step

Selected Steps

Ho. Title State Owner
2 Make security changes =, Progress
24 w Creat user *liAssigrled
22 » Connect user to a group 'A"I}Assigned
< | T |
Total: 2
Comments:

Security Administrator accepts these steps.

Input comments

Sample workfl
Percent comp

& 1n Progress
& Mot Ready
0 Mot Ready

State will be Ready
or Not Ready

1
2
21

22

No.
Filter

o , , if desired
Motes | History
Owner: System:
zosmfad PLEX1.5Y1
Steps complete: Status:
0of 2 &0 In Progress
Title Automated Owner Skill Category Assignees
Filter Filter Filter Filter Filter
w Plan User 1D and Group Mame Yes zosmfad zOSMF Administrator z/OSMF Administrator
Make security changes
= Creat user Yes ibmuser Securnty Administrator z/0S Securnty Administrator
» Connect user to a group Yes ibmuser Security Administrator z/0S Security Administrator

© Copyright IBM Corporation 2014
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z/IOSMF Dependency Checking

v | Actions w

State No. Title Automated Owner Skill Category

Filter Filter Filter Filter Filter Filter
; . L

& Ready 1 w Plan User ID and Group Na Click the Step zosmfad zOSMF Administrator

& In Progress 2 - Make security changes
& Not Ready 21 » Creat user Yes ibmuser Security Administrator
& Not Ready 22 Connect user to a group Yes ibmuser Securty Administrator

Welcome X || Workflows X

Workflows » Simple workflow for demo » 2.1. Cr er

Properties for Workflow Step 2.1. Creat user

Notes Perform Status Input\arzbles
State: Skill category:
5 Not Ready Security Administrator
Owner: Assignees:
ibmuser z/0S Security Administrator

Step Dependencies

Prerequisite steps
need to be completed

Step Dependencies

Actions ¥

State No. Title Step Dependencies Owner Assignees

Filter Filter Filter Filter Filter Filter

&> Ready 1 » Plan User ID and Group Mame zosmfad z/OSMF Administrator
Total: 1

© Copyright IBM Corporation 2014
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Assignees
Filter

z/OSMF Administrator

z/0S Secunty Administrator

z/0S Secunty Administrator

Help

22
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Assignee Performs Step Manually

: Welcome | Workflows x
s‘ate ND. .ntle Workflows » Simple workflow for demo » 1. Plan User ID and Group Name
Filter Filter Filter .
el SR R % Properties for Workflow Step 1. Plan User ID and Group Name
""J d’ Read i ; o ' D!an User lD and GFOUD Narﬁe General Details MNotes Perform Statu
Properties User’s input
| &L n Pro ake security changes ~ Input Variables Input Variables - Us:
= User information Enter the variable values for tht
| § Group information
& Not| Perform . Creat user B bttt
| &y Not| SKiP Connect user to a group =
#*User name - The name to be created: 1)
CIOEY
. #UID - z/0S UNIX Syst Si i urp: 'i-l
Override Complete 5006 yerem mermess

Assignment And Ownership }

E E.laLVE | Tntisel S

Welcome » | Workflows >4

wWorkflows » Simple workflow for demo # 1. Plan User ID and Group Mame

Properties for Workflow Step 1. Plan User ID and Group Name

General Details Notes Perform Status

~ Input ‘ariables Review Instructions

w User information

FPeview and confirm the instructions provided below have been performed on PLEX1.SY 1, thien click Finish te mark the step complaete.
w Sroup information

=, » Review Instructions

Documentation is
changed accordingly

Instructions:

The following user will be added by
user name: CIOEY
user id: 5008

And CIOEY will be connected to existing group IZUUSER.

= Back Meset = | Sa || Finish || ancel |

23



Next Step is Now Ready to be Performed Enterprise2014

(Wizzard to submi

Perform options
* Notice that steps can be
performed automatically or

2| [7]| Actions w
state No. Title
Filter Filter Filter manually
| «” Complete 1 » Plan User ID and Group Name
| EDIn Progress 2 ~ Make security changes
A & Readv 21 » Creat user
Properties
|| & Ng e » Connect user to a group
Perform
Skip

Override Complete

Assignment And Ownership P

General Details Notes Perform Status
v Input Variables Input Variables - User information
- User information Enter the varizble valuas for this input category,

 Review Instructions
.~ Create JOB statement Cu stomizg embedded
JCL via Input

 Review JCL

submit and Save 1CL

#User name- The user name to be created: (1)

CIOEY

#UID- 2/0S UNIX System Services UID: )
5008

Perform Automated Step

The selected step can be performed automatically. How would you like to
proceed?
@ Automatically perform the selected step, and all subsequent automated
steps, according to their declared step dependencies, until one of the
following occurs:

= all workflows steps have been completed.
= a non-automated, non-Complete step, is reached, or
* an error occurs.

L] Automatically perform the selected step only.

o Manually perform the selected step.

When input file variable conflicts occur:

Always use input file values. Existing values will be overwritten and
automation will continue.

Always keep existing values. Input file values will be ignored and
automation will continue.

Allow step or workflow owner to choose whether the input file value
or existing value should be used for each conflicting variable.
Automation will be stopped.

|0K | | Cancel | ‘ Help ‘

General Details Notes Perform
+ Input variables Review JCL
+ User information Review the generated JCL, then click Next to procesd. Optionally, you can edit {

" Review Instructions

" Create JOB statement

=, Review JCL

Submit and Save JCL
//IZUWFJB JOB (ACCTINFQ),CLASS=2,MSGCLASS=0,

right IBM Cot

I MSGLEVEL=(1,1) , REGION=0M, NOTTFY=IBMUSER
/*JOBELERM SYSAFF=SY1

//STEP1 EXEC PGM=IKJEFT01, DYNAMNBR=20
//SYSTSERT DD SYSOUT=A

//SYSTSIN DD *

ADDUSER CJOEY NOPASSWORD OMVS (UID(5008))

‘,fi

Fl

| Edit JCL |Maximum record length: ‘j) 1,024

| < Back ||

t>|| Save | Fiflsh | Cancel | 24




Assignee Performs Step Automatically g
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Welcome X

Workflows » Simple workflow for demo

Simple workflow for demo

Workflows

Help

Notes | History

Description: Owner: System: Automatlon Indlcatlon
Sample workflow for demo zosmfad PLEX1.SY1
Percent complete: Steps complete: Status:
| 50% 2 of 3 ;S&}Autcmation in Progress [ibmuser]
Workflow Steps
vl ] | Actions ¥ Search
State No. Title Automated Owner Skill Category Assignees
Filter Filter Filter Filter Filter Filter Filter
| « Complete 1 s Plan User ID and Group Name Yes zosmfad zOSMF Administrator Z/OSMF Administrator
|| &OIn Progress 2 Make security changes
v w” Complete i_ 21 __________ » Creat user Yes ibmuser Security Administrator Z/OS Security Administrator
| & Ready 22 @ Connect user to a group Yes ibmuser Security Administrator Z/085 Security Administrator
Welcome | Wor Step 2.2 will be
————— automatically started e
Simple workflow for demo
Notes | History
Description: Owner: System:
Sample workflow for demo zosmfad PLEX1.5Y1
Percent complete: Steps complete: Status: .
[ 100% 30f3 «# Complete Automat|on Done
Workflow Steps
~ | Actions + Search
State No. Title Automated Owner Skill Category Assignees
Filter Filter Filter Filter Filter Filter Filter
| «” Complete 1 » Plan User ID and Group Name Yes zosmiad zOSMF Administrator ZIOSMF Administrator
| «” Complete 2 Make security changes
|| < complete L = Creat user Yes ibmuser Security Administrator Z/OS Security Administrator
| ¥ Complete 22 ___________ = Connect user to a group Yes ibmuser Security Administrator z/OS Security Administrator
© Copyright IBM Corporation 2014 25
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Review History

Welcome x| Workflows x

Workflows * Simple worlkflow for demo  * History

History for Simple workflow for demo

Actions *
Date and Time (GMT) Action Meszzages [More | Less] UseriD Comments [More | Lesz]
Filter Fitter Filter Fitter Fitter
Jul 23, 2014, 2:37.19 PM Workflow Created ZUWFO020LThe workflow name is set to "Simple workflow for demo™ . zosmfad
[ZUWFO021LThe workflow owner is set to "zosmfad™ .
[ZUWFO0221The workflow system is set to "5¥1".
[Ware]
Jul 23, 2014, 2:44.21 PN Step Assigned ZUWFQO025 The following users have been assigned to step "Plan User ID and Group Name” ; Users: zosmfad
"zIOSMF Administrator”
[ZUWFO02615tep "Plan User ID and Group Name” has changed to state "Assigned” .
Jul 23, 2014, 2.54.57 PM Step Assigned ZUWFO025LThe following users have been assigned to step "Creat user” ; Users: "z/0S Security zosmfad Workflow owner assigns these security related
Adminiztrator” steps to Security Administrator.
[ZUWFO02615tep "Creat user” has changed to state "Assigned™ .
[More]
Jul 23, 2014, 3.07:12 PW Step Accepted [ZUWFO045Uger "ibmuser” has accepted step "Creat user” . This user is now the step owner. ibmuser Security Adminigtrator accepts these steps.
ZUWFO0261:5tep "Creat user” has changed to state "Not Ready™
[ZUWFO045User "ibmuser” has accepted step "Connect user to a group” . This user is now the step
[Mare]
Jul23, 2014, 3:10:42 PM Step Accepted ZUWFO045EUser "zosmfad™ has accepted step "Plan User ID and Group Name” . This user is now the step  zosmfad Z/OSMF admin accepts this step to plan the user
OWner. name to be created.
[ZUWFO026L5tep "Plan User ID and Group Name” has changed to state "Ready™ .
Jul 23, 2014, 3:30:55 PM Step Completed [ZUWFO026lStep "Plan User ID and Group Name” has changed to state "Complete™ . zosmfad
ZUWFO02615tep "Creat user” has changed to state "Ready”
Jul 23, 2014, 3:38:56 PM Automation Started ZUWFO160LThe autemation processing for workflow "Simple workflow for demo” has been started by ibmuser
user "ibmuser” from step "Creat user” .
Jul 23, 2014, 3:38:56 PM Submitted [ZUWFO026lStep "Creat user” has changed to state "Submitted™ . ibmuser
Jul 23, 2014, 3:38.57 PM Step Completed [ZUWFO026l.Step "Creat user” has changed to state "Complete” . ibmuser
ZUWFO02615tep "Connect user to a group™ has changed to state "Ready”™.
Jul 23, 2014, 3:38:59 PM Automate Step Complete  ZUWFI1684LAutomation processing for step "Creat user” is complete. ibmuser
Il 232014 33856 PR Sithmitterd IZ1INENN2RESten "M annect user tn a arnun” has chanmed tn state "Souhmited™ ihmizesr

Total: 15, Selected: 0

© Copyright IBM Corporation 2014 26



z/OSMF Workflow Application Ry 573

Enterprise”?014

[fn]]
Il
Il
B

The z/lOSMF Workflow application is useful to:

Assist people unfamiliar with how to perform a given task, or a

task that they perform rarely

Ensure that all tasks are performed in the right order and only

when their dependencies have been met

Ensure that all steps are completed

« Even if many of the tasks have been delegated to a number of
different colleagues

Monitor and track progress toward the completion of the task

Provide a history (audit trail) of the steps performed for a task

Perform the same tasks on multiple systems

* Enabling a function (e.g. zEDC)

* Migrating a new release of software (e.g., z/OS)

© Copyright IBM Corporation 2014 27
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z/IOSMF Workflow Exploitation

« zZ/IOSMF V2.1 has limited exploitation of the Workflow appllcatlon

— zZIOSMF V2.1 Configuration Assistant can create seven new workflows, and uses
the Workflow engine to setup the policy agent and other daemons.

— Z/OSMF V2.1 with PTF UI90005 delivers a z7OSMF configuration workflow.

* This PTF enhances the configuration workflow through the discovery functions
of z/OS and z/OSMF configuration settings to determine the status of the
current setup. **

 Itis located at /usr/lpp/zosmf/V2R1/workflow/izu.config.setup.xml

* Intent is to enhance it over time and add more capability

* The configuration guide is still the complete source of information, although the
workflow may be used to manage the steps required to setup the system pre
requisites at a high level.

— On the z/OS Downloads web page
(http://www.ibm.com/systems/z/os/zos/tools/downloads/index.html) a sample
workflow is available to evolve the z/OS Migration book into a zZ OSMF z/OS V2R1
Migration Workflow.

— zIOSMF V2.1 includes a number of sample workflow definition files
* They are located at /usr/lpp/zosmf/V2R1/workflow
* The samples include a workflow that identifies the z/OS system

customization steps for each of the plug-ins.
** available for z/ OSMF V2.1 with PTF Ul 90005 and its requisite PTFs

© Copyri orporation
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Enterprise?2014
nancements ** Ry 4V

[Jim|
o

PTFs UI90005 and

J190014 (9/30/2014) enhance

the Workflows task to enable:

* A workflow step to be designed to save its output in
an output file which on completion of the step, the
contents of the output file become available for use
by subsequent steps in the workflow instance, or by
other workflow instances. **

* A workflow step to be designed to be performed
conditionally, based on whether a logical condition is
satisfied on the z/OS system. **

** available for z/ OSMF V2.1 with PTF UI90005 and its requisite PTFs
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Workflow - Variables from a Enterprise2014
JCL/REXX/Shell script execution** Ry 573

* With new feature, users can generate variable value
dynamically by JCL/REXX/Shell script within a workflow step.

« Typically, an output properties file is used to contain the results
of a batch job, shell script, or REXX exec program.
— On completion of the step, variable values in the output properties file

become available for use by subsequent steps in the workflow
Instance.

* For example, a step might submit a batch job to create some output data,
which is then used as input by a subsequent step.

* The format of output properties file is same as workflow
variable input file ---- a list of variable name-value pairs.

keyl = valuel
key2 : value2
key3 value3

[
Il
Il
B

** available for z/ OSMF V2.1 with PTF UI90005 and its requisite PTFs
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Workflow — Specify output file in
definition file **
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I
®

Workflow author needs to specify “output” element --- the default path of
output file which contains the variable name-value pairs.

The output file name/path can be derived from input variable value
In Template file, “$ output” is the reference of output file path.

If—] <step name="output":>

I

<title>A step with an output property file</title>

<descriptionz>In this step, you execute a ICL job to generate an output property file.</description>
<variableValue name="st user" required="true" noPromptIfSet="true"/>

<wvariableValue name="setting0" reguired="true" scope="global"/>

<wariableValue name="outputFileNameVariable" required="true"/>

"</step>

<instructions>
In this example step, some variable values are generated into a pre-specified output file and after perform, t
</instructions>
<weight>5</weight>
<skills>System Programmer</skills>
<template>

<inlineTemplate substitution="true"># shell script to generate some variables from workflow

echo st_user USER001 >> $_output
echo setting0 global001 y>%_output

</inlineTemplate>
<submitAs-mExie="" >shell-JCL</submitis:>

<output substitution="true">fuftmp/${instance-outputFileNameVariable}</cutput>
</template>

** available for zZ OSMF V2.1 with PTF UI90005 and its requisite PTFs

~ T Y W IP-Y " o504 4 31
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Workflow — Step perform panel **

Properties for Workflow Step 1. A step with an output property file |

Properties for Workflow Step 1. A step with an output property file
General Details MNotes Perform Status In
General Detail= Motes Perform Status Input Variables
v Input Variables Input Variables - Output fils
v started Enter the variable values for this if = ¥ InPut Variables Edit Output File Path
v glabal variable « started This is the description for the output file path.
> Dutput file « global variable
Review Instructions « Output file
Edit Qutput File Path v Review Instructions
s o
Create JOB statement l—-fllE hefy: for cuithin il = EAbe o > Edit Dutput File Path
: out.txt : :
Review JCL L Create JOB statement Output File Path:
Submit and Save JCL Rewview 1CL Specify output file path here:
Submit and Save JCL Juftmp/out.txt
v Edit Output File Path -
v Create JOB statement //SYSTSPRT DD SYSOUT=* -
i P 7 e
= Review JCL //SYSIN DD DUMMY
Submit and Save JCL Fir i)
f/5Y5UT2 DD PATH='/tmp/IZUNORKFLOW-14031656280180.342171"
P )

m,.|

//5Y¥SUT1 DD *,DLM=%% =
$# shell script to generate some variables from workflows task t|__|
echo st_user USERDOL >> /u/tmp/out.txt

echo =settingl global00l >> fu/tmp/out.txt

gs
f1*

',-"f************‘**‘**‘**‘**‘**‘**‘**‘**‘**’**’**’**’*************************
-

4 1 | b

| Edit JCL |Maximum record length: 'E' 1,024

| = Back | | Next > | | Save | | Finish | cancel |

** available for z/ OSMF V2.1 with PTF UI90005 and its requisite PTFs

© Copyright IBM Corporation 2014
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Workflow — Variable conflict ** «Lﬂl.

IIn
®

« If the JCL/REXX/Shell script runs successfully, workflow will try to load
defined variables from the output file. If those variables have existing

al

values, user should resolve variable conflicts in the "Input Variables" tab:

Properties for Workflow Step 1. A step with an output property file

i

Details Motes Perform Status ful

/By IZUWFO176W: One or more variable values from input file "\wMucylout.tet” conflict with
exizting variable values.

General Input Yariables

* Mezzages Clo=ze All

Jun 20, 2014, 4:27:03 PM X

For each conflicting variable, select the de=sired new value from either the existing or input file value. After all selections have
been made, click the Apply New Value Selections button to confirm. To guickly clear all Mew Walues or zet all New Values
to the existing or input file value, click on the menu button{ » | Jin the header.

-~

Check it only show the conflict variables rows

All variables in output file that have been defined in the XML
definition will be displayed.

Input wvariables properties file:
W lucyhout. bt

Choose the action for all variable conflict

VWari VWari Default Exis Input File New VWalue Load or Confli Ste ast Modified Description
i |

able able Value ting Value = Sat all to Existing Value

Ma Typ Valu

me e e Set All to Input File Value

setti | glob seitingt glob GG Clear all Selections step -,.\_rlth an output | A global scope string vari
ngd |al aldz2 derty file able.
=t_u | insta |[MYSTUS _P;IJS USERA H 4 User Modifie 1.4 step with an output  User ID for the started ta
=er nce |ER ER = d Conflict property file sho.
Total:2

Apply MNey alue Selections | Refresh :

** available for z/ OSMF V2.1 with PTF UI90005 and its requisite PTFs
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Workflow — Conflicts state **

Enterprise2014

2. £8%

* If user doesn’t resolve the variable conflict, the step is in “Conflicts” state,
the state label in Workflow Details panel will become a red arrow and most

of step actions will be disabled.

» User can select the "Resolve Conflicts" action to open the "Input variables"

panel in previous slide.

Warkflow Steps

~ Actions ¥
State  Properties -
7. [—
A C.é Perform h an output property file
Status

Owverride Complete

Resolve Conflicts

Aszsignment And Ownership P oAdd Aszignees...
Remove Assignees...

-l g ee are Lwnersnip

Select All Steps Assigned to Me . Return
T

Worlkflow Steps

o

! Actions =

State
Filter

48 Conflicts

No.
Fitter

Title
Filter

A step with an output property file

Aud
Filtg
Mo

** available for z/ OSMF V2.1 with PTF UI90005 and its requisite PTFs

© Copyright IBM Corporation 2014
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i
!

Actions for user to resolve variable conflicts:

Select the appropriate value in dropdown list of each row one by one

Set All to Existing Value: Set all conflict variable values to existing value, this means all
variable values from output file will be ignored

Set All to Input File Value: Set all conflict variable values to the values that come fro
output file

Clear All Selections: Clear all user already selected values and set them all back to
"Select..." in the drop down list

Apply New Value Selections...: Apply all user selected variable values as the new
variable value and set to workflow variable pool

Refresh: Get and reload the latest variable values

After user clicks the "Apply New Value Selections..." button, a warning
dialog will popup to ensure that all selections will not able to change any
more after click the "Apply" button.

Element “output” has an optional attribute “needResolveConflicts”. The
default is true. If set to false, the Workflows task uses the output file
variables in place of any existing values without prompting the user. This
setting applies to instance variables only; global variables are not
overridden by variables in the output.

** available for z/ OSMF V2.1 with PTF UI90005 and its requisite PTFs
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Workflow — Conditional steps feature ** & #fla

« With the support of conditional step feature, workflow author
can specify under what condition a workflow step is ready to

perform or skKip.

— This will improve the flexibility for workflow author to control their

steps.

* The condition expression can be based on workflow variables

and step attributes ("returnCode" and "stepState").

lf—:I{step name="condWithStepattr™>

e L L PE Lo~ this step, step attributes are used in the condition expression.</dezcription>

<prereqitep name="submitEmptyJICL™

=] <oondition
<eHpression
</expresszionl
= <description>This step state will become "Skipped" when:<br />

o - The return code of step "submitEmptyJCL" equals to "0000" <L/ >

<target State>Skipped</targstState>
</condition>
= <insztructions>
In this sample step, step attributes such as "returnCode” and "stepState” are used in the expression of a

conditional step.

** available for z/ OSMF V2.1 with PTF UI90005 and its requisite PTFs

© Copyright IBM Corporation 2014
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variables **

Py S

@

<descriptiocn>In this step, some variable values are used in the condition expression.</ de=scriptions

[l]<step name="condWithvariables >
<title>Avariable conditional step</title>

<condition>
<expression><! [CDATA[ S{instance st user} == "USERA" || S{global settingl}
== "glokalll" || S${instance settingl, wariableStep! == "testll” 11>
</expression> — Whether the value is changed

<description>This step state will become "Ready" when:<br/>

to testO1 in specified step

o - The value of the instance variahle st_user equals to "USERA";<Lr/ >
o - The value of the glohal variahle settingd equals to "global01™;<kr/ >
o - The value of settingl in step "variableStep" is set to "testO1".

</dezcription>

.

</conditions>

<instructions>

=
Properties for Workflow
General Details Mote
State: Zkill categaory =
e Mot Ready Systern Progr
Owner: Assignees:
zosrmfad zosmfad
» Conditional Dependency -
Satisfiad: /
aND / EI
Description:
This step state will become "Febolr—rr

In this sample step, some varizbles are used in the expression of a workflow conditional step.

> targetState element is omitted. Default is “Ready”

0 - The walue of the instance wariable st_user equals to "USERA";

o - The walue of the glabal variable setting0 equals to "alobalol”;

0 - The walue of settingl in step "variableStep” is set to "testdl”,

Expression:

${instance_st user} == "USERA" || ${global_setting0} == "global01" || ${finstance_settingl, variableStep} == "test0l"

Expression Wariable Values

Yariable Name Step No. Step Title Scope Desired Update Step Current ¥alue
st_user instance

settingl global globaloz
settingl 1 ‘tariable Step instance variableStep

|Refrsh || %% gvailable for zZOSMF V2.1 with PTF UI90005 and its requisite PTFs

© Copyright IBM Corporation 2014
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Workflow — Conditional steps operation *ig e

 After all prerequisites have been complete, workflow will check if the
condition of this step is satisfied, then put it in “Not Ready”, “Ready” or
“Skipped” state accordingly.

« If user try to perform an unsatisfied conditional step, the message
IZUWF0181W will show up in the "Perform Override" dialog.
— User can click on "OK" button to force perform this step with unsatisfying its

condition or click "Cancel" button to close the Perform Override dialog.

I

I
IIn
..||
1
b

Description r
| Perform Cyerride

Percent complet] 5
& IZUWFO181W: vou are about to perform a step without passing its pre-defined condition(s)thus bypassing &
a portion of the workflow, You must ensure that the pre-defined condition{s) for this step are satisfied. Do
vou want to continue?

'ﬂ"m'-'”: * Conditional Dependency
State o
Filtat Satisfied:

@ND

Readdy o
Description:
This step state will become "Ready" when!

(=1 g i . <
w Mot Ready o - The value of the instance variable st user equals to "USERA";

S Mot Reschy

o - The value of the global variable settingl equals to "globalol”;

[ o Cancel Help

** available for z/ OSMF V2.1 with PTF UI90005 and its requisite PTFs
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| ||

External application support enables non-z/OSMF web
application — html and/or JavaScript applications to render
their Ul and run in the z/ OSMF browser.

The external applications can be added to z/ OSMF navigation
In a category selected by the user, and communicate with
associated z/OS back-end components.

Customers and vendors can create their own web
applications and register to z/OSMF at runtime.

— SDSF is the first exploiter (available with PTF Ul115294).

No special configuration is required to add the web
application to the navigation.

z/OS customization may be needed for backend z/OS
component e.g. security setup, starting the z/OS function

— Application specific z/OS setup should be defined by the
application owner.

* available for zZOSMF V2.1 with PTF UI16044 and its requisite PTFs
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External Application Support in Enterprise2014

ZIOSMF* m

« External application support includes two major parts:

— A set of Restful services which are invoked by external
application to retrieve or send data to associated z/OS back-
end applications. Services include:

« TSO/E Services,
* Persistence services and
* File Serving Services

[fan]]
Il
Il
b

— Import Manager, task and application linking registration
mechanism by properties files, externalized JavaScript
logger and JavaScript callbacks.

 The new Import Manager task under zZOSMF Administration
provides the GUI interface to import the properties file and
register the web application in the navigation

* available for zZOSMF V2.1 with PTF UI16044 and its requisite PTFs
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Process of plug-in registration*
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* Before adding a plug-in to z/ OSMF, user should have one or
more web applications ready, mcludlng the client side code
and online help documentation in the z/OS UNIX file system.

 The z/OS application needs to provide a property file that
describes the attributes for the web interface and defines all

the required parameters for zZOSMF.

 The zZ/OSMF Administrator can register the web application
by providing the path of the property file in the Import

Manager.

 The Import Manager task will convert the parameters in
property file into plug-in object and register the plug-in with

tasks.

« With the successful registration and FileServingServlet, the
navigation URLs of external plug-ins tasks could be

accessed following the pattern of

“/zosmf/lzuUICommon/externalfiles/relativefilepath”

* available for zZOSMF V2.1 with PTF UI16044 and its requisite PTFs
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* In one property file only one type of definition can be
specified
— External plug-ins
— Application linking handlers
— Application linking events
— External links

* A properties file may contain multiple definitions of any
one type

— multiple links, or multiple handlers or multiple plugins
« Z/IOSMF will provide format of properties file in the
programming guide

« Z/JOSMF will provide services to integrate with the z OSMF
framework

* available for zZOSMF V2.1 with PTF UI16044 and its requisite PTFs
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Import Manager*

| ||
B

« The Import Manager task provides the followmg

functions:
— Add plug-in to z/OSMF

— Add application linking event types and handlers to z/ OSMF.

— Add links to z/ OSMF
— View the property file content before import.
— View/Delete the import history records.

— View the historical property file content of the import records.

— Application linking from Links and Application Linking

Manager tasks to Import Manager

* Note: Existing Links task registers external links one at a time via GUI

interface
— User has to type in all the information on the GUI panel

* Note: Existing Application linking manager still available for defining

application linking events and handlers via a GUI
— one at atime
— required for other apps that are not hosted in z/ OSMF

* available for zZOSMF V2.1 with PTF Ul116044 and its requisite PTFs
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Import Manager — Import Tab* RY o'

®

o We%ﬂ?l‘nﬁ ”Weln::ume 37. Import Manager
a Nﬁi L
© Workflows
+ Configuration Import Manager E)SMF Administrators can view the registration records and the
. o History history registration file. Delete the registration records.
+ Links .
= s After you import the
+ Perfo progerty fiIF(; the o add plug-ins, event types, handlers, and links in Z/O5MF, specify the property file to impur{.
+P .'.1_ 1
R task shows up Property file: You can get
+ 7108 Classic Interfaces !usr!lppfscisffmsmﬂsdsf.prnpertis? » | View | | Import | instruction here
« Application Linking Manager Contents of property file: /usr/lpp/sdsfizosmfisdsf properties | Clear |
ll-Tmim'ﬁ Haﬂﬁg&ﬂ | | importType=plugin 2
“ Links . : Property file 3
+ ZIOSMF S . ] izu.externalapp file version=1.0.0 e =
— New navigation iz externalapplocal context root=sdsf
| Refresh | task for izu-externalapp code root=ui
i z/OSME izu.externalapp help root=helps

Administrators izu. externalapp helpdoc 1=com.ibmzosmfadsfjobresources help.doc

izu.exernalapp.helpdoc 2=com ibm zosmfsdsfsettings. help.doc
izu.externalapp helpdoc =com.ibm zosmfsdsT messages. help.doc

pluginld=cam.ibm.zos sdsf
pluginCefaultame=IBM SOSF
pluginDescriptien=Administer and aperate S0OSF to monitor your JES jobs and s

* available for zZOSMF V2.1 with PTF UI16044 and its requisite PTFs
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SDSF Plug-in* Overview zIOSMF Hands-On Labs

« The SDSF product provides a web interface through a z/lOSMF
SDSF Plug-in.

— The Javascript Ul calls RESTful web services to retrieve data and
perform actions.

e This Plug-in can

— Show graphic/textual overview about Processors, Spool, Health
Checker

— Display a table of Job list in different status/queue. The property
column, filters, sort can be customized, and the table can be
exported and printed.

— Enable users to select a Job, view detailed properties, and perform
actions such as Cancel, Edit, Submit, etc.

— Issue system command and display output.

— Disnlav the UUser Session L oo, UUsers can search and take notes.

LI 4 1WA

* available with z/OS V2.1 SDSF PTF UI15204 and z/OSMF V2.1 with PTE UI16044
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2. £8%

SDSF (PLEX1)

Creamylew

Exalore the surminary dala, o choose & Lask,

|-:,|

~ Common Filters

Different Common Filters can apply to

Job name: Owner: _ different views : Active Jobs, All Jobs,
= S = LRee] [R== Held Output Queue, Input Queue, Output
yeiem: estinations = :

* EE

Queue, Health Checks

Less -

=  Rystam Activity Sammarny: 5Y 50000 (| ccal)

Syseme | EYSE (Locall =

Eymtem Agtivily Percand Buay

LA S
aIF
LPag 9%
L ]

ool I B

| Refesh | |Lasirefresh. & seconds aga

= Jaobs
& AchE.ohs
@ Alidohs
21 Inpul Zueue
il Oulput Queiss
Bai  Held Dutpdl Caee

= /05 Health Checks

Bl T Health Checks

= 05 Commands and Logs

| = Mser Seasion Log |

205 Haatih Chechs by Levariny

View text can change the graphics to

N = = text view. System drop list or Refresh
A o button can update the System Activity
RE High | —— 2 Summary. Common Filters don't apply
Aatwe ohooks: 110 Eligiblu chaoks: 200 thls VIeW.

This link can change to more abbreviated
icon view. Clicking each view link can
open new tab

ok wih aclhe jobs
\Warowih Jobs In s phase of processing

Wiark wesh jnks on et guels

Wark weih jnbEs nn e oulpul qussus

Wiark weth jobs on o hele oolpod queus

This link opens help related to starting\
words typed by users.

A command history of 30 commands will

be saved in the combo box . Command
responses are displayed in a pop-up
window. The results also go to the User
ession Log and can be seen there.

Hanage 203 Heath Checks

Dilgplay and seanch he Liser Sesslon Log

* available with z/OS V2.1 SDSF PTF Ul15294 and z/OSMF V2.1 with PTF U116044
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All Jobs View * Y '3

= Return Code Counts (28) Commaon and table fiters applied
B B Abencs The Job result distribution
; ah b based on return code. Hover
Abends (9) JCL Edres i X
l CCiZ 7 oot text is provided
CC4 / CCB
coo

0% 'II.'!I% ?I:II‘% 30%: dﬂ.?- Eﬂl‘.t B0 }'Iﬂ% SIIJ'.': S0% 1;:Iﬂ'ﬂ i Thls Ilnk b”ngs OUt Common
U iy tabl Filters combo box too. The
f_lfers_ca}tr; SPec ty ba € common filter is applied first,
ters in the input box and then the table filter is
All Jobs Common fillers PIGPE!‘liEE a plled
Actiona - View w Match: Al file - -
Job Hame Job D Chsmer 1l = Il pairospoest |l
L L W - . Lad
= Gl
[ ZFS STCO0005 OFsS ~ Jaiks 13
[0 vTamas STCO0007 P Job name
[0 GR3STMON STCO0008 PP e
[] ZCFTLMON §TC00012  IBMUSER oE—
Ao Ll
[0 HWWORKL STCO0062 [BMUSER Iil’;:}'::;!'""' =
[ N STCO0018  IBMUSER e , :
- firma:
[0 HzZsPrRoC STCO0060  IBMUSER Nk jJOb propert.leS 2l d_'Splayed
R e in a collapsible section. When
D ZFSCLONE STCO00012 DFS FEresp i rieen TEEETIe .
= rranas ' no Jobs are selected, nothing
] VTAM4B STC00014 e Fezil el .
[0 GR33TMOZ STCO0016 o o ez T IS dlsplayed.
|:| ZCFTLMO2 STCO00Z4 IBMLUSER Hoorm i
[0 PAYROLLD STC00124  IBMUSER Sl chae
|:] BACKUPLB STCOD02E [BMLUSER Salwrd firmi
[ OFFPEAKZ STC00082  IBMUSER P —
[[] ZOSMFAD TSUDD16D  ZOSMFAD i ::I :'I“['"“_
[] ZOSMFAD TSUDO161  ZOSMFAD .,:_II:_I'::{“M
[ ZOSMFAD TSUOD182  ZOSMFAD 1™ | ciase -

* available with z/OS V2.1 SDSF PTF Ul15294 and z/OSMF V2.1 with PTF U116044
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Overview | @ Active Jobs | (]| Health Checks X
SYSLEIT (P03 (Local) e

z/0S Health Checks

117
Shows counts for checks by
status, with exceptions
grouped by severity, followed
16 15 by counts of running checks
0 I : e
and inactive checks.
Success Exception None Exception Low Exception Medium Exception High
Running checks: 0 Inactive checks: 12
Health Checks Common Filters  Properties of ALLOC_ALLC_OFFLN_POLICY
Actions = View = [i| Properties are more current than table data. .
NAME CheckOwi State | Status Result
. - General :
Rl CheckOwner: [BMALLOC
| ALLOC_ALLC OFFLN_POLICY IBMALLOC ACTVE SUCCESSFUL - TR o )/
ALLOC_SPEC_WAI_POLICY IBMALLOC ACT - To browse a check and see its
ALLOC_TIOT._SIZE BMALLOC ACTIVE SUCCESSFUL NAME: _ history, click the check name,
ASM_LOCAL SLOT USAGE BMASM  ACTIVE SUCCESSFUL Re=E0N; Check ALLC_OFFLN POLICY or use the Browse and Display
SevCode: ; ; :
ASM_NUMBER_LOCAL DATA! BMASM  ACTVE SUCCESSFUL SEVL ° T Z’os T History action. A new tab will
YELEVEL 7l h |
ASM_PAGE_ADD BMASM  ACTVE SUCCESSFUL | SN i Popup. Users can per_form other
ASM_PLPA_COMMON_SIZE  IBMASM  ACTIVE EXCEPTION-M WTOType: e operations under Actions menu.
ASH_PLPA_CONMON_USAGE IBMASM  ACTVE SUCCESSFUL -
o = ; + Advanced
= Page(1 of 8 = Rows +| Scheduling
Total: 761, Selected: 1 I
100 + Status =
| Refresh |  Last refrech: More than 1 minute ago Apply Cancel

* available with z/OS V2.1 SDSF PTF UI15294 and z/OSMF V2.1 with PTF UI16044
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SDSF —View Restructure **  ___ - A -
* Remove the Spool utilization bar and add the ’. =

value of the bar to the graph footer in text. Systom Actiety Parcant Susy
* Regardless of table selection, the More actions S

item under Actions pull-down will be always i

enabled so that the user can view SDSF ———

actions without selecting any rows. g :

All Jobs Co

Restructure the table View menu.

File * Actions ¥ View ¥ |Match: |All Filters

JOBNAME ! Configure Columns... ner | Priy
— Filter and sort related actions are separated by  Fitter | Clear Fiters |
grOUpS Sort b | Custom Filters...
ZOSMFAD 3| Refrash ?r’.ﬁﬁ' .
— The Filter Match selection is moved to table =

header. Default value is All Filters. Selection
from this menu results in immediate change to

File ¥ Actions ¥ View ¥ [Match: All Filters| = |

- All Filt
the match value and table data. T 2ANE S dae) e
Anv.Fllter

— Export Table Data actions are move to a new

table pull-down named File. st

—~— File ¥ Actions ¥ View ¥ |Match: All Filters
** available for zZOSMF V2.1 with PTF | Exepout Guirrpt Mise b] All Pages Ehamer:
Export All Data | Current Page

UI90005 and z/OS SDSF PTF UI90004
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1

I
In
..||
1
b

* Persist the real-time property sheet width as part of user customization
Cross sessions so that the property sheet will always be rendered in user-
demanded width.

— The width percentage is persisted by command, so different views have their
own width percentage separately.

« If the property sheet is collapsed (hidden), the Ul will suppress the
properties loading, which improves the efficiency.

Active Jobs Common Filters  Properties of HZPENG
Actions = View - |i| Properties are more current than table data. T
flﬁéri.ii.ié'f"""? Steplame ProcStep JoblD
' i t General -
b i s e e | + Adwvanced
T T T S e 10 - — - — - — e e
-
DEBUG1S STEP1 00002 | Performance
IGVDGENMN D IGWVDGNMN IGVDGENEN S00002 - Scheduling
At HZPENG PROCDB SPOTCOO1 TOODO2 C:
B FF
y 3 | POOSVR2S STEP1 S00002
POOSVRZS & ResGroup: TSOHIGH
HZPENG STEP S00012 | RptClass: =
DEBUG12 *OMVSEX soootz ¢ Sk 1
SrvClass: R
DEBUG1Z STEP S00012 b ey
= Warkload: TS0 _WLD
4 | m | I -
= Page|1 of 4 = Rows *! Security

Total: 344, Selected: 1
100 + Status

** available for zZOSMF V2.1 with PTF UI90005 and z/OS SDSF PTF UI90004
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SDSF - Security **

° NeW S DS F Settl ngs panel Iayout. Add The Diagnostics settings should be used under the dir

security tracing support: o)

Module name:

— Send trace messages to message
dlalog 0 /o @S5 | Help SDSF Trace

Activate initialization tracing

Activate task tracing

— Send trace messages to user session N

31 Trace messages are sent to message dialog

Iog ] = User Session Log

Trace messages are sent to user session log

Give user control to show or hide Ul
elements including those the user is not = == ===
authorized to use.

are graphic sections in both Overview T
panel and table views.

SDSF Settings

Environment Definition | User Preferences | Diagnostics

Authorization:
Messages

Display functions the user is not authorized to use >

- - - - | *Messages @ 2 /o @
Hide functions the user is not authorized to use

CK comman d.

. E @ ISF792E: Data not available, not authorized to  Jun 24

Environmen t Definition || User Preferences | Diagnostics

ection of IBM Service.

Close All

2014, 4:26:04 PM X

Jobs: = N | @ 1ISF792E: Data not available, not authorized to  Jun 24, 2014, 4:26:04

JP command.

Show all address spaces on Active Jobs panel
E ISF767I: Request completed.

** available for ZOSMF V2.1 with PTF ck}§@8@aEand 2/0S SDSF PTF UI90004 "
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z/OSMF Management Tasks
— Configuration

— Performance

— Problem Determination

— Software

— z/OS Classic Interface: ISPF
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« Configuration

— Configuration Assistant for z/0S Communications Server
e Performance

— Capacity Provisioning

— Resource Monitoring and System Status

— Workload Management
* Problem Determination

— Incident Log
« Software

— Management (originally called Deployment)
« Z/OS Classic Interface

— ISPF
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« Configuration
‘ Configuration Assistant for z/0OS Communications Server

© Copyright IBM Corporation 2014
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Configuration Assistant for z/OS

Communications Server m

Enterprise”?014

A GUI for the z/0OS Communications Server Policy Agent
— It simplifies the configuration and setup of TCP/IP
policy-based networking functions.

Supports the following technologies:
Application Transparent TLS (AT-TLS)
. IP Security (IPSec) including filters and VPNs
. Network Security Server(NSS)
. Intrusion Detection Services (IDS)
. Policy-based Routing (PBR)
Quality of Service (QoS)

 Initially available as a Microsoft Windows Web download
(since z/OS V1.7)

Was provided with z/ OSMF (starting with z/OSMF V1.11)
z/OS V1.13 was the last release supported by the web
download tool.

With z/OS V2.1, users must migrate to z/ OSMF
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Configuration Assistant for z/OS Enterprise2014

Communications Server m

IIn
I
b

* Available with zZOSMF V1.11

— Configuration files can now be saved to local disk storage that is accessible to
your z/OS system where the Configuration Assistant is running so FTP (from
Windows) is not required

— Can also import configuration text files in cases where users have already defined
policies and would like to begin using the Configuration Assistant

e Enhancements in z/OSMF V1.12

— Support for Internet Key Exchange (IKE) version 2

— Support for FIPS-140 cryptographic mode for IPSec and IKE

— Simpler AT-TLS rules

— Support the configuration of certificate trust chains and certificate revocation lists.

e Enhancements in z/ OSMF V1.13

— Define policies once and use for multiple stacks,

— Configure networks for both z/OS R12 and R13 mixed environments
— Import existing stack settings

— Improved Intrusion Detection function

© Copyright IBM Corporation 2014 56



Configuration Assistant for Session zIN053
Communications Server

z/OSMF Hands-On Labs

* Enhancements in z/OSMF V2.1

— Provides a modern, intuitive interface that is consistent with other
z/OSMF tasks.
« Exploits the z/ZOSMF workflow function for setting up Policy agent and other
daemons.
— Requires less z/OS CPU usage.

— Allows you to configure z/OS V1.12, V1.13, and V2.1 Communications
Server policy based definitions.

— Adds AT-TLS support for the following RFCs:
* Renegotiation options (RFC 5746)
 Elliptic Curve Cryptography (RFC 4492 and RFC 5480)
* TLSv1.2 (RFC 5246)
 AES GCM Cipher Suites (RFC 5288)
« Suite B Profile (RFC 5430)
« ECC and AES GCM with SHA-256/384 (RFC 5289)

— Adds Policy Based Routing (PBR) support for IPv6.
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= Welcome Welcome *| Configuratio... *
“ Notifications
= Workflows
- Configuration - - - -
e e Welcome to V2R1 Configuration Assistant for z/0S Communications Server
*+ Links Use this task to create and manage configuration for z/0OS Communications Server policy-based networking functions.
+ ZIOSMF Administration
LTSN elings Select a backing store for configuration:
[T DianeBS_ATTLS_FF -| [ open |
Learn more about Configuration Assistant:
What's New See what is new in this release.
Getting Started First time users can learn about Configuration Assistant.
< Migrating to z/OSMF Migrate backing stores from Windows to szSMFD
Application Setup Tasks Workflows to guide the setup of required applications.
I Tutorials Link to tutorials.
FAQs Link to Frequently Asked Questions.
Welcome * Configuratio... *
Configuration Assistant (Home) » IPSec
V2R1 Current Backing Store = DianeBS_ATTLS_FF
Select a perspective: ]PSec: .|
Systems | Traffic Descriptors | Security Levels | Address Groups = Requirement Maps | Reusable Rules
Actions v
Name Type Status Release Description
- $AA Image Complete V2R1
A Stack Complete V2R1
= AAA Stack Incomplete V2R1
- [ = ATTLS Stack Incomplete V2R1 Imported from Policy Data
M ain Pan
- A12 Image Complete VIR12
= A12 Stack Incomplete VIR12
- A13 Image Complete VIR13
= A13 Stack Incomplete VIR13
= IMAGE1 Image Complete V2R1
Total: 19, Selected: 0
| Home | Save

© Copyright IBM Corporation 2014
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Configuration Assistant z/OSMF V2.1 Welconm

@

Warkflows X | Configuratio...

Welcome to V2R1 Configuration Assistant for z/0S Communications Server

Use this task te creats and manage configuration for z/05 Communications Server policy-based networking functions.

Select a backing store for configuration:
saveData = | Open

Learn more about Configuration Assistant:

What's New Ses whar is new in rhis release.
Getting Started First time users can learm about Configuration Assistant.
Migrakin : ;

Application Setup Tasks  Waorkflows to guide the setup of required applications.
Tutaral=s CrE=to -ttt
FAQS Link to Frequently Asked Questions,

Create Workfiow

Typa or select a workfiow definition file to use for creating 3 new workflow.
For a z/0S5 data set, specify a fully qualifled nama, with no guotes.

# Workflow definition file: l

this directory.

Jusr/lpp/zosmfiva FI'.:I..-’ww‘-cﬂawfpiugln:..’l:uu}ub_pug-nl:,_utup _wizard.xml

Back | | Next> Cancel | Help

© Copyright IBM Corporation 2014
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————

IBM #/OS Managameant Facility Welcome usart

Workflows =

Workflows 1. Use the “Create Workflow" in the Actions menu

Carnplefees tesks through
ALCHOrEy =

Workfow Name Description Verzlon Yendar

Fill=g THET Fil=y Filssg
HOS ConmuneEsiinns Seter LR Irmzalons SalvEr St ia iU ] 134}

Setup boonum Trafhe Regulasan Tratfic Regulaton Mensgemant Dasmen
lamagemes Daemon | TRML (THME

Aol [

| Create Workflow

e prmimun U A NS 25 ey CATITEL M D

CEpinier

Fille=

Sy=tam
st

Aided step-bazed workflows, ond provides agminsstretye funchnns for assigmng workffow responsibslites and breckisg progress

AESOEY MYSVED Pk S ARD 021

Setup for Syskagd - Workliow 0. Sieslagd Type or select & wirkfow definition fike to use for creating a new workflow
St v G- B Delanabis Setiirg up ta un [P On|  FOr-8 2005 dota cet, spacily & tully qualiled name, with no guotes.

Ll i L -
LriErse Manasr Lany

* Workflow definition file:

ilars il Delenae 1nngel

1emel | L |+ WMol

St dip 1o Metaurk §

Bel up to run Nekwork Secunty

Seroag (NS5 - Worliflos 3 s

206 Communoabons Sesver [P 2008 Commurscabons « Besich | Mt = | Fisbsli | |“Canost | | Help |
Secitily Wil IRE - Yorkloe O w1l IRE . o .
FILES Gommuneations Serer s Dommncabons sereer bstall Sampis ] IHI

rechll Sarnpla Profila far TCEPE  Profiles for TOPOR Comp anens

TR il Wintkcfenw {1

IS Comsmunaeahiing et B Gy il Sareer Sefia o run ] IM

et b run Poboy Agent Pakcy Acerl

viiarlaw [

Teml|) 7, Selsrtag: O

Réfrah | |astrafroch: Aug O, 2613 9:56: 38 AM local sime (BUg @, 2013 VG635 I GMT]
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 Performance

# Capacity Provisioning
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z/OSMF Capacity Provisioning Ky '3

Background
« System z On/Off Capacity on Demand

Ideal if your business has few periodic workload peaks over the year. Potentially:
— Save on hardware - No need to purchase hardware, ‘you rent it’ for the days you need it.

— Save on monthly software charges — only pay for software charges for On/Off CoD peak capacity in the month it is
incurred**

[
)
iy
i |||

|
]|
5

Also ideal if you own extra hardware capacity (banked capacity). Potentially:

— Save on monthly software charges — budget for peak ‘banked’ capacity and turn off the resources when not
needed to possibly gain software savings.

* The Capacity Provisioning Manager (CPM) is in the base of z/OS
— z/OS Capacity Provisioning Manager can automate On/Off CoD for z/OS
« Can manage processing capacity more reliably, more easily, and faster.

* What had taken minutes or hours to discover, identify, decide, and resolve, now can be
specified to happen automatically in as little as two minutes.

* The Capacity Provisioning Control Center (CPCC) is the user GUI to CPM used
for administering the Capacity Provisioning policies
— Available as a separate Windows-based stand-alone client.
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« Zz/IOSMF Capacity Provisioning task

— Simplifies the monitoring of z/OS CP connections, domains,
configurations, and policies

— Initially a separate Windows-based tool required for z/OS CP
management functions.

* With z/OMSF APAR PM74519 the z/OSMF Capacity Provisioning
application is enhanced to allow you to create, edit, and activate domain
configurations and capacity provisioning policies.

— With these new functions z/ OSMF Capacity Provisioning supports all the
functions available in the Microsoft Windows-based Capacity Provisioning
Control Center (CPCC).

« z/OS V1.13 was the last release supported by Microsoft Windows-
based CPCC.

— With z/OS V2.1, users must migrate to z/OSMF

« Z/OSMF Capacity Provisioning task (z/lOSMF V2.1)
— Support is provided for Defined Capacity and Group Capacity.
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a Provisioning Managers

Manage CIM connections to access

Provisioning Manager

7 | ||| Actions =

| Host Address | Protocol Port
1 Filter | Filter Filter

| Same system as Z/OSMF
]| cemprod.ibm.com HTTPS 5989

| cepmtest.ibm.com HTTP 5928

View detailed status about a domain
Quick switch between reports for same domain

izioning Manager Comain Status

Domain Status for Domain GUI2

Thiz page shows information about the current state of the FProvizioning Manager and the domain that it manages.
All timestamps below are shown in GMT.

Domain names: Gz
Start time: Feb 1, 2011 8:42:53 AM
Fr in Au i

Mow 15, 2010 2:23:12 Al

TCoeT#1
=] 2011 10:45:11 AM
nams: TCOsTMT

The Frovizioning Manager is the component of Capacity Provizioning thatcontrols the domain based an the active poli
Connectionz desaribe how to connect to a Provisioning Manager. The connsctions table shows connection definitions

active policy for a domain Retivegpaliag:: "FE0BHH
Drill down to policy element :

Active Policy for Domain GUI2

Thiz page shows information about the active paolicy,

Vl ew | n fo rm atl on ab 0 ut th e All timestamps below are shown in GMT.

s+ | Table view: Tree

| Current status  Details
licy & Enabled
[E] Leogical processer scope
Proocessor limit PLEX1.5YS1 CF limit: Max. possible; zAAP limi
(5] Max. provisicning scope
Processor limit CPC1 MSU limit: ; zAAP limit: D; zIIP i

Folicy activation time: Jan 21,2011 4:14:42 PR
Frovisioning Manager » Active Configuration Settings
i i i i Bctive Configuration for Domain GUI2 I
View information about the active o
. . . Fhiz page shows information about the active domain configuration and the status of its CPCa and 2/08 aystems.
configuration for a domain e —
«Drill down to CPC or system oPCs || svatems
Correlation status - Record ID Active MSU | Active zAAPS Active zIlPs Enabled Enabled default
Filier Filter Filter Filter Filter Filter Filter
Matched 24937149 1140 2 1 [dEnabled EdEnsbled
Matched 34837149 EdEnabled [ Enabled
Frovizsioning Manager » Active Policy

Status: Ll Enabled

© Copyright IBM Corporation 2014
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‘— Resource Monitoring and System Status
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z/OSMF Resource Monitoring

| ||
!

* The z/OSMF Resource Monitoring application provides mtegrated
performance monltorlng In the customer's environment
« Supports z/OS sysplexes and Linux images (System z and Intel) in
your installation
— Requires the RMF z/OS Data server (DDS) on each sysplex
being monitored and the Linux data gatherer (rmfpms) running on
the Linux image that is being monitored.
* There are two z/OSMF tasks: Resource Monitoring and System
Status
— Resource Monitoring task:
* Monitor most of the metrics supported by the Resource Measurement
Facility (RMF) Monitor Il
* Create and save custom views of the metrics easily, and
« Display real-time performance data as bar charts.
— Predefined views provided for a quick start.
— Advanced filtering features for focused monitoring
— System Status task:
* Quickly Assess the performance of the workloads running on the z/OS
sysplexes in your environment.
* The System Status task also provides a single location where you can
define the z/OS sysplexes and Linux images to be monitored in the
Monitoring Desktops task.
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z/OSMF Resource Monitor z/OSMF Hands-On Labs

. Enhancements in z/ OSMF V1.13

. With z/OS V1.13, RMF has new CIM-based performance data
gatherers for Linux on System z, Linux on System x, and AlX systems
to provide a consistent monitoring solution for zEnterprise ensembles.

Application Linking between Resource Monitoring and WLM

. Enhancements in z/IOSMF 2.1

The data gatherers for Windows system complexes (System x)
are also integrated into z/ OSMF to give you the ability to monitor
those resources.

System Status expands the scope of monitoring to include
Windows system complexes in your enterprise

Retrieve Historical Data*
New feature can retrieve historical performance data from
Resource Monitoring DDS before a RM dashboard was started.

Export data collected in monitoring dashboards*

* available for zZOSMF V2.1 with PTF Ul116044 and its requisite PTFs

© Copyright IBM Corporation 2014 67



Resource Monitoring : System Status L‘l

Enterprise?014

o
| “FIretox ™

N IEM z/05 Management Facility

“ Welcome
Configuration
Links

[=] Performance

* Capacity Provisioning
L Resgurce Monitoring

© System Status

“ Workload Management
Problem Determination

Software

2/0% Classic Interfaces
[+ Z/OSMF Administration

| Refresh |

Welcome &0 System Status @

System Status Help

Use this page to guickly assess the performance of the workloads running on the sysplexes in your installation. You can also use this page
to define the target systems for the sysplexes and AlX or Linux system complexes that you want to monitor in the Resaurce Monitoring task.

Resources
LAcions. v
Resource i Conneclivity 4 : Performance Index Status : Related Service Definition ¢ Active WLM Policy
LOCALPLEX Connected Ea Fl <=1 for sll pericds WLMPROD DEHIFT
)| PLEXC2 Connected f'i\) Pl =1 for unimpertant pericds SRVDEF POL42
)| PLEX3 Connected 9 Pl =1 for important pericds PL3PROD PROD
ALK Connected

A snapshot of the performance of workloads running on
your sysplexes. The System Status task also provides a
single location where you can define sysplexes and Linux

images to be monitored.

Why is this status red? Drill down into the
details with the Resource Monitoring
task.

Total: 4
Refresh | Lastrefresh: Jun 12, 2012 5:20:39 PM local time (Jun 12, 2012 3:20:39 PM GMT)

[ ] Automatic refresh
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Resource Monitoring: Monitoring Enterprise2014
Dashboards

IBM z/OS Management Facility — Welcome zosmfad =
© Welcome | Welcome X Resource Mon... *(
= u:ks o Monitor most of the metrics supported by the Resource Help
B Resource Monitoring Measurement Facility (RMF™) Monitor llI, create and

save custom views of the metrics, and display real-time

Dashboards |
erotlice performance data as bar charts.
© System Status Dashboards
* Workload Management P —
atoe ST [ [0 Actions
- Problem Determination o
- Software Name
-+ ZIOS Classic Interfaces  EIEE Welcoms Jom
+ ZIOSMF Adl'ﬂiﬂmﬂn ‘ - Comman Storage Activity Welcome £3  System Status ©3  Resource Mon... ©
= Femil L | Coupli Facility O iz
+ ZIOSMF Settings - Lipin Faciily Evaniew Resource Monitoring Help
o= PO | Execution Velacity S = T - - =
Refresh ‘ _— Dashboards XCF Activity B Response Time B General Activity 0 Coupling Facility Overview B
' ‘General Activity XCF Activity (Running)
| Overall Image Activity Start || Pause || Save || Actions - |
" | | Performance Index ~ Groups |~ Members
I vom | IS G oo | E— G
' Using & Delays
Mcon — o | E— cocrt .| E—
Click to open the dashboard e | I— > m—
0 Bl LOCALFLEX SYSPLEX signats sent by XCF B LOCALFLEX SYSPLEX signals sent by XCF and member
Pre-loaded with standard i s o s it o o AP e i s . 5
1 < e 4 e
H H 06/12/2012 17:33:20 - 06/12/2012 17:35:01 ) 06/12/2012 17:23:20 - 06/12/2012 17:35:00
metrics. Can be customized, e THEETTAse e ez T
« Systems (Outbound) ~ Systems (Inbound)
can add your own.
ZMF2ZMF5- =
Shaoze | I 42 E]

zuFazvrs | I &5 I;i
' Total: 9, Selected: 0 zwF3zvF2 | I 52

M tos | N <2
e SAdoze ZuF2zur1 | N ©2
.  Refresh | Last refresh: Jan 23, 2013 4:19:25 PM local time (Jan 23, 2013 ¢ [ — T

ZMFS:ZMF1- “ ZWF1ZMFs | ] 51
saeozs | — X ZMFS7MF? | S A0 =

- ALOCALPLEX SYSPLEX 3ignals sent by XCF sysrems and (ranspor class - ALOCALPLEX SYSPLEX 5ignals recened by XCF systems
i « -
06/12/2012 17:33:20 - 06/12/2012 17:35:00 (4/4) 06/12/2012 17:30:00 - 06/12/2012 17:31:40 (2/4)
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Application Linking: Resource Monitor) WIE %

Wealcoma X | Worldoad Man... X || Systern Status X
Halp
System Status

Use this page to quickly assess the performance of the workloads running on the sysplexes in your installation. You can also use this page to define
the target systems for the sysplexes and ALX or Linux system complexes that you want to moniter in the Resource Monitoring task.

Resources
¥ [C1| actions
Resource System Type Connectivity Performance Index Statue Related Service Actve WLM Policy
Fiter Fiter Fiter Fiter Definttion Fiier
Filter
4 LOCALPMLEX S Connected LLI Pi> 1 for unmportant penods  DEFAULT STANDARD
Madify Entry
SCLMPLEX Iy Connected a8 Pl==1 for al periode Default STANDARD
Remove Entry
ot s 1 e
SYSPLEX vi slliParformance Index Detaile [ Pi=<=1 for al perivds SYSTES2 STANDARD
ROPLEX I3 | Active WLM Sarvice Definticn Resource Moni[ﬂri"g
Active WLM Policy
WLM S‘_gtus Das L. -l Doaet, lods Loyl o oy G "
' = Workload Management
Pe
< | Over Workload Management
A - "
Overview | WLM Status || view DEFAULT X
Ser {
S JANDARD is acti
B ‘' Workload Management e astve
OEF \QR’
Des Ser Overview | WLM Stotus X
BB d i
WILM Status for Sysplex ZMF1PLEX from System ZMF2
Fun
004 Active Service Policy (View performance of active policy)
e Namae: STANDARD
Description: BB default policy 1 |
Total: 4, Selectad: 1 M Activated: Jan 29, 2013 3:14:55 PM GMT
| = - ’ i Activated by: Jbau from system ZMF2
Refresh | Last refresh: Jan 30, 2013 11:20:04 AM local time [Jan 30, 2013 10:24 Relabed service definitions DEFAULT
4| Automatic refresh Functionality lzvel: - —
Installed: Jan 2%, 2013 3:14:55 PM GMT
I | H j
£ 5012 IRk Comostion nstalled by ibau from systern ZMF2
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Resource Monitoring: Monitoring Das

Enterprise?014

| IBM zi0S Management Facility

Welcama £3 | Resource Mon... 2

Resource Monitoring

. SSYSFRLEL Sy 3PLEL % ORI wilkzadon [GF] by MV mege

Help

Dashhoards | FEntarprize CPL Ulization = 2 |
$Enterprise CPU Utilization (Running) P - "“-. p — -
Start | Pause || ave || | Actions - | . z/los | COAX
=GP Useston 208 © | =GPuUsization - A on sretem b R

S50 | [ pormt1 | I 00542143

svee | I 5 oz | I 00516856

sver | N

. JWEBPLEL AI_SYSTEM COWFLER GFtCosasnphonladers by A maps

09292011 134500 - 09292011 13468:0011)

0302011 134500 - 093N 13460 . ‘091233011 134500 - DR2WZ01 & \
I zlhinux | \ xLinux
', # ri
= CPU Utilizalion - Linus on system = . | =CPUUilizafion -Linunon sysiema Y e |
w7 | R, 014223 sormes | [ 0027183 E
trerrid | [ 0010372 sormird | [ 0.002261
rermi10 | (| 0.008640 sprmiy | [N 000766
inzrrs | N O 007421 yb6dutzs | [l 0.001B86
. JFEPLEN 21 INLE 3¥STEM_COMPLEY CPLConmarpinwinds: by Lime sy . JSRPPLEX XLINUE_3¥STEM COMPLEN CPLConnurpinsinder by Lisur: aegs
i = ¥ L, g

0929011 13:44.00 - DR2W201T 1345:00 (11)
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Retrieve Historical Data*

Enterprise?014

Welcome | Resource Mon... X

Resource Monitoring

Dashboards | Coupling Facility Overview [ “4'

Coupling Facility Overview

Start Pause Stop Sawve |

(Running)

Actions ~ Two New Options

w Utilization-POKDDS

1 Start Dashboard
Pause Dashboard

SVTECF3

Retrieve Historical Data...

Stop Retrieving Historical Datd

. pkstp00,SYSPLEX % processaor L
[F 1]

10/08/2013 04:29:30 - 14

Save Dashboard
Rename Dashboard...
Moadify Settings...
Add Metric...

Modify Metric...
Export...

Delete Metric or Group...

| Arrange Metrics or Groups...

Rename Metric Group...

—>

Retrieve Historical Data

Tao retrieve historical data from the DDS, =pecify the metric groups,
timeframe, and range.

Metric groups:
Litilization-POKDDS
Requesis-POKDODS

Frames-POKDDS
test-BOEDDS

Timeframe:

Condition: Start date: Start time:

|DEItES between | v | i0/21/2013 - (| 11:456 AM -
End date: End time:
10/21/2013 = |[11:46 AM -

Tip: Specify the date and time in the timezone of the sysplex boesys=f.

o i Resource Monitoring
OIUSE‘. the default range }e—Monitor 111 interval

Specify the range in seconds:

| folls | | Restore Defaults | | Cancel | | Help |

* available for zZOSMF V2.1 with PTF Ul116044 and its requisite PTFs
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EnterprlseZOMr
Resource Monitoring — Spreadsheet E

* In Resource Monitoring task, Open a dashboard, cIiCk “Actlons >
Export” can bring up Export Wizard.

 User can choose a metric group or the entire dashboard, and select

a range of intervals to export. Specific metrics and resources can
also be sorted out.

General Activity b Export Dashboard
Export Dashboard

> Stepl: Select Scope Select the scope and interval range of the data to export in CSV format.
and Intervals

General Activity ¢ Ewxport Drashboard
v Step?: Select Metrics

and Resources Export Dashboard

Scope of Data to Export v Stepl: Select Scope Select the metrics and resources to include
and Intervals
@ Metric group: = Step2: Select Metrics
and Resources
Users

; Metric group to export: Users
Include all metrics and resources

Metrics:
@ Include a3 =election of metrics and resources

+ [7]1, SYSFLEX # usevrs by MVS image
Entire dashboard with all metrics and resources :

. [?], SYTSPLEX # sctive nsers by MVS image

Range of Intervals to Export

Start time of first interval:

Resources:
01/09/2014 03:07:00 s o
End time of last interval: 2;
01/09/2014 03:09:00 » |
. I_— L o
< Back | | Next= ! Finigh | Cancel |
| = Back |

Mesct = | Finish | | Cancel |

* available for zZOSMF V2.1 with PTF Ul116044 and its requisite PTFs
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Resource Monitoring — Spreadsheet EW)*

One CSV file is created for each metric group in the dashboard.
Multiple metric groups data will generate a compressed zip file.

If the CSV file covers multiple metrics and resources (list value), the
resulting table sorts the table columns: 1) by metric and 2) by
resource.

* The user can view the performance data in table/chart and analyze
z/03NF Resource Nonitorin
Exported: 2013/10/24 11g02 138

Dashboard: Coupling Facility Overview
Metric grouRequests-FOEDDS

IIn
I
B

Netric: . [7], STSPLEY total request, [7], STSPLEX % total physical utilization (AAF) by partition
Resaurce: CROZ  CFO1 4755, VIC 4755, VIIA
Date Time 1200
2013/10/24  4:43:00  53.8 33.3 0.9 0.1 R
013/10/24  4:44:00  56.8 3.3 0.2 o ™ /\ e e g e
2013/10/24  4:45:00  53.3 32.6 0.2 0.1 s oS
2013/10/24  4:46:00  53.3 32.6 0.2 0.2 / \ SiSHLI
2013/10/24  4:47:00  52.9 33 0.2 0Ly ™ (2] SYSPLEX signals recedved
2013/10/24 4:48:00 3.2 32,6 072 0.1 400 \ﬁ_ﬁ " J /&4\’ +by xczyggcégp SYSRMF
2013/10/24  4:49:00 529 32 0.2 0.1 . e\ |, e
2013/10/24  4:50:00  53.2 32.6 0.9 0.1 2 N
2013/10/24  4:51:00 5 32.8 0.9 0.1 N
2013/10/24  4:52:00 541 33.2 0.2 0.1 B EEEHEEERHE

b 13,2013 2013 g 2013 2019 poiy 2013 017 ot 20132019,

* available for zZOSMF V2.1 with PTF Ul116044 and its requisite PTFs
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z/OSMF Management Tasks

Enterprise

 Performance

‘— Workload Management
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z/OSMF Workload Management

Enterprise2014

2%

= WLM Policy Editor
available on the z/OS
Management Facility
provides

= All the same functions
as in the ‘as is’ Web-
download tool and
many new features

= Direct access to the
WLM Couple Data Set
to install/extract service
definitions. No need to
FTP WLM policy files!

= Activation of service
policies and monitoring
of the WLM status in
the sysplex

= Enables you to manage
WLM service definitions

In
@

Welcome

[+] Configuration

Welcome Workload Man...

Bl Workload Management el
[=] Parformance
Capacity Provisioning Overview  Service Definitions Store all service definitions in one rep05|tory
Resource Monitoring . "
Service Definitions
System Status
\Workload Management [y || Actions + | Search |
4] Problem Determination  Hame Description Activity  Sysplex Messages Last Modified (GMT) Modified By
— i Filter Filter Filter Filter Filter Filter Filter
Hisotware SHARPLEY WLM Palicy for SHARE System old [\ Waming  May 9, 2012 847:00 AW z05miad
[+] j .
0B Classiclbieiiicss SHARPLEO WLM Paolicy for SHARE System old /1, Waming Jan 30, 2012 7:21:15P0 zosmfad
[*] ZIOSMF Administration
: SHARPLEX WLM Palicy for SHARE System /1 Warning Iay 3, 2006 1:33:28 FM hackett
Refresh
WLMPRQ01 (installed & active) Production policy-01 SHARPLEX ﬂ Information  May 24, 2012 1:25:12 Fi miusr0d
WLMPROD Production policy /1, Warmning Oct4, 2011 7:56:00 FM miusrid
WLMTEST Test palicy ormation  Feb 3, 2011 121757 PM stwirag
| o w— :
Click to view, edit,
print, install a
service definition Messages based on
built in best
practice checks
i, 2
Total: 6, Selected: 0
Refresh ' Last refresh: Jun 2, 2012 11:37:29 AM local fime (Jun 2, 2012 3:37:29 PM GMT)
© Copyright IBM Corporation 2014
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z/OSMF Workload Management

Enterprise?014

functions

»Integrates repository to store
service definitions

»Import and export of service
definitions in XML format

»Printing of service definitions

»Creation, editing, reviewing of
service definitions in tabular
format

»Direct navigation between
policy elements during
editing/viewing of service
definitions

»Best-practice checking for
service definitions

»Supports the installation of
service definitions and the
activation of service policies

»Displays WLM status of
systems in sysplex

»Different authorization levels
for viewing, modifying and
installing service definition

Welcome Workload Man...

Workload Management

QOverview Service Definitions

Service Definitions

v | ||| Actions ¥ |
. ";J‘ame"' Madify Service Definition
Kges | View Service Definition  »
SHARPLE: View Messages
SHARPLEC e History A
SHARPLEY  print Preview
WLMPROO  Install and Activate
7 wuwprog  Copy.
wiyTEgT|  Delete..
Export 3
New. .
Import »
Select Al
Deselect All
Configure Columns.._
Hide Filter Row
Clear Filters
&l Modify Sort...
Total 6, Selet Clear Sorts
Refresh  La:  Clear Search

' Service Definition Details Sysplex  Messages
; 25 Filter Filter
Service Policies
/1, Waming
Workloads
: " Warnin
Service Classes o g
Resource Groups (1 Waming
Report Classes SHARPLEX Information

Classification Groups 1 Waming

Classifications e
Application Environments
Resources

Scheduling Environments

_.AM local time (Jun 2, 2012 3:37:29 PM GMT)

© Copyright IBM Corporation 2014

Last Modified (GMT)
Filter

May 9, 2012 8:47.00 AM
Jan 30,2012 7:21:15 PM
May 3, 2006 1:33:23 PM
May 24, 2012 1:25:12 PM
Oct 4, 2011 7:56:00 PM

Feb 3, 2011 12:17:57 PM

Help

Search |

 Modified By

Filter
zosmfad

zosmfad
hackett

mifusrl
mfusr19

stwirag
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Session zINO53
z/IOSMF Workload Manage z/OSMF Hands-On Labs

* Enhancements in z/OSMF V1.13

— Persists user settings.
— Supports different authorization levels.

— Allows you to view details about the performance of your
active service policy, service classes, workloads, and so on.

— Allows you to activate a service policy when viewing or
modifying a service definition.

— Application Linking between WLM and Resource Monitoring

* Enhancements in z/ OSMF V2.1

— Supports service definition functionality level LEVEL029

— Support the addition of comments to the service definition
history*

* available for zZOSMF V2.1 with PTF Ul116044 and its requisite PTFs
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Application Linking: WLM to Resource

Welcama X | Workdoad Man... X | Sycterm Statue X | Resourcs Mon... X
Worklcad Management Help
Owvarview || WLM Status X | Modify DEFAULT X
Thiz s=rvice definition is installed and policy STARNDARD is active [=] notas Switch To =
Workloads
20| @ | Adions ~ Search
Hame Cut to Clipbaard | Messages | Last Modified (GMT) Modificd By
Filter Copy o Clipboard Fiter Fittar Fitier
*APPC Delete... flar 30, 2011 223117 PN debugl
* BATCH View Crosc Beferencas L4 Oct 16, 1598 11:58:16 AN tage
* s View Messages Oct 18, 1988 11:52:30 AN taga
= auve View Ferformance of Selected | Oct 16, 1988 1201:03 P tage
*loTr HEW... Ot 18, 1992 1201-45 P tage
7] Rl =) Pasle Oct 16, 1983 120152 P tage
View Performanca of All {b
[ selact All
[ Desalect Al
Configure Columns...
Modify Filters...
Hide Filtar Row
Clear Filtars
Modify Sort...
£ i 3
Total: 6, Selected: 1
| Reapply Filter and Sort |
| Ok | Appiy Reget | Cancel

© Copyright IBM Corporation 2014 79



Workload Management — Add Enterprise2014

Comments* Y '3

* When users create, modify, import, export, install and activate

service policy, they can add comments to describe the intention of
each action.

i
@

« Comments are saved along with each action in history data, and
the user can also add comments to specific history record later.

Workload Management Help

Overview Service Definitions X | New Service Definition | @

Service Definition Details

witch To[
| Comments
Service definition name]
Comments for action:
|Create new service definition by zosmfad |

Descrip Aion: | # Comments (Maximum 500 characters, currently 0 characters)
Enter comments about odifyi thi ice definition. This comment will be
added to the history for the
F t lity level
Service Coefficien t
"al pr

| ok | | Ccancel | | Help |

Service Opftions

* available for.z/lOSMF V2.1 with PTF UI16044 and its requisite PTFs
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z/OSMF Management Tasks

Enterprise

* Problem Determination

# Incident Log
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Enterprise2014
zIOSMF Problem Determination — Incidw

« Auto-capture basic diagnostic materials, triggered
when the dump is written to a data set

— Diagnostic data “snapshots” for transient data: Snapshots of 30 min
OPERLOG or SYSLOG, 1 hr LOGREC detail, and 4-hour LOGREC

summary

 Incident Log will also support the creation of diagnostic log snapshots based
on the SYSLOG and LOGREC data sets, as well as the OPERLOG and
LOGREC sysplex log streams

— View, sort, and act on abend related incidents (identified by subsystem)
— Package dump and log data for transmission in minutes

© Copyright IBM Corporation 2014 82



Session zIN0O53
z/OSMF Problem Determis z/OSMF Hands-On Labs

« Enhancements in z/OSMF V1.12

— Add additional comments and diagnostic data
— Encrypted parallel FTP of the incident files, to IBM .

« Download from http://www14.software.ibm.com/webapp/set2/sas/f/zaids/pduf.html
— Sending additional user-defined data with an incident

« Enhancements in z/OSMF V1.13

— APAR search terms displayed

— View error log (LOGREC) or operations log (SYSLOG) via ISPF application link
— Utilizes new Problem Documentation Upload utility in base of z/OS V1.13

— Handle migrated datasets (PTFs for APARs PM46302 and OA37149)

— Manage the deletion of incidents using a batch job (CEATOOL) (PTFs for APARs OA38812 and

UAG65835

« Enhancements in z/OSMF V2.1

— Increased the allowable length of the high-level qualifier for log snapshot data sets from four- to

eight-characters*

— Support a total of 256 characters for the FTP server host, FTP server port, and FTP.DATA file

name when using the z/OS Problem Documentation Upload Utility (PDUU) transfer method.*

— Enhance Incident Log to provide support for the use of SSH File Transfer Protocol (SFTP) for sending

dumps and logs to IBM or another vendor.**

* available for zZOSMF V2.1 with PTF UI16044 and its requisite PTFs
** available for zZOSMF V2.1 with PTF UI90005 and its requisite PTFs

© Copyright IBM Corporation 2014

83



Enterprise?014
Incident Log — Manage Incidents

IBM z/OS Management Facility - Welcome zosmfad Logout EEE.
» Welcome Welcome X | Incident Log X
+ Configuration Help
Y Incident Log
~ Problem Determination| ® Actions ¥ |Match: All filters
“ Incident Log (e T L. . .
. e i Incident Type : Description Date and Time (GMT) ¥ | System Problem Number Tracking ID | Notes Release Product Component Component ID
‘ ke i ot ;AND Contains "ahend"EFiIter AND Past 500 days Filter Filter Filter Filter Filter Filter F:‘::“e Filter
 Z/OSMF Administration | ABEND SOEC3 COMPON=\WEBSPHERE Z/0S. Jan 17, 2013 2:54:15 AM s1 VIR13 5655N0200
. ZIOSMF Settings COMPID=5655M0200 |SSUER=BBORAD
=== MP.ABEND IN PC ROUTINE BBOOOUTP
REHE=EN ‘ ABEND S00D6 COMPON=WEBSPHERE Z/0S, Jan 11, 2013 2:13:53 PM 51 1234123123 ViIR13 5655MN0200
COMPID=5655N0200.ISSUER=BBORLEX
T.ABEND IN (MODULE NAME NOT
KNOWN)
| ABEND S0EC3 COMPON=WEBSPHERE Z/0OS. Jan 11, 2013 2:13:53 PM 1 VIR13 5655N0200
COMPID=5655N0200,1ISSUER=BBORLEX
TABEND IN (MODULE NAME NOT
KNOWN)
ABEND S00CH ZTT TIENDUMP SVCDUMP DUMP FOR  Jan 10, 2013 3:27:51 PM 51 VIR13
PROBLEM #
| 1,CAT=300DC7F8,JOB#=01000002
;,/ VAT 2 e rermae ) ABEND FOR. Jan 10, 2013 3:27:02 PM 51 V1R13
Set Tracking ID... :300DCTFE.JOB#=01000001
Set Problem Number...
Add Notes...
Delete Incident... . .
Send Diagnostic Data... SeIeCt InCIdent! get
View Diagnostic Details popup with actions
FTP Job Status
Allow Next Dump...
< | 1 3
| Total: 14, Filtered: 5, Selected: 1
| Refresh | Last refresh: Jan 23, 2013 4:44:43 PM local time (Jan 23, 2013 9:44:43 PM GMT)
2] 1 J '
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Incident Log — Incident Details

Enterprise?014

| Welcome x Incident Log

IBM legManagemént Faciliit;

Welcome zosmfad

Set Tracking ID...
Set Problem Mumber..

Delete Incident...

Incident Log » View Diagnostic Details

View Diagnostic Details

General Diagnostic Data <:|

Tab shows lists of data
(logrec and error log)

Help

Send Diagnosiic Data
View Diagnostic Details

FTP Job Status

Allow Mext Dump...

Incident type: ABEND

Incident description: ~ COMPON=WEBSPHERE Z/0S, COMPID=5655N0200,ISSUER=BBORADMP ABEND IN PC ROUTINE BBOOQUTP

Date and time (GMT): Jan 17, 2013 2:54:15 AM

>

Sysplex name: SHARPLEX
System name: 51
Problem number: Identify the problem number as an IBM PIfy, Welcome debug13 Log out
Tracking ID: I . )
Welcome © | Links @  IncidentLog @ = Workload Man.. @ Configurafio... &
Component name:
Component ID: 5655N0200 IncidentLog » View Diagnostic Defails Help
z/0S release: V1iR13 View Diagnostic Details
Product:
Aband cods: SOEC3 General  Diagnostic Data
Reason code: 04130007 T T T
Data Type  Source  Sysplex  System

CSECT: BBOOOUTE [] svCdump ZMFOUMP.DYNZOS12 P03.0100114.T153115.5V000. SVPLEXS Fo2
Loailmgdnle: BBQOPCRY I [] Encrlog CEA L00.C56360D8 A2DSEFIE SVFLEXE Fo2
Symptom string: MOD/BBOOPCRT CSECT/BBOOOUTP PIDS/5655N0200 AB/SOEC3 REXN/B! _

[] ©pesations log CEA 000.C5638008 A2DSEFIE SVPLEXE E]

SUB1/SR#0OUTBOUND#PC#ROUTINE

APAR search terms:  BBOOOUTP ABENDEC3 RSN04130007 5655N0200

APAR release of z/0S: R780

Notes:

|H\ Apply ‘Cancel.

Total: 3, Selected: 0

Attachments

To send additional information that you think is relevant for this incident, such as atrace, use the New... action in the following table to specify the files to send. You can attach up to
five additional files per send. The information about the attachments is discarded when you clase the panel.

| New...
Data Type Source

Attach user defined
These is no dats to display <:I

View logs directly

8 char HLQ support for log snapshots
Delete incidents via GUI or batch CEATOOL

diagnostic data

Total: 0, Selected: 0

Send View Status

| ok | | apply | | Cancel |

o s
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Incident Log — Send Diagnostic

Data

Enterprise?014

IBMZIOS Management Facility

© Welcome

[2) Configuration

(2 Links

(=) Problem Determination
“ Incident Log

Set Tracking 1D
Set Problem Mumber..
Delete Incident. ..

Send Diagnostic Data...
View Diagnostuc Details
FTF Job Status

Allow Mext Dump...

D

Welcome & | IncidentLog &

Welcome zmfusri

Incident Log » Send Diagnostic Data

Send Diagnostic Data

» Welcome
Select FTP Destination
Specify User Settings
Select FTP Profile
Define Job Settings
Review FTP Information

Help
Use this wizard to prepare and send diagnostic data to a predefined FTP destination. E]
Review the selected diagnostic data and enter a problem number. If the data to send is incomrect, click Cancel to exit the wizard.
To select the data you want to send, use the Incident Log or View Diagnostic Details panel.
Incident
Incident Type Description Date and Time (GMT)
ABEND S0EC3 COMPON=WEBSPHERE Z/0S, Aug 4, 2009 9:26:29 PM
COMPID=5655N0200,1ISSUER=BBORLEXT ABEND
IN (MODULE NAME NOT KNOWMN)
Diagnostic Data to Send 1
Data Type Sysplex System
SVC dump CFCIMGNE DCEIMGNE
Error log CFCIMGNE DCEIMGNE
Operations log CFCIMGNE DCEIMGNE
Error log summary CFCIMGNE DCEIMGNE
+ Problem number: .
[12345,990 999 | 4 if the problem number is an IBM PMR number, check this box to verify the syntax. [w]
=< Back Mext = Finish Cancel
Wizard guides you through |::>

Log out

deeimgne.pdl.pok.ibm.com:32208 [ #° .

© Copyright IBM Corporation 2014
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Incident Log — SFTP Support **

Incident Log provides new functionality to support openSSH based SFTP
tool. It includes both the SFTP client and server of the IBM USS Ported
Tools and other openSSH based 3rd party tools.

New IBM default SFTP server

— Americas: IBM-testcase-mvs-sftp and IBM-testcase-tivoli-sftp.

— Asia Pacific/Europe: IBM-ecurep-mvs-sftp and IBM-ecurep-tivoli-sftp.
Incident Log allows customers to do SFTP authentication with server by
public key or by user/password.

— The user name is required when SFTP is used, but the password is optional.

« If the password is specified, the user/password authentication will be used,
otherwise, the public key authentication is used.

z/OSMF omits the password when authenticating with the IBM-ecurep SFTP
servers because these servers do not support password authentication.

— For other SFTP servers that do not support password authentication, you
must select the Specify a user ID and password option and leave the
Password field blank. Otherwise, an error will occur.

** available for z/ OSMF V2.1 with PTF UI90005 and its requisite PTFs
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Incident Log — Add Server and Profile  Enterprise2014

for SFTP **

®

FTP Servers ¢ Add
Add FTP Server

# FTF zerver name: Transfer method:
| H FTP
# Host: 0 SFTP (openSSH based secure FTF)

# Client utility path: —> Default path

# Path name: /bin/sftp
!
— _— z/05 Problem Documentation Upload
Fort number (must be betweeh: 1-55535]:
33 : Default port number
Welcome X | Systems X | FTP Servers
FTF profile:
0 Use the default profile. Currently, the default SFTP profile is No SSH Proxy Command. . FTP Servers b FTP Profiles » Add
Use the =elected profile.
= B8 SRR RIS Add FTP Profile
elec : Select...
# Profile name:
.4 Use anonyrous user 1D and password. | sftpProfile
Description: Frofile type:

FTP (@ SFTP

| OK | | Cancel | Malce this profile the default SFTP profile.

# S5H proxy command:
z=h systemAB.oyz.1234.56789.abcdefg. pok.ibm.com exe

| ok | | cancel |
** available for z/ OSMF V2.1 with PTF UI90005 and its requisite PTFs
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z/OSMF Management Tasks

Enterprise
. A

« Software
# Management (originally called Deployment)
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Enterprise?014
z/IOSMF Software Management (Deploym

[fn]]
HIK
W
Tyl

..||l
i
®

« Software Deployment can clone software

— Locally, either on a single system or system-to-system within a sysplex
— Remotely, system-to-system across a network, even multiple sysplexes.

« Software Deployment can also:
— ldentify, modify, delete software instances
— Generate jobs to copy a software instance
— Verify cross-system and cross-product requisites, verify fixes
— Copy ALL parts of the software (including SMP/E CSI inventory)

— Helps identify actions including catalog, configuration, and security updates
« Software scope includes all SMP/E installed software:

— IBMand ISV
— z/0S, stack or individual products,

— Service upgrades for all of the above (via complete replacement)
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z/IOSMF Software Manage#s z/OSMF Hands-On Labs

* An intuitive checklist helps IR —

guide you though the z/OS

Welcome » Software Man... =

Software Management » Deployments » Deployment Checklist

and related software Deployment Checklist
deployment prOCeSS T: de:loy a software instance, complete the checklist.
Checklist
— Select the software to deploy (a Progress Step
ft . t = 1. Specify the properties for this deployment.

software Ins ance) 2. Select the software instance to deploy.

_ SeleCt the deployment Objective 3. Select the objective for this deployment.
4. Check for missing SYSMODs.
— Report missing requisites and ¥ Mlewsmissinn SEMOD FeRokts
: : 5. Configure this deployment.

pOSSIbIe regreSSI()nS " 6. Define the job settings. z/OSMF creates the deployment summary and jobs
. H e \iew the deployment summary.

Configure the target software s Vi oot oy fobin

|nStance '7. Specify the properties for the target software instance.

Validate the configuration against the | s |
target system, Summarize the -
deployment actions, and Generate

the deployment jobs

Execute the deployment jobs

© Copyright IBM Corporation 2014 91



z/OSMF Software Manage

 In addition to deploying a software instance, the
Software Management task allows you to:

— Inspect a software instance to view the product,
feature, and FMID content;

— View the physical data sets that compose a software
instance; and

— Perform actions to analyze and report on software
instances and installed products.

 Identify software products that are approaching, or have
reached, end of service support.

* Validate the SMP/E structure and content of a software
instance is correct.

 ldentify missing HIPER and PE fixes, and fixes
associated with one or more fix categories

* Determine if individual fixes are installed and in which
software instances.

« Compare the service and functional content of two
software instances to aid in debugging or migration
planning.

© Copyright IBM Corporation 2014
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e Enhancements in z/ IOSMF V2.1

—New in zZ/OSMF V2.1 you can print and export reports
about your software and installed products.

— Make it easier to add non-SMP/E-managed data sets to a
software instance.*

— Offer a more convenient way to edit mount points for the
z/OS UNIX System Services file system.*

« Simplifies management of multiple mount points for z/OS UNIX
file system data sets during a deployment operation.

— Add new tab to view SMP/E managed UNIX file system
data sets and related UNIX directories can be viewed
easily.*

— Provide support for the use of SFTP for remote software
deployments.**

— Provide integrated management of the generated
deployment jobs.**

* available for zZOSMF V2.1 with PTF UI16044 and its requisite PTFs
** available for zZOSMF V2.1 with PTF UI90005 and its requisite PTFs

© Copyright IBM Corporation 2014 93




Software Management — “ Submit Enterprise2014

deployment jobs” step ** Y '3

I

I
IIn
..||
1
@

* A new step 'Submit deployment jobs' is added in Deployment
Checklist, in which jobs can be submitted & managed by users

Software Management ¢ Deployments ¢ Deployment Chechdist

Deployment Checklist

To deploy a software instance, complete the checklist.

Checklist

Progress Step

+

IEYR

.

| Close |

i i

2
3.
A

Ln

Specify the properties for this deployment.

. Select the software instance to deploy.

Select the objective for this deployment.

. Check for missing SYSMODs.

# Vigw missing SYSMOD reports.

. Configure this deployment.
. Define the job settings. z/0OSMF creates the deployment summary and jobs.

# Yiew the deployment summary.

. Submit deployment jobs.
. Specify the properties for the target software instance.

** available for zZOSMF V2.1 with PTF UI90005 and its requisite PTFs
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Software Management - Submit and Enterprise2014

manage jobs ** 200

* Job management actions provided to allow user to browse, submit, view
status and results of jobs. These actions include:

— Submit Job : Jobs must be run in sequence

— View JCL, Job Output : Single selection action

— Cancel : Single selection action

— Purge : Multiple selection action

— Override Complete : Multiple selection action, mark the complete status

Software Management b Deployments ¢ Deployment Checklist ¥ Submit Deployment Jobs

i
®

Submit Deployment Jobs

Review the jobs created for this deployment, and submit the jobs in sequenbal order. When all the jobs are complete, click Close to procsed to the r

JCL data sat name: ZOSMFAD.DM.D140625.T162244.CNTL
Target system: PEV1T1
Jobs
| Actions *
------------
i Sequence ; JCL Data Set Description [Mors | Less] System Status
! Fier 1 Member Hame Fitter Fifer Fier
' : Filter
g 1 Zupoice = Copy Data Sets: Copy the source software instance data sets to PEVITI B compiete
I View kICL [More]
2 FUDD2EN Submit Job Job Output  Jet software instance data sets ~ PEVIT1
! - [Mare]
Purge...
3 ZUDa3uc g jeis: Update the eniries within the SMAE CSidata | PEVITI
S Mare]

** available for z/ OSMF V2.1 with PTF UI90005 and its requisite PTFs
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* In Deployment Checklist for a remote deployment, the pane of '‘Define Job
Settings' has a new tab called 'Transfer Settings’. User needs to select a
FTP or SFTP server from the FTP server selector

 If user chooses an OpenSSH SFTP server, source software instance data
sets must be copied into UNIX file. Generated deployment jobs add related
processing automatically according to FTP choice.

Define Job Settings

To speafy the job settings, provide the information requested on the Source System, Target System,

system in the specified 1CL data s=t. 2/03MF does not run the jobs.
* FTP server on the source system:

Source system: PEV171 IBM-ecurep-mvs-sftp| | = || select...
Target system: PEV1T73
Transfer method: + Client program path:
Source System || Targst System | Transfer Settings SFTP
# P - . !
FTF server an the source system: Authentication credentials to log into the SFTP server on the source system:
[ Salact... % SFTP server user ID: SFTP server password:
| IBM-ap-mys ZOSMFAD
| IBM-ap-tivali

Select the SFTP profile required by the target system to connect to the SFTP :
| IBM-&curép-imvs # SFTP profile:
IBM-ecurep-mvse-sftp Selact...

+ Source system work directory:

+ Target system work directory:

** available for z/ OSMF V2.1 with PTF UI90005 and its requisite PTFs
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Select Product Information File

A product information file contains information about one or more products, such as the product announce date, general availability date, and end of service date. To retrieve information fro
and click Retrieve.

o
]
In
ual
JIII
| &

Product information files:

@ Select files that reside on or can be accessed by primary system

Product Information Files

1/ ]| Actions ¥
e e 1
File i Description \ Version Activity HTTP Proxy Last Retrieved (Local) Retrieved
Fitter - Fitter - Fitter Fitter Fitter By
! ! Fiter
.4 hitp:iipublic.dhe.ibm.comiservices | This product information file Aug 7, 2014 Aug 8, 2014, 4.48:51 PM DEBUGZ2G
fzosmfiil)S0Ms/BMProductE0S.txt | contains details about IBM

System z® software.

4 USER.VENDOR.PRODUCTEQSINFQO | The VENDOR Product End Of
Service information

_ _ S Change options in Action menu
User can choose multiple product information files e I

to retrieve End of Service information

'Tntal: 2, Selected: 2

Refresh | Last refresh: Aug 15, 2014, 3:51:24 PM local time (Aug 15, 2014, 7:51:24 AM GMT)

Select a file that resides on your local workstation

Select the product information file to retrieve from your local workstation.

#File name:

m
i
m

Retieve | [ Ganesl || #x gyailable for zZOSMF V2.1 with PTF UI90005 and its requisite PTFs
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Work with existing interfaces
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« Enables system
programmer to perform
tasks from one interface.

— Also makes ISPF applications
URL Web-accessible for linking
and launching from other
applications

* Up to 4 panes

— Panes can be sized. Each pane

[BMZI0 5 Management Eaciiity)

Welcome ISPF

1-PRIMARY

Menu Utilities Compilers Options Status Help

ISPF Primary Option Menu

0 Settings Terminal and user parameters

1 View Display source data or listings
2 Edit Create or change source data

3 Utilities Perform wtility functions

can have multiple ISPF sessio ¢
tabs can be moved between

panes for a total of 8 tabs

— Shows ISPF Menu bar,
Command line, Function keys

» Also available in tabbed
format

User ID
Time. .
ermina
Scree:

ENTER Fi=Help F2=Split F3=Exit F7=Backward F8=Forward F3=Swap

Fl0=Actions Fi12=Cancel

3-SETTINGS

v

Log/List Function keys Colors Environ Workstation Identifier Help

Check box to select

Command line at bottom

Panel display CUA mode Lspect ratio . . . 0

Long message in pop-up
Tab to action bar choices

Tab to point-and- t fields General

[¥] Restnre TRST/TRACE nntinns

IBMZI0 S Management Eacility,

option Family

printer type 2

Device name . . . .

Tnont field nad

A ISPF Command Shell A

Seftings Help

2-CMD

Menu List Mode Functions Utilities Help

Enter TS0 or Workstation commands below:

—

Place cursor on choice and press enter to Retri

< b3

eve command i

ENTER Fl=Help
Fl0=Actions Fi12=Cancel

F2=3plit F3=Exit F7=Backward F8=Forward F9=Swap

4-HELP

Tutorial -----—--—--————-——-—-

ISPF Program Development Facility Taotorial

The following topics are presented in sequence, or may be selected by
a selection code in the option field:

G General — General information about ISPF ]

Welcome ISPF

ﬂ 1- PRIMARY 3- SETTINGS 2-CMD

© Copyright IBM Corporation 2014
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z/OSMF and ISPF Enterprise2014
Additional screens

LD SMF |5PF User Satengs L 55

.'. i -3
When dafining the user sangs, color selactions will lake efect with . 4
s ned BOSMF ISPF pages rafresh. Al olher Salings requiré you o

lag aut and lag in again

L. 1= ECHEF
Logon procadure: CEANN
Region sios 2048 pages FdIcs Belp
ACCOUNT MUMBOr. | ACCTHNGD
User group USRGROUP o
Profile sharing: | o= - e i e
Soeensize Fows 204 columns: 160 . ) ) . 13 EXECUTION
Code page Uritad Sastas (1047, 64T) - i i 5 i = L EmEAD 13 BTN
Language Engluh - INTIR GhIR AFT MR - e SEANTER 15 ENECUTION
g TN ETOOC00Y sasddaid 1% DECTUTION
Map colors fram D03 1SPF to fOSMF ISPF e e e A e
— CRESTMON STOOOOIY ésssdasd 1% EXECUTION L3 B £}
20K ISPE colors SOSHME 1SPF colods — TR0 ve 13 BT LLEI
_ e i " | __ IEIT STCOCOIG THMUSER 13 EXICUTION Tl
_ e = INIT TOSOTL THEDSER 15 EETTION 51 &
- STOSS0E] IBMNEER 18 EORTTIGE §¥1 avi
m = _ eas STOOCOTY IMMUIAEN 18 EXSCUTEON i ST
_ Sempls e ke F " _ EFEA sTORSOM DNEMER 18 EXRCOTION i En
_ » _ mrmas STOCO07 ITMEIEER 18 ECUTIoN L1 I 3 )
w - __ RESOLVER STONO0MS TOPIMS 18 EXRCUTION 1 BT
Sample white Lext Smmpls blaok bawi W ____ TCFIR FTOER0Y TIFIF 1% EaeuTiee Tl Ffl ARMELEM
EERLLSL  ETCSCO04E WRCRDE 15 EXECUVEON 5l gYN ARHELEM

»| Show sefings dialog with every logon =
K | desio | O - Help

DK Apply Cancal Halp

» Customize settings . TSO messages - Example: SDSF

have priority and status
POP up
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z/IOSMF ISPF - Enable Ctrl key* Ky '3

» User can use z/OSMF WebISPF Ctrl key as Enter key; This

allows the user to submit requests in a way similar to 3270 z/OS
ISPF.

Z/SOSMEF ISPF User Settings

]

1
..||
"ll
@

Ztrl keyw as= Enter key takes effect immmediateby after pressing the O or Apply buttons. {o |
Other settings take effect when vou start (or restart) ISPF Color selections also take effect 1l
at the next z/OSMF ISPF page refresh.

A Show =ettings dialog with every logon.

I w4 Enable Ctrl keyw as Enter key.
The default is unchecked

Logon procedure: CEAMM

FLE_giDn Size o

Clcilobvtes):

Account number: 123789

User group: ZOSMFGRE =
Profile sharing: On [

Scresn SiZe rows: 204

e e

Code page: United States (1047, 697) i)

Language: English |2

Map colors from =/ OS5 ISPF to 2/ 0OSMF ISPR

z/ OS5 ISPF colors: z/OSMF ISPF colors:
Sample bhiIns text
Sampleae Ted tewxit

Samplie pink text

13133

Earmera Tl e T T i

| ok || apply || cancel || Help |

* available for zZOSMF V2.1 with PTF Ul116044 and its requisite PTFs
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* Other z/OSMF Capabilities

‘— Security
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z|IOSMF Administration:
SAF-Based Security

Enterprise”?014

2.68%
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« zZ/IOSMF enhanced its authorization model to provide tighter integration with
Enterprise Security Management products.

New (z/OSMF V1.13) resource class pair for zZZOSMF

« ZMFAPLA resource class

« GZMFAPLA grouping class

Use of SAF groups to represent z/OSMF roles

« connection of zZZOSMF users to these new Groups

Resource names associated with all zZOSMF tasks and links.
Resource class profiles control authorization to zZOSMF managed resources.

» Support for custom roles via creation of additional SAF groups at system
programmer’s discretion.

* Granularity of access determined by z/OSMF resource profile permissions for
a given group.

* Exploitation of Resource Classes, profiles, and groups

Plug-ins register resource names associated with each of their tasks

All task resource names associated with the ZMFAPLA resource class.

IBM reserved resources: ZOSMF.<plugin-name>.<task-name>.<action-control-qualifier>
* The plug-in profile will be defined at deployment time.

« For delayed deployment and activation of plug ins create profiles when plug-in is deployed
Definition of SAF Groups and connection of zZ OSMF users to these new Groups
Groups permitted to zZOSMF resource profiles (in ZMFAPLA) to facilitate z/ OSMF Role support
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SAF-Based Security ... Ry 573

[
Il
Il
!

* Enhancements in z/OSMF V2.1

— Repository mode removed

« SAF-based security, previously referred to as SAF
Authorization Mode, is now the only supported means of
creating and managing user authorizations in z/ OSMF.

* Related to this change, the Users task and Roles task in the
z/OSMF Administration category are no longer needed, and
are thus removed from the navigation area.

* You have the ability to convert to SAF mode while on z/ OSMF
V1.13 or during the migration to z/ OSMF V2.1

— New Appendix A, “Security configuration requirements for z/ OSMF”

* This appendix describes the security configuration
requirements for z/OSMF.
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e Other z/OSMF Capabilities

* Internet and Intranet Links
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z/OSMF Internet and Intranet Enterprise2014

Links

1BM ZO S Management Eaciiy |

Welcome

(=] Links
ShopzSeries
Support for 20§
System z Redbooks
WSC Flashes
z/0S§ Basics Information Cen
2/05 Home Page
7/05 Internet Library

[+] Performance

[=] Problem Deten';ﬂmi\
ncidentlog

(=] Z/OSMF Administration
Links
Roles
Users

._Refresh

* The Links category contains the pre-defined links
provided by IBM as well as any new links added by
the z/OSMF administrator

 Administrator can define which roles have access

to each of the defined links.

— The Links task in Administration category allows the
administrator to dynamically add links to non-z/OSMF
resources, e.g. ISV products, commonly used
installation Web sites

* The IBM pre-defined links are
accessible to all users, including
guests, by default.

Also, a new interface enables you to
add non-z/OSMF launch points and
links to any category on the left hand
side navigation tree.
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z/IOSMF Administration: Adding a link g
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IBM 2/0S Management Facility - Mozilla Firefox BEx
File Edit View Higtory Bookmarks Tools Help

6 > C X o @htn:s:,r,'g.12.41.52:32208fzosmff 7 -

=| Googl

IBM 208 Management Facility Welcome debiig13
* Welcome . | Welcome © || Links @ | IncidentLog & | Workload Man... €@ Configuratio.. ©  Users & Rales &
=] Configuration ‘
% Coubauration Assistont Links » Mew Link Help
F Links ' New Link
* ShopzSeries Use this panel to define a new link for Z0SMF.
EEpOR iy 2l § + Mame (maximum 30 characters): . .
* System  Redbooks Define the link
© WSC Flashes
% 7105 Basics Information Center | | ¥ YL (maximum 4096 characters).
* 7108 Internet Library + Category
&l Performance Links [ Where it goes (on the nav bar) planned for V1.12
[=) Problem Determination
* Incident Log Raoles authorized to use this link: 3
[=] Z/OSMF Administration | _Role _Descﬁpﬁon
© Links E ZOSMF Administrator User can perform all tasks defined within ZOSMF
* Roles D ZOSMF User User can perform any tasks that are not defined as Z/OSMF administration tasks
© Users _D_ |ZOSHF Authenticated Guest |Useris logged into Z/OSHIF; hawever, no role is associated with the users user 1D
| Refresh | [] ZI0SHF Guest Useris nat logged inta ZOSHF
Select who can see it
Need to share information anel.
with the team?
Need to go to another
application?
Add a link!
1)
Done 9.12.41.62:32208 {1
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‘_ System
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Enterprise”?014
System setting — Discover ** Ky '3

* Discover the system definition that hosts the z/OSMF instance automatlcally

* When a conflict occurs (same sysplex and system name but other attributes
differs) the user can add a new entry with another nickname or update the old
one. MR, =V

]
1
]
-
i
@

Systems Discovered Systems Help

Discovered Systems

Systems
~ Welcome Welcome
| A&iﬂl‘ls T i e Maodify Micknames =OEMF discovered systems thathawve properties that conflict with system definitions cumently defined in the Systems table.
—= This wizard will guide you through the steps required to resolve these conflicts. Click Next to proceed.
me Descript Resobve Conflicts
Filter Sy Discovered Systems without Conflicts
Sysplex System z/05Version and Release  JES Member Name JES Type
PLEX1 SYSNEW ZOs VIR12 SYENEW JESZ
H )
¥
TR e = 7
| Disoover ‘C%Efi E
Add b PSYS  Manually
P Proxi for sampl
e Discovered Systems with Conflicts
Select All :
Sysplex System 205 Version and Release  JES Member Name JES Type
PLEX1 5Y1 Z0SV2ZR1 B34 ] JES2
Configure Columns... PLEX1 SMPEYS Z/OS VIR1 SMPEYS JESZ
Maodify Filters. .. PLEX1 OLDSYS Z0S VIR12 OLDSYS JEE2
Hide Filter Row
Maodify Sort...
<Back | Ne:d> | Finish ] Cancel |

** available for zZ/ OSMF V2.1 W|th PTF UI90005 and its requisite PTFs

© Copyright IBM Corporation 2014 109




Enterprise2014
System setting — Group ** Ky '3

I

I
IIn
..||
1
b

» The group definition is introduced.

— A group represents a logical list of system entries (which can be exploited
by other plug-ins in the future)

» User can link systems to groups in “Add Group”, “Modify Group”, “Add

System”, “Modify System” panels. R | e
. . Systams Add Group
¢ System tgble Is changed to tree view. R
Default view i ——
iS by SyspleX1 | .b.l?..‘.ti.lji'IS w | Table view: Tree e
Can be Changed .. _= B E;::riptinn -N::;:::ﬂt.—:pmn (28 chamclers maximumj:
to VieW by group b Systems n Group
B |:> ] Sysplex Name | System Name (System Description)
Fasacte Conrecion 3 Fl sLEX1.CBAA
I;:li;i;:n:eir; S B ¥ pLEX1 CBEC
I Add '—ijf!fﬁm _ "...;:'a:r systam [0 pLEXT.CBEE
THE ST Lo db O piexT. swesyst

Select All

Configure Columns. .

Modify Filters...

Hide Fitter Row oK - :
oty ort. &

** gvailable for zZOSMF V2.1 with-PTF UI90005 and its requisite PTFs
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* The header and footer of the Welcome page are now 256 characters wide
* Dojo version is upgraded from Dojo 1.7.2 to Dojo 1.9.1.

« KC CI 1.5 replaces KC Local 1.0 (Knowledge Center Help system)

« z/IOSMF is enhanced to provide support for Firefox ESR 24 and IE 10

Windows 7 32 bit Windows 7 64 bit Windows 8 Pro, Desktop
Internet Explorer 8.x Yes Yes No
Internet Explorer 8.x (64) [No Yes No
Internet Explorer 9.x Yes Yes No
Internet Explorer 9.x (64) [No Yes No
Internet Explorer 10.x Yes Yes Yes
Internet Explorer 10.x (64)| No Yes Yes
Firefox ESR 24 Yes Yes Yes

** available for z/ OSMF V2.1 with PTF UI90005 and its requisite PTFs
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e Other z/OSMF Capabilities

# Programmatic Interface for z/ZOSMF
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Jobs REST APIs enhancements
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z/IOSMF R13 introduces RESTful API interface to z/OS for\

submitting and accessing batch job

Enhancement in V2.1:
— Support for JCL symbolics, use correlator instead of jobname/jobid,
asynchronous notification on job completion

— Support for submit job to secondary JES subsystem *
« The Jobs API already supports submitting a job to secondary JES2. The request format is
updated to allow the user to specify the JES2 subsystem name on which the job is going

to be processed.

— Support for hold & release a job *
Jobs being processed, or waiting to be processed, are kept on ajob queue in priority

sequence.

You can issue hold job http request via the Jobs API which will issue JES2 commands to

hold specified jobs or all jobs currently in a system.

You can also keep jobs in specified job queues or all job queues from being executed

until you issue release request via the Jobs API to release them.

— Some REST services can be run synchronously, if coded to use the latest
version of the service. **

* available for zZOSMF V2.1 with PTF UI16044 and its requisite PTFs

Previously, these services were limited to running asynchronously only.
— The synchronous processing is supported for JES2 subsystems only.

Related to this change, the enhanced services, if run synchronously, no longer require

that your user ID be authorized to the Common Information Model (CIM) server and

** available for z/ OSMF V2.1 with PTF UI90005 and its requisite PTFs
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RESTful File API* Ry 519

 The RESTful File API allows a client application to list the data
sets or UNIX files and directories on a z/OS system.

* Today z/OS supports an interface via FTP. The abillity to drive
remote requests similar to FTP from HTTP(s) provides a secure

and functionally rich interface to retrieve or manipulate file or
Data Set information

« The URLs of RESTful File APl have the format:

[zosmf/restfiles/ds/{resource}?{parm}

[LL
£

or
[zosmf/restfiles/fs/{resource}

— "https:/host}:.{port}" specifies the target system address and port.
— "zosmf/restfiles" identifies the z/OS data set and file REST interface.

» "/ds" identifies a data set request
« "/fs" identifies a UNIX file path request

— "{resource}?{parm}" represents the resource, such as a data set name or file path name,
and optionally one or more parameters, to qualify the request.

* available for zZOSMF V2.1 with PTF Ul16044 and its requisite PTFs
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* New REST services are added to the z/OS data set
and file REST interface API. The new services allow
a caller to:

— List the members of a z/OS partitioned data set (PDS or
PDSE)

— Retrieve the contents of a sequential data set, or a
member of a PDS or PDSE

— Retrieve the contents of a z/OS UNIX file

— Write data to a sequential data set or a member of a PDS
or PDSE

— Write data to a z/OS UNIX file.

** available for z/ OSMF V2.1 with PTF UI90005 and its requisite PTFs
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« A new REST service is added to allow a caller to obtain
iInformation about z/ OSMF on the z/OS host system, such
as:

— version,
— release, and
— service level.
« With this information, a program can determine which

z/OSMF plug-ins and core functions are available for use
on a given system.

** available for z/ OSMF V2.1 with PTF UI90005 and its requisite PTFs
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« Synchronous support for the job modify operations

— For jobs REST API, the functions of cancel, delete (cancel a job and purge its
output), hold, release, and change job class are currently implemented using
CIM services. Each of these functions is handled as an asynchronous
request with status code 202 Accepted response returned.

— JES2 provided a new feature that allows these functions to be performed
synchronously and also provides the ability to verify the user's authority to
perform the actions. The status code 200 OK will be returned to the user with
an attached JSON document further qualifying the status of the request.

* In V1.13, JES2 supports greater than 10 million spin SYSOUT data sets in
spool. Now z/OSMF REST jobs interface are updated to support this
change.

* 2 new properties “recfm” and “Irecl|” are added in the returned JSON job file
document when using list the spool files function. This helps user to do
some proper formatting. For example, the RECFM includes FBA which
iIndicates that the output contains ASA control characters, a caller might
want to know that so that they can handle the character in column 1 (-, 1, O,
etc).

** available for z/ OSMF V2.1 with PTF UI90005 and its requisite PTFs
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for the job modify ** Y '3

For PUT method functions cancel, hold, release, and change job class, Jobs API
adds a “version” property to the JSON body of the request to distinguish which way
should be used to modify the job. Default version is “1.0”, which means CIM servers

will be used.

Sample Request:

PUT https://pev099.pok.ibm.com:32208/zosmf/restjobs/jobs/IBMUSER1/JOB00021
Content-Type: application/json

{“class™:"E”,"version™:"2.0"}

Sample Response:

Status: 200 OK
{"message":"Request was successful.","jobname":"IBMUSER1", "original jobid™:"JOB00021","status":0,

"owner":"IBMUSER","job correlator":"J0O000021SY1.....CD63DC10.......: " "jobid":"JOB00021"}

« For DELETE method functions cancel a job and purge its output, Jobs APl add a “X-
IBM-Job-Modify-Version” custom header to distinguish which way should be used.
Default of version header is “1.0”, which means CIM servers will be used by default.

Sample Request:

DELETE https://pev099.pok.ibm.com:32208/zosmf/restjobs/jobs/SUBAPI/JOB00064
X-IBM-Job-Modify-Version: 2.0

Sample Response:

Status: 200 OK

{"message":"Request was successful.","member":"SY1","jobname":"SUBAPI",

"original jobid":"JOB00064", "status":0, "owner":"IBMUSER",

"job crrelator”:"JO000064SY1.....CD641439........ ","jobid":"JOB00064","sysname":"SY1"}

© Copyright IBM Corporation 2014 118
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REST Services — List the spool files ** & s

 The URL format is not changed
GET https://host:port/zosmf/restjobs/jobs/[subsystem-name]/jobname/jobid/files

i
®

or https://host:port/zosmf/restjobs/jobs/job-correlator/files
— The “id” property returned could be larger than 10 million

— 2 new properties “recfm” and “Irecl” also be returned.

Sample Request:
GET https://pev099.pok.ibm.com:32208/zosmf/restjobs/jobs/MSPINW/JOB01301/files

Sample Response:

Status: 200 OK
[{"jobname":"MSPINW","recfm":"UA","byte-count":1752,"record-count":36,"job-correlator":
"JO001301SY1.....CD63F3DA.......:;""class":"A","jobid":"JOB01301","id":2,"ddname":"JESMSGLG",

3AViilesV2Vrecords","lrecl":133,"subsystem":"JES2","stepname":"JES2","procstep":null},

... some of the contents have been omitted
{"jobname":"MSPINW","rectm":"FB","byte-count":22000,"record-count":500,"job-correlator":
"JO001301SY1.....CD63F3DA........","class™:"T","jobid":"JOB01301","id":4294967295,"ddname":"SYS00002",

%3AVfiles\/4294967295\records”,"Irecl":80,"subsystem™:"JES2","stepname":"GO","procstep":null}]

** available for z/ OSMF V2.1 with PTF UI90005 and its requisite PTFs
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of a job spool file ** Y '3

 The URL format is not changed
GET nhttps://host:port/zosmf/restjobs/jobs/[subsystem-name]/jobname/jobid/files/id/records
or https://host:port/zosmf/restjobs/jobs/job-correlator/files/id/records

1
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— The id parameter in the url could be larger than 10 million.

Sample Request:
GET https://pev099.pok.ibm.com:32208/zosmf/restjobs/jobs/MSPINW/JOB01301/files/4294967295/records

Sample Response:
Status: 200 OK
The contents of SYS00002 ...

** available for z/ OSMF V2.1 with PTF UI90005 and its requisite PTFs
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interface ** Ky '3

i
I

* In zZ/OSMF V2R1 SPE1, z/OS data set and file REST interface was introduced with
listing data set name and z/OS UNIX file and directory name function. z/ OSMF
V2R1 SPE?2 delivers the REST Services to retrieve the contents or write data to a
sequential data set, a member of a PDS/PDSE data set or a z/OS UNIX file, which
Is also known as Browse/Edit functions.

« The URLs of RESTful File API have the format:
[zosmf/restfiles/ds/{resource}?{parm}

[zosmf/restfiles/fs/{resource}
— "https:/{host}:{port}" specifies the target system address and port.
— "zosmf/restfiles" identifies the z/OS data set and file REST interface.
« "/ds" identifies a data set request
« "/fs" identifies a UNIX file path request

— "{resource}?{parm}" represents the resource, such as a data set name or file path
name, and optionally one or more parameters, to qualify the request.

* When retrieving the content of a dataset or uss file, if the size is greater than 8M,
user will get status code 206 and partial records. When writing data to a dataset or
uss file, user will get an exception if the size of request body is greater than 8M.

* The request against migrated Dataset will get 500 Internal Server Error
** available for z/ OSMF V2.1 with PTF UI90005 and its requisite PTFs
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file contents ** Y '3

+ Use the GET method to retrieve the contents of a sequential data set, or a member
of a partitioned data set (PDS or PDSE). include one or more volume serials on the
request for an un-cataloged data set

— https://host:port/zosmf/restfiles/ds/<dataset-name>

— https://host:port/zosmf/restfiles/ds/<dataset-name>(<member-name>)

— https://host:port/zosmf/restfiles/ds/-(vol1,vol2,...)/<dataset-name>

— https://host:port/zosmf/restfiles/ds/-(vol1,vol2,...)/<dataset-name>(<member-name>)
» Use the GET method to retrieve the contents of z/OS UNIX System Service file

— https://host:port/zosmf/restfiles/fs/<file-path-name>

i
@

 Headers:

— If-None-Match: This optional header value can specify a previously returned ETag
token that will allow z/OSMF to correlate this request with previous requests. If the
data on the z/OS host has not changed since the ETag was generated, an HTTP 304
Not Modified status will be returned.

— X-IBM-Data-Type: This is an optional parameter with two values: text (default) and
binary. The text type indicates that the data read from the file will be converted from
EBCDIC to UTF-8. The binary type indicates that no conversion should occur and the
data read from the file will be returned as-is without translation.

** available for z/ OSMF V2.1 with PTF UI90005 and its requisite PTFs
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Sample Request:
GET zosmf/restfiles/ds/SYS1.PARMLIB(PROGO00) HTTP/1.1

Sample Response:

HTTP/1.1 200 OK

Date: Wen, 06 Mar 2013 06:39:28 +0000GMT
Content-Type: text/plain

Connection: close

Response Headers:
{*ETag”:"S8WNSDO9SNSNEQ093"}

Response Body:

{

APF ADD DSNAME(SWRMF3.FRDL.V770.SERBLINK.CP)
LNKLST DEFINE NAME(R2) COPYFROM(DYNLNK1)

LNKLST ADD NAME(R2) DSNAME(SWRMF3.FRDL.V770.SERBLINK.CP) ATTOP 00022003
LNKLST ACTIVATE NAME(R2)

}

IIn
I
®

00010003
00021003

00023003

** available for z/ OSMF V2.1 with PTF UI90005 and its requisite PTFs
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set/uss File ** Ky '3

« Use the PUT method to write data to a sequential data set, or a member o
a partitioned data set (PDS or PDSE). include one or more volume serials
on the request for an uncataloged data set
— https://host:port/zosmf/restfiles/ds/<dataset-name>
— https://host:port/zosmf/restfiles/ds/<dataset-name>(<member-name>)

— https://host:port/zosmf/restfiles/ds/-(voll,vol2,...)/<dataset-name>
— https://host:port/zosmf/restfiles/ds/-(voll,vol2,...)/<dataset-name>(<member-name>)

* Use the PUT method to write data to a z/OS UNIX System Service file
— https://host:port/zosmf/restfiles/fs/<file-path-name>

S i
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 Headers:

— If-Match: This optional header value can specify a previously returned ETag token
that will allow z/OSMF to correlate this request with previous requests. If the data on
the z/OS host has not changed since the ETag was generated, then the data will be
written. If it has been modified, it will be failed to edit, an HTTP 304 (data set) or HTTP
412 (uss file) will be returned.

— X-IBM-Data-Type: This is an optional parameter with two values: text (default) and
binary. The text type indicates that the data read from the file will be converted from
UTF-8 to EBCDIC. The binary type indicates that no conversion should occur. The
data will be written to the data set at the record level boundary.

** available for z/ OSMF V2.1 with PTF UI90005 and its requisite PTFs
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Example ** Ky '3
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Sample Request:
PUT zosmf/restfiles/fs/etc/inetd.conf HTTP/1.1

Request Headers:
{'If-Match":"'SBWNSDO09SNSNE093'}
Request Body:

# service | socket | protocol | wait/ | user | server | server program
#name |type | | nowait| | program | arguments

# Following line uncommented by USSSETUP job: 2013/04/24 15:04.00
}

Sample Response:

HTTP/1.1 200 OK

Date: Wen, 06 Mar 2013 06:39:28 +0000GMT
Content-Type: text/plain

Connection: close

Response Headers:
{"ETag”:"S8WNSDO9SNSNEQ9B"}

** available for z/ OSMF V2.1 with PTF UI90005 and its requisite PTFs
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« User can use the GET method to retrieve information about z/ OSMF on a
particular z/OS system, including z/OSMF version, host name, listening
port, SAF realm, the active status of plug-ins, and z/OS version

— The URL format of API ; [zosmf/info

Sample Response:

HTTP/1.1 200 OK

Date: Wed, 06 Mar 2013 06:39:28 +0000GMT

Content-Type: text/plain

Connection: close

{"zosmf_saf realm":"SAFRealm",

"zosmf_port":"443",

"zosmf_full_version":24.02,

"plugins™:
[{"pluginVersion":"hsma210.spe2;driver05;2014-02-11T03:21:53",
"pluginStatus™:"ACTIVE",

"pluginDefaultName":"Import Manager"},
{"pluginVersion":"hsma213.spe2;driver05;2014-02-11T10:17:27",

"pluginDefaultName":"Workflow"}],
"api_version":1,
"zos_version™:"04.24.00",
"zosmf_version":24,
"zosmf_hostname™:"host.name.com"}
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Shameless Plugs m
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* You can try some of these great functions THIS WEEKI!!! = N

— Without having to install or configure z/ OSMF
— Just attend one of the zZOSMF Hands-On Lab sessions
* z/OS SDSF using z/ OSMF
« z/OSMF Configuration Assistant
* z/OSMF Incident Log
« z/OSMF Resource Monitoring
« z/OSMF Software Deployment
« z/OSMF Software Management
* z/OSMF Workflows (Using z/ OSMF for a z/OS V2.1 Migration)
« z/OSMF Workload Management
— Three opportunities on Thursday 1 PM, 2:30 PM, and 4:15 PM in Lido 3006
* You can follow self guided instructions on how to use a number of z/ OSMF functions
* You can perform multiple exercises and attend more than one lab session

 If you plan on installing z/ OSMF V2.1 come hear how to
configure z/OSMF by

— Attending session zIN023 z/OSMF V2.1 Implementation and Configuration
* Wednesday or Thursday at 9AM

— New users and migrating user paths will be covered, as well as adding additional plug-ins
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Summary - What’s New in z/ OSMF V2.1 m

« ZIOSMF V2.1 uses the WebSphere Application Server leerty
profile
— Runs on smaller configurations

* Requires available CPU resource equivalent to a processor with a processor
capacity index (PCI) of at least 45.

— Initializes faster
— Uses less CPU

— Uses less memory

* Requires one gigabyte (1 GB) of central storage.

— This amount is in addition to your existing storage allocation for other
applications running in the same z/OS system.

— Installation of service is easier
* You no longer have to run a script (izusetup —service)
« ZIOSMF V2.1 provides:

— A new Workflow Application and Notifications

— Enhancements to many z/OSMF applications (plug-ins)
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Summary - PTF Ul16044 (and its Enterprise2014
requisite PTFs) * Ry 573

This PTF (and its requisite PTFs) introduce a new:
* Import Manager task in the zZOSMF Administration category.
— Administrators can use the Import Manager task to import plug-ins,

event types, event handlers, and links into z/ OSMF.
« SDSF PTF Ul15294 provides the descriptor to enable SDSF to be used as an
external z/OSMF task

« z/OS data set and file REST interface
— This API allows an HTTP client application to work with z/OS data sets
and UNIX files on the z/ OSMF host system.
Several existing z/OSMF functions are enhanced.:
 The Incident Log task
* The ISPF task
 The Resource Monitoring task
 The Software Management task
 The Workflows task
 The Workload Management task
 The z/OS jobs REST interface services API

* available for zZOSMF V2.1 with PTF Ul16044 and its requisite PTFs
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Summary - zZ/OSMF’s Most Recent Enterprise2014

Enhancements ** Ry 573
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The following new functions have been made available by PTFs UI90004, UI90005, UI90006,
Ul190007, UI90008, UI90009, U190010, UI90011, UI90012, UI90013, and UI90014 (9/30/2014):

Provide browser support for Mozilla Firefox ESR 24 and Microsoft Internet Explorer 10.

Enhance Incident Log to provide support for the use of SSH File Transfer Protocol (SFTP) for
sending dumps and logs to IBM or another vendor.

Enhance the Software Deployment function of Software Management to:

* Provide support for the use of SFTP for remote software deployments.
* Provide integrated management of the generated deployment jobs.
Enhance the Workflows task to enable:

« A workflow step to be designed to save its output in an output file which on completion of
the step, the contents of the output file become available for use by subsequent steps in
the workflow instance, or by other workflow instances.

* A workflow step to be designed to be performed conditionally, based on whether a logical
condition is satisfied on the z/OS system.

Enhance the configuration workflow through the discovery functions of z/OS and z/ OSMF
configuration settings to determine the status of the current setup.

Provide z/OSMF REST services support for editing and browsing files and data sets

A new REST service is added to allow a caller to obtain information about z/ OSMF on the z/OS
host system

The 'Systems' task now provides support for defining groups for organizing your systems.
» Allows users to view the system definitions in the Systems table by sysplex or group.

» Adds a new Discover action, which allows users to discover and create system definitions
for the active systems that belong to the same JES2 multi-access spool (MAS) or JES3
complex as the z/OSMF host system..

** available for z/ OSMF V2.1 with PTF UI90005 and its requisite PTFs

© Copyright IBM Corporation 2014 130




Enterprise?014

PV Y

Thank You

© Copyright IBM Corporation 2014 131



Growing your IBM skills —a new Enterprise2014

model for training RY o1
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Meet the authorized IBM Global Training

é

Providers in the Enterprise Solution Showcase

* Access to training in more cities local to you, where and when you need it,

Avnet Academy €&
and in the format you want SERHERS S

* Use IBM Training Search to locate training classes near to you

« Demanding a high standard of quality / see the paths to success

* Learn about the New IBM Training Model and see how IBM is driving

&

quality —
- Check Training Paths and Certifications to find the course that is right for Global Knowledge.
you
« Academic Initiative works with colleges and universities to introduce real- INGRAM
world technology into the classroom, giving students the hands-on M CRO
experience valued by employers in today’s marketplace d
* www.ibm.com/training is the main IBM training page for accessing our
comprehensive portfolio of skills and career accelerators that are designed to [gﬂ/'ﬂ 1/6'51,"

meet all your training needs. °

Global Skills Initiative
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Courses:

— ANO5G: POWERS Systems and AlX Enhancements

— ANO08G: Power and AIX Enhancements Workshop

— 0S19G: What's new on IBM i V7R2 and POWERS8 Systems
— ESAOQG: IBM zEnterprise System: A Technical Introduction

— ESA1G: IBM zEnterprise System: Using zManager to Provision Virtual Servers

— ESA2G: IBM zEnterprise: Unified Resource Manager Workload and Performance Management

Training paths:

v IBM Power Systems and AlX (track relevant)
— AIX Users and System Administration

— AIX Security, Network Administration, and Performance
— Power Systems for AlX Virtualization

— PowerHA SystemMirror for AlX

— Cloud on Power

— IBMi: End User

— IBM.i: System Operator

v IBM i: System Administrator (track relevant)
— IBM.i: Application Developer

— IBM i: Virtualization

— IBM i: Solutions

v

@@ myyigdi i BBCCopoosdibon220 14

IBM i: WebSphere Application Server Administrator

IBM i: Networking

AIX Systems Management, Clustering, Internals, and Cloud
Computing

z/OS and System z (track relevant)

z/OS Operation and Parallel Sysplex

z/OS Installation, Tuning, JES, and REXX Programming
and Problem Diagnosis

Security Skills

z/OS UNIX System Services, WebSphere and SAP
z/VM and Linux on System z

z/OS Networking
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Backup
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z/OS Management Facility website
— http://ibm.com/systems/z/os/zos/zosmf/
IBM z/OS Management Facility education modules in IBM Education
Assistant
— http://publib.boulder.ibm.com/infocenter/ieduasst/stgvlrO/index.jsp
— Scroll down to z/OS Management Facility
IBM Publications Center
— Program Directory for z/OS Management Facility (G111-9847)
— IBM z/OS Management Facility Configuration Guide (SA38-0657)
— IBM z/OS Management Facility Programming (SA32-1066)
— IBM z/OS V2R1.0 Management Facility License Information (GC52-1386)

. http://www.ibm.com/e-
business/linkweb/publications/servlet/pbi.wss

IBM z/OS Management Facility Information center
— http://pic.dhe.ibm.com/infocenter/zos/v2rl/index.jsp
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