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Abstract

 In August, Julie presented and demoed z/OSMF on a z/OS 
2.4. She briefly talked about some of the changes in security 
in this release. The primary focus in the August call was on 
the security assistant. This session will provide more detail on 
the setup for z/OSMF security from user experiences



NewEra – Link to eBook 3

Securing z/OSMF

https://www.newera-info.com/eBooks.html

https://www.newera-info.com/eBooks.html


z/OSMF Components – Classic Interface

Missing Cloud 
Provision
SYSPLEX 



z/OSMF Components – Classic Interface



z/OSMF Components – Desktop Interface 



z/OSMF – From a Security Perspective
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• z/OSMF uses your Enterprise Security Management (e.g., RACF, CA ACF2, CA Top 
Secret) product for user authentication and authorization. 

• The z/OSMF SAF-based authorization support brings tighter integration with z/OS SAF-
based authorization with the introduction of the resource class ZMFAPLA for z/OSMF 
task-based resources. 

• All z/OSMF tasks and links are associated with resource names and resource class 
profiles under this resource class, and SAF groups are used to represent Roles. 

• SAF-based authorization also allows for custom roles via creation of SAF groups at your 
discretion.

z/OSMF - Security:



z/OSMF Lite configuration
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• What’s “z/OSMF Lite configuration”
• “z/OSMF Lite configuration” provides a new approach of z/OSMF configuration which allows user to bring up a  

minimum z/OSMF as quick as possible and then configure only for z/OSMF services that user require.
• To achieve the goal, z/OSMF Configuration Guide and security sample jobs are both restructured

• A minimum z/OSMF is defined and referred as z/OSMF nucleus.
• IZUNUSEC sample job is provided for security configuration of z/OSMF nucleus.
•Typically, the z/OSMF nucleus can be setup and bring up in 90 minutes*.

• About 20 z/OSMF services are identified and can be added on top of z/OSMF nucleus per user’s need.
•Setup complexity of each z/OSMF service is provided to help you determine which service to setup first.
•Dependency list is clearly documented in each z/OSMF service’s chapter
•Configuration required by z/OSMF REST services are also documented in the same structure with plugins in 
z/OSMF Configuration Guide.

• Advanced configuration are consolidated in the later chapter so that user can focus on common configuration 
and bring z/OSMF  up quickly.



z/OSMF Terms Previous Release

 Tasks are functions that can be used to manage different aspects of 
the z/OS system. Some tasks are core functions, others must be 
configured separately from a base configuration of z/OSMF. 

 Core functions are those tasks which are always enabled when you 
initially configure the product. They are installed and can run 
without the need for the additional plug-ins. When the started tasks 
are brought up, a base configuration of z/OSMF contains only these 
functions. Some core functions are the Workflows task, the Resource 
Management task, and the Usage Statistics task. 



z/OSMF Terms Previous Release

 Plug-ins are collections of one or more system management tasks 
that add significant functionality to z/OSMF and require additional 
steps to configure and deploy. Plug-ins require the creation of 
security profiles for the tasks that are associated with them. 
Examples of plug-ins are the Network Configuration Assistant, Cloud 
Provisioning, and the Incident Log. 

 Categories are collections of tasks and/or plug-ins with shared 
characteristics. An example of a category is the Performance 
category which contains the Capacity Provisioning, Resource 
Monitoring, and Workload Management plug-ins along with the 
System Status task.



z/OSMF Terms

 Nucleus – first time user and using IZUNUSEC – minimal 
configuration

 Core Service – workflow tasks, REST API

 Optional Service – Plug-ins

 Advanced Configuration – autostart, Links, ICSF



z/OSMF Lite configuration
• What’s “z/OSMF Lite configuration”

z/OSMF Core

Liberty Profile

Core Navigation

Online Help

Notification

Notification settings

App linking

Import Manager

Links

FTP Servers

Usage Statistics

Systems

Workflow Editor

API Discovery Swagger

REST Job API

REST File API

REST TSO API

Workflows

z/OSMF Optional Services

Capacity Provisioning

Network Configuration Assistant

Incident Log

ISPF

Resource Monitoring

Software Management

Sysplex Management

Workload Management

zERT

Cloud Provisioning

z/OS Operator Consoles

z/OSMF Nucleus

Liberty Profile

Core Navigation

Online Help
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z/OSMF Core Services

Notification

Settings

Administration Tasks

Workflow Editor

Swagger support for REST APIs

REST Job API

REST File API

REST TSO API

Workflows

z/OSMF Optional Services

Capacity Provisioning

Network Configuration Assistant

Incident Log

ISPF

Resource Monitoring

Software Management

Sysplex Management

Workload Management

zERT

Cloud Provisioning

z/OS Operator Consoles

Previous z/OSMF configuration z/OSMF Lite configuration



z/OSMF

 IZUNUSEC - -represents the authorizations that are needed to set 
up z/OSMF in a minimal configuration called the nucleus.

 IZUSEC - represents the authorizations that are needed to set up 
z/OSMF in a full configuration: Nucleus, plus the core services.

 IZUxxSEC - jobs is associated with a particular z/OSMF service or an 
advanced configuration setup.  

 To create user authorizations for the services, your security 
administrator can use the IZUAUTH job in SYS1.SAMPLIB



z/OSMF

 ADDGROUP IZUADMIN OMVS(AUTOGID) - Security group to be used for the 
z/OSMF administrator role. The user IDs that are connected to this group are considered 
to be z/OSMF administrators

 ADDGROUP IZUUSER  OMVS(AUTOGID) - Security group to be used for the 
z/OSMF user role. The user IDs that are connected to this group are considered to be
z/OSMF users.

 ADDGROUP IZUUNGRP OMVS(AUTOGID) – undefined users
 ADDGROUP IZUSECAD OMVS(AUTOGID) - Group name to be used for the 

z/OS Security Administrator role. This group is permitted to the Workflows task. Job 
IZUAUTH.  Basically CONNECT commands to connect to other groups.



IZUNUSEC



IZUNUSEC



IZUNUSEC



IZUNUSEC



RC = 0



z/OSMF 



z/OSMF 
 Some z/OSMF services require other z/OSMF services to be enabled. Therefore, you might 

need to configure more services than just the ones you plan to use. 



IZUPRMxx



IZUPRMxx



F IZUSVR1,DISPLAY IZU



F IZUSVR1,DISPLAY IZU



Links



NEW Security Configuration Assistant task
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• What’s Security Configuration Assistant
Security Configuration Assistant task is built for simplifying the user experience of security configuration and validation. It starts  
with help z/OSMF security configuration by providing

• Automatic validation of security configuration by user
• Graphic views for validation result
• Filter by validation result, service enablement status, etc.
• Description for each security requirement
• Support both RACF and non-RACF security products

• Security Configuration Assistant can be used in the following scenarios
• Security planning for z/OSMF
• Validation of z/OSMF security configuration
• Trouble shooting for function failures



Security Configuration Assistant task

• Security Configuration Assistant – Graphic view to display automatic validation result

Validation is done per user

Validation can be done against
• All z/OSMF security configuration
• Selected services
• One specific security requirement

Description is included for each  
security requirement

Overview of validation result

Validation result by service

Validation result by specific requirement

Align with z/OSMF Lite configuration
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NEW Security Configuration Assistant task

• Security Configuration Assistant – Manual checks
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NEW Security Configuration Assistant task

• Security Configuration Assistant – Filter support
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NEW Security Configuration Assistant task
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• Security Configuration Assistant – Dependencies are included



 ACCTNUM
 APPL
 CSFSERV
 DATASET
 DIGTCERT
 DIGTRING
 EJBROLE
 FACILITY
 JESSPOOL
 LOGSTRM
 OPERCMDS
 PROGRAM 

 PTKTDATA
 RDATALIB – for certificates
 REALM
 SERVAUTH
 SERVER
 STARTED
 SURROGAT
 TSOAUTH
 TSOPROC
 ZMFAPLA
 ZMFCLOUD
 UNIXPRIV 

RACF Classes Used in Various 
Definitions



Security Configuration Assistant task



Security Configuration Assistant
task



Security Configuration Assistant
task



Security Configuration Assistant
task



Security Configuration Assistant
task



Security Configuration Security Setup 
– Some Statistics – New Jobs

 In z/OS 2.3 there were approximately 336 RACF 
commands in the IZUxx members in SYS1.SAMPLIB

 In z/OS 2.4 there are approximately 642 RACF 
commands in the IZUxx members in SYS1.SAMPLIB

 The primary member in SYS1.SAMPLIB is IZUSEC.  In z/OS 
2.3 it contained 658 lines.  In z/OS 2.4 this member has 
751 lines. 



Security Configuration Security Setup 
– Some Statistics – New Jobs

JOBNAME DESCRIPTION

IZUASSEC Security Setup for z/OSMF AUTOSTART function
IZUATSEC Security setup for z/OSMF Administrator tasks and web site links

IZUDCSEC This sample JCL intends to help with security setup required per user of Discover CPC function 

IZUICSEC Setup hardware crypto(ICSF) for z/OSMF server
IZUNFSEC Security setup for z/OSMF Notifications
IZUNUSEC Security setup for z/OSMF Nucleus basic
IZURFSEC Security Setup for z/OS data set and file REST interface
IZURJSEC Security Setup for z/OS Jobs REST interface
IZUSASEC Security Setup for z/OSMF Security Configuration Assistant
IZUSKSEC Setup shared key ring and certificate for the z/OSMF server
IZUSTSEC This sample JCL intends to help with security setup required per user of z/OSMF settings

IZUSWSEC This sample JCL intends to help with security setup required
for z/OSMF Support Swagger Document Profile for Liberty API Discovery support

IZUTLSEC Setup AT-TLS security for z/OSMF server
IZUTSSEC This sample JCL intends to help with security setup required per user of z/OSMF TSO/E address space service

IZUWFSEC z/OSMF work flows



Security Configuration Security Setup 
– Summary 

 Major improvements in RACF commands 

 Security Assistant great improvement and 
contains lots of detail



Security Configuration Security Setup 
– Summary 

 Some RACF profiles have changed and some have 
been removed. 
 Note RACF commands provide do not always include fields like OWNER, 

SUPERIOGROUP
 This is applicable for ADDGROUP, ADDUSER, RDEFINE, CONNECT

 Did not provide all the instances, one should review the commands before 
executing

 Activates classes sometimes before profiles are created 
 Adds groups IZUADMIN, IZUUSER, IZUUNGRP 

 This corresponds to what is defined in IZUPRMxx in SYS1.PARMLIB

 Assumes AUTOGID



z/OSMF – From a Security 
Perspective

 Sample JCL is SYS1.SAMPLIB – IZUSEC is the primary one for setting up the base configuration 
 Adds user IZUSVR – this will be userid for the 2 started tasks 

DEFAULTGROUP(IZUADMIN) 
Assumes AUTOUID

 Adds user IZUGUEST – this is unauthenticated user
Makes user RESTRICTED
 This corresponds to what is defined in IZUPRMxx in SYS1.PARMLIB
DEFAULTGROUP(IZUUNGRP)



z/OSMF – From a Security 
Perspective

 RACF commands are fully qualified generics
 Review commands as they may undercut what is already defined in your system.
 Review commands as  an example of CSFSERV as this will define more profiles that may 

cause other areas to stop working.
 Recommend put in ‘back stop’ entries to protect other areas
 Recommend putting in generic profiles versus fully qualified generics
 As the JCL states, review the JCL for you company standards and completeness.
 Still need to RACF CONNECT people to the appropriate groups
 The initial product needs to be up and running before you can configure  / use the security 

assistant



QUESTIONS
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