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Abstract

» In August, Julie presented and demoed z/OSMF on a z/OS
2.4. She briefly talked about some of the changes in security
In this release. The primary focus in the August call was on
the security assistant. This session will provide more detail on
the setup for z/ OSMF security from user experiences



NewEra — Link to eBook

AE3 - Securing z/OSMF - The security set-up of z/OSMF is an integral part of its
overall installation and configuration. To secure it properly can only be
accomplished by Systems Programmers working in close conjunction with
Security Administrators on a z/0S system that is already secured by Systems
Administrations Best Practices. This book is a distillation of the essential security
portions of the z/OSMF configuration and programming documentation
available from IBM, which cannot, and should not, be ignored.

AE3 - Securing z/OSME



https://www.newera-info.com/eBooks.html

z/OSMF Components — Classic Interface
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z/OSMF Components — Classic Interface
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z/OSMF Components — Desktop Interface
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Zz/OSMF — From a Security Perspective

z/OSMF - Security:

z/OSMF uses your Enterprise Security Management (e.g., RACF, CAACF2, CATop
Secret) product for user authentication and authorization.

The z/OSMF SAF-based authorization support brings tighter integration with z/OS SAF-
based authorization with the introduction of the resource class ZMFAPLA for z/OSMF
task-based resources.

All z/OSMF tasks and links are associated with resource names and resource class
profiles under this resource class, and SAF groups are used to represent Roles.

SAF-based authorization also allows for custom roles via creation of SAF groups at your
discretion.



What's “z/OSMF Lite configuration”

“zIOSMF Lite configuration” provides a new approach of z/ OSMF configuration which allows user to bring up a
minimum z/OSMF as quick as possible and then configure only for zZOSMF services that user require.

To achieve the goal, zZOSMF Configuration Guide and security sample jobs are both restructured
* A minimum z/OSMF is defined and referred as z/ OSMF nucleus.
* [ZUNUSEC sample job is provided for security configuration of zZOSMF nucleus.
* Typically, the z/ OSMF nucleus can be setup and bring up in 90 minutes*.
» About 20 z/OSMF services are identified and can be added on top of zZOSMF nucleus per user’s need.
» Setup complexity of each z/OSMF service is provided to help you determine which service to setup first.
* Dependency list is clearly documented in each z/OSMF service’s chapter

« Configuration required by z/OSMF REST services are also documented in the same structure with plugins in
z/OSMF Configuration Guide.

« Advanced configuration are consolidated in the later chapter so that user can focus on common configuration
and bring z/OSMF up quickly.



z/OSMF Terms Previous Release

» Tasks are functions that can be used to manage different aspects of
the z/0OS system. Some tasks are core functions, others must be
configured separately from a base configuration of z/ZOSMF.

» Core functions are those tasks which are always enabled when you
initially configure the product. They are installed and can run
without the need for the additional plug-ins. When the started tasks
are brought up, a base configuration of zZOSMF contains only these
functions. Some core functions are the Workflows task, the Resource
Management task, and the Usage Statistics task.



z/OSMF Terms Previous Release

» Plug-ins are collections of one or more system management tasks
that add significant functionality to z/OSMF and require additional
steps to configure and deploy. Plug-ins require the creation of
security profiles for the tasks that are associated with them.
Examples of plug-ins are the Network Configuration Assistant, Cloud
Provisioning, and the Incident Log.

» Categories are collections of tasks and/or plug-ins with shared
characteristics. An example of a category is the Performance
category which contains the Capacity Provisioning, Resource

Monitoring, and Workload Management plug-ins along with the
System Status task.



z/OSMF Terms

» Nucleus — first time user and using IZUNUSEC — minimal
configuration

» Core Service — workflow tasks, REST API
» Optional Service — Plug-ins

» Advanced Configuration — autostart, Links, ICSF



 What's “z/OSMF Lite configuration”
Previous z/OSMF configuration
z/OSMF Core z/IOSMF Optional Services

z/OSMF Lite configuration

z/OSMF Nucleus

z/OSMF Core Services

z/OSMF Optional Services
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z/OSMF

» [ZUNUSEC - -represents the authorizations that are needed to set
up z/OSMF in a minimal configuration called the nucleus.

» |ZUSEC - represents the authorizations that are needed to set up
z/OSMF in a full configuration: Nucleus, plus the core services.

» |1ZUxxSEC - jobs is associated with a particular z/OSMF service or an
advanced configuration setup.

» To create user authorizations for the services, your security
administrator can use the IZUAUTH job in SYS1.SAMPLIB



z/OSMF

» ADDGROUP IZUADMIN OMVS(AUTOGID) - Security group to be used for the

z/OSMF administrator role. The user IDs that are connected to this group are considered
to be z/OSMF administrators

» ADDGROUP IZUUSER OMVS(AUTOGID) - Security group to be used for the

z/OSMF user role. The user IDs that are connected to this group are considered to be
z/OSMF users.

» ADDGROUP IZUUNGRP OMVS(AUTOGID) — undefined users

» ADDGROUP IZUSECAD OMVS(AUTOGID) - Group name to be used for the
z/0OS Security Administrator role. This group is permitted to the Workflows task. Job
|IZUAUTH. Basically CONNECT commands to connect to other groups.



ADDGROUP IZUADMIN OMVS (AUTOGID)
ADDGROUP IZUUSER OMVS (AUTOGID)
ADDGROUP IZUUNGRP OMVS (AUTOGID)
ADDGROUP IZUSECAD OMVS (AUTOGID)

ADDUSER IZUSVR DFLTGRP (IZUADMIN) NOPASSWORD OMVS (AUTOUID 4
HOME (/glokal/zosmf/data/home/izusvr) +
PROGRAM (/bin/sh)) NAME ('zOSMF Started Task USERID')

ALTUSER IZUSVR OMVS (FILEPROC (10000))
ONNECT IZUSVR GROUP (IZUSECAD)

ADDUSER IZUGUEST RESTRICTED DFLTGRP (IZUUNGRP) OMVS (AUTQUID)
NAME ('zOSMF Unauthenticated USERID') NOPASSWORD




= = LA = T L) NI B

BBEG. EL.IZUANG1 CLASS (SERVER) ACCESS (READ) ID(IZUSVR)

SERVER BBEG.AUTHMOD.BBEGIZSAFM UACC (NONE)
BEEG.AUTHMOD.BBEGZSAFM CLASS (SERVER) ACCESS (READ) ID(IZUSVR)

SERVER BBEG.AUTHMOD.BBGZSAFM. SAFCRED UACC (NONE)

BBEG. AUTHMOD.BBEBGZSAFM. SAFCRED CLASS (SERVER) ACCESS (READ) +
ID{ISUSVR)

FEDEFINE SERVER BBEG.AUTHMOD.BBGESAFM. ZO0SWLM UACC (NONE)
PERMIT BBEG.AUTHMOD.BBGZSAFM. ZOSWLM CLASS (SERVER) ACCESS (READ) ID(IZUSVR)

SERVER BBEG.AUTHMOD.BBEGIZSAFM. TXRRS UACC (NONE)
BBG . AUTHMOD . BBGEASAFM. THXRES CLASS (SERVER) ACCESS (READ) ID(IZ2TUSVR)

SERVER BBEG.AUTHMOD.BBGZSAFM. Z05SDUMP UACC (NONE)

BBEG. AUTHMOD.BBGZSAFM. ZOSDUMP CLASS (SERVER) ACCESS (READ) +
ID{ITESTSVR)

RDEFINE SERVER BBEG.SECPFX.IZUDFLT UACC (NONE)
PERMIT BBG. SECPEFX. IZEUDFLT CLASS (SERVER) ACCESS (READ) ID(IZTUSVR)

REDEEFINE SERVER BBEG.SECCLASS. ZMFAPLA UACC (NONE)
FPERMIT BIRG . SECCLASS . ZMFAPLA CLASS (SERVER) ID(IZUSVR) ACCESS (READ)

SETROPTS RACTLIST (SERVER) REFRESH



BRG.SYNC . IZUDFLT CLASS(FACILITY) ID(IZUSVR) ACCESS (CONTROL)

RDEFINE FACILITY BPX.WLMSERVER UACC (NONE) e
BPX WLMSFRVER CLASS (FACTLITY) IDI((IZUSVR) ACCESS (BRELAD)
RDEFINE FACILITY BPX.CONSOLE UACC (NONE) i of
PERNMIT T BPX . CONSOLE CILASS (FACILITY) IDJ(IZUSVERE) IACCESS (BEEAD)
RACITLIST(FACILITY) REFRESH

APPIL. I ZUDFLT UACC (NONE)

IZUDFILT CILASS (APPL) ACCESS (READ) ID(IZUADMIN I ZUUSER IZSUGUEST)
RACT.TST (APPI.) REFRESH

EJBROLE IZUDFLT.* .izuUsers UACC (NONE)

IZUDFPLT . .* dzullsers CILASS (EJBROLE) ACCESS (REBAD)Y +
ID(IZUADMIN IZUUSER)

SETROPTS RACLIST (EJEROLE) EREEFRESH

/* By default, no users are allowed to perform =z/0OSMF tasks. Users *> /
/* will onlvyv have access to z/0SMF tasks if it's specified explicitly.*/
DEFINE ZEZMFAPILZ IZUDFILT.** UUACC (NOMNE)

DEFINE ZMFAPLZ IZUDFLT.ZOSMF UALACC (NONE)

EPERIMT T IZUDFLT. ZOSMF CLASS (ZMFAPLA) ACCESS (REA2AD) ID(IZUADMIN I ZUUSER)
SETROPTS RACLIST (ZMFAPLA) REFRESH

/* RDEFINE SERVAUTH CEAZA.SIGNAL.ENFE83 UACC (NONE) */

PERMIT CEA.STIGNAL.ENFS83 CLASS (SERVAUTH) ID(IZUSVR) ACCESS (READ)
SETROPTS RACLIST (SERVAUTH ) REFRESH




RDEFINE STARTED IZUSVRl.* UACC (NONE) STDATA (USER(IZUSVR) +
GROUP (IZUADMIN) PRIVILEGED (NO) TRUSTED (NO) TRACE (YES))
RDEFINE STARTED IZUANGLl.* UACC (NONE) STDATA (USER(IZUSVR) +

GROUP (IZUADMIN) PRIVILEGED (NO) TRUSTED (NO) TRACE (YES))
SETROPTS RACLIST (STARTED) REFRESH
@@




= TIMINGS (MINS.)
EXCP TCB SRB

—-STEPNAME PROCSTEP RC

—BASICOLl 00 K4 - F = .01 .00
ICH408I USER(ADCDMST ) GROUP(SYS1 ) NAME (ADCD MASTER

IZUSVR1.* CL({(STARTED )
DEFINE - RESOURCE ALREADY DEFINED
ICH408I USER (ADCDMST ) GROUP(S5YS1 ) NAME (ADCD MASTER
IZUANGLl.* CL(STARTED )
DEFINE - RESOURCE ALREADY DEFINED

—STCPROFS 00 1313 @ - 00 -00

IEF404I ADCDMST1 - ENDED - TIME=09.04.02
—-ADCDMST1 ENDED. NAME -

SHASP395 ADCDMST1 ENDED — RC=0000
\TISTICS

XECUTION DATE

CLOCK

«0
)

TOTAL, TCE CPU TIME=

IKJ567021I INVALID GROUP, IZUSECAD

READY

READY

ADDUSER IZUSVR DFLTGRF (IZUADMIN) NOPASSWORD OMVS (AUTQUID
d Task USERID')

IKJS56e7021I INVALID USERID, IZUSVR

IKJ56701I MISSING HOME DIRECTORY+

IKJ56701I MISSING OMVS USER'S INITIAL WORKING DIRECTORY

READY

HOME (/global/zosmf/d




z/OSMF

z/OSMF area to be configured

Description Security job in

SYS1.SAMPLIB
* Nucleus

* Core service
e Optional service

Advanced configuration

IZURJSEC

IZUSWSEC

TSO/E address space services re service IZUTSSEC

z/OSMF administrative tasks

IZUATSEC

IZUSTSEC

IZUWFSEC

z/OSMF settings service

z/OSMF Workflows task Core service
All of the above Nucleus, plus all core services IZUSEC




z/OSMF

» Some z/OSMF services require other z/OSMF services to be enabled. Therefore, you might
need to configure more services than just the ones you plan to use.

To use this z/ ... Configure these required You might also need to configure these optional
OSMF services services, depending on your intended use.
service...

Clout:i L Console services (UI and API) Common Information Model (CIM) server, which is
Provisioning used by Resource Monitoring and Workload

Network Configuration Assistant
Management.

Notifications . .
z/OS data set and file REST services because these

Swagger (API Discovery) services are used by z/OSMF Workflows.

zZ/OSMF Settings TSO/E address space services because these
z/OSMF Workflows services are used by the console services.

Resource Monitoring because it is used by Cloud

Provisioning to obtain CPU and memory metering
data.

Workload Management because it is used by Cloud
Provisioning to set CPU and memory capping.

Console Common event adapter (CEA)

services .
TSO/E address space services

z/OSMF Settings

Incident Log Common event adapter (CEA)
z/OSMF Settings

Common Information Model (CIM)
server




HOSTNAME ( "sSOwl.dal—eIbhis . ihost.com"”* )
HTTEP SSEL PORT (1LO49923)

INCIDENT IL.OG UNIT("'SYSAT.L.DA ")

JAVA HOME (' /usr/lpp/JjJava/J8.0_&4"')

KEYRING NAME ('"ITZUKeyring. TZ2U0DFI.T")

OGS ITINESG {"¥=—yarningicom..ibm. Z=os=mmEf (. =3 nforcom. 3ibhbm.:. Zos=m¥f envwri romnment - i3 —
Ffineirxr")

RESTAPITI FILE ACCT (IZUACCT) REGION (=32=2768) PROC (T Z2UFPROC)
COoOMMON_ TSSO ACCT (IZUACCT) REGIOIN (S0000) PROC (IZUFPROC)

SAF PREFIX ("IZUDFEFI.T")

CILOUD SAF PREFIX ("TIYXYUO")

SEC GROUPS USER(IZUUSER) ,ADMIN(IZUADMIN) , SECADMIN(IZUSECAD)
SESSTON_EXPIRE (4295)

TEMP DI (T2 s )

CSRF_SWITCH (OIM)

SERVER PROC("IZUSVR1I ")

ANGEIL. PROC ("IZUANGL1L *)

ATTOSTART (" LOCKRILY )




- L] -

L AT TOSTART GROUTDEP (" IESZUDRDELTT) w7

S AUTUTOSTART GROUP ( "NONE ") ¥
USER_DIR("/var/zosmTf ")
UNAUTH USER(I=ZUGUEREST)

S* WLM CLASSES DEFAULT (IZUGHTTP)
LONG WORK (IZUGWORE) -

CSRE_SWITCH (OFFE)

Va2 Uncomment tcthhe e A H TACT Statcemern o anadd
are desired */
PITLUGINS ( INCIDENT ITOG,
COMMSERVER CFEFG,
WORKLOAD MGMT
RESOURCE MO,
CAaPLCITY FPROWV,
SOFTWARE MGHMT,
SYSPLEX MGMT,
X =SEE)

any

Prlugins

—chhato




E <3y ITZ20USVRII DI SPIL.AY =717
+—CWIWEKBOOO4 T = =/ OsSMF PIARAERMILITIB = DISPIL.AY 297
IZ20U0G0o0 1L 31 TIhih= home Tage [ = B =3 =/ OSME e e inm SYSTEM(S0W1L)
o B o} AUTDSTART_GROUP(IZUDFLT) [l — 1 1 o= accessaecl a T —
https:=z J/J/7S5S0W1L _ DAT.—EBITS .  THOST . . COM:=: 114443/ " =osm=E
TZ2UG0O014T The sServer Startecd atct OB 20/ 2020 12330136
and has=s Ibeenm FFurnninc Ffoxr OO0O0=a2 (mhh"r[11h) =766 1L (mIm) O=2 (==)

Currzr-ent = /S OosSrME sSEetTtcings=s Source

HOSTHNA2AME (SOW1L . DAT.—FBITS . THOST.COM) ITITZ00PRMDS
+—CWWEKBOOS 1L T CONTINUATION xE= FOR MESSAGE IDENTIFIER 1= 33577 358

HTTP SSI. PORT(1L14<4232) IT=2Z20U0PRMIAS
ILOGGGINIS ( " Wesyymirrmdngrocom. idbmososzmiE o wWasg o tcCcom. Sdbhm . oS =1
. en~wvironment. ul=—~TLinex ") IZUPRMDOAS
UNAUTH USER(IZUGUEST) T=EZEU0OPRIMZAAS
SEC GROUPS

AHDMTIN (T =210 DMMTIT) IT=Z20UOPRIMDS

USER(I=ZU0SER) IrIZ2Z20PrPRnrmMas

SECADMIN (I =ZUSECh D) T=Z20UOPRIMAS
SAFYFT PREFIX (IZUDFILT) ITITZ0PRMDS

+—CWWEKBOOG 1L T CONTINUATION =2 FOR MESSAGE IDENTIFIER 1233577 S525

CLOUD SAF PREFEIX(IXU) I=Z20U0PRMAEAS
KEYRING NAME (IZ2EUKevyvring. LZ2TUDFEFIT) I=2Z20PRMAEAES
SESSION EXPIERE (2595) ITIT=Z20U0PRMDIAS
WLM CIL.ASSES

LONG WORK(IZUGWORIE) DEF-LUIL.T

DEFAUIL.T (IZ2UGHTTE) DEFAIUI.T
TS HOME (Jusrxr/lpp/ dJdava/,/ J8 .0__64) IZ2Z20U0PRMAS
TEMP DIR(/ tcmpe) T=Z20OPRIMES
INCIDENT ILOG UNIT(SY@ALLDA) IZ20PRMDIS




+CWWEKBOOS 11l CONTINUATION 32 FOR MESSAGE IDENTIFEFIER 14397 < O O
RESTAPITI FIIEKE
DO CT (T =Z0U0nCCT ) IT=Z0FPRIMAS
PROC (IaTUTEPROC) ITZ2Z20PRMAES
REGIOCIN (6S536) IT=Z20PRMAS
COMMOIN_ T SO
BCCT ( TaIWUACCT) IT=Z20PRMAS
PROC (IZUFPROC) IT=Z20UPRMAS
REGICOIN (&6S536) ITI=Z0U0OFPRIMAS
AHAUTOSTAERT GROUP (I=ZUDFEILT) DEFALAUI.T
+CWWEKBOOS1I CONTINUOATION <= FOR MESSALGCGE IDENTIFIER 14397 < O 1
DUTOSTART (LOCAT.) IT=Z20U0PRMAS
SERVER PROC(IZUSVRILI) IT=Z20PRMAS
ANGCGETI. PROC(IZUANG1) IT=Z0UPRIMAAS
USER DIR(/var/ =zosm=IE) ITZ20PRMAS
CSRFEF_SWITCH(OFFE) IT=Z20U0PRMAES

Status [ B = = /7 0SMF plugins

Configuration Assistant (STARTED) ITZ20U0PRMAS
+— CWIWEBOOS 1L I CONTINUIOATION S FOR MESSAGE IDENTIFIER 134397 202
Capacity Provisioning (STAERTEID) IT=Z2=0FPRMZEES
Workloadcd Managemendt (STA2ARTED) I=Z=0PRMZDAS
Resource Monitoring (STARTED) I=Z=0PRMZEEAS
Incident ILog (STaARTED) ITZ2UPRMAS
Software Marnagement (STaAaRTED) I==0PRMEAES
Welb T SPF (STARTED) ITZ2U0UPRMAS
Z2ERT (UOUNSPECIFIED) DEFAUI.T
Svsplexsx Management (STARTED) I=Z=0PRMAS
+CWWEKBOOOSTIT = COMMOAETND RESPONSES COMPLETED SUCCESSFULLY FROM 4displsasy 4203
dz=u|ld dz=z=zu Commandd Handlexr .
+CWWEKBOOOZ2TT = MODITFREFY COMMMIAND DISPILAY T AT COMPILETED SUCCESSFULILY .
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 What's Security Configuration Assistant

Security Configuration Assistant task is built for simplifying the user experience of security configuration and validation. It starts
with help zZOSMF security configuration by providing

« Automatic validation of security configuration by user

» Graphic views for validation result

« Filter by validation result, service enablement status, etc.
» Description for each security requirement

» Support both RACF and non-RACF security products

« Security Configuration Assistant can be used in the following scenarios
» Security planning for z/ZOSMF
« Validation of zZOSMF security configuration
» Trouble shooting for function failures

27



« Security Configuration Assistant — Graphic view to display automatic validation result

| Security Configuration Assistant -0 %

Validation is done per user W s ® dobugt Q@ help
Validate for user ID  debug? m

Validation can be done against Security Configuation Assistart ; Adesd canigisen Show enabled services only
» All zZOSMF security configuration :
» Selected services

» One specific security requirement

Automated Checks Manual Checks
Failed

o3 ' ©9

z/OSMF Sysplex Management

. Automated Checks Manual Checks
2/OSMF Settings i : “

o

Automated Checks Manual Checks

» Z[OSMF Notifications

Automated

Who needs the Validation

Resources for z/OSMF Notifications i Class Steass eouiced Access Validated User ID Action
I1ZUPD35F.ZOSMF.NOTIFICATION.SETTINGS Allows the user to view the Notification Settings task. ZMFAPLA TZUUSER IZUADMIN debugl (6
1ZUP035F.ZOSMF, NOTIFICATION. SETTINGS.ADMIN Allows the user to madify the notification settings. ZMFAPLA IZUADMIN debugl C
= T 1ZUPD3SF.ZOSMF.NOTIFICATION.MODIFY Allows the user to send a notification. ZMFAPLA IZUUSER IZUADMIN R debugl c
Description is included for each T as noiification settings task toget the user's emall e i @
security requirement Lo toRACE




« Security Configuration Assistant — Manual checks

Security Configuration Assistant

Validate for user ID  debugl Validate all

Security Configuration Assistant ~ Nucleus  Services [Ef]  Advanced Configuration 23

Show enabled services only

Automated Checks Manual Checks

[ > 2z/OSMF Administration ? Uioiis

Manual Che

[]+~ TSOJ/E Address Space Services

Automated Manual

Resources fg D/E Address Space Services Description Who needs the access Required Access

<account> Allows the 0 use TSO accou <User of the Se

Allows the user to use TS0 pr TSOPROC <User of the Service>

Allows the user to use TSO/E address space services remote

CEA.CEATSO.FLOW.<systemnamgt SERVAUTH <User of the Service>
support.

A f Automated Checks Manual Checks

> z/OS Jobs REST Interface
92

Manual Checks

[[] > z/OS Operator Consoles

Manual Checks

[C]> IBM Cloud Provisioning and Management for z/OS

@5




« Security Configuration Assistant — Filter support

Security Configuration Assistant =X

Filters ¥

Security Configuration Assistant

Validate for user ID  debug Validate all

Security Configuration Assistant Nucleus Services [E) Advanced Configuration £ Show enabled services only

Failed

Unknown
Manual

Manual Checks

[ > z/OSMF Sysplex Management

&9

Manual Checks

[ > z/OSMF Settings

Manual Cl

[0 z/OSMF Notifications

Automated

Who needs th Validati
Resources for z/OSMF Notifications Description Class S " Required Access Validated User ID e Action
access Result

[ZUPO35F.ZOSMF.NOTIFICATION SETTINGS Allows the user to view the Notification Settings t ZMFAPLA IZUUSER IZUADMIN  READ debugl

[ZUPO35F.ZOSMF.NOTIFICATION.SETTINGS.ADMIN Allows the user to modify the notif on settin ZMFAPLA IZUADMIN READ debugl

[ZUPD35F.ZOSMF.NOTIFICATION.MODIFY Allows the user to send a notification. ZMFAPLA IZUUSER IZUADMIN  READ debugl

Allows notification settings task to get the user's email FACILITY IZUUSER [ZUADMIN  READ debugl

IRR.RUSERMAP
= a address configured to RACF.




« Security Configuration Assistant — Dependencies are included

Security Configuration Assistant =-0OXx

debugt OB help

Validate for user ID  debug1 Validate all m

Security Configuration Assistant Nucleus  Services @]  Advanced Configuration EZ3 Show enabled services only

Automated Checks Manual Checks
Failed

[[] > TSO/E Address Space Services

c

92

z/OS Jobs REST Interface _ : L Manual Checks

[] - 2/OS Operator Consoles

Automated Manual

Who needs the Validation
Resources for 2/0S Operator Consoles Description Class aiee Required Access Validated User ID Action

Allows the user to create an EMCS console through TSO

CONSOLE TSCAUTH <User of the Service> READ debugl

Console command.
Allows the o vi d access the z/0S Operat
1ZUPO MF.CONSOLES.ZOSOPER oW hbusertaviewAnd acceps MeTs Operator ZMFAPLA IZUUSER IZUADMIN debugl
Consoles task in the 2/OSMF navigati =
Allows the user to connect to the z/0S Operater Consoles

IZUPD3SF.IzuManagementFacilityRestConsoles.izulsers task
ASK.

EJBROLE ser of the Se 3 debugl

SYSPLEX.OPERLOG Allows user to retrieve OPERLOG. LOGSTRM <User of the Service> debugl

Who needs the
esources for TSO/E Address Space Services Description Class e Required Access Validated User ID

1ZUACCT Allows the user to use TSQ account, ACCTNUM IZUUSER IZUADMIN  READ debugl
IZUFPROC Allows the user to use TSO proc. TSOPROC IZUUSER IZUADMIN  READ debugl

CEA.CEATSOX Allows the user to use CEA. SERVAUTH <User of the Service> READ debugl

Allows the user se TSO/E address space servi remaote
SEA.CEATSO.FLOW* o L ueerio e TSTE aCCless Space serices [emT®. servauTH <User of the Service> READ debugl
£ Ort.
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RACF Classes Used In Various

Definitions

ACCTNUM
APPL
CSFSERV
DATASET
DIGTCERT
DIGTRING
EJBROLE
FACILITY
JESSPOOL
LOGSTRM
OPERCMDS
PROGRAM

V VotV SNy vV VvV V

PTKTDATA
RDATALIB - for certificates
REALM
SERVAUTH
SERVER
STARTED
SURROGAT
TSOAUTH
TSOPROC
ZMFAPLA
ZMFCLOUD
UNIXPRIV



Network
Configuration
Assistant

Resource

Management

Application
Linking
Manager

Secu/"ry
Configuration
Assistant

System Status

0

General
Settings

Resource
Monitoring

links
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Profile Definitions for z/OSMF Security Configuration Assistant */
RDEFINE ZMFAPLA IZUDFLT.ZOSMFE .CONFIGURATION.SECURITY ASSISTANT +
UACC (NONE)

RDEFINE
RDEFINE
RDEFINE
RDEFINE
RDEFINE
RDEFINE
RDEFINE
RDEFINE
RDEFINE
RDEFINE
RDEFINE
RDEFINE
RDEFINE
RDEFINE
RDEFINE
RDEFINE

SERVER
SERVER
SERVER
SERVER
SERVER
SERVER
SERVER
SERVER
SERVER
SERVER
SERVER
SERVER
SERVER
SERVER
SERVER
SERVER

BBG.SECCLASS.SERVER UACC (NONE)
BBG.SECCLASS.APPL UACC (NONE)
BBG.SECCLASS.FACILITY UACC (NONE)
BBG.SECCLASS.EJBROLE UACC (NONE)
BBG.SECCLASS.SERVAUTH UACC (NONE)
BBG.SECCLASS . STARTED UACC (NONE)
BBG.SECCLASS . ZMFCLOUD UACC (NONE)
BBG.SECCLASS.ACCTNUM UACC (NONE)
BBG.SECCLASS.TSOPROC UACC (NONE)
BBG.SECCLASS.TSOAUTH UACC (NONE)
BBG.SECCLASS.OPERCMDS UACC (NONE)
BBG.SECCLASS.CSFSERV UACC (NONE)
BBG.SECCLASS . JESSPOOL UACC (NONE)
BBG.SECCLASS . LOGSTRM UACC (NONE)
BBG.SECCLASS.UNIXPRTIV UACC (NONE)
BBG.SECCLASS.RDATALTB UACC (NONE)




/* Permit definitions for z/0OSMF Security Configuration Assistant*/
/*****‘k*******************************‘k****************************/

/* Begin zOSMF Administrator Role Setup */
/******************************************************************/

PERMIT IZUDFLT.Z0OSMF.CONFIGURATION.SECURITY ASSISTANT +

CLASS (ZMFAPLA) ACCESS (READ) ID(IZUADMIN)

/******************************************************************/

/* ®end zOSMF Administrator Role Setup */
/******************************************************************/




Permit the started task USERID access
/******************************************************************/

BBG.SECCLASS.SERVER CLASS (SERVER) ACCESS (READ) ID(IZUSVR)

BBG.SECCLASS.APPL CLASS (SERVER) ACCESS(READ) ID(IZUSVR)

BBG.SECCLASS.FACILITY CLASS (SERVER) ACCESS (READ) ID(IZUSVR)
BBG.SECCLASS.EJBROLE CLASS (SERVER) ACCESS (READ) ID(IZUSVR)
BBG.SECCLASS.SERVAUTH CLASS (SERVER) ACCESS (READ) ID(IZUSVR)
BBG.SECCLASS.STARTED CLASS (SERVER) ACCESS (READ) ID(IZUSVR)
BBG.SECCLASS.ZMFAPLA CLASS (SERVER) ACCESS (READ) ID(IZUSVR)
BBG.SECCLASS.ZMFCLOUD CLASS (SERVER) ACCESS (READ) ID(IZUSVR)
BBG.SECCLASS.ACCTNUM CLASS (SERVER) ACCESS (READ) ID(IZUSVR)
BBG.SECCLASS.TSOPROC CLASS (SERVER) ACCESS (READ) ID(IZUSVR)
BBG.SECCLASS.TSOAUTH CLASS (SERVER) ACCESS (READ) ID(IZUSVR)
BBG.SECCLASS.OPERCMDS CLASS (SERVER) ACCESS (READ) ID(IZUSVR)
BBG.SECCLASS.CSFSERV CLASS (SERVER) ACCESS (READ) ID(IZUSVR)
BBG.SECCLASS.JESSPOOL CLASS (SERVER) ACCESS(READ) ID(IZUSVR)
BBG.SECCLASS.LOGSTRM CLASS (SERVER) ACCESS (READ) ID(IZUSVR)
BBG.SECCLASS.UNIXPRIV CLASS (SERVER) ACCESS (READ) TID(IZUSVR)
BBG.SECCLASS.RDATALIB CLASS (SERVER) ACCESS (READ) ID(IZUSVR)




1READY

RI. SERVER BBG.SECCLASS.SERVER ALL
ICH13003I BBG.SECCLASS.SERVER NOT FOUND
READY

END

SR CLASS (SERVER) MASK (BBG)
BBG . ANGE L
BBG . ANGEL . TZUANG1

BBG. AUTHMOD . BBGZSCEM

BBG. AUTHMOD . BBGASCEM. WOLA
BBG. SECCLASS . Z2ZMEPFAPLA

BBG. SECCLASS . Z2ZMEPFCL.OUD

BBG . SECPEFX . BBGZZDELT
BBG.SECPEFX. 1T ZUDFEI1.T

IS VNDA'd

FEND




» In z/0OS 2.3 there were approximately 336 RACF
commands in the IZUxx members in SYS1.SAMPLIB

» In z/OS 2.4 there are approximately 642 RACF
commands in the IZUxx members in SYS1.SAMPLIB

» The primary member in SYS1.SAMPLIB is IZUSEC. In z/OS
2.3 It contained 658 lines. In z/OS 2.4 this member has
751 lines.



JOBNAME

IZUASSEC

IZUATSEC

IZUDCSEC

IZUICSEC

IZUNFSEC

IZUNUSEC

IZURFSEC

IZURJSEC

IZUSASEC

IZUSKSEC

IZUSTSEC

IZUSWSEC

IZUTLSEC

IZUTSSEC

IZUWFSEC

DESCRIPTION

Security Setup for zZOSMF AUTOSTART function
Security setup for z/ZOSMF Administrator tasks and web site links

This sample JCL intends to help with security setup required per user of Discover CPC function

Setup hardware crypto(ICSF) for z/OSMF server

Security setup for z/OSMF Notifications

Security setup for z/ZOSMF Nucleus basic

Security Setup for z/OS data set and file REST interface

Security Setup for z/OS Jobs REST interface

Security Setup for z/OSMF Security Configuration Assistant

Setup shared key ring and certificate for the z/OSMF server

This sample JCL intends to help with security setup required per user of z/OSMF settings

This sample JCL intends to help with security setup required
for z/OSMF Support Swagger Document Profile for Liberty API Discovery support

Setup AT-TLS security for zZOSMF server
This sample JCL intends to help with security setup required per user of z/ZOSMF TSO/E address space service

z/OSMF work flows




» Major improvements in RACF commands

» Security Assistant great improvement and
contains lots of detall



» Some RACF profiles have changed and some have
been removed.

» Note RACF commands provide do not always include fields like OWNER,
SUPERIOGROUP

» This is applicable for ADDGROUP, ADDUSER, RDEFINE, CONNECT

» Did not provide all the instances, one should review the commands before
executing

» Activates classes sometimes before profiles are created

» Adds groups IZUADMIN, IZUUSER, IZUUNGRP
» This corresponds to what is defined in IZUPRMxx in SYS1.PARMLIB
» Assumes AUTOGID



z/OSMF — From a Security
Perspective

» Sample JCL is SYS1.SAMPLIB — IZUSEC is the primary one for setting up the base configuration
» Adds user IZUSVR - this will be userid for the 2 started tasks
» DEFAULTGROUP(IZUADMIN)
» Assumes AUTOUID
» Adds user IZUGUEST - this is unauthenticated user
» Makes user RESTRICTED
» This corresponds to what is defined in IZUPRMxx in SYS1.PARMLIB
» DEFAULTGROUP(IZUUNGRP)
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z/OSMF - From a Security
Perspective

RACF commands are fully qualified generics
Review commands as they may undercut what is already defined in your system.

Review commands as an example of CSFSERV as this will define more profiles that may
cause other areas to stop working.

Recommend put in ‘back stop’ entries to protect other areas

Recommend putting in generic profiles versus fully qualified generics

As the JCL states, review the JCL for you company standards and completeness.
Still need to RACF CONNECT people to the appropriate groups

The initial product needs to be up and running before you can configure / use the security
assistant






z/OSMF Security
Setup Overview
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