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1 Foreword

1.1 Copyright, Trademark and Legal Notices

1.1.1 Copyrights

1 ThisUserGuide and the related Software Product(s) are prtgddaundera Copyright
dated 2®0by NewEra Software, Inc. All rights are reserved.

1.1.2 License Agreement

1 This UseiGuide describes the installation and operation of The Control Editor, its
environment and applications. It is made available only under the terms of a license
agreement between the licensee and NewEra Software, Inc. No part of this Guide or
the related Sétware Product(s) may be reproduced or transmitted in any form or by
any means, electronic or mechanical, including photocopying and recording, for any
purpose, without the express written permission of NewEra Software, Inc.

1.1.3 Trademarks and Copyrights of Others

1 The following products and/or registered trademarks of International Business
Machines Corporatio(iBM)are referenced in this document: MVS, VM, RACF, z/OS,
SYSPLEX, JES, VTAM, TSO, ISPF, IClNMSds8dnd DFDSS Other company,
product or service nhames may be trademarks or service mark8Mf or other
organizations

2 I NewEra Software, Inc. Integrity ControlEEnvironment(ICEApplications



The Control Editol 17.0

1.2 About this Document

This documentiRS&aA Iy SR G2 | yas SN (K Btenjedzfrihbse shgt >
have been given the responsibility support and maintainfhe Control Edito(TCEand its
Control Configuration It is assumed thatheseindividuals,TCE Administratorare familiar
with the functions of TCE asgplained in thel CE User @leand should beisingthisdocument
to supplement theTCE User Guider a more detaid explanationof how to usethe TCE

Configuradion Dialogs

4#2 Al ET EOOOADMEOEIT ASORA I-TAQ

TCE Padlock

S~

Categories Overview TaskMbrs Activate Settings Procedures
Datasets Category Journals Baseline Journals Settings
Commands Boundary MetBlock TCErrors TCErrors Notices
Workgroups  JrlQuery TCEAdmin CleanUps Trackers(9)
TimeLock Restore PadLocks DChanges

Monitors UserMode

LegacyVu MonScope

Detector

NSEPRMxx
NSEJRNxx
NSECTLXxx
NSESELXxx
NSEGRPxx
NSEENSxx
NSEDETxx

Controls Environment:

1.21 How do I?

1 Asadl 2 ¢ ¢ 2forEhdZRaOE S@ministratpthis document will address common

TCE Configuration Tasklow to Setup a Control Boundary, How to Enable Boundary

Attributes (Notification, Descriptor, Padlock), How to (etnterval Reporting and

Other TCE Control Options.

f ltisconsidered& . S& G ttoNdviewithe @ Spéndies that accompany this User
Guide BEFORBEttempting to accomplish any of the taskutlined herein. Such a
review will surely answer many questis that are certain toarise as the TCE

Configurations modified/updated.
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1.2.2 Appendix A - Configuration Dialog Navigation

9 TCE Configuration Dialogs are a highly structured set of interactive TSO/ISPF Selection
andrelatedHelp PanelsSeeAppendix Ao follow the Navigation Steps from Panel to
Panel.

1.2.3 Appendix BT Configuration Dialog Access

1 TCE Configuration Dialogs are securechieytCE Padlodly default in WARN Mode.
SeeAppendix Bor an explanationof the initial logon process and steps required to
reach the TCE Configuration Dialogs Primary Menu.

1.2.4 Appendix C 17 Configuring ICE Applications

1 The Integrity ControlsEnvironment (ICE) supports tHall set of integrated ICE
Applications: All of Image Focus, The ViewastBASCErase, Recovery View and the
Control Edior. See Appendix C for an expédion of how to configure and start the
primary ICE Address Space IFOM.

1.2.5 Appendix C 7 TCE Configuration Members Detailed

1 TCE Configuration Dialogs are accessed from the TCE Primary MeApp8adix A
of this User Guide for a detad description of the Logon Process and stegquired
to access the Configuration Dialogs.

1.2.6 Appendix ET The Update Event Descriptor

9 Provides users with a method of collecting information about a z/OS configuration
change: reason for the change, expectations, badkpoocedures and next stepe
aidin improving system integrity and availabil TCE provides such a method via its
Event Descrifpr. SeeAppendixEof this User Guide for a detailed description of the
Descriptor and its Configuration Options.

4 I NewEra Software, Inc. Integrity ControlEEnvironment(ICEApplications



The Control Editol 17.0

1.3 General Information

1.3.1 Other Documents and Resources

1 In addition to this document, new users vbknefit from the content of these three
additional documents:

1. The TCE User Guide;
2. The Control EditoRead Meand
3. Getting Startedvith The Control Editor

1 All of these documents are available in PDF format as downloads on the NewEra web
site or can be requested directly by contacting NewEra Technical Support by email at
the following email addressupport@newera.com

1.3.2 Online Help i PFK1

1 In addition to the information contained in this document and others, The Control
Editor user may access an Online Help Tutorial for any given panel by pressing PFK1
once the panel is fully displayed.

1.3.3 Reporting Problems

1  When reporting a Control Editor problem to NewEra Technical Support, please
provide the following information so that we may resolve the issue expeditiously.

1. The JOBLOG/JCL/MESSAGE output from IFOM and IFOS;

2. The contents of the NSECTLxx and NSEJRNxx members;

3. An ISPF 3.4 listing of the Journal Datasets showing the allocation and DCB
information;

4. An ISPF 3.4 listing of the datasets in NSECTLxXx.
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1.4 Technical Support Information

Around -the-clock-
support

NewEra Software is dedicated to providing the highest leve
technical support to meet our custome®growing needs. In orde
to meet these needs, NewEra provides technical support, 7 de
week, 24 hours a day.

Reach us by Telephone
during Business Hours

Pleaseuse the following phone numbers to reach our techni
support staff during normal busines®urs (6 AM to 4 PM Pacifi
Time):

w LYy b2NIK -300431MB3BOF > RAIFf ™

w hdziaARS b2 NAWS2DMEONR OF = RA
wSupport inquiries may also be texted@69-888-5061

Reach us by Telephone
during non-Business
Hours

In case of aremergency, during nebusiness hours, phone th
above numbersto receive instructions on how to contact
Technical Support Representative or a Technical Support Man

Sending Email

Qur technical support staffcan be reached byemail at
support@newera.comBmail messagewill be answered by the
next business day.Product technical questions or produc
recommendationsnay be sent vi@mail.

Help through the
NewEra website

You can access techualsupport from www.newera.contlick the
Support tab at the top of the screen to reach our Technical Sup
Request page.

Service Levels

NewEra is committed to providing the highest level of quality
our customers by adopting the followirggiteria for responding to
customer requests:

wAll aitical questions received by phone during working hours
be answered within 15 imutes of receiving the request;
wTechnical questions sent bynail, or messages sent through ot
Technical SupporRequest pagewill be answered by the nex
business day.

We Want Your
Suggestions!

NewEra understands the significance of providing our custon
with the highest quality support and welcomes all suggestion:
to how we may improve Technical Support.
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1.5 About The Control Editor Configuration Dialogs

The primary user othe TCEConfiguration Dialogs shoulie the TCEAdministrator. Using a
3270 hterfacethese functionswill assist the TCE Administrator in defindgntrol Boundaries
(Datasets, Operator Commands, System EventH)irwivhich TCE will be vigilant, Event
Notification Instructions and Management Reports.

151 Out-of-the-Box Defaults

1 Since TCE com&gw S-toRge Outof-the-. 2 Bn@ therefore, conformed to TCE
configurationdefaults you may be satisfied with your current Control Configuration.
The default configuration will immediately enable baproductivity and control
servicedo discoveiPLPARM and PARIBLz/OS Configuration Datasets.

15.2 Best Practices

It is a recommended W. Sad  tttd thél ACES Administrator become
knowledgeable of these default services and their function before attempting to
customize the TCE Controls Configuration to nmetre site-specific needs using
theseTCE Configut®n Dialogs.
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3 TCE Configuration Dialogs

Created pimarily to augment and reinforce the control boundaries provided by the External
Security Manager (ESM) and the Change Management Systems (CMS), TCE has grown in scope
and function in itsability to serve as The Controls Environment (TE} filling a longstanding

P | & exists between the ESM and the CMS. Now TCE provides a pathway for zEnterprise IT
organizations to achieve a higher standard of control over the administratiormpasti@nd
maintenance of their z/OS Configurations. This affords these organizations the opportunity to
attain theW . SofiBe<® Practices.

As each functional enhancement requested by users is added to TCE, its designers have been
resolute that they beconfigured as user selectable options. TCE is delivered totally functional
Wh-o0kThe. 2 ahW w S-toR & Brirew users, providing immediate boundary enhancements

and reinforcement over the critical z/OS configuration datasets IPLPARM and PARMLIB.

As TCE users become familiar with théfé -dfThe. 2 Edftrol features they will want to

extend those controls and change management overview. To get more requires customization of
the TCE default control settings found in various TCE Configuration MgnTiee sole purpose

of these TCE Configuration Dialogs is to assist the TCE Administrator(s) as they activate, maintain
and support the selected set of E€ontrol options that best fthe needs of their organization.

3.1 The ICE Configuration Member NSEPRMxx

The central control elementhat define theT CE configurationT CE Service Task, TCE Member
Suffix Definitions and TCE Licensingre defined in thd CEConfiguration Control Member
NSEPRMxx. These definitions are read and processed as them@fy Rddress Spacd-OM
andbecomes active with theubmission andtart of the IFOMProcedure PROL

Because the TCE ConfigupatiDialogs only become functional aftd=OM is full initialized

you will need to configure NSEPRMxx using the TSO/ISPF editor. NSEPRMxx is housed, along
with allother ICE Configuration Members, in the TCE Parmlib DatdgdRARMLIBvhere hiq
represents the required higlevel qualifier assignment madie the IFOM PROGee Appendix

C¢ Configuring ICE Applications for a detdiflescriptionof the NSEPRMxx configuratiemd
relatedrequirements

3.2 The TCE Configuration Members

The suffixes of the TCE Configuration Members that will prevail and becctwe after the
IFOM Address Space is started are defined on the NSWJSTI Task Statement as shown below:

TASK=NSWJSTI CTL(00) JRN(00) ENS(00) DET(00) SEL(00) GRP(00)

9FOK 2F GKS TFdzZte F2N¥SR YSYOGSNI ylvySa 6KSN

represented in the diagram Hew. To the right is a long dedation of the menberfunction
within the Integrity Control€Environment.
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TCE - System Configuration Members!

TCE PARMLIB Members

NSEPRMxx > Service Tasks and Member Suffixes
Journal Specifications, System Controls
. Category and Dataset Boundaries
Padlock Dataset/Member Access Rules
Padlock Project Access Rules
Controlled User Group Definitions
Event Notification Service Settings
Supplemental Detector Activation

For afull discussion beach TCE Configuration Membdts fundion, control statements,
keywords anatonstruction See Appendix P TCEConfiguration Members Detailad this User
Guide.

3.3 Using the Configuration Dialogs

Like NSEPRMyeach of the TCE Configuration Members can be edited directly using TSO/ISPF.
It is a Best Practice to limit access to the ICE HLQ.PARMLIB Daitisdly. the External
Security Manager (ESM) should be considered idsaitgd to thiscontrol task. Late as more

is known about the TCEPadlockthe PadloclO y 6 S dzaSR (2 ONBthei S W! OOS:

TCE Configation andor limit the accessof Administrators to specifid CE Configuration
Members.

Whether the decision is made initially or latexs TCEconfiguration changes beconmaore
complex,these Configuration Dialogsill eventuallybecome theBest Practic@method for
supporting and maintaining the TCE configuratiblate that dianges madeusing either
method, TSO/ISPF or Dialog Session aredathpatible one with the other.
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3.4

Starting with Common Configuration Task

As promised this User Guide will provide stepstep directions on how to perform theany
Common Configuration Taskby example those list below:

T

Granting TCBRdministrator Accesg by default, in WARN Mode, all will be allowed
access to the Configuration Dialogs. When a higher level of control is desired and
before CONTROLMODE is upgraded to DEMNYOr more TCE Administrators must

be named byspecifyinga vald TSOUserld.

Defining Levels of TCE Padlock Corgratcess to TCE Managed Resources can be
controlled at several levels: Global, User, Boundary and Member. Each serves a
specific function reinforcing and/or refining existing External Security Man&$fM)
control boundaries.

Building Controlled Category Boundarigs Controlled Category is a collection of
Controlled Datasets the members of which form a Category Concatenation. By default
TCE automatically creates IPLPARM and PARMLIB categories &glyniacluded
within eachof their active IPL datasets. An unlimited number of possible Categories
can be defined to and maged by TCE.

Defining Controlled Category Attributeseachdefined Contolled Categorynherits
a minmum set of default attribtes. Each of these attributes Padlock, PojJp,
Notice and Descriptor- may be uniquely dfined to satisify specific control
requirements.

Building Standalone Dataset Boundariesn addition to the Controlled Dataset
defined with a Controlled Categgr individual datasets may be defined on a
standalone basis. Such Controlled Datasets inherit a combination of default and
optional custom attributes.

Building Operator Command Boundarieoperator commands, for example SET,
MODIFY, VARY, ACTIVATE may be defined twithC&inement of their originating
source: Console, Started Task, Batch Job, TSO User. As commands ard 88ued
captures them and records both them and the z/OS systeply.

Building Security Command Boundariesecurity commands issued to change the
corfiguration of IBMRACF, CACF2 and/oICATop Secret may be defined to TCE
with the optional refinement of their originating source: Console, Started Task, Batch
Job, TSO User. As commands are issUE&E captures them and records both them
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and the z/OS system reply. In addition, TCE can bedcapon to restrict individual
access to a user defined set of IBRBACF commands.

1 Defining a System Message Interceptmessage identifiers spdic to system
messges can be defined to TCE with optional refinement or a specific message string.
Such mesages are identified, captured and recorded and may optionally be used to
WYk @ Fs@plemental taski.e.,anamedRexx CList.

1 Defining TCE Workgroup Boundargea TCE Workgroup Boundary is a collection of
Padlock protected Controlled Datasets nateyiously defined within a Category
Boundary or as a Stadone Dataset Boundary.

91 Defining TimeLock Project Boundariea Project Boundargncompasse®atasets,
Members, Commands and Technical Staff resources. Access to these resources can
be controllad by both a highly secure password and access window. Projects can be
defined, activated, stored/deleted and restored/reused at dinye.

1 Configuring the Email Notification Sengio send Email Notification an SMTP Email
Server must be defined that cavork together with the TCE Email Client to send mail.

1 Interval Reports and Event Natificatigrinterval Reports: TCE Journal Updates, TCE
Configuration @anges and CE Configuration Errors may be selected and defined for
exeation based on Day, Date an@lime settings Event Notification- Staged,
Command, Messagesccumulate eventsasthey ocurand forward/emailreports at
defined intervals within a 2our event cycle.

3.5 Beyond Common Configuration Task

After these Common Configuration Taskave been masteredhose unique tasksnot
specifically addressed but needed to satiafsefinement shouldbe easily accomplished. If at
anytime assistance is needefirst use PFK Help as it is provided with each Panel and-Pop
Up. Secondwhen neededcall onNewEra Technical Support for expert guidarités likely

that your discussions with NewEra Technical Support will lead to additional task guidance in
future versions of this User Guide.
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3.6 Activating Configuration Changes

Before any TCEonfiguratbn Update cariake effect it must be activated. Activation updates
the control settings enforced by TCE Primary Address Space IFOM and the various IFOM Sub
Tasls. There are two methaslof Activation:
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3.6.1 Stoping and Restarting IFOM

Stopping andestarting the TCE Primary Address Space IFOM may be used to activate
configuration updates. However, stopping IFOM will result in an immedisgpension

of The Controls Envinment, TCE functi@and services to all users. This practice would
only be usd under emergency circumstances or in advance of installing a new release.

3.6.2 Dynamic Activation

The TCE Configuration may be updated dynamiedlbny time by the TCE Administrator
without having to stop and restart IFOM. This dynamic activation opsidaund on the
TCE Dialogs Primary Menhen usd, the update takes immediate effect and has no
adverse impact on TCE users.

3.7 Tips and Tricks

There arefive types of Configuration Dialomterface panels: Menus, Setting Selections,
Worksheet Listings, Support Rtjps and Hybrid combinations. Each is supported pgnel
specific tutoriathat isdisplayed using PFK1hen finished with a tutorial review use PFK3 to
return to the originatirg panel.

3.7.1 TCE Menus

TCE Dialog Menpanels are useg@rimarily to navigateand presenta list of selectable
options. Each optio is identified in the panel b$election Character, Short and Long
Option Name. The following methods may be used to seleciion:

1 Place the Selection Character on the TSO/ISPF Command Line and press enter.
9 Cursor under the Option Short Name and press enter.
 / dzNBE2NJ AyiG2 (GKS SyidNB LRAYG GKIFIG F2fft26a (K

3.7.2 Setting Selections

TCHBDialog Selection panels are configuration element specific, degitp display the
set of optional settings that support the element.

f In certaincasesthe option set will be displayed inW[ STi I YR wA3IKUG hNR S
Initially, in this form of presdation, current settings will be shown in botéft and
right columns. Updatesf any, are made in the right column and automatically saved
when returred to the prior menu.
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1 When appropriate the option set will be paired and displayed with a related,
controlling element. For example, Degator Panel Name is displayedjadent to the
Control Category it supports. In such presentations, Setting Descriptor Attributes, for
example, a checkmark (/) is necessary to denote that the option/attribytie iact,
to be setas defined.

1 When the option value set is fixede., ON|OFF or NONE|WARN|DENHNe list of
possible values can often be ayditoggled by placing the cursander the value field
and pressing enter.

1 When selecting from a list of commands ornmag system messageédd, the
command/message listing panels will support a number of selection optédank

A 2 s A x

indicates the commandY S&al 38 Aa y2i aStSOGSRI WkQ AYR
selection BUT in a neA LISNI A @S & il (elecion With taddlitiohay RA O G Sa
gualification,i.e., Event Natification, Source Exclusion, Padlock Control.

3.7.3 Worksheet Listings

Worksheet Listings are interactive TSO/ISPF Tables. They are designed to support filtering
and compound queriesChey @n besorted ascending/desending and displasd, in the

panel header, s.a unique set of Row Selection Options. All Row Selection Options are
entered using the entry point that precedes each talde. PopUp panels intended to
ensure accuracy in data entry gemadly support Row Selectidinctionssuch as Add or
Update.

3.7.4 Support Pop-Ups

Support PopUps assist in configuration tasksiginating from Worksheet Listings. They
are activatedusing worksheespecificRow Selectio®ptions. When a Support Pdgpis
displayed current configuration settings or values derived from a configuration model
are shownin its input fields. Overtypgalues shown to update a gindield; changes are
automatically saved wheyoureturn to the Worksheet. Context Sensitive Assistance will
display, to the extent possible, a complete list of valid alternative values for each field. To
use Content Sensitive Assistancarsor into an input field and press enter. Selections
made from the list will bautomatically entered into the originating field when returning

to the Support PofJp.
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3.7.5 Panel Hybrids

CertainDialog Rnekwill combineboth navigation and setting functions. Such panels are
designed to8howand W/ 2 ytheNsiite 61 Key Configutian settings,i.e.,the current
state of CONTROLMODE, Padlock Boundaries, External Notification. hange
configuration settings madaising such panelsare saved as you move forward with an
option selection or back to a prior panel using PFKS3.

3.7.6 Advanced Function

The Advanced functi@supporting each TCEonfigurationMember areavailable from
the TCE Dialog Primary Meritach islesigned to support Administrat@supportingthe
multiple instancesof the Integrity ControlsEnvironmentthat would arisefrom multiple
ICE ParmLib HLQs or from multiple NSEPRMxx memsipgoering various systemsn
the same ICE ParmLitember set

The ParmLib of th&# w dzy' Yy A Yy And fardy &niiltply MSEPRMxx members contained in
it are discovered automatically. €lcontrolling NSEPRMxx members will be noted in the
ROl YOSR 62N] aKSSG W'/ ¢Q O02fdzyy 6A0GK (GKS @I «

To include a?wS Y 2 (i S ur{dér Adv&eq Functigrihat systen® ICE Highevel
qualifier must be added to the Advanced Worksheet. All NSEPRMxbeng discovered
within the added syeem@ ICE ParmLib will bdiscovered, analked for content and
automatically addedThisW/ 2 Y LJ S (i & bothAh@ GoddlgdBadlon ofrunning and
remote systems igpdated each time an Advancedrietion Worksheet islisplayed.

3.7.1 Controlled Datasets Derived From NSESELxx

Control Datasets appear in both the NSECTLxx and NSESELxx Configuration Members.
Those in NSECTLawe defined as elements of a Controlled Category. Control Datasets
defined in NSESELxx may be defined independently and controlled by TCE Padlock
functions. As aesult,it is possible datasets defined for Padlock Control will not be defined

in NSECTLxXVhen such a mismatch is detected TCE will automatically create the
NSESEL.AUTOCNTL Category and include these discovered Padlock Dataset entries. With
each start of IFOM or dynamic activation of NSECTLxx or NSESELxx TCE performs a new
crossmember discover and updates the dataset grouping defined to NSESEL.AUTOCNTL.
Any Dataset included in the NSESEL.AUTOCNTL inherits the control features afforded any
Controlled Dataset.
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3.8 Common Configuration Access Functions

Common configuratioaccessunctionsare found in the headesf many Setting Settion and
List Type panels. An example of such a panel header as shown below:

fCE 17.0 - AccessList - Operator SET Commands
-------- TCE Controlled Target -------- --- JRNxx--- ------  LastUpdate ------
L ADCD113 IFO.TEST.PARMLIB 0000 Yes 21 PROBI11 9/11/01 12:59
P -- LPAR- --- ParmDsn Qualifier ---  SfSfAct Ctls - Userld - yy/mm/dd hh:mm

These functions are generally related to the primary TCE Configuration Member that is the
target of a settings update. They show update information: Last User, Date and Time. Member
source information: TCE ParmLib, NSEPRM SuffiXangétMember Suffix. h addition the
headerprovides direct access tall TCE ParmLib Membeirs the TCE Controlling Targatd

Active Control Cardsy count & & SSy A ycolurshS W/ (f aQ & dzo

3.8.1 Displaying a 3.4 Member List

To view a TSO/ISPF 3.4 style memilsting, cursorunder the Controlling Target ParmDsn

and press enter. Once the member list is displaygdceanW{ Q@ 06 SF2 NdBmel Y SY 0o SN
and press enter to display its content in TSO/ISPF Browse. To View Active Control Cards,

cursor under the control card count and psesnter.
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3.8.2 Direct Editing of TCE Members

MembesYl @ 68 SRAGSR RANBOGE & o0 Eombghd Sékndd WOS5L ¢
pressing enter; his will change the member view described above from Browse to Edit.
Retuning will automatically return the vieivom Edit back to Browse.

Note that while members may be edited directly as described above, conflicts may arise
between the membe® content and content a¢' Y Yy 2bga/Dialogénternal state Direct
Editing istherefore, not considered a TCE Configuratén S& G .t NI OG A OSQ
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4 Granting TCE Administrator Access

TCE come¥ w S-tof®Rge, Oubf-the-. 2 EofRdformed to NewEra Software, Inc. recommended

configurationdefaults As suchT (E will immediately extend basiefault productivity and control
servi@s. In doing sol' CE establish&ontrol Boundaries over members in IPLPARM and PARMLIB
Configuration Datasets and establishes certain access requirements for a TCE Administrator

attempting to reach the TCE Configuration Dialogs.

SeeAppendix Bg Configuration Dialog Acce$ar a description of what the TCE Administrator

should expect when attempting to reach the TCE Configuration Dialogs

4A#m1 1 FECOOAQEDOEI A46li1 1 B1OO

TCE Padlock E

/ t

soonares |_souns | pewae| | s | ez | nancen

Categories
Datasets
Commands
Workgroups
Projects

Igjmzs Activate Settings Procedures
MetBlock Baseline Journals Settings
TCEAdmin TCErors  TCErrors Notices
PadLocks CleanUps  Trackers(9)

MonScope DChanges

Detector

NSEPRMxx
NSEJRNxx
NSECTLxx
NSESELXxx
NSEGRPxx
NSEENSxx
NSEDETxx

Controls Environment:

1 A Warning: wen the Padlock Control Mod&etting by default set to WARN, has been
updatedto DENY and no specific action has been taken to defih€E Administrator using

T

either the TCEPRIME or TCEADMIN Control Statements (in NSEIRNs&swill bedenied

access to the TCE Configuration Dialogs.

A Best Practice:ybdefault the ControlMode Setting is set t&2WARN anceven though no
specific action has been taken to define a TCE Administrator using either the TCEPRIME or

TCEADMIN Control Statements (in NSEJRNKk) users will ballowed to reach the TCE

Dialogs by entering the defauCELJF & & ¢ 2 NR  &d/70R!y{de8vRQ Tdza S

y Beést P@agtigeditiRsS e Rand-to edsuréd the integrity
of the TCE Control Configuratidhis recommended thabne ormore TCE Administratotse
defined and ultmatelyassigned the task of maintaining the TCE Control ConfiguaEsiORE

ta3a62NRQ Aa

TCE is certified for productiarse
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4.1 Who is a TCE Administrator?

Anyone with alSOuserlEhat is known to the External Security Manager (ESi) earries
with it the requisite TSOSegmentmay be named as a TCE Administrator either the
TCEPRIME or TCEADMIN Control Statement found in the NSEJRNxx Control Member

A Sample set of NSEJRNxrtfb Cardsare shown below:

TCEPRIME TSOUserlD

TCEADMIN TSOUserID

or

TCEADMIN ( TSOUserID , TSOUserID , TSOUserID)

When either of these Control Statemerase present in NSEJRNXKK S W ¢ pa8swdrd w Q
will automatically cease to function as a valid password.

41.1 TCEPRIME

The single TSOUsedéfined on this Control Statementds¢ KS ¢/ 9 | RiWeA Yy A & 0 NI
individual assigned this TSOUserld should be considered not only a TCE Administrator but

also the TE Super User. Care should be taken in making this assignment, as it is the intent

to allow this Super User Unrestricted Access to certain TCE configuration actions, for

example Dynamic Configuration Activation.

4.1.2 TCEADMIN

Optionally g to six TSOUserlDsy be defined on this Control Statemeatrepresent a
supplemental set oiTCE Administrate. These individuals would be allowed access to
the TCE Configuration Dialogs but would be restricted from certain configuration actions,
for example Dynamic @nfiguration Activation.
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4.2 Naming a TCE Administrator

To define the TCEBrimeand/or Supplementahdministrators usethe TCE Configuration Panel
titted WCE AdministratoAssignmer® To reach the pangfollow the path outlinedin the
diagram showrbelow:.

A#26 AEET ET ¢ OEA

Activate

TCEPRIME TSOUserlD
NSEJRNxxy TCEADMIN TSOUsexdb

or

TCEADMIN (TSOUserID, TSOUserID, TSOUserID)

Controls Environment:

When you complete the selection of panels andiops The Define TCEAdministrabr
Assignmerd Panel will be displayed.

TCE 17.0 - TCE Administrator Assignments

-------- TCE Controlled Target --- JRNxx--- ------  LastUpdate ------
L ADCD113 IFO.TEST.PARMLIB 00 00 Yes 34 PROBI11 9/10/17 11:39
P -- LPAR- --- ParmDsn Qualifier ---  SfSfActCitls - Userld - yy/mm/dd hh:mm

------------------------- TCE Administrators
Current Definition ---- Cm-- Primary User -- Cm---- Updated Definition

PHARL2 .. TCE Primary Admn .. PHARL2
-------------------------- -- --Supplemental -- - —eemeeemmemeemeeeeeoe-

GBAGSL1 .. Assigns Admin 01 .. GBAGS1
GDANL1.. Assigns Admin 02 .. GDANL1
.. Assigns Admin 03 ..

Assigns  Admin 04 ..
Assigns  Admin 05 ..
Assigns  Admin 06 ..

Note: Primary TCE  Administrator Cannot Be Dynamically Updated.

Oncethe panel is tplayed study it thoroughlyto gain a generalinderstandingof it content.
Use PFK1 to displaytwtorial that will provide detai on panellayout, fields and options.
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4.2.1 The PRIME Administrator

To assign the PRIME Administrator, focus on the center of the paweklfind this
descriptive text,W¢ / 9 t NJRA Y ToNtBe left, Bf Yigf @lank, is the current PRIME
Administratoi® TSOUserld. The current value is also shown to the right. To update the
values use the field to the righby entering a nevor overtyping arold TSOUserld

4.2.2 The Supplemental Administrators

To assign one or more Supplemental Administrgttocus on the center of the panel and
find this descriptive text¥ssigns Admin £XTo the left, if not blankare the current
SupplementaAdministrata TSOUserkd The current value is alsb@wn to the right. To
update avalue use the field to the rightby entering a new or overtyping anld
TSOUserlID.

4.2.3 What TCE Considers to be a Valid Userld

For a TSOUserld to be valid to Ti€Ewust be known to the External Security Manager
(ESM)Within the ESM definition it must also haaevalid TSO Segment definitiorglaeck

for these required conditions is made automatically when you PFK3 back to the Settings
Primary Menu. A messagedsplayed noting any nonconformity. It isrisidered, but not

a required ‘Best Practic&@o correct all reported nonconformities as they are reportéd.
under some circumstance a user with a nonconforming Userld were to reach the TCE
Primary Menu and a#mpt to access the TCE Configuration Digloiggsy would be
refused access.

4.2.4 Automatic Update to NSEJRNxx

All updates to theTCE Administrat Assignment Panel are automatically saved to the
NSEJRNxx configuration member when you PFK3 back to the Settingsy Menu.

4.2.5 Effecting a Control Change

TCEPRIME cannot be dynamically activated. For any change in the assignment of the TCE
Primary Administratgrthe ICE Primary Address Space, IF@WNst be stopped and
restarted.

TCEADMINan bedynamically activated. Tactivate changes, return tthe Control
Boundary and Settings Menu and select the Activate Option. This action will display the
TCE Configuration Utilities Menu; now select Activate to immediately implement your
changes.
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5 Defining Levels of TCE Padlock Control

The TCE Padlock is used to reinforce preexisting Control Boundaries established and maintained
by the External Security Manager (ESM). It can become operational at one or all of the following
levels of Control:

T

T

At the Globalevel the Padlock defaults to a WARN Mode of operation, providiifagning
Notification to all uses attempting to gain accessto Gontrolled ResourcesCategories,
Datasets, Commands, Workgroups and Projects. Using a Control Stated@\TROLMODE
found in the NSEJRNxx configuration memlibrs default setting may be changed
NONE|DENY.

CONTROLMODE NONE|WARN|DENY

When operated with a value of NON&H Padlock control services becormactive,and all
protection of Control Boundaries are totally dependent on the function of the ESM. This is not
a recommended Beftractie.

The highest level of control providdyy the Padlock is achieved whiris operated in DENY
Mode. When this Best Practice setting is actieL uses (unless specifically authaed at
another level of controlyvill be denied access to Controlled Resources: Categories, Datasets,
Commands, Workgroups and Projects. This probatidinagply even in circumstances when
the ESMhas specifically validated a u&eraccess rights and would allow access to the
Controlled Resource.

At the Boundanevel (Category, Dataset, Command, Workgroup, Prdrad)ockControls

may be at anytime, Active or Inactive. Bgefault, Category Controls are séictive,and all

others are set Inactivél'he state of these Boundary Level Controls is defined in the NSEJRNxx
Configuration using the Control Statements shown below:

CONTROLCATS ON|OFF Globally Co ntrols Category Boundaries
CONTROLDSNS ON|OFFR Globally Controls Datasets Boundaries
CONTROLCMDS ON|OFF Globally Controls Command Boundaries
CONTROLWGPS ON|OFF Globally Controls Workgroup Boundaries
CONTROLPJTS ON|OFFi Globally Controls TCE Project Boundaries

{SGlAY3 GKS @lFtdzS 2F | ye 2hds thé &Bd & turhiggyofi, NP f
disablingPadlock Control ovahe Boundary.

At the Usr Level Padlock Control over a named TSO User or TCE Group can henéde

such that the Global Control enforced by CONTROLMODE may be overridden. Using the
Control Statement USERMODE, found in theJRSExmember levetontrol exercisedver

a specific user may be optionally set as NONE|WARN|DENMSERMODE is usedwill

change the scope of Padlock control. For exanipleONTROLMODE is set to WARN but you

do not want a specific user to gain ass to Controlled Resourcet that use® USERMODE
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setting to DENYand that specific user will be denied access while all ctiell receive a
warning.

USERMODE tsouser/tcegroup NONE|WARN|DENY

When control requirements diate the need for creating®?! OOS & a , SukpdrR£ah & Q
the USERMODE Control Statement are used to Open/Close such windows based on Day, Date
and Time parameters.

USERMODE tsouser/tcegroup NONE|WARN|DENY STD(yymmdd) STM(hhmm) ETD() ETM()

At the Member LevelPadlockControl can be extended to ALL or DEFINED Members in a
partitioned dataset, PDS or PDSE. Applying such control can be valuaekricting access
rights to specific members ifipr example a shared ParmLib Concatenation. In such cases it
is not uncomnon for users from various groups: VTAM, Network, CICS, Setustyare
identical ESM managed access rights. The resulipen Boundarwvill often lead to control

and organizational problems.

Padlock Member Level Control is defined at the Category (@gnbContolled Datasets) or
Dataset Level using control statements found in the NSESELxx Configuration Member.

CATxxxx tsouser/tcegroup member_definitiGategory
DSNxxxx ts@er/tcegroup member_definition &taset(volume,system)

Each Control StatemenEATxxxx and DSNxxsupporisan array ospecific statement syntax
that can be used natnly to control access rightdnclude, Excludebut also to defineaccess
to related functions- Browse, Edit, Submit and All. The cordrekerted by either of these
Control $atementsare User and Group specifihiélr scope extends to Members, as defined
(see below)found within aspecifiedCategory or housed onspecifiedDataset. The Padlock
scope of control over a defined membansing the DSNxxx Controla&ment, may be
optionallyqualified by Volume and System name.

When usel with either of theseControl Statemerd, a member nay be defined usingstully
qualified name, a member prefix, for example PROG* or simply a member suffix, for example
*00.

1 When a member is defined bysitully qualifiedname access or denial is specific to that
member in the defined Category or Dataset.

1 When a member is defined bysiprefix, access or daal is specific to ALL membensthe
defined Category or Dataset, beginning with the defined prefix.

1 When a member is defined by its suffccess or denias specific to ALL membars
the defined Category or Dataset, ending with the defined suffix.
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CATALLI TSOUSR1 *
CATALLE VTMUSR *

IPL PARM
PARMLIB

Using the exampkeshown above will aid in understanding how Padlock Include and Exclude
Control Statements differ one from the other in the control sceip&t eachmaintairs.

CATALLI can be readallow TSOUSRZEeess to all members in the TG&h(olled Category
IPLPARMLt tould be read disallow any TsoUser that is not TSOUSR1 access to TCE Controlled
Category PARMLIB. In short, an Include Control Statement defines those to be granted access
and denies access #il others.

CATALLE can only be read as disallow VTMUSR2 access to all members in the TCE Controlled
Category PARMLIB. Exclude Control Statesdgny access to specified users but DO NOT

in any waylimit the access right of all other users. And irstbase, and in the absence of any

other Controls Card&/TMUSR2 would be the onlger to be disallowed access thetTCE
Gontrolled PARMLIB

5.1 Defining CONTROLMODE

The default sting of CONTROLMODE is WARIS; ireaning that any attempt to access a TCE
Controlled Boundary by an unauthorized user will be given a visualUpdWarning. If you
want to change this default settindpllow a path from the ICE Primary Menu to the Control
Settings Menu shown below and select the Padlock Option. This actiommnikdiately
display thePadlock Access Control Featuspscification panel.

TCE- Defining the CONTROLM ODESettings

ICEPrimary Menu \
i Activate
TCEPrimary Menu Dynarmic Adtivation
\
TCEMermber: TCEDialog Menu
oontrol Sttings |
NERNDX < _  GONTROLMODENONE WARN|DENY — | Padlock Settings
Al A \/} \‘I Al
Category Datasets Gommand Workgroup Projects
ON| OFF ON| OFF ON| OFF ON| OFF ON| OFF
Qontrols Environment:
- Gontrol Journals Journal Query Notification
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Padlock Access Control Features

[TCE 17.0 - Padlock Access Control Features

-------- TCE Controlled Target —-eeee- --- JRNxx--- ------  LastUpdate ------
L ADCD113 IFO.TEST.PARMLIB 0000 Yes 19 PROBI11 9/10/29 16:39
P -- LPAR- --- ParmDsn Qualifier ---  SfSfActCtls - Userld - yy/mm/dd hh:mm

----------------------- Padlock Access Controls e B
TCE Padlock Mode of Controlling Access: .. Deny /. Warn .. None
Mode - WARN- Users without Padlock Access Rights Warned of Denials.
Current Definition ----  Cm--- Boundaries --- Cm---- Updated Definition
ON .. Control Category .. ON
OFF .. Control Datasets .. OFF
OFF .. Control Commands .. OFF

OFF .. Control WrkGroup .. OFF
OFF .. Control Projects .. OFF

.. CatRules .. DsnRules .. CmdRules .. WgpRules .. PjtRules .. AidRules

Oncethe panel is displayedtudyit thoroughlyto gain ageneralunderstanding of itg€ontent.
Use PFK1 to ditaya panel tutorial that will explaipanellayout, fields and options

5.1.1 Changing the CONTROLMODE

Now focus your attention to the center of the paragidfind the line headed TCE Padlock
Mode. Take note of théhree values shown to the rightDeny, Wan and None- and
gKAOK 2y S A a at@ki§hight&dfhe dredkgighlightedyalue represents
the current setting of CONTROLMODE. To change the sattirgpr undera desired
choiceor check a desired choice and press enter. This action avilecthe panel to be
redisplayed checking and highlighting your choice. Take note of the singlehhbe t
appears below the selectiomk, as it will explain the scopef the current selection.

51.2 Changing Boundary Controls

Now focus your attention to the lower center of the panel, find the column headed
Boundaries. Note that each of the five TCE Control Boundamdepresented in the list
that appearsd St 26 (KS KSI Rduyedt®etting isssPauy & théN BftCak
right of the center column. To change an existing seftogsor under its value as shown
in the right colunn or into the field that preeds it LJt | O S présg/entdt{This alctigrR
will toggle the sding ON|OFF in the right columihe left colunn showing the original
value will remain unchanged.
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5.1.3 Affecting a Control Change

To makeany change to a setting of CONTROLMODE or to a related Control Boyodary
must first PFK3 out dhe Padlock Access Control Featuspscification panel. When you

do this the NSEJRNxx member that contains the configuration Control Statements will be
automatically updated. Next, to have the changes take full effgot will need to
dynamically activate them. To do this, return to the Control Boundary and Settings Me
and select the Activate Option. This action will display tld Tonfiguration Utilities
Menu; now selet Activate to immediately imphaent your changes.

5.2 Defining a User/Group USERMODE

Because USERMODE is User/Group specific there is no defaulj sattept to the extent that

when no USERMODE setting exist a specific User/Groypghat User/Group will inherit the

current setting of CONTROLMODE. If you want to assign or change the USERMODE setting for
a specific User/Groygollow a path from the CE Primary Menu to the Control Settings Menu
shown below and select the UserMode Option. This action will immediately displ&atheck
Acces®Rules Selectioworksheet

A#2 AEET ET C 53 %2

Activate

TCE Member:

NSESELX =

— USERMODE Userld NONE|WARN|DEN—

v V v

Start Date Start Time End Date End Time
STD(yymmdd)| STM(hhmm)|| ETD(yymmdd) ETM(hhmm
Controls Environment:
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Padlock Acced’ules Selection Worksheet

[TCE 17.0 - Padlock Accessld Rule Selection Row 1to5of5
-- NSIMSLX 1028 -- - Accessld Rights
———————————————————————— 5 Padlock Controlled Accesslds e
Row Selections: Show_Padlocks Delete_Padlocks Add_Mode Update_Mode Removes_Mode
Select Sub - Head to Sort, Query above Sub- Head, Enter Saves a Row Update
- Line ----mee- Counts --------- - Access - -- Other -- User --- Start --- -- Stop ---
S Numb Ttls Cat Dsn Cmd Wkp Pjt --- Id ---  Admin Grp Mode yymmdd hhmm yymmdd hhmm
_ 0001 0006 000 003 000 003 000 TCEUSER - ---  DFLT ------ —— e
_ 0002 0007 002 002 003 000 000 PROBI3 Admin ---  WARN------ - -
_ 0003 0001 000 000 001 00 0 000 PROBI1 Prime Yes DENY 1 9113001001 81030 0200
_ 0004 0001 000 001 000 000 000 GBAGS3 Admin ---  WARN------ - -
_ 0005 0000 000 000 000 000 000 +NEWGRP ~ —--- ---  DENY ------ - e
Bottom of dat a
Option ===> Scroll ===> CSR

Oncethe worksheet is bplayed study it thoroughlyto gaina generalunderstandingof its
content. Use PFK1 to display a worksheet tutorial that will explaitksheetlayout, fields and
selectionoptions.

Note that the worksheet is an OVERVIEW of all User/Group access rights and is intended to

satisfy multiple requirements. THdser/Group identifier is shown in thmiddle of the panel.

Immediateyy to the left are columns that represent the five Primary Padlock Control

Boundaries: Categories, Datasets, Commands, Workgroups and Projects. The values in each

column represent the numdr of Padlock Rules within a Boundary that apply to a given

' ASNXkDNRdzZLJP ¢2 (GKS NAIKIG 2F OSYy(-SNJ | NBISOAR dzX Y &
the Admin columnthe user (groups are not applicable) is not named as a TCE Administrator.

Avalue2 T Wt NR Y $he PringhRTCB Admfhiatratohé TCE Super User). A Value of

W1 RY A yd® inklidatedzsufplemental TCER Y A Y A & 6-NJ K RINIBI NE Wy (GKS DNL
the user (groups are not applicable) is not a member of a TCE Managedl®rol?, S4Q A & dza S|
indicate that the User isn fact g group member. The five columns and related values shown

to the far right show current Users/Groups USERMODE settings.

5.2.1 Changing a User/Group USERMODE

To override the CONTROLMODE default value anpttate an existing USERMODE

setting you mustenter W! Q 2y (GKS /2YYlIYR [ AYyIBofth& GKS N«
targeted User/Group and press enter. This action will immediately displayplating

Old USERMODE Settirysp-Up.
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TheUpdating Old USERMOBEttingsPopUp

000000000000000000000000000008000000000000X00000P0808308800d8007
0

TCE 170 - Updating Ol d USERM Command is |not active
o] Pa GBAGIK3Access| d o]
6 Usr/ +Gr p-- \B%e r--- --- End--- - FreeForm Comment ------ o]
0 - Id- Mode yymmdd hhmm yymmdd hhmm ——————————— Text ------------- o]
6 GBA GS3\RN =W e e ——-- 2019/ 10/ 30_13:42_ _PROBI 1 0
00 ® oo 6666666666666666666666666666666666666&)6666666666666666

Oncethe PopUp is dsplayed study it thoroughly to get a generalea of iscontent. Use
PFK1 to display a Pajp tutorial that will explain its layout, fields and options.

Note that the data from the prior worksheet has been carried forward in the Bpgntry

FAStRaA® ¢KS @I fdzS aK2gy dzy RSN (etStheO2f dzYy K
USERMODE setting. To chantpe setting overtype the value;valid values are
NONE|WARNDENYand press enter. This action will return ytmthe prior worksheet.

As you are returningp the prior worksheet the NSESELxx Configuration is being egbdat

with your changes. Be certain to \ddie that the updated value of USERMOimdv

appears in thedser Mode column of thevorksheet as expected.

5.2.2 Creating a User/Group Access Window

One use of the USERMODE Control Statement, described abtwsjmplyoverridethe

value of CONTROLMOQD&Kking the Control Scope of the Padlogk! & $obikSPpecifi@
Asecondoptionalza S 2F GKS ! { 9wah59 [/ 2ActedsPMindogli I G SY Sy i
delineatedby a Starting and Ending parameter that defines Date and Time when the

window opens and closes.

Note inThe Updating Old USERMODE SettingsBmphe columnheadh y 3a W{ G NI Q | \
W9y RQ -divisiehsalamdhenK S RSR WEaYYRRQ YR WKKYYQ® ¢K
in the sub-divisions fieldsvill openand close tha?! OO0Sa a. 2 AYR2 6 Q

When the window is closedGlobal CONTROLMODE settirsge reapplied to the
user/group. When the window is opetine user/group specific USERMODE settings apply
to the user/group. Starting Day, Date and Time may be spedifithdut a correspading
Ending Day, Date and Tinldewise,an Ending Day, Date and Time be specified without
a corresponding Start Day, Date and Time.

{dzOK Tt SEAOAf AGRODFAE & KGnbPRAUif defihifg tieBtart y W
date of anew employee, an employ&evacation or holiday period or the eqthte of a
consulting contract.
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5.2.3 Effecting a Control Change

For any changes to USERMODE to take full effeatwill need to dynamically activate
them. To do this, return to the Control Bodary and Settings Menu and select the
Activate Option. This action will display th€H Configuration Utilities Menopw selet
Activate to immediately implaent your changes.

5.3 Defining Member Level Control

Padlock Member Levélontrol may be implemérad against any member contained within
any TCE Category or Dataset Controlled Boundary. In this section controlling access to
members in a Controlled Category is dse an example of Member Level Control.

If you want toapply Member Level Control to a Controlled Categéolfow a path from the

ICE Primary Menu to the Control Boundaries Menu shown below and select the Category
Option. This action will immediately displdne Category SelectiorNamed DatasetSelection

Panel

This Panel is designed to support a multiple of Category Attributes: Dataset, Journal, Padlock,
Notices, PogJp and Descriptors. All of these will be discussed in detailater section of this

User Guide. In this section the focus is specifiaafl applying Member Level Padlock Control

to Controlled Datasets defined withenControlled Category.

TCE - Defining Category Attributes!

TCE Members:

NSECTLxx |
NSESELxx
NSEGRPxx~ < .
NSEJRNxx | ‘
NSEENSxx |

¥

- ¥ o ¥ . v
l Datasets Journal Padlock Notices Pop-Up || Descriptor

| Controls Environment:

- ot ” illl‘iililﬁ | ] Notati |
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The Category SelectiomNamed Datasets Selection Panel

TCE 17.0 - Category Selection - Named Datasets
———————— TCE Controlled Target e --- CTLxx--- ------ LastUpdate ------
L ADCD113 IFO.TEST.PARMLIB 0000 Yes 12 PROBI11 9/10/15 14:13
P -- LPAR- --- ParmDsn Qualifier ---  Sf Sf Act Ctls - Userld - yy/mm/dd hh:mm
—————————————————————— Controlled Dataset Categories e
Cm---- Category ---- Dsn Cm---- Category ---- Dsn Cm---- Category ---- Dsn
.. SYSTEN.IPLPARM 1. .

.. SYSTEM.PARMLIB 4 ..

Dataset .. Journal .. Padlock .. Notices .. Pop - Ups .. DCriptor

By Default,the Category SelectionNamed Datasets Selection PaieHdisplayed to provide
access to the &egory¢ Control Dataset Selection Worksheet.

5.3.1 Accessing the Padlock Attribute

To reach the Categorlember Level PadlocKelection Worksheet you will need to

OKIFy3aS (KS Wt I yRules. Bokhang@to thi®vie@ dzRE 2 K| dzy RS NJ Wt | Rf
or into the entry point before T Sy (i S pt@ssient€. ThegeRactions will immediately

redisplay the panel with related Padlock Rule values shown i.h@olumn.

TCE - Category Selection - Padlock Rules |

-------- TCE Controlled Target D --- CTLxx--- ------ LastUpdate ------
L ADCD113 IFO.TEST.PARMLIB 0000 Yes 4 PROBI1 19/ 10/29 13:48
P -- LPAR- --- ParmDsn Qualifier ---  Sf Sf Act Ctls - Userld - yy/mm/dd hh:mm

---------------------- Controlled Dataset Categories e

Cm--- Category --- |[fll] Cm-—- Category ---- |[§lll Cm---- Category - [§lll
.. SYSTEM.IPLPARM - . .

.. SYSTEM.PAR MLIB 2..

.. Dataset .. Journal .. BEEIGER - Notices .. Pop - Ups .. DCriptor
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5.3.2 Defining Member Level Control

Using the Category Selémt Panel Padlock Rles ViewplaceanW{ Q 2y (G(GKS Sy i NE
before a target Category and press enter. This action willimmediately displMetmber
Level Padlock CategoryWorksheet for the selected Category.

When there are no Padlock Rules related to a sele@@adeqry the Worksheet is

RA &L I & B&RlloawhdatKS a 20RSt Q (2 of andaktdaliiPadlogk RilK S ONS |

An example of thisV a 2 R S fpresentztidh & shown below:

TCE 17.0 - Member Level Padlock - Category Rowltolof1l
-- NSIMCLX 1016 -- -- Member Control
------------------- 1 Member Control Record - SYSTEM.IPLPARM -----mnmmmmmmeee-
Row Selection: Add_Record Delet e_Record Update_Record Copy_Record Member_Events
Select Sub - Head to Sort, Query above Sub - Head, Enter Saves a Row Update
- Line ---- Control Element ~ -----
S Numb Keyword Usr/+Grp - Member-  ----------- Member Control Comments =~ ------------

_ 0001 CATXXXX USR/GRP MEMBER 20 19/ 10/30_15:00_PROBI1
Bottom of data

Option ===> Scroll ===> CSR

When, infact, Padlock Rules exist faselected Category thodRules are displayed the
Worksheet as shown below:

TCE 17.0 - Member Level Padlock - Category Row 1to2of2
-- NSIMCLX 1016 -- -- Member Control
—————————————————— 2 Member Control Records - SYSTEM.PARMLIB -------------en---
Row Selection: Add_Record Delete_Record Update_Record Copy_Record Member_Events
Select Sub - Head to Sort, Query above Sub - Head, Enter Saves a Row Update ---
- Line ---- Control Element ~ -----
S Numb Keyword Usr/+Grp - Member-  ----------- Member Control Comments ~ ------------
_ 0001 CATALLI GBAGS1 PROG* 2019/ 10/24_ 10: 48_PROBI1
_ 0002 CATALLI  PHARI3 * 00 2019/ 10/24_11:51_PROBI1

Bottom of data

Option ===> Scroll ===> CSR

Oncethe worksheet is displayedtudy it thoroughly to get a genenahderstandingpf its
content. Use PFK1 to displayvorksheet tutorial thaexplairsworksheetlayout,columns
andselection gtions.

As shownin this examplethe User GBAGSL1 will beagted Browse, Edit and Submit
access rightso all PROG members contained AL Controlled Datasets within the
Cortrolled Category SYSTEM.PARMLIBotAer userswill be denied access to PROG
members. Correspondinglyser PHARL3 will be granted Browsalit and Submit
privileges to menbers ending with the suffix 0@l others will be denied. Note that in this
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example both GBAGS1 and PHARLS3 wiill be granted access to all PROG00 members

A % 4 A x

5.3.3 Adding a Member Level Boundary

To add a Member Level Boundary to the selected Catgedalfy  OS 'y Wl Q 2y Yy
Command Entry Point and press enter. This action will immediately displaditiag a
Padlock Control Rukop-Up.

600000000000000000000000000000000000000000300080P060830800208°27

o] TCE 17.0 - AddingaPad | ock Control Rul e 0

o} - SY SOeEtMe gPOArRyML | B o}
o] Keywor d UdMenberG ¢--p-- Member Control Comments ~ -------- o]

o} CATxxxx USR/ GRP 19/MBEMBEBER15: 20_PROBI 1 o}
00 DO00000000000000000000000000000000000000HOBO0JV|000000000 D¢

Oncethe PopUp is dsplayed study it thoroughlyto get a generatinderstandingof its
content. Use PFK1 to display a R tutorial that will explain its layoutolumns, entry
fields and selectiomptions.

5.34 Context Sensitive Assistance

TheAdding a Padlock Control RiRepUp described above is supported by aisty of
Context Sensitive Assistan®lacing the cursor in an entry field and pressing enter will
activate the related Assistant: Category Keyword Selection, User/Group Selection,
Member Selection and Auto Timestamping.
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5.35 Category Keyword Selection

Placing the cursor in the Keyword field and pressing enter dispyariesheetlisting of
valid Category Related Member Level Control Keywords.

FTCE 17.0 - Member Level Control Statements Row 1 to 10 of 10
-- NSIMSLX 1028 -- - Keyword Control -
------------------- 10 Unique TCE Member Control Statements
Row Selection: Select_Keyword
--- To Sort select a Sub - Head, To Query enter above Sub - Head, PFK1 for Help ---
- Rec ---- Boundary Controls s e Access Privileges Granted|Denied ~ --------

S Num Keyword - Types- -- Scope-- Access Grants — ------- Statement Descriptors - -
_ 002 CATEDIN Include Category Allows Update Editing of Member(s) in Category

_ 004 CATBRIN Include Category Allows Browse Reading of Member(s) in Category

_ 006 CATEBIN Include Category Allows Ed|Br Edit|Read Member(s) in Category

_ 008 CATSUBI Include Category Allows Subimt Submission of Member(s) in CAT

_ 010 CATALLI Include Category Allows E|B|S Edit|Read|Submit of MBR(s) in CAT

_ 016 CATEDEX Exclude Category Denies Update Editing of Member(s) in Category

_ 018 C ATBREX Exclude Category Denies Browse Reading of Member(s) in Category
_ 020 CATEBEX Exclude Category Denies Ed|Br Edit|Read Member(s) in Category

_ 022 CATSUBX Exclude Category Denies Submit Submission of Member(s) in CAT

_ 024 CATALLX Exclude Category Denies E|B|S Edit|Read|Submit of MBR(s) in CAT

Bottom Of data *hkkkkkhkkkhkhkhkhkx eddeddddddddk

Oncethe worksheet is didpyed, study it thoroughly to get a genetaiderstandingof its
content. Use PFK1 to display a worksheet tutorial that will explain its lagolutnnsand
selectionoptions.

To select a KeyworglaceanW{ Q 2y (GKS Sy diNR LRAYyG GGKFG LINBC
and press enterthis action will return you to the prior Pepgp Panel and automatically
enter your selection in the Keyword Field.

5.3.6 User and/or Group Selection

Placing the cursor in the Usr/+Grp field and pressing enter displays a User and/or Group
List Selection Poplp. The options on thi®opUpgive access to User and Group 4.iaé
defined in the NSESELxx memhesing either Keywords that begin with either 'CAT" or
'DSN'.

0000000000800000000000000000000080800000000000035003083003008293

0 ICE 170 - User and/ or Group List Selectiohp
6
6 o]

. UsersList . GroupList o]

06666666666666666666666666666666666666666660666666666666666(

Oncethe PopUp is displayegstudy it thoroughlyto gain a generalunderstandingof its
content. Use PFK1 to display a Rdp tutorial that will explainPopUp layout and
selectionoptions.
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1 User SelectionUserList

tfFO0S Ly Ww{Q 0ST2NB (KS |kacEmNContdligd Usardi A 2 y

TCE 17.0 - Controlled Userld Selection List

-------- TCE Controlled Target --- SELxx--- --—---  LastUpdate ----—--
L ADCD113 IFO.TEST.PARMLIB 0000 Yes 17 PROBI1 19/ 10/28 14:03
P -- LPAR- --- ParmDsn Qualifier --- SfSfAct Ctls - Userld - yy/mm/dd hh:mm

---------------- Users Named in the NSESELxx Control Member R
Cm-Userld - Cm-Userld - Cm-Userld - Cm-Userld - Cm-Userld - Cm-Userld -
.. TCEUSER_ .. PROBI3__ .. PROBI1__. .GBAGS3__ .. .

Oncethe Listing is displayedtudy it thoroughlyto gainan understandingf its content.
Use PFK1 to displaylastingtutorial that will explainthe Listingdayout and selection
options.
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1  Group Selectionr GroupList

tftFO0S Iy W{Q 06SF¥2NB GKS DNRdzLJ Aad hLIiA2y G2 F

TCE 17.0 i 2 Controlled Groups Defined

-------- TCE Controlled Target --- GRPx%-- --—---  LastUpdate ------
L ADCD113 IFO.TEST.PARMLIB 0000 Yes 2 THIS_USE THIS_UPD THIS_
P -- LPAR- --- ParmDsn Qualifier ---  SfSfA ctCtls - Userld - yy/mm/dd hh:mm

-------------------------- Controlled Groups e --
Cm-Name Cm-Name Cm-Name Cm-Name Cm-Name Cm-Name Cm-Name --

01 .. NEWGRP .. SUPERS .. . . “ . 01

02 .. . . . . . . 02

03 .. . . . . . . 03

04 .. . . . . . . 04
05 .. . . . . . . 05

06 .. . . . . . . 06

07 .. . . . . . . 07
08 .. 08

09 .. . 09

10.. . 10

11 . 11

12 . 12

Once the Listing is displeg, study it thoroughly to gaian understanding of its content.
Us PFK1 to display a Listing tutorial that will explii@ Listingdayout and selection
options.

The selection of a User or a Group is accomplished in the same madhd: OS 'y W{ Q 0S¥
a desired User/Group and press enter. This actidlhimmediately return you totte

Adding a Padlock Control RuRepUp, automatically entering your selection in the

Usr/+Grpfield. If you have selected a Groupe plus sign will b automaticallyadded to

the front of the name before it is entered into the pan€b TCEplus signis&®¥Y S& =+ f dzSQ
used for the specific identification of TCE Managed Groups.

5.3.7 Category Member Selection

To display a concatenation of members in ®&lected Categorylace the cursor in the
Member field and press enter. This action will immediately displayMbmber Selection
in ¢ CategoryWorksheet.
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Member Selection ilg CategoryWorksheet

TCE 17.0 - Member Selection in - Category Row 43 to 56 of 429
-- NSIMCLX 1016 -- -- Member Records --
—————————————————— 429 Member Records Found - SYSTEM.PARMLIB ------------------
Row Selection: Full_Member Prefix_ Only Suffix_Only
---  To Sort select a Sub - Head, To Query enter above Sub - Head, PFK1 for Help ---
- Line ---- Control Element ~ -----
S Numb - Member- Prefix Sfx = -----eee- Control Dataset ~ ---------- Volume - System -
_ 0043 IXGCNFO01 IXGCNF* *01 USER.PARMLIB ZDSYS1 ADCD113
_ 0044 LPALSTO1 LPALST* *01 USER.PARMLIB ZDSYS1 ADCD1 13
_ 0045 MSTJCLOO MSTJCL* *00 USER.PARMLIB ZDSYS1 ADCD113
_ 0046 PROGO01 PROG**01 USER.PARMLIB ZDSYS1 ADCD113
_ 0047 SMFPRM00 SMFPRM* *00 USER.PARMLIB ZDSYS1 ADCD113
_ 0048 VATLSTO0 VATLST* *00 USER.PARMLIB ZDSYS1 ADCD113
_ 0049 $$$COIBM $$$COI* *BM ADCD.Z113.PARMLIB ZDRES1 ADCD113
_ 0050 ADYSET00 ADYSET* *00 ADCD.Z113.PARMLIB ZDRES1 ADCD113
_ 0051 ADYSETO01 ADYSET* *01 ADCD.Z113.PARMLIB ZDRES1 ADCD113
_ 0052 ADYSET02 ADYSET* *02 ADCD.Z113.PARMLIB ZDRES1 ADCD113
_ 0053 APFHLA APFH**LA ADCD.Z113.PARMLIB ZDRES1 ADCD113
_ 0054 AP PCPM1A APPCPM* *1A ADCD.Z113.PARMLIB ZDRES1 ADCD113
_ 0055 ASAIPCSP ASAIPC* *SP ADCD.Z113.PARMLIB ZDRES1 ADCD113
_ 0056 ASBIPCSP ASBIPC* *SP ADCD.Z113.PARMLIB ZDRES1 ADCD113

Oncethe Workshet is dsplayed study it thoroughly to get a generahderstandingof
its content. Use PFK1 to display a Worksheet tutorial that will exglenWorksheet
layout, columnsand selection options.

All members in edt dataset named in the Category af@htegory Concatenatioare
shown in the worksheet within its Controlled Dataset. Care should be taken when making
a member selection as three selection options are supported.

F¢ Returns he fullmember name
P ¢ Returns themember prefix, assumed to libe name sans the last two characters.
S¢ Returns the member suffix, assumed to be the last two characters of the name.

Onceachoice of selection optionsas been madenter the option(F,P or Spn the entry
point preceding the full member name andgss enter. This action will return you tioe
Adding a Padlock Control RuRpp-Up, automatically entering your selection in the
Member field.

5.3.8 Auto Timestamping

The Member Control Comments fieldrovided can be used for freeform text
documentation of your Padlock Member Le@antrolsettings. When the entry you just
updated was originally createé Timestamp was placed in the Comments field, a Best
Practice. If you would now like to update the Timestaplpce the cursor in the fieldnd

press enter. This action will immediately update the field with current Day, Date and Time
and your TSOUserID.
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5.4 Global View of Control Settings

The CotNBEf . 2dzy RI NB { St SOGA2y tIySt Aa ibnoWl @86 NARR t
Control Bundaries the stting of theirrelated PadlockControlsand the setting othe global
valuesCONTROLMODE, EXTERNALNOTICE and MONITOR SCOPE

The Cotrol Boundary Selection Panel

TCE 17.0 - Control Boundary Selection
C Category .. - Establish Boundaries .. Padlock On_ Userid - PROBI1
Time - 07:29
D Datasets .. - Establish Boundaries .. Padlock Off Sysplex - ADCDPL
System - ADCD113
S Cmds/Msg .. - Establish Boundaries .. Padlock Off  IFOhIq - TEST
TCE 17.0
W WrkGroup .. - Establish Boundaries .. Padlock Off ICE17
T TimelLock .. - Establish Boundaries .. Padlock Off
o Global Settings ~ ---------
| .. Padlock Control Modes .. Warn |
| .. External Notification .. Send |
| .. SysMonitor Intercepts .. On__ |
+ +
X Exit - Return to the TCE Primary Menu
NewEra Software, Inc.
Our Job? Help you make repairs, avoid problems, and improve IPL integrity.

Study this panel thoroughly to get a general understandifigts content as it will bea
frequently visitedW 3 & t ¢h thg'Wia@to accessing and updating the details settings of TCE
Control Boundaries and Boundary Padlocks. Use PFK1 to display a Worksheet tutorial that will
explain the Worksheet layout, colum and selection options.

54.1 Field Sensitive Help

In addition to the full panel tutorial accessed by pressing PfHiclpanel provides CA St R
{ Sy a A (i AT@d@splay$his laifdled help functiotursor into a selection fieleenter a

Y/ KSO71() antl ptdsenter. This action will immediately display field specific help
text. Use PFK3 or Enter to return to the panel.

5.4.2 Toggle Global Settings

The ®tting shown on the panel can be updated by placing the cursor urttle setting

value and presag enter. This action will’ ¢ 2 JtEefvaU@ to the next valid setting:
On|Off, Send|Stop or NONE|WARN|DENY. Updates are saved when you advance to the
next panel or PFK3 back to a prior panel.
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6 Establishing a Controlled Category Boundary

The Primary TCE @ool Boundary is th€ontrolledCategory and the Controlled Datasets named
therein, asdefined in the NSECTLxx Configuration memhssociated with each Category are a
number of Categoryenhancements called Category Attributes that are described in e n
sectionof this User Guide

A#Z AEET ET C #1711 O

Activate

Category_name Dataset
NSECTLxd Category_name Dataget(Volume)

or

Category_name Dataset(Volume,System)

Controls Environment:

6.1 TCE Defaults

In the absence of any other Controlled Category specifications defined in the NSECTLxx
Configuration Memberwhen the reserved Keyword *AUTO* is encounteiiadNSECTLXxXx
during initialization TCE wilautomatically buildControl Category and Padlock Bourida.

6.1.1 Default Categories

The DefaulCategory Control Boundariese builtunder the nameSYSTEM.IPLPARM and
SYSTEM.PARMIdBd include related Controlled Datasetsscovered ont / 9 Qa NXzyy Ay 3
system

6.1.2 Default Padlocks

TCE Padlocbkefaults over DefaulCategory Bundaries will be automatically set to
CONTROLMODIE? | wTth€@combination of these settings will immediately result in all
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users, attempting to reach any Control Datasets within either SYSTEM.IPLPARM or
SYSTEM.PARMLIB, receivitigral NY AQFSIQ b 2 (G A

6.2 Defined Categories

To change theControlled Category default settingand/or to add new or update existing
PefinedXontrolled Categorigdollow the path from the ICE Primary Menu ttte Controls

Boundary Selection Panel. Once the Panel is dispjagéett the Category Boundaries Option

08 LIXIFTOAY3 I W. Q 2y (KS 4 {ohu@eptty GointidmedidtelyR [ Ay S 2
F2ff206A Yy Caigdord & FNRR LINSE & & A PydsimByy diirSaNdg bnddr® theé NJ

dzy RS NI A \Cétéor® 2 NR R W LINBAnyohtyese aSighs vlNdimediately display

the Category SelectionNamed Datasets Panel.

6.2.1 Shift to Dataset Mode

Category SelectiogNamed Datasets Panel

TCE 17.0 - Category Selection - Named Datasets
———————— TCE Controlled Target e --- CTLxx--- ------ LastUpdate ------
L ADCD113 IFO.TEST.PARMLIB 0000 Yes 12 PROBI1 19/ 10/08 15:15
P -- LPAR- --- ParmDsn Quali fier --- SfSfActCtls -Userld - yy/mm/dd hh:mm

—————————————————————— Controlled Dataset Categories mmmemmemmemeeeeeaen

Cm---- Category ---- Dsn Cm---- Category ---- Dsn Cm---- Category ---- Dsn
.. SYSTEN.IPLPARM 8 .. .

.. SYSTEM.PARMLIB 4 ..

Dataset .. Journal .. Padlock .. Notices .. Pop - Ups .. DCriptor

Once the Panel is displayed, study it thoroughlygét a general understanding of its
content. Use PFK1 to display a Panel tutorial that will explain Panel layout, columns and
selection options.

Take note that this Panederves multiple functiongnd is now displayeih ‘Pataset

ModeQ Note that Dataset at the bottom of the panel is highlighte@he following
availablepanel options- Padlock, Notices, Pdgps and DCriptorcollectively called
Wategory Attribute@ are described in the next sectiaf this User Guiden this section
the focus § on Adding, Deleting and Updatitige Datasets associated withGontrolled

Categoryand accessingand auditingevents related to a&ontrolledCategory that have
occurred beenstoredand areaddressablen TCE Control Journals.
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6.2.2 Adding a Category

To add a new Categarmgntera unique Categomyame (up to 16 characters) an available
panel fieldand press enterThis action will check to determine if the Category may have
exisied at some previous time, if npthe panel is redisplayed A (i K NowrRifRtte 2
W5 ay Q Naésdecttytheentered Category using 'SThis action willdisplay the
Controlled DatasetSelectionWorksheet Use the Worksheet to enter the namesd
optional related volume and systeaf datasets tabe included within the Catgory.If no
datasets are defined to a Categompe Category will not be considered valid and
therefore, will not be added as a Controlled Category to NSECTLXxX.

6.2.3 Deleting a Category

To delete a Category from the Control Lestter 'D' before its name and presster. No
confirmationwill berequested,andthe Category will be exalied from NSECTLxx.

6.2.4 Updating a Category

To select a Categonwhen in Dataset Modend, in doing so display theControlled
DatasetSelectionWorksheet placean'S' before theCategoryname and press entetJse
the Worksheet to enter new and/or update the names of datasand optionally volume
and related system name, to lieclude within the Category.

Controlled Dataset Selection

TCE 17.0 - Controlled Dataset Selection Row 1to 3 of 3
-- NSIMCLX 1016 -- - Dataset Control
---------------- 3 Control Datasets in Category:SYSTEM.PARMLIB B R
Row Selections: Add_New Delete Update Shows_Padlock Journal Notices Member_List

Select Sub - Head to Sort, Query above Sub - Head, Enter Saves a Row Update
- Row ----- Counts -----  --meemememeeeee- Control Boundaries ~ -------------------
S Num Pad Jrl Not Mbrs =~ —=--m—--- Controlled Datasets ~ ---------- Volume - System -
_ 001 001 100 000 0048 USER.PARMLIB ZDSYS1 ADCD113
_ 002001 564 0000282 ADCD.Z113.PARMLIB ZDRES1 ADCD113
_ 003 002 200 000 0099 SYS1.PARMLIB ZDRES1 ADCD113

Bottom of data

Option == => Scroll ===> CSR

Once the Worksheet is displayed, study it thoroughly to get a general understanding of
its content. Use PFK1 to display a Worksheet tutorial that explains the Worksheet layout,
columnsand selection options.
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6.2.5 Adding a Dataset

Datasets defined within a Controlled Category are called Controlled Datasets. To add a 3
dataset to CategoryplaceanW! Q 2y Fyeé w2g SyiNR LRAYG FYyR LI
display the Adding €ontrolled Dataset PeplpinaWb dzft . { G4 G4 SQ

000300000600600600306030803030000060008300000303H3060060pPdBJBIBIBII
0 fCE 170 - Adding a Controlled Dataset

o] - SY SaEtMe gPOAArRYML | B o]
6 e Control Dataset =~ ---------- Volume - System - o]

5
0000000000000003000830000000000 3 DA 3DEI 33 APIXD

The fields within the PopJp support Dataset Name anoptionally, Volume and System
Name.

1 When only Dataset Name is specified the scopefCategory Boundary extends to
ALL Datasets, on ALL Volumes, accessed from ALL Syseimsrwhnot the Dataset
is cataloged.

1 When the optional Volume (VOLSER) name é&sifspd the scope of the Category
Boundary extends to the named Dataset on the volume specified and accessable from
ALL Systems.

1 When the optional System (SYSNAME) nameadsfied the scope of the Category
Boundary extends to the named Dataset on the volume specified but only accessable
from the named Systems.

6.2.5.1 Context Sensitive Assistance

The Adding aDataset PogJp described above supports twontext Sensitive
Assistants Placing he cursor ineither entry field- Volume orSystem- and
pressing enter will activate the related Assistant

1 Volumec Cursor into the Volume entry field and press enter to display the
volume housing the Controlled Dataset on the running system. Press PFK3 to
enter the volume name in the entry field. If a related volume isfoond in
the running system catag, a message is displayed.

1 Systemg Cursorinto the System entry field and press enter to display the
name of the running system. Press PFK3 to eiename in theentry field.
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6.2.5.2 Invalid Dataset Entries

Dataset existence and Dataseblume relationship onhe running system are
validated. If a Dataset does not exist or is not housed on a volume spettiged
following message is displayed as youB#ck to the Dataset Worksheet:

00 0 0 0 0 0 dadaDaAtaset Not in Local Category i SOME.PDS6 6 6 6 6 &00@00D

0
60000000000000000000000000000000008300000000H00000PO0BIBIBOBID

Since it is possible that the intent of the entry is to define a future Dataset or a
future Dataset placementhe entry will be allowedind subsequently recorded

in NSECTLxx. Suclvdhd entries have neffect on the operation of the TCE
Controls Environment except that a message will be issued at IFOM startup
and/or at the pointof dynamicconfiguration activation that the dataset was not
found and/or was not found on the volume specified. It is consideréd.aS & (i
t NJ Otd reviz® &Il such messages atadresolve them tesite policy

6.2.6 Deleting a Dataset

A Controlled Dataset may lekeleted, and once deletedestoredat any time. To elete

a dataset from a Controlled CategoplaceaW5 Q 2y G KS & prec&dgsitNE LJ2 A Y
and press enterno confirmation is required. This action will immediately remove the

dataset and redisplathe Worksheet.

6.2.7 Updating a Dataset

TheControlled Dataset Selectidlorksheet offers selection options that support Dataset
updatingand refinementin three specific areas: Volume and/or System Names, Padlock
Controls and Event Nditations. To accesthese, use the noted Row Selection
Commands (U|®).

6.2.7.1 Volume and/orSystem

¢tKS W' Q {StSOGA2Y [ 2YYHHpYRhisRs\id thef daed G KS !
format as the Add Dataset Pdyip, the exceptionbeingthat the currentVolume

and System Name settings are dasgd in related input fiels. To updatéhese

values overtype themUse PFK3 to return to update the valuesl redisplg the

worksheet. Noticenessages may be displayed when a Dataset is not found on a

specified volume. Context Sensitive Assistance works adneiben adding a

new Dataset.
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6.2.7.2 Padlock Controls

¢tKS WwW{Q { St SdsplaydThe Membel LeyeR Padloak Dataset
Worksheetshowing thePadlock Controls defined for the selected Dataset.

The Member Level PadlogkDataset Worksheet

[TCE 17.0 - Member Level Padlock - Dataset Row1ltolofl
-- NSIMCLX 1023 -- -- Member Control -
-------------------- 1 Member Control Record - USER.PARMLIB --------mmnmeeeeee
Row Selection: Add_Record Delete_Record Update_Record Copy_Record Member_Events
--- Select Sub - Head to Sort, Query above Sub - Head, Enter Saves a Row Update -
- Line --—--- Control Element ~ -----
S Numb Keyword Usr/+Grp - Member-  ----------- Member Control Co  mments------------
_ 0001 DSNALLI TCEUSER * OVERTYPE_'TCEUSER'_USERID_NOW!

Bottom of data

PadlockMember Level Control may be defined relative to a specific Controlled
Categorythat, in turn, is extended to the Datasets defidewithin that Category

and/or to anindividual Stand Alone Dataset. See the Section of this User Guide
GAGt SR W5STAYyAYy3d [S@Sta 2F ¢/ 9 tIFRft201 [/ 2
topic.

6.2.7.3 Notifications

¢tKS wbQ { St SOGA }!h}éCohtr%IMoYDat;{slét N&iﬁcétibﬁett-inesﬁ
Panel.

The Controlled Dataset Notification Settings Panel

[TCE 17.0 - Controlled Dataset Notification

———————— TCE Controlled Target -------- --- ENSxx--- ------  LastUpdate ------
L ADCD113 IFO.TEST.PARMLIB 0000 Yes 4 PROBI1 19/ 11/01 12:38
P -- LPAR- --- ParmDsn Qualifier ---  SfSfActCtls - Userld - yy/mm/dd hh:mm

-------------------- Controlled Dataset Notification e
Event Notification Options - Dataset - SYS1.PARMLIB
.. Event Type: All Actions____ .. Report Type: Full Report
Subject: Enter_Email_Subject

1- To: Enter_Email_Address
2-To:
3-To:
4-To:
5-To:
From: Enter_Email_Address

.. Action Off .. Method On .. Notice On
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Notification may be defined relative to a specific Controlled Category and/or to
an individual Stand Alone Dataset. See the Sectiorhiaf User Guide titled
W5STAYAY A 9 &S yHi2 W2 AGAYAUAISRSS RA&AOdzaaA2y 2

6.2.8 Support Functions

The Controlled Dataset SelectioWorksheet offers access to two Dataset support
functions:alisting of Jounal Events by Selected Dataset and a Current List of Members
within aSelectedDataset.

6.2.8.1 Journal Events

¢KS wwQ { St SO Atigeyourha? Event SglectioR Weérksked®nd a

the Worksheet is displayed, study it thoroughly to get a general understanding of
its content. Use PFK1 to display a Worksheet tutorial that explains the Worksheet
layout, columns and selection options.

6.2.8.2 Member List

CKMQW { St SOGA2Yy | ahé Confrétled Rienibedf Sekdlion
Worksheet Once the Worksheet is displayed, study it thoroughly to get a general
understanding of its content. Use PFK1 to display a Worksheet tutorial that
explains the Worksheet layout, columns and selection options.

6.3 Category Events and Audits

As controlled evergoccur that impact a Dataset defined within a Controlled Categbgy
are detected by TCE and recorded in the TCE Control Journal.

6.3.1 Shift to Category Events

To access #seevents on a Category by Category basédect the Journal option shown

at the bottom of the panel. This action will immediately redisplay the Category Selection

panel in Journal Events mode. Take note that the hegadimd column titles have changed

iyWNI Q y2¢ | LIISINE GKS ydzYoSNI 2F O2y(iNRBfft SR S¢
impactthe dataset defined within thaV/ dzNN&nédiostrol iCategories
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Category SelectiogJournal Events Panel

TCE 17.0 - Category Selection - Journal Events
-------- TCE Controlled Target e --- CTLxx--- ------ LastUpdate ------
L ADCD113 IFO.TEST.PARMLIB 0000 Yes 4 PROBI1 19/11/01 12:38
P -- LPAR- -- ParmDsn Qualifier - Sf Sf Act Ctls - Userld - yy/mm/dd hh:mm

---------------------- Controlled Dataset Categories e

Cm---- Category ---- Jrl Cm--- Category ---- Jrl Cm--- Category ---- Jrl
.. SYSTEM.IPLPARM 35 .. .

.. SYSTEM.PARMLIB 9.

.. Dataset .. Journal .. Padlock .. Notices .. Pop - Ups .. DCriptor

6.3.2 Call for Category Audit

It is possible that tha? / dzZNNX y (i Godtrolled CatBgenes may not represent ALL of
the Controlled Categorie® Y y 2withirQthe accessable TCE Control Journal set. To

disclose all those Controlled Categories NOT currently namz@l S (G KS 2 LIJGA2Y |

character to select the Journal Option shown at the bottonthef panel and press enter.
Thisaction will immediately begin an Audit in which it will, when completed, disclose ALL
Control Categories within the TCE Control Journal Set and their relatedscofin
controlled events.

{LISOATAO GGSylAaz2zy aK2z2dzZ R 068 LlelachBon énfrty ! dzRA
point that proceeds the Category name as these categories arlnger active.
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Category SelectiogJournal Events PanelAudit Mode

TCE 17.0 - Category Selection - Journal Events
———————— TCE Controlled Target e --- CTLxx--- ------ LastUpdate ------
L ADCD113 IFO.TEST.PARMLIB 0000 Yes 4 PROBI1 19/ 10/16 13:01
P -- LPAR- --- ParmDsn Qualifier --- Sf Sf Act Ctls - Userld - yy/mm/dd hh:mm

—————————————————————— Controlled Dataset Categories e

Cm---- Category ---- JiI Cm--- Category ---- Jil Cm--- Category --—-- Jil
.. SYSTEM.IPLPARM el “

.. SYSTEM.PARMLIB 6 ..

?? SYSTEM PROCLIB 464 ..

.. Dataset A. Journal .. Padlock .. Notices .. Pop - Ups .. DCriptor

Reported orphaned Categories mhg reactivated at any e by returning to Dataset
Mode; reselect the Datast option at the bottom of the panel. Entdhe orphan name in
an avdiable category slot and presster.

6.3.3 Showing Category Event Detall

When in Journal ModeAudit or notthe events that havimpacted a Controlled Category
(currently namedand/or an orphared Categoryare displayedn the Journaéd Event
Selection Worksheewhenthe W {selection commands usedo selecta target category.

Journakd Event Selectiog Shited Left

[TCE 17.0 - Journal ed Event Selection Row 1 to 6 of 6
-- NSIMCLX 1016 -- -- Journal Events -
————————————————— 6 Category Specific Events - SYSTEM.PARMLIB ------------m----
Row Selection: Show_Event_Change_Detail
---  To Sort select a Sub - Head, To Query enter above Sub - Head, PFK1 for Help ---
- Line ------- Detected Events =~ --------  -meemeeees Controlled Dataset =~ ---------- >
S Numb yy/mm/dd hh:mm Class -- User -- - Member- ------- Controlled Datasets ~ -------

_ 0001 19/09/13 18:.00 DTCNG PHARL3 COMMNDP1 USER.PARMLIB
0002 19/10/03 16:00 DTCNG PROBI1 $$$COIBM SYS1.PARMLIB

_ 0003 19/09/11 13:00 DTCNG PHARL3 COMMNDP1 USER.PARMLIB

_ 0004 19/09/11 12:43 FAILS PHARL3 COMMNDP1 .PARMLIB

0005 19/09/1011: 49DTCNG PHARL2 COMMNDPH USER.PARMLIB
_ 0006 19/09/26 08:00 DTCNG PHARL3 COMMNDPH USER.PARMLIB
Bottom of data

Option ===> Scroll ===> CSR
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Once the Worksheet is displayed, study it thoroughly to get a general understanding of
its content. Use PFK1 to display a Worksheet tutorial that explains the Worksheet layout,
columns and selection options.

6.3.4 Shift Right, Shift Left

Payd LISOA I £ I (0 BB yIEARAYW {(1R0 GiAK2Sy YK A IKE AIKdGa GKI G
2T (GKS 22NJ] aKSSi />f ¥z y RourdokRdegitam presk Sier W

to W{ KtheFWiofksheet to the right. This action will replace the ControlRataset

column with colums containing Volume, Sysplex, System and Image Names. Note that

YO Kla 0SSy <NBLIiEOOR akKB8K O@MmEgdkahgsf B BdJ W

left redisplaying the Controlled Dataset Column.

Journalled Event Selecti@ Shifted Right

TCE 17.0 - Jour nalled Event Selection Row 1to 6 of 6
-- NSIMCLX 1016 -- -- Journal Events --
----------------- 6 Category Specific Events - SYSTEM.PARMLIB ----------
Row Selection: Show_Event_Change_Details
---  To Sort select a Sub - Head, To Query enter above Sub - Head, PFK1 for Help
- -Row ------- Detected Events =~ -------  —mememeeee Controlled Elements ~ -----—---

IA

S'Index yy/mm/dd hh:mm Types -- User -- - Member- Volume PIxNames SysNames ImaName
0001  19/09/13 18:00 DTCNG PHARL3 COMMNDP1 ZDSYS1 ADCDPL ADCD113 N/A

0002 19/ 10/03 16:00 DTCNG PROBI1 $$$COIBM ZDRES1 ADCDPL ADCD113 N/A

0003  19/09/11 13:00 DTCNG PHARL3 COMMNDP1 ZDSYS1 ADCDPL ADCD113 N/A

0004  19/09/1112 :43 FAILS PHARL3 COMMNDP1 ZDSYS1 ADCDPL ADCD113 N/A

_ 0005 19/09/10 11:49 DTCNG PHARL2 COMMNDPH ZDSYS1 ADCDPL ADCD113 N/A

_ 0006 19/ 09/26 08:00 DTCNG PHARL3 COMMNDPH ZDSYS1 ADCDPL ADCD113 N/A
Bottom of data

Option ===> Scroll ===> CSR
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7 Defining Controlled Category Attributes

Options at the bottom of theCategory Selectiondhelare used toalter the Panel Summary
View andprovideaccess taCategory configuration enhancementsalled Category Attributes
Note that as thesdttribute Options are selectedhe panel will change dynaiaally to reflect

the selection highlighting selections and changitige column and panel headings.

TCE - Defining Category Attributes!

TCE Members:

NSECTLxx
NSESELxx
NSEGRP Category Attributes
NSEJRNxx
NSEENSxx

1 lDatasets “ Journal H Padlock ” Notices ” Pop-Up “ Descriptorl

e —

Controls Environment:

Category Attributes Include:

Padlock; Padlock Related Category Dataset Access Privileges
Noticesg Category Natifications upon Change Events

Pop-Up ¢ Detected Member Change Pajp Notifier

Descriptorg ISPF Panel ¢topUp Change Descriptor

=A =4 4 =
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7.1 Padlock Controls

To set the Padlock Attributef a Categoryselect the Padlock option shown at the bottom of
the Category Selection Panel. This action will dynamically alter the format and content of the
panelredisplaying is Category SelectiagpPadlock Rules

7.1.1 Shift to Padlock Mode
TCE 17.0 - Category Selection - Padlock Rules

-------- TCE Controlled Target —-eeee- --- CTLxx--- -----  LastUpdate ------
L ADCD113 IFO.TEST.PARMLIB 0000 Yes 4 PROBI1 19/10/16 11:18
P -- LPAR- --- ParmDsn Qualifier ---  SfSfActCitls - Userld - yy/mm/dd hh:mm
---------------------- Controlled Dataset Categories
Cm---- Category ---- Rul Cm---- Category ---- Rul Cm--- Category ---- Rul
.. SYSTEM.IPLPARM 6 .. .
.. SYSTEM.PARMLIB 3 ..
..Dat aset ..Journal .. Padlock .. Notices .. Pop - Ups .. DCriptor

b20iS GKS O2dzyi @I fdzSa akKz2gy Ay GKS O2ftdzvyy GA
Padlock Access Rules associated with a Category. To display the AccesnfeubsW { Q

before a Category Name and press enter. This action willimmediately display the Member

Level Padlock Category Worksheet.

7.1.2 Member Level Worksheet

TCE 17.0 - Member Level Padlock - Category Rowltolofl
-- NSIMCLX 1016 -- -- Member Control  --
------------------- 3 Member Control Record - SYSTEM.PARMLIB ------------------
Row Selection: Add_Record Delete_R ecord Update_Record Copy_Record Member_Events
---  Select Sub - Head to Sort, Query above Sub - Head, Enter Saves a Row Update
- Line --—--- Control Element ~ -----

S Numb Keyword Usr/+Grp - Member-  ----------- Member Control Comments =~ ------------
_ 0001 CATALLI PROBI3 * 20 19/ 08/20_15:26_PROBI1

_ 0001 CATALL X GBAGS1 PROG* 2019/ 08/20_15:2 7_PROBI1

_ 0001 CATALLX PHARL2 00* 2019/ 08/20_15: 28_PROBI1

Bottom of data

Option ===> Scroll ===> CSR
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Once the Worksheet is displayed, stutiyhoroughly to get a general understanding of
its content. Use PFK1 to display a Worksheet tutorial that will explain Worksheet layout,
columns and selection options.

7.1.3 Setting Member Level Controls

For a complete exptation of how to set Member LeV€ontrols see Defining Member
Level Control in Section 5 of this User Guide.
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7.2 Event Notification

To set the Notice Attributeselect the Notices option shown at the bottom of the Category
Selection PanelThis action will dynamically alter the format and content of the panel
redisplaying it as Category SelectipRvent Notices.

7.2.1 Shifting to Notice Mode
TCE 17.0 - Category Selection - Event Notices
-------- TCE Controlled Target --- CTLxx--- --—----  LastUpdate ----—--
L ADCD113 IFO.TEST.PARMLIB 0000 Yes 4 PROBI1 19/10/16 11:18
P -- LPAR- --- ParmDsn Qualifier = --- Sf Sf Act Ctls - Userld - yy/mm/dd hh:mm

---------------------- Controlled Dataset Categories

Cm---- Category ---- Ntf Cm---- Category ---- Ntf Cm---- Category ----  Nff
.. SYSTEM.IPLPARM - . .

.. SYSTEM.PARMLIB 4

.. Dataset .. Journal .. Padlock .. Notices ..Pop -Ups .. DCriptor

Note the count values shown inK'S 02t dzvy GAdGf SR WbiTQo® ¢ KAaA
Email Recipients associated with @&gjory. To displathe Recipients or to setp a hew

notification cycleSY 4 SNJ W{ Q o6SF¥2NB I /I G4S3A2NEB bl YS | YK
immediately display th€ontrolled Category Notificatiohanel
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7.2.2 Category Notification Panel

[TCE 17.0 - Controlled Category Notification

- - TCE Controlled Target ~ -------- --- ENSX%---  ------ Last Update = ------
L ADCD113 IFO.TEST.PARMLIB 0000 Yes 4 PROBI1 19/ 10/24 06:55
P -- LPAR- --- ParmDsn Qualifier ---  SfSfActCtls - Userld - yy/mm/dd hh:mm

-------------------- Controlled Category Notification e
Event Notification Options - Category - SYSTEM.PARMLIB
.. Event Type: All Actions_____ .. Report Type: Full Report
Subject: System Parmlib Update

1- To: support@newera.com
2-To:

3-To:

4-To:

5-To:

From: >Default<

.. Action On .. Method On .. Notice On

7.2.3 Setting Notification Controls

The panel example, Controlled Category Notification, is one of several panel styles used
to support Controlled Event Notificatioror a complete exptation of how touse these
Notification Panels andet Notification Controlssee Defining Event Notificatioria
Sectionl5 of this User Guide.
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7.3 Pop-Ups

To set the Pofp Attribute, select the PogJp option shown at the bottom of the Category
Selection Panel. This action will dynamically alter the format and content of thel pane
redisplaying it as Category Selectmpbetect PopUps.

7.3.1 Shifting to Pop-Up Mode

TCE 17.0 - Category Selection i Detect Pop -Ups
-------- TCE Controlled Target --- CTLxx--- ------ LastUpdate ------
L ADCD113IFO.T EST.PARMLIB 0000 Yes 4 PROBI1 19/ 10/16 11:18
P -- LPAR- --- ParmDsn Qualifier ---  SfSfActCtls - Userld - yy/mm/dd hh:mm
---------------------- Controlled Dataset Categories
Cm---- Category ---- Pop Cm---- Category ---- Pop Cm---- Category ---- Pop
.. SYSTEM.IPLPARM On .. .

.. SYSTEM.PARMLIB Off

.. Dataset .. Journal .. Padlock .. Notices .. Pop-Ups .. DCriptor

b20iS GKS @I t dzS aK?2 gy (ORG). (MK inrdiéddadghotélih 1 f SR Wt
the PopUp on Detected Change function is On or.Gf6 Toggle the function On|®f

SYGSNI w{Q o0ST2NB I /F(iS32NE bl YS redispRy LINS&aa S
GKS LI ySt baSkeig Agyat [dsdkyST @PNJ BoigJp séttingi ST 2 NB Q4

7.3.2 Why a Pop-Up?

Uponselection of a member in a Controlled Datgsmte of the first actions taken by TCE
will be to compare the content of that membeas it currently exis with the last copy
of its content as stored in the TCE Control Journals. If TCE discovens theif the two
differ incontent itwill immediately recordin the TCE Control Journalse identity of the
member, the detected change discover@ohd store anew backip of the member. In
addition, under these circumstancesn optional Detected Change POp can be
displayed to the user
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TCE - Category Attributes - Detected Change PopUp!

TSO/ISPF ' Allow
—_ Ao * Edit Events Edit Window Update Update :

‘The Member
All Members

\

/ § b . Yes R S v | % .‘-.‘\
=< Change? >~ A Notification ¢ Continue? >

T ] Record Change ‘

l

Get Last Copy New Backup

Controls Environment:

7.3.3 User Real-Time Options

In reattime a user would then make a decision to continue or abort the edit process. If
the user elects to continuet is a'Best PractieQo immediately review the history of the
member in question to determine the extent of the detected change. To do this the user
would enter HISTORY on the TSO/ISPF command line and press enter once the Member
is fully displayed.

TheHistorycommandwill display a full history of all changes to the selected member, the
last of which will be the change just detected and recorded. Following a determination of
the validity of the detected changthe user might elect toestore back to a prior member
version To do this they woul@énter RESTORE on the command Vulneen back in full
member displayRESTORE will displdisting of allof the membe® Restore Points from
which a specifimember may be selected and tlrersion toberestored. The Restore and
differences that exist between it and the last version of the memdmgounaled will be
detected and recorded.
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7.4 Descriptor

To set the Descriptor Attribute of a Categpsglect the DCriptor option shown at the bottom
of the Category Selection Pandlhis action will dynamically alter the format and content of
the pane] redisplaying it as Category SelectpBdit Descriptors.

7.4.1 Shifting to Descriptor Mode

Category Selectioq Edit Descriptors

TCE 17.0 - Category Selection - Edit Descriptors
———————— TCE Controlled Target e --- CTLxx--- ------ LastUpdate ------
L ADCD113 IFO.TEST.PARMLIB 0000 Yes 4 PROBI1 19/ 10/16 11:18
P -- LPAR- -- ParmDsn Qualifier - Sf SfAct Ctls - Userld - yy/mm/dd hh:mm

---------------------- Controlled Dataset Categories e

Cm---- Category ---- Dcr Cm ------ Name----- Dcr Cm---- Category ---- Dcr
.. SYSTEM.IPLPARM Dfl .. .

.. SYSTEM.PARMLIB Pop ..

.. Dataset .. Journal .. Padlock .. Notices .. Pop -Ups .. DCriptor

b2GS GKS @I ftdzS aKz2gy Ay (RN&) OBebedaeyisedith (f SR W5
describe the typ@f descriptor associated with a categoma display Descript@election

and/or The Descriptor Workshopnter anW{ Q 6S¥2NX | [/} GS32NB bl YS
This action will immediatelgeneratea listing of Categories and the Member names of

their respective Panel Members

7.4.2 Why a Descriptor?

The intent of the Destptor is to provide a method of collecting information from the

user at the point at which a change tdCantrolled Member is actually made. Successful

completion of the Descriptotin accordance with site specified change documentation

requirements will result in Wt 2Ay 4 2 F /| KtA ¥&ng Gapt@etYaSd/ ( |

recorded in the TCE Control Journ#fis. user were to fail to complete the descriptany

update to a controlled member would be denied. Themusay retry as often as needed

2 NJ Y I & dridfétheyupdate. In either case the eventpdate or notjs recorded by

TCEHn the Control Journajsn the later casethe event is classifiedsadt 2t A O& 2t A (A ;
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A# AOACT OU Z4 BAOEBADAAD

s A TSO/ISPF Allow
0 (
NAEO kg window T Update

The Member| Temporary | Current
Backup Session

Update —=

II All Members

Controls Environment:

Each Category (except the NEZAUTO Category) is automatically assigned the TCE Default
Descriptor. This Descriptor is acceptable for shern use. It is consideredd. Sa G SONJ OG A O
to upgrade to an ISPF Panel or Réyp Descriptor, reflective of sittandards, for longerm

production use.

A = s o.Aa

the dzNNBy (i a i G dza Des@&ript& kodfiguratidn.i S3 2 NB Q&

Ly GKS /2fdzYy KSIFRSR W5 Othtlis vatugsSs didprayed fidr@acF 2 £ £ 2 6 A
category:

Dfl -Indicates that the TCE Default Text Descriptor is being used.

Pnl - Indicates that a defined ISPF Full Screen Panel has been defined.

Pop - Indicates that an ISPF Rblp has been defined to suppotthe Category.
Nop- Indicates NEZAUTO Category a#tteMode of operation without Descriptor.

= =4 =4 =4

To work with an existing or to define a new Descripta¥f | 0S GKS Ww{Q OKI NI} OGS
Category Name and press enter. This will display the DescriptottiSelBanel.
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7.4.3 Descriptor Selection and Settings

TCE Change Descriptors come in two forma&fault and Full ISPF Panel ®PF PopJp.
If a Controlled Cagory has no specific Descriptor associatibrwill inherit the TCE

58SFldzA & Wwe9. ¢Q 5S5SaONALIG2N®

This panel is designed to support thelection or deselection and/or Addition or Deletion
of Category Descriptor relationships that are bound to specific ISPF panels in either Full
or PopUpFormat. Only one ISPF Descriptor Panel or-Bppan be linkdto a Controlled

Category.

The attribute settings associated with the Panel or Ripconfiguration determine the
operational characteristics of the Descriptor. The Controlled Category determines which

Category Dataset events will invoke the Descriptor.

The Panel or Pepp Memberembodies the Data Fields and APIs necessary to transfer
information available to the Descriptor, at thiet 20f-/ K | y/t8 &t@r TCE or NefCE

Applications.

Categories and Edit DescripteBanel

FCE 17.0 - Categories and Edit Descriptors
-------- TCE Controlled Target R -—- JRNXX---  ------
L ADCD113 IFO.TEST.PARMLIB 00 00 Yes 2 PROBI1
P -- LPAR- --- ParmDsn Qualifier Sf Sf Act Ctls - Userld -
--------------- Edit Event Descriptor Setup and/or Selection
- [ -- Category Names -- Cm-Panels - -- /*

01 /. SYSTEM.IPLPARM
02 /. SYSTEM.PARMLIB

.. DDE@PNL9 15 ..
.. DDE@PNLS5 16 ..

03.. 17 ..

04 .. 18 ..

05 .. 19.

06 .. 20 ..

07 .. 21..

08 .. 22 .. .
09 .. 23 ..
10.. 24 .. .
11.. 25 ..

12 .. 26 ..

13 .. 27 ..

14 .. 28 ..

Last Update

-- Category Names --

19/10/23 11:29
yy/mm/dd hh:mm

Cm - Panels -

7.4.3.1 ActivationFunction and/alues

TheActivationValues(/ or /* or Blank)displayed before a Categoryahiein the
Column headeiindicate status within the TCE Configuration. '/* Indicaties
Descriptor Panel named in the Panels Columacisve, '/*' denotes that the
Descriptor for the named Category has been '‘Commented Out' and is inactive.
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You may togig entries active or inactiveand add entries by providing the
required Category and Panel Member Name and setting the Command dalue
‘1| . Values of /* or Blank will result in the automatic assignment of the Default
Descriptor.

When the CategorfNamebegins with the reserved Categor t NE ¥ A E, Wb 9 %! ! ¢
no Descriptor may be assigned to the Category.

7.4.3.2 Command Functions and Values

A list of Available Descriptors and selected Descriptor Settings are displayed using
commands entered in the column headdtd YQ@® ! a8 GKS W[ Q (2 RAZ
all available descriptor Panels and PopUps found in TCE Panel Configuration
DatasetHLQSISPPENR) ! &S (G KS WwW{Q O2YYlIYyR (2 RAA&ALIX I ¢
current settings and processing attributes.

7.4.3.3 Selecting from AailableDescriptos

The panel displays a listall available descriptor Panels and PopUps found in TCE

Panel ConfiguratiobatasetHLQ.SISPPENPlace aW{ Q Ay G KS O2f dzvyy |
W/ YQ yR LINKaa SyuSN G2 aStSOd I RSaONR LI
the selection will automatically update the Panel Name field.

To display a panel or popup shown inthe,lisft  OS | W+Q Ay GKS O02f
W/ Y Qprdsg/drter. This action will display the selected Descriptor, as the end
user would ordinarily see it.

To display the supporting Help i associated with a panel oopUp, place @
WIQ Ay (GKS O2fdzyy KSIFRSR W/ Wisphylthg R LINB A &
selected Descriptorelp Panel, as the end user would ordinarily see it.

TCE Edit Descriptor Selection

TCE 17.0 - TCE Edit Descriptor Selection
-------- TCE Controlled Target e --- JRNxx--- ------  LastUpdate ---- --
L ADCD113 IFO.TEST.PARMLIB 00 00 Yes 2 PROBI1 19/ 10/23 11:29
P -- LPAR- --- ParmDsn Qualifier ---  SfSfActCitls - Userld - yy/mm/dd hh:mm
------------- Edit Event Descriptor Setup and/or Selection  ------------

- Cm - Fully Quali fied Panel Source ~  ------- Types TSO -- Help --

01 .. IFO.TEST.SISPPENU(DDE@PNL5) POPUP Yes DDE@HLP5

02 .. IFO.TEST.SISPPENU(DDE@PNLG6) POPUP Nop DDE@HLP6

03 .. IFO.TEST.SISPPENU(DDE@PNL?7) PANEL Yes DDE@HLP7

04 .. IFO.TEST.SISPPENU(DDE@PNLS8) PANEL Yes DDE@HLP8

05 .. IFO.TEST.SISPPENU(DDE@PNL9) PANEL Yes DDE@HLP9

06 ..

07 ..

08 ..

09 ..

10 ..

14 ..

69 |

NewEra Software, Inc. Integrity ControlEEnvironment(ICEApplications



The Control Editol 17.0

7.4.4 Setting Descriptor Attributes

The TSO/ISPF Edit Descriptor is used to collect change documentation at the point of the
actual change. You may use functions of this pandkfme its attributesFor an attribute

to become activetwo things are necessary: first, the attribute must be defined and

second, the attribute must be activated. To activd

y

point before its name. If the entry poig blank the attribute and its specifications are

ignored.

I G 0NXOdzi S

To view a Bt of possible attribute valug®aneiName is filled in automaticallyplace the

cursor under a attribute value field and press enter.

DescriptorWorkshopEnvironment

CEICE Aok .. IFO.TEST.SISPPENU(DDE@PNLY9)

Descriptor Type: Panel

Last Update

TCE 17.0 - Descriptor Workshop Environment
-------- TCE Controlled Target —-eeee- - JRNXX---  ------
L ADCD113 IFO.TEST.PARMLIB 0000 Yes 1PROBI1
P -- LPAR- - ParmDsn Qualifier Sf Sf Act Ctls - Userld -
------------- Edit Event Descriptor Setup and/or Selection
—————————————— - ISPF Panel Descriptor Setup Options =meeee
..Non -Blank - ..Display - Order .. Start - Time .. Stop
.. Confirm - Updates /. Panel - Name DDE@PNLS9 .. ByPass -

19/ 10/16 12:25
yy/mm/dd hh:mm

Character

.. DDE@HLP9

7.4.4.1 DisplayOrder

Specifies order of display of Edit DescriptdiF' for Member First, 'ML' for

Member Last.

7.4.4.2 Start/StopTime

LX + OS

Specifies the 24h Time interval when an Edit Descriptor will be active and

displayed.

7.4.4.3 ConfirmUpdates

Specifies if a Peplp Confirmation will be displayed. "Y' will display, 'N' will not

display
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7.4.4.4 Bypas<Lharacter

Specifiesa singlecharacterthat will beused in the panel talenote to TCE the
suppression of related line during the capturepainelcontent.

7.4.4.5 Selection Options

1 V -View: Place before Descriptor or Help Papeéss enter to didpy as if
a TSO/ISPactive Dialog.

1 E -Edit: Place before Descriptor or Help Papeéss enter to display ISPF
Edit. Make changes as needed.

7.4.5 Panel and PopUp Support

In addition to defining Panel Attributega number ISPF Panel and ISPF PopUp support
functions are provided and accessed from this pan€hese functions allow you to
edit/modify Descriptor panels/popups and display them interactively and iteratively
without having to exit your current sessionvailable selection commands include:

7.45.1 When entered Left of the Dataset Name

Enter the following Selection Commands on the entry point shown to the left of
the fully qualified panel/popup dataset name:

V ¢ Displays panel/popup as the TSO/ISPF user wouldisee
E¢ Displaygpanel/popup source in ISPF Edipdates automaticajl saved.
7.4.5.2 When entered Left of the HeldemberName
Enter the following Selection Commands on the entry point shown to the left of

the associated Help Panel Membeame:

V ¢ Will displaysHelp Panets the TSO/ISPF user would see it.
E¢ DisplayHelp Panesource in ISPF Edit. Updates automaticall saved.
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8 Defining a Standalone Dataset Boundary

A Secondanset of TCE Control Bouadies can be establisheaver Standalondatasets Such

control definitions are mad@ the NSESELxx Configuration memimngthe Padlock function

to define user access rights to specific members within a datdseupdate and/orestablish

Standalone Dataset Boundaries follow the path shd&low to the Control Boundary Panel and

select the Dataset Option. Care should be taken when making this selection to also activate the

Global Padlock Dataset Setting smawthe panel. Only when this setti@y @ f dzS A a4 akKz2gy |
will Standalone Datas®oundaries be actively enforced. The Global Padlock Dataset Setting, like

all Padlock Global settingis automatically updated when you advance to a desired Boundary
Panel or PFK3 back to the prior menu.

A#28 AEET ET ¢ 30AT AAT T 1

Activate

TCE Members:

NSESELXxx
NSEGRP

< Dataset Name and/or Volume and Systel
NSEENSxx

e v e

Journal Padlock Notification Members

Controls Environment:

Conodounds | nalouny || Notsion |
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8.1 The Dataset Boundary Worksheet

Selecting the Dataset Boundary option will immediatdigplay the Controlled Dataset
Selection Worksheet.

Controlled Dataset SelecticMVorksheet

TCE 17.0 - Controlled Dataset Selection Row 1to5of 5
-- NSIMSLX 0923 -- - Dataset Control -
-------------------------- 5 Padlock Control Datasets e R
Row Selections: Add_New Delete Update Show_Padlock Journal Notices Members_List

---  SelectSub -Headto Sort, Query above Sub - Head, Enter Saves a Row Update -

- Row ----- Counts -----  —mmmemmememeeeees Control Boundaries =~ ------------m-m----

S Num Pad Jrl Not Mbrs =~ —----—- ---- Controlled Datasets =~ ---------- Volume - System -
_ 001 001000 0000099 SYS1.PARMLB e e

_ 002 002 000 000 0099 SYS1.PARMLIB ZDRES1 ADCD113

_ 003 001 000 000 0035 SYS1.IPLPARM ZDSYS1 ADCD113
_ 004 001 000 000 0048 USER.PARMLIB ZDSYS1 ADCD113

_ 005 001 000 000 0282 ADCD.Z113.PARMLIB ZDRES1 ADCD113

Bottom of data

Option ===> Scroll ===> CSR

Once the Worksheet is displayed, study it thoroughly to get a general understaoiding
its content. Use PFK1 to display a Worksheet tutorial that explains the Worksheet layout,
columns and selection options.

8.1.1 Adding a Dataset

Datasets defined within a Controlled Category are called Controlled Datasets. To add a
dataset toa CategoryplaceanW! Q 2y |y& w2g Sy iNB LRAYI
will display the Adding a Controlled Dataset Répin a¥b dzf . { (G} G§SQ

6000000000000000000000000000000000800000000H00000P0BIBIBABDID

o} fCE 170 - Adding a Controlled Dataset
o - S Y SCTaEtMe gPoArRYML | B
6 e e Control Dataset ~ ---------- Volume - System - o}

5
0000000000000080000000000000000000880000000000000pPddd8d8ddd0I

The fields within the Poplp supportDataset Name and optionally Volume and System
Name.
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1  When only Dataset Name is specifidte scope of the Category Boundary extetms
ALL Datasets, on ALL Volumes, accessed from ALL Systems whether or not the Dataset
is cataloged.

1 When the optional Volume (VOLSER) name ¢sifipd the scope of the Category
Boundary extends to the named Datasettbe volume specified and accests from
ALL Systems.

1  When the optional System (SYSNAME) namesdsfggd, the scope of the Category
Boundary extends to the named Dataset on tloéuvne specified but only accessible
from the named System

8.1.1.1 Context Sensitive Assistance

The Adding aDataset PogJp described above supports twoontext Sensitive
Assistants Placing the cursor in either entry fieldfolume and System and
pressing enter will activate the related Assistant

1 Volumec Cursor into the Volume entry field and press enter tepiy the
volume housing the Controlled Dataset on the running system. Press PFK3 to
enter the volume name in the entry field. If a related volume isfooind in
the running system catag, a message is displayed.

9 Systemc¢ Cursorinto the System entry éld and press enter to display the
name of the running system. PreBEK3 to enter the name in themtry field.

8.1.1.2 Invalid Dataset Entries

Dataset existence and Dmet Volume relationship on the running system are
validated. If a Dataset does not exist on housed on a volume specifigithe
following message is displayed as you PFK3 back to thedD&tasksheet:

00 0 0 0 0 & oadaDataset Not in Local Category i SOME.PDS3 6 0 0 6 3030 o
o] o]
00 0060000600006000600006000000000000068300000060H06330pPddADBIIABBID

Since it is possible that the intent of the entry is to define a future Dataset or a
future Dataset placementhe entry will be allowed and subsequently recorded

in NSECTkx Such invalid entries have mdfect on the operation of the TCE
Controls Environment except that a message will be issued at IFOM startup
and/or at the point dynamic configuration activatighat the dataset was not
found and/or was not found on the volume specified. It is consideréd.a$S & (
t NJ Otd reviz® &l such messages and to resolve them to site policy.
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8.1.2 Deleting a Dataset

A Controlled Dataset may be deleted, and odedeted, restored at any time. To Dsk

a Dataset from a Controlled Categppjacea®W’5 Q 2y (G KS n& prec&gsitNE LI2 A y
and press enterno confirmation is required. This action will immediately remove the

dataset and redisplay the Worksheet.

8.1.3 Updating a Dataset

TheControlled Dataset SelectiaWorksheet offers selection options that support Dataset
updating and refinement in three specific areas: Volume and/or System Names, Padlock
Controls and Event Ndications. To access theseise the mted Row Selection
Commands (U|B).

8.1.3.1 Volume and/orSystem
CKS W' Q {StSOGA2Y [/ 2YYHYRhisRs\id th#f daded G KS !
format as the Add Dataset Payp, the exceptionbeingthat the current Volume
and System Name settings are disfed in relate input fields. To update these
values overtype them. Use PFKS3 to retusnupdate the values and redispl¢he
worksheet. Notice messages may be displayed when a Dataset is not found on a
specified volume. Context Sensitive Assistance works asineiben adding a
new Dataset.

8.1.3.2 Padlock Controls

¢tKS W{Q {StSOlA2Yy [/ 2YYlIyYyR RAidDalaskte a ¢KS
Worksheet showing the Padlock Controls defined for the selected Dataset.

The Member Level PadlocgkDataset Worksheet

TCE 17.0 - Member Level Padlock - Dataset Row1ltolofl
-- NSIMCLX 1023 -- -- Member Control
-------------------- 1 Member Control Record - USER.PARMLIB --------menmmeeee
Row Selection: Add_Record Delete_Record Update_Record Copy_Record Member_Events
Select Sub - Head to Sort, Query above Sub - Head, Enter Saves a Row Update
- Line --—--- Control Element ~ -----

S'Numb Keyword Usr/+Grp - Member-  ----------- Member Control Comments ~ ------------
_ 0001 DSNALLI TCEUSER * OVERTYPE_'TCEUSER'_USERID_NOW!
Bottom of data

Padlock, Member Level Control may be defined relative to a specific Controlled

Category thain turn is extended to the Datasets defined within that Category

and/or to an individual Stand Alone Dataset. See tbetiSn of this User Guide

GAGt SR W5STFAYyAYy3d [S@Sta 2F ¢/ 9 tIFRft201 [/ 2
topic.
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8.1.3.3 Notifications

¢KS WbQ { St SO0 A Zhg Conttoled Dajaset NetKicatialh Sedings

Panel.

The Controlled Dataset Notification 8ags Panel

1-To:
2-To:
3-To:
4-To:
5-To:
From:

-------- TCE Controlled Target —-eeee- --- ENSxx--- ------ LastUpdate ------
L ADCD113 IFO.TEST.PARMLIB 0000 Yes 4 PROBI1 19/ 11/01 12:38
P -- LPAR- --- ParmDsn Qualifier ---  SfSfActCitls - Userld - yy/mm/dd hh:mm
-------------------- Controlled Dataset Notification

Event Notification Options - Dataset - SYS1.PARMLIB

[FCE 17.0 - Controlled Dataset Notification

.. Event Type: All Actions .. Report Type: Full Report
Subject: Enter_Email_Subject

Enter_Email_  Address

Enter_Email_Address

.. Action Off .. Method Oon_ .. Notice Oon_

8.1.4

Notification may be defined relative to a specific Controlled Category and/or to
an individual Stand Alone Dataset. See the Section of this User Guide titled
W5 STFAYAYT 90SyYyld b20AFAOFGA2yaqQ F2NJ |

Support Functions

The Controlled Dataset SelectioWorksheet offers access to two Dataset support
functions:alisting of Jounal Events by Selected Dataset and a Current List of Members
within a Selected Dataset.

8.1.4.1 Journal Events

¢KS wwQ { St Sisplaydideyourha Bent Sglection Workshe®nce

the Worksheet is displayed, study it thoroughly to get a general understanding of
its content. Use PFK1 to display a Worksheet tutorial that explains the Worksheet
layout, columns and selection options.

8.1.4.2 Member List

TS @a { St SOGA2Y [ 2Zhé YConfrélled RMendbkdf Jelkedlion
Worksheet Once the Worksheet is displayed, study it thoroughly to get a general
understanding of its content. Use PFK1 to display a Worksheet tutorial that
explains the Workshet layout, columns and selection options.
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9 Defining the Scope of System Monitoring

Before TCE can enforaeControl Boundary ovéperator CommansiandSecurity Commarsbr

begin to nterceptSystem Messsaggthe scopeof the TCE System MonitdlSCOPE as found in
NSEJRNxxpust be defined and activatedSuch a dfinition may include the Local Wwdzy y A y 3
Systemsystem all Systems in a Sysplex or a listNdmed Systems .Bydefault, the scopeof the

TCE System Monitor is get¥b h b 9 Q @

MSCOPELOCAL
MSCOPE SYSPLEX
MSCOPE (system_name_1,system_name_2,system_name_n)

When you are ready toverride or reset theéScopeSetting, follow a path from the ICE Primary
Menu to the Control Settings Menu shown below and select the MonScope Option. This actio
gAtt AYYSRA I fYSeimMoiitdAScdpl an@EletnéiBanal

TCE Members:

NSEJRNx¥ =<———— MSCOPE LOCAL, SYSPLEX, Named Sy—

|Operator Commandls | Security Commanqs | System Messagel

{ | IBM-RACF | CAACF2| | CATsS |\

Controls Environment:

9.1 Monitoring System Elements

In addition to settingMonitor Scopethe individually monitored elements Operator
Commands, Smirity Commands and System Magss - each have their own unique

WL y (i S N S LThese canfaishaBofthéd Qontrol Boundary enforcedy TCEver each

St SYSyli G2 0S AYRSLISYRSyi(fte (d2NYSR WhyuhTFQo

1  When Operator Commands are the target of system monitgrindividual operator
commands must be identified by type as SET, MODIFY or Miscellaneous commands along
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with the fully qualified Command Name. When all commands in a command set are
desireduseALISETALLMOD or AMISQo specifythat all commands im command set
are valid monitoring targets

OPERCMDINTERCEPT ON|OFF

SETCMD command_name
MODCMD command_name
MISCCMD command_name

1  When Security Commands are the target of system monitotimg External Security
Manager (ESMLP Ly G S NI Siist bé s‘rbly—‘b BetmOmoreW L y § SNOS LI / 2y (N
mayd S a4SG WhyphT®™a AESdRaviedhisinonitomg. Withinach
searrity system(IBMRACF, GACF2 and GAop Secret)individual commands must be
defined unless Alxikxxis specifieclall commands associated with the ESM become valid
monitoring targets.

ESMINTERCEPT ON|OFF

RACFCMDINTERCEPT ON|OFF
RACFCMDcommand_name

ACF2CMDINTERCEPT ON|OFF
ACF2CMD command_name

TSSCMDINTERCEPT ON|OFF
TSSCMD ON|OFF

1 When System Messages are the target of system monitprihg fully quaified
MessagelD must be specified. Furtlygralification of a System Meage Intercepmay
include specific message text.

MSGIDINTERCEPT ON|OFF
MSGID system_message_identifier message_text

9.1 Monitor Control Points

System MonitoiScope and Command Intercepts can be set from three Dialog Panels:

1  System Monitor Scope and ElemeR@nel
1 The Control Boundary Selection Panel
T Command and Message Boundarianel

Each panel fularticulates with all others such that changes made in one will automatically
update andappear in all othersvhen they are accessed
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9.1.1 System Monitor Scope and Elements

This panel should be considered the primary Configuration Dialog for settirzdipe of
System Monitoringandthe various ControBoundaryintercept Points

For System Monitoring to occihe value of#{ (i mustH0d S WhhéQalué of R (i
W{ O Musheset asLocal, Sysplex or Systems. If Systerapésified the name of the
individual systems must be entered.

For a Control Boundary to be actively monitoyégg & G+ G S Ydzad o6S aSa G2 \
underavalue fieldon the iight side ofa specifi®oundary or Security Managand press
SYGSN) G2 G233tS GKS @I tdzS Ay GKS FASEtR Whyph-

The options shown at the bottom of the panel provide acceghédCommand Selection

List for Operator and Security Commands and Message Definitist for System

Messages. To selectan optionenterW{ Q 0 ST2NB 2 NJ OdzNE 2 NJ dzy RSNJ A
action will immediately display the desired List.

System Monitor Scope and Elemenfanel

TCE 17.0 - System Monitor Scope and Elements

-------- TCE Controlled Target —-eeee- --- JRNxx--- ------  LastUpdate ------
L ADCD113 IFO.TEST.PARMLIB 0000 Yes 29 PROBI1 19/ 11/06 10:47
P -- LPAR- -- ParmDsn Qualifier - SfSfActCtls - Userld - yy/mm/dd hh:mm
------------------ - State .. ON_ Scope .. Local___
----------------- Enter System Names, if Desired Below
LOCAL _
Current Definition ----  Cm--- Boundaries --- Cm---- Updated Definition
OFF .. Operator Command .. OFF
ON .. Security Command . . ON
OFF .. Operator Message .. OFF
Current Definition Cm Security Manager Cm ---- Updated Definition
ON ..IBM -RACF . ON
OFF ..CA -ACF2 . OFF
OFF ..CA -Top Secret .. OFF
..SETCmd .. MODCmd .. MISCmd .. RCFCmd .. ACFCmd .. TSSCmd .. SYSMsld

Once the Panel is displayed, study it thoroughly to get a general understanding of its
content. Use PFK1 to display a tutorial that explains layout, fields and selection options.
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9.1.2 Control Boundary Selection

This Panel is displayed whi#oundaryis selected from the Dialog Primary Menu. Take

note of the Global Settings and the value shown in each individual Padlock Value Field.

For System Monitoring to be activthe value of#{ & & a 2 y A [Je3t heysét ®ND S

Y @aQz2 G233tS |y LyiiSNDSalieorirsonirtofie Qalusy (i SNJ W{

Field and press entet. f | OA y 3 WH{ &% ac2SM&1siiChrelssihdenter will
display the'8ystem Monitor Scope and Elemé&Ranel described above.

For Padlock Control to be activihe Padlock Value Field associated with a Control

Boundary must be set t& h.yf@oggle the Padlock Value, placgP{ Q 06 ST 2 NB

Padlock or cursor intostvValue Field and press enter.

The Control Boundary Selection Panel

TCE 17.0 - Control Boundary Selection

C Category .. - Establish Boundaries .. Padlock On_  Userid - PROBI1
Time - 07:29
D Datasets .. - Establish Boundaries .. Padlock Off  Sysplex - ADCDPL
System - ADCD113
S Cmds/Ms g .. - Establish Boundaries .. Padlock Off  IFOhIq - TEST
TCE 17.0
W WrkGroup .. - Establish Boundaries .. Padlock Off ICE17
T TimelLock .. - Establish Boundaries .. Pad lock Off
o Global Settings ~ --------- +
| .. Padlock Control Modes .. Warn |
| .. External Notification .. Send |
| .. SysMonitor Intercepts .. On_ |
+ +
X Exit - Return to the TCE Primary Menu

NewEra Software, Inc.
Our Job? Help you make repairs, avoid problems, and improve IPL integrity.

iKS

Study this panel thoroughly to get a general understanding of its content as it will be a

frequently visited? 3 & t ¢hihg\Wa@to acessing and updating the detailsdttings

of TCE Control Boundaries and Boundary Padlocks. Use PFK1 to display a Worksheet

tutorial that will explain the Worksheet layout, columns and selection options.
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9.1.3 Command and Message Boundaries

This Panel is displayed wh@ommand and/or MessagContrafBoundaries are being
created or updated. Take not the Intercept Value Field. For a Command or Message
Bounday to be actively monitoregts related Intercept must be turne& h.yT@toggle
Fy LyaaSNODSWIi SWh Wi @F &rénio 2ndl¥alud Rield andJorésdzier2

Command and Message Boundariézanel

FCE 17.0 - Command and Message Boundaries

O  Operator - Operator Commands .. Intercept On_ Userid - PROBI1
Time - 14:34

S SETS . - SETS Mix Sysplex - ADCDPL

O MODS .. - MODIFY Al System - ADCD113

I MIS C . - Other All IFOhlq - TEST
TCE 17.0

E  Security - Security Commands .. Intercept on_ ICE17

R RACF .. - IBM/RACF All .. Intercept On_

A ACF2 .. - CAJ/ACF2 .. Intercept Off

C CATS .. - CAITSS .. Intercept Off

M Messages .. - Operator Messages .. Intercept Oon_

X Exit - Return to the TCE Primary Menu

NewEra Software, Inc.

Our Job? Help you make repairs, avoid problems, and improve IPL integrity.

Once the Panel is displayed, study it thoroughly to get a general understanding of its
content. Use PFK1 to display a tutorial that explains layf@itls and selection options.

9.14 Affecting a Control Change

To makeany change to a setting of Monit Scope or to a related StiElement Control
Boundary, you must firstnake the change thelPFK3 out of any of the three pasel
described above. When you do this the NSEJRNxx member that contains the configuration
Control Statements will be automatically updated. Neixt have the changes take full
effect, dynamically activate them. To do this, return to the Control Boundary and Settings
Menu, select the Activate Option. This action will display the TCE Configuration Utilities
Menu; now select Activate to immediately implement your changes.
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10 Defining Operator Command Boundary

Control Boundaries may be established around System Operator Commands. But before they will
become active certain Global Control Statements found in NSEJRNxx must be activated. See the
section of this User Guide titledl5 ST A y Ry B EBRS { £ @ (i Brvadeacspfidn 6f2hdlA y 3 Q
following:

OPERCMDINTERCEPT ON|OFF

SETCMD command_name
MODCMD command_name
MISCCMD command_name

Oncethese Global Control Statemenése in place the usage otommands) named to TCE
recorded and & desired notification of command usage is sent via emiila selected set of
recipients. The origimf a command may be considered when creating a boundary such as to
'‘Exclude' command usage that originatf'om aConsole, TSO user, a Batch Job andfare8
Task.

Command and Message Boundari¢zanel

ICE 17.0 - Command and Message Boundaries

O  Operator - Operator Commands .. Intercept On_ Userid - PROBI1
Time - 14:34

S SETS .. - SETS Mix Sysplex - ADCDPL

O MODS .. - MODIFY Al System - ADCD113

I MISC . . - Other All IFOhlq - TEST
TCE 17.0

E Security - Security Commands .. | ntercept On_ ICE17

R RACF .. - IBM/RACF Al .. Intercept On_

A ACF2 .. - CAJACF2 .. Intercept Off

C CATS .. - CA/TSS .. Intercept Off

M Messages .. - Operator Messages .. Intercept On_

X Exit - Return to the TCE Primary Menu

NewHa Software, Inc.

Our Job? Help you make repairs, avoid problems, and improve IPL integrity.

10.1 Operator Command Intercept

Before TCE can begin monitorjtige occurancef Operator Commands System Monitoring,
a{/ ht9x Ydzad 0SS aSi whyQs (G4KS htow/5alLb¢ow/ 9t ¢
Commands within a specific command set; SET, MODIFY, Miscellaneous must be defined.

10.2 Operator Commands
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TCE supports the fudét of z/OS Operator Commandghe Selection List detailed in the various

panels shown in thdollowing subsectionsis specific to SET, MODIFY and Miscellaneous

Commands. Each panel supports a common method of command selection. Place the /'

character ontie command entry point before a command to activate its monitoring. Place the

U4 OKIFINF¥OGSNI 2y GKS O2YYFYR SyiNEB o06S¥2NB | 02"
monitoring. Finally, insert a blank on the command entry point to stop monitoring\dqarsly

actively monitored command. Selections will be saved wymnpress Enter or PFK3 to return

to the prior menu. To make updates active, netao the Primary Control Menselect Activate

Option, then Activate All.

A#AEET ET C #1171 00T 11 A

Activate

TCE Members:

3 %3 2————— Operator Command Type
%%. y Y

E SET MODIFY - E O)i

Controls Environment:

Each command, depending on its type, may be supported by a variety of additional aptions
Operational Enhancements: SourE&clusion, Notification, Application Calling and Padlock
Controls. To view the Options List for a specific command, place the cursor under the
command name and press enter. This action will display an Options Panel specific to the
selected Command Type.lFaving the instructions, press PFK1, supporting the Options Panel
displayed, setting the configuration agglred. When finished, press PHiQ save the setting,

if any, and return to the prior Command Selection List. Note that when a command or message
is supported by options that the Plus Sign will appear adjacent to the '/' and ™*' on the
command entry point that precedes a command supported by Common Service Options.
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10.3 Affecting a Control Change

To make any change to a setting of Monitor Scope or to a relatedE®uhent Control
Boundary, you must first make the change then PFK3 out of any of the three panels described
above. When you do this the NSEJRNxx member that contains the configurationwl Con
Statements will be automatically updated. Next, to have the changes takeffedt,
dynamically activate them. To do this, return to the Control Boundary and Settings Menu,
select the Activate Option. This action will display the TCE Configuratlidie$JMenu; now

select Activate to immediately implement your changes.
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10.3.1 SET Commands

TCE can intercept all forms of SET Commands, SETxxxx and SET xxxx, current through
release V2R1 of the z/OS Operating System. WheBE&Sption is selected fromhe

Y/ 2YYlIyRa
The content of the CommahList is predeterminedcommands cannot be added or
deleted they may only be selectebly marking all oindividual commands as monitor

targets

-y R a Pank|tha SetiComraadaySRI¢ctibB [Gst is displayed.

Access ListOperator SET Commands

TCE 17.0 - Access List - Operator SET Commands
-------- TCE Controlled Target D --- JRNxx--- ------  LastUpdate ------
L ADCD113 IFO.TEST.PARMLIB 0000 Yes 33 P ROBI1 19/ 10/08 16:27
P -- LPAR- - ParmDsn Qualifier ---  Sf Sf Act Ctls - Userld - yy/mm/dd hh:mm
.. ALLSETS_ No
——————————————————————— Supported Operator Commands e
Cm-- Name- Cm-- Name- Cm-- Name- Cm-- Name- Cm-- Name- Cm-- Name-
/+ APPC ..ASCH____ .. AUTOR___ ..CEE ..CLOCK___ ..CNGRP___
..CNIDTR__ .. DAE ..DATE____ ..DEVSUP__/.DIAG____ /. EXS
/. GRSRNL__ .. IKJTSO__..10S . IXGCNF__ .. NMS .. MPF
.. MSGFLD__ .. OMVS .. OPT .. PFK .PROD____ .PROG____
..RESET___ .. RTLS .. SCH .. SLIP .. SMF .. SMS
.. TIMEZONE .. UNI .. SETAPPC_ .. SETALLOC .. SETAUTOR .. SETCEE _
.. SETCON__ /. SETDMN__ .. SETETR__ .. SETGRS__ .. SETHS___ .. SETIOS__
.. SETLOAD_ .. SETLOGR_ .. SETLOGRC .. SETMF___ .. SETOMVS_ /+ SETPROG_
..SETRRS__ .. SETSMF__ .. SETSMS__ .. SETSSI__ .. SETUNI__ .. SETXCF__

Once theSET Command Selectibistis displayed, study it thoroughly to get a general
understanding of its contentJse PFKL1 to displayt@orial that explaindayout, columns

and selection options.

10.3.2 Command Marking

Therearetwd!{ St SOl A 2 ysed/fordaNd NGcohgNEEDDas being selected from
the List. All markingare placed in the entry point that precedes the command name.
raAy3 GKS WkQ AYyRAOINIGSa GKIG GKS O2YYFYR

0KS WrQ

G2

A
AYRAOLF G S biith haibeiigaively Beinythoyiildredh 4 & S

Blank the entry point to remove a previous selection.

Once Commands has been selected from ltiet, they may be operationally enhanced
using\an available set of Common Servicda display the Common Services Interface,
W9 EOf dza A 2 vy ZurdonyfuRlera 8eledted SoinMand and press enter.
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When the monitoring of a selected command has been operatipeahancedl WYbQ gAf
appear next to theW{ St $ &{ N2 ydoil &ABFIOS > Wkb 2N ofaQd 2 KSy
enhancements include Padlock Command Level Contrel Command will be shown

reverse highlighted.

10.3.3 Marking All Commands

¢KS LI ySt faz2 adzZl2NIa I ABKSt SEILPAK PiK S2 LW A 2
column reader.If all SET Commands are to be monitgredf I OS Wk Q 2y (GKS Sy
0ST2NBE WI[[{9¢{Q YR LINBaa Sy g&hbiessmgeS LI y St
W{ SEBSOG/ 2YYlIYyRa {dzLIRNISR.2AGKAY GKS /2YYIlI YR

TCE 17.0 - AccessL ist - Operator SET Commands

———————— TCE Controlled Target e --- JRNxx--- ------  Last Update ------
L ADCD113 IFO.TEST.PARMLIB 0000 Yes 29 PROBI1 19/ 11/06 10:47
P -- LPAR- --- ParmDsn Qualifier ---  Sf Sf Act Ctls - Userld - yy/mm/dd hh:mm
/. ALLSETS_ _ Yes Selects all Commands Supported Within the Command Group.
——————————————————————— Supported Operator Commands e
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10.3.4 Modify Commands

When the MODS option is selected fromtid 2 YY I yYR& | YR a SParel 3Sa . 2 d:
the MODIFY Command Selection List is displayed.content of the Command List is

predetermined commands cannot be added or deletdiey may only be selected by

marking allor individual commands as monitor targets.

Access ListOperatorMODIFYCommands

TCE 17.0 - Access List - Operator MODIFY Commands
-------- TCE Controlled Target --- JRNxx--- ------  LastUpdate ------
L ADCD113 IFO.TEST.PARMLIB 00 00 Yes 33 PROBI1 19/ 10/08 16:27
P -- LPAR- --- ParmDsn Qualifier ---  SfSfActCtls - Userld - yy/mm/dd hh:mm

/. ALLMODS_ Yes Selects all Commands Supported Within the Command Group.
——————————————————————— Supported Operator Commands mmmeemememeeee s
Cm-- Name- Cm-- Name- Cm-- Name- Cm-- Name- Cm-- Name- Cm-- Name-

.. AXR .. BPXOINIT .. CATALOG_ .. CEA .. DEVMAN__ .. DLF
.. LLA .. MVSNFS__ .. OAM _..OMVS .. WLM .. TRS

.. XWTR .. ACF2 .. TSS

Once theMODIFY Command Selection lisstdisplayed, study it thoroughly to get a
general understanding of its contentlse PFK1 to displaytatorial that explains the
layout, columns and selection options.

10.3.5 Command Selection

Therearetwdl{ St SOl A 2 ysedfordaNd NGcohAEEDas being selected from

the List. All markingare placed in the entry point that precedes the command name.

PAAy 3 (KS Wihdcommanriis@dledt&landiisdtively being monitored. Use

0KS WFQ G2 AYRAOIGS GKFG GKS O2YYIFYyR Aa asStSc
Blank the entry point to remove a previous selection.

Once Commands has been selected from lthet, they may be operationally enhanced

usingan available set of Common Servicda display the Common Services Interface,
W9 EOf dza A 2 y &urdonyuRlerta 8eledted SoinMand and press enter.

When the monitoring of a selected command has beperationaly enhanced WYbQ gAf
appear next to theW{ St $ &I NF y\FRNUBIE I YLI S Wk biond# NJ KF Q@
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enhancements include Padlock Command Level Control the Command will be shown
reverse highlighted.

10.3.6 Marking All Commands

Thepanel f &2 &dzZLJL2NIia | W{ St SONIK{ fa0S RRAE ARKS W [ |
W O 2 fedd¥rylf aKMODIFY Commands are to be monitpkdl | OS Wk Q 2y (G(KS
LR2AYG 06SF2NB WI[[ah5{Q |IYyR LINBaa &tfdiSNP ¢KS
messageW{ S SO / 2YYIFIyYR& {dzLILRNISR.2AGKAY (GKS [/ 2Y)

TCE 17.0 - Accesslist - Operator MODIFY Commands
———————— TCE Controlled Target mmmnee --- JRNxx--- ------  LastUpdate ------
L ADCD113 IFO.TEST.PARMLIB 00 00 Yes 24 PROBI1 19/ 11/06 15:59

P -- LPAR- --- ParmDsn Qualifier ---  Sf Sf Act Ctls - Userld - yy/mm/dd hh:mm
/. ALLMODS _ Yes Selects all Commands Supported Within the Command Group.
----------------------- Supported Operator Commands
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10.3.7 Miscellaneous Commands

When the MISC option is selected fromte 2 Y Y| yRa | yR

aSParel 3Sa . 2 dz

the Miscellaneous Command Selection List is displaiteel content of the Command List
is predetermined; commands cannot be addedleteted, they may only be selected by

marking all or individual commands as monitor targets.

Access ListMiscellmeousCommands

[FCE 17.0 - Access List - Miscellaneous Commands

—eeee- TCE Controlled Target -------- - JRNXX--- - Last Update ----
L ADCD113 IFO.TEST.PARMLIB 0000 Yes 33 PROBI1 19/ 10/16 07:48
P -- LPAR- --- ParmDsn Qualifier ---  Sf SfAct Ctls -Userld - yy/mm/dd hh:imm

/. ALLMISC_ Yes Selects all Commands Su pported Within the Command Group.
----------------------- Supported Operator Commands

Cm-- Name- Cm-- Name- Cm-- Name- Cm-- Name- Cm-- Name- Cm-- Name-
.. CANCEL__ .. DUMP ..FORCE___ .. QUIESCE_ .. SWITCH__ .. START____

.. SWAP .. STOP .. SLIP .. TRACE___ .. VARY -

Once theMiscellaneous Command Selection issdisplayed, study it thoroughly to get a
general understanding of itsontent. Use PFK1 togfilay atutorial that explains the

layout, columns and selection options.

10.3.8 Command Selection

Therearetwd?{ St SOl A 2 ysed/forHaNI NIcohSAEEDDas being selected from
the List. All markingiare placed in the entry potrthat precedes the command name.
PaAy3 KS WkQ AYRAOIGSAa GKIFIG GKS O2YYFYR A&
0KS WrQ (2 AY Riid@bkele&edduis risictiiely Bein@raoviitéred. Blank

the entry point to remove @revious selection.

Once Commands has been selected from ltiet, they may be operationally enhanced
usingan available set of Common Servicd® display the Common Services Interface,

W9 EOf dza A 2 ¥ Zurdoniferla 8eledted Soin@and and prester.

When the monitoring of a selected command has been operatipeahanced WYbQ gAf

appear next to theW{ St § &I Nz yda ASNIBE | YLI S=

Wk biondd NJ KF Q®
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enhancements include Padlock Command Level Coritrel Command will be shown
reverse highlighted.

10.3.9 Marking All Commands

CKS LI ySt Ffaz &dzadi2NIa F AWK SONLRAE Wik &2 L9 A 2
column teader. If all Miscellaneous Commands are to be monitdrétl  OS Wk Q 2y GKS
LAY 6SF2NB W [drarhe{par@l wil paredispliedl Showftye

messageW{ St SOG/ 2YYIFI YR& { dzLILR NI SR.2AGKAY (GKS [/ 2Y)

TCE 17.0 - Access List - Miscellaneous Commands
-------- TCE Controlled Target --- JRNxx--- ------  LastUpdate ------
L ADCD113 IFO.TEST.PARMLIB 0000 Yes 25 PROBI1 19/ 11/06 16:02
P -- LPAR- --- ParmDsn Qualifier ---  SfSfActCtls - Userld - yy/mm/dd hh:mm

/. ALLMISC_  Yes Selects all Commands Supported Within the Command Group.
----------------------- Supported Operator Commands
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10.4 Operational Enhancements

Operator Commands are supported by a number of common sepdfeeselection and setting

of which are made available on a panel specific to the selected Command Type. TFhis sub

section discusses all available Common Seryvgmse of which may not apply directty a
selected Command Type.

Exclusions and Notice€mmd:command_name Panel

FCE 17.0 - Exclusions and Notices - Cmmd: SET APPC
-------- TCE Controlled Target e --- JRNxx--- ------  LastUpdate ------
L ADCD113 IFO.TEST.PARMLIB 00 00 Yes 33 PROBI1 19/ 10/16 07:57
P -- LPAR- --- ParmDsn Qualifier ---  Sf SfAct Ctls -Userld - yy/mm/dd hh:imm

----------------- Exclusion and Notification Options
—————————————————————————— Setup Selection mememmemmeseeeeeeeceneee

Select one or more for Exclusion from Capture:

.. Issued from a Console: No Exclude those Issued from Consoles.

.. Issued from Batch JOB: No Exclude those Issued by Batc h Jobs.
.. Issued from StartTask: No Exclude those Issued by Start Tasks.

.. Issued from TSO Users: No Exclude those Issued By a TSO Users.

Command Event Notification Option: .. This One and ALL Others On

To: pat @newera.com
From: support@newera.com Subject: testing

.. Action On .. Method On .. Notice On

Once the Exclusion and Notices Panelisplayed, study it thoroughly to gain a general

understanding of its content. Use PFK1 to display a Panel List tutorial that explains the

Panel layout, columns and selection options.

10.4.1 Exclusion

Operator Commands may originate from Console, Batch Jatie@{Task and TSO Users.
Usethe 'S’ to toggle On/Off one or more of these Operator Command points of origin.

10.4.2 Notices

Notices may be sent when ALL or a specific Command and/or Message is intercepted.

Recipient(s) and Sender Address and Subjectemp@red. See Action, Method and Notice
Status at bottom of panehll must be 'On' for Email Notification.

Valid To, From Email Addresses and Subject are required. Separatel Mtidresses
with a comma ', as needed.
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10.4.2.1 Notice toAll Others

Bydefault, Notification is limited to the detection of the selected MessaDeTo
extend notification to all named message evemtggle 'All Others' to 'On'.

10.4.3

Email Address Book

There are likely to be many different Email Addresses in the Hiwitonment This
Worksheet displays a Selection List of all known addresses. Review the list for a desired
address. To select an address place the Row Command 'S' before the row in which the
address apgpars, press pter. This will immediately return you to your prior panel where

the address will automatically be inserted in your selection field of origin. Multiple
selectins of addresses are not alloweghu must return to select adtlonal addresses if

the panel oforigin supports multiple addresses.

Notification- Address SelectionPanel

TCE 17.0 - Notification - Address Selection
-- NSIMELX 0831 --
------------------------- 7 Configured Email Addresses
Row Selection: Select_Address_and_Return

Row 1to 7 of 7

- Address List

To Sort select a Sub - Head, To Query enter above Sub - Head, PFK1 for Help
- ROW == —eememmeeees Controlled Event Notification =~ —----mmmmmmemee
S'Num Use Email Address

0 01 003 pat@newera.com

002 007 support@newera.com

003 007 GHB@NEWERA.COM

004 003 prr@newera.com

005 004 ghb@newera.com

006 001 PLAYTWO@NEWERA.COM
007 001 No_Recipient

Bottom of data

Option ===> Scroll ===> CSR

Once the Address Selection Worksheet is displayed, study it thoroughly to get a general
understanding of its content. Use PFK1 to display a Worksheet tutorial that explains the
Worksheet layout, columns and selection options.

10.4.3.1 Selecting and Address

Use the 'S' Row Command to select an address and return to your panel of origin.
Only one seletion can be made at a time. In the event you wish to select more
than one Email Addresgou will have to return. Beureto select a new fieldn

your panelof originif you intend to return and make an additional selectiohisT
cautionis needed to avial overwritingany prior selectiors.

92 |

NewEra Software, Inc. Integrity ControlEEnvironment(ICEApplications



The Control Editol 17.0

10.4.4 Global Notification Controls

D Cn H &

10.4.4.1 Action

10.4.4.2 Method

10.4.4.3 Notice

KS Df 2

233t §

ol f b2u)\¥)\é|u7\2y /| 2y iGNRfa GKIFG | LILISE NI

2NJ OYLFAE b2GAFTAOLIGAZY (2 200dzNJ | desi®kE LISOGSR®
0KS @GLFftdzS 2F 1 QlA2y (G2 WYhT¥FFQo ¢KAA | O

GKIdG AG Oy 068 NBSylotSR G ye GAYS o0& NJ

ACTION efers to Notification of events detected that relate to treselected

hLISNI 62N / 2YYlFYyR® 2KSy GKS @FtdzS Aa asSia
GKS aLISOAFASR NBOALASY(H AF 620K aSiK2R |
character on the command entry point and press enter to toggle only this specific

I O AZwh ”HQ d

Method refers to the Email Configuration METHOD BLOCK. For notification to be

sent via Email the METHOD BLOCK must be fully configured and active. If the

Gt dzS aK2gy Aad WhTFFQI NBOGdzNYy (G2 GKS {SGdA
and sé or configure the METHOD BLOCK as desired.

Notice refers to the Global Email Activation Parameter. In order for notification
tobesenti KA & @I fdzS Ydzad oS 02 WYhyQo LT (K

A s oA = 7

asi
{Sl'fl[fl?\}/flé aS)/dZZ QS\IU$@ly'aulKglfi gﬁ.@@@?@l'f /| 2
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11 Defining a Security Command Boundary

Control Boundaries may be established arolhdernalSystemManager (ESMEommands bt

before they will become activeertain Global Control Statements found in NSEIRNxst be

activated. See the section of this User Guide titlé8 STAY Ay 3 (KS {O2Ua 2F {ead
adescription of the following:

ESMINTERCEPT ON|OFF

RACFCMDINTERCEPT ON|OFF
RACFCMD command_name

ACF2CMDINTERCEPT ON|OFF
ACF2CMD command_name

TSSCMDINTERCEPT ON|OFF
TSSCMD ON|OFF

Oncethese Global Control Statements areplace the usage of named commands is recorded
and, as desirednotification of command usageent via email to a selected set of recipients.

The originof a command may beonsidered when creating a boundary such as to 'Exclude’
command usage that originadefrom aConsole, TSO user, a Batch Job an&tarted Task
Padlock Controls may be used to limit user access teRBI&F Commands.

Command and Messad@undaries; Security Commands

TCE 17.0 - Command and Message Boundaries

O Operator - Operator Commands .. Intercept On_  Userid - PROBI1
Time - 14:34

S SETS .. - SETS Mix Sysplex - ADCDPL

O MODS .. - MODIFY Al System - ADCD113

| MISC .. - Other All IFOhIq - TEST
TCE 17.0

E  Security - Security Commands .. Intercept On_ ICE17

R RACF .. - IBM/RACF All .. Intercept On_

A ACF2 .. - CA/ACF2 .. Intercept Off

C CATS .. - CAITSS --- .. Intercept Off

M Messages .. - Operator Messages .. Intercept On_

X Exit - Return to the TCE Primary Menu

NewEra Software, Inc.

Our Job? Help you make repairs, avoid problems, and improve IPL integrity.
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11.1 Security Command Intercept

SecuritySystem Command Monitoringill begin only when MSCOPE is correctly defined,
ESMINTERCEBE S Why Q | YR AY RA @witRinz specific SohenBeti @ / 2 YY I y
IBM-RACF, GACF2, CAop Secrehave beerdefined.

11.2 Selecting a Command Set

TCE supports all commercially available External Security Managers (ESM). The Selection List
detailed in the various panels shown in the following-selotions is spefic to IBMRACF, GA

ACF2 and GARop Secret Commands. Each panel supports a common method of command

selection. Place the '/' character on the command entry point before a command to activate

its monitoring. Place the "*' character on the commandentry e | O2YYlF yR G2 WwWO2Y
AG 2dziQ FYR RSIFIOGAGIGS Ala Y2YyAU2NRYy3Id CAYLff &
stop monitoring a previously actively monitored command. Selections will be saved when you

press Enter or PFKS3 to return to the prior memo make updates active, return to the Primary

Control Meny select Activate Option, then Activate All.

TCE - Defining Controlled Security Commands!

TCE Members:

NSESELxx

:gngRl::: n B i Security Command Type

NSEENSxx ¢ v
IBM-RACF CA-ACF2 CA-TSS

|

‘Controls Environment:

Each command, depending on its type, may be supported by a variety of additional aptions
Operational Enhancements: Source Exclusion, Notification, Application Calling and Padlock
Controls. To view the Options List for a specific command, place the cunsi@r the
command name and press enter. This action will display an Options Panel specific to the
selected Command Type. Following the instructions, press PFK1, supporting the Options Panel
displayed, setting the configuration as desired. When finisheekpPKF3 to save the setting,

if any, and return to the prior Command Selection List. Note that when a command or
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YSaalr3aS A& adzZllll2NILISR o6& 2LJiAz2zya GKIFG GKS tf dza
on the command entry point that preced a ommand supported.

11.3 Affecting a Control Change

To make any change to a setting of Monitor Scope or to a relatedEgubent Control
Boundary, you must first make the change then PFK3 out of any of the three panels described
above. When you do this the N&&Ikx member that contains the configuration Control
Statements will be automatically updated. Ngxtb have the changes take fudiffect,
dynamically activate them. To do this, return to the Control Boundary and Settings Menu,
select the Activate Option.hIs action will display the TCE Configuration Utilities Menu; now
select Activate to immediately implement your changes.
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11.3.1 IBM-RACF Commands

When the RACF option is selected fromtHé 2 YY I YR& | YR a SParel 3Sa . 2 d:
the IBMRACF Command Selectiort isdisplayedThe content of the Command List is
predetermined; commands cannot be added or deleted, they may only be selected by

marking all or individual commands as monitor targets.

Access Ligt IBM-RACF Operator Commands

TCE 17.0 - Access List i IBM- RACF Operator Commands
-------- TCE Controlled Target --- JRNxx--- ------  LastUpdate ------
L ADCD113 IFO.TEST.PARMLIB 0000 Yes 33 PROBI1 19/ 10/16 07:50
P -- LPAR- --- ParmDsn Qualifier ---  Sf SfAct Ctls -Userld - yy/mm/dd hh:imm

.. ALLRACF_

----------------------- Supported Security Commands
Cm-- Name- Cm-- Name- Cm-- Name- Cm-- Name- Cm-- Name- Cm-- Name-
..ALTDSD__ .. ALTGROUP /+ ALTUSER .. ADDSD___ .. ADDGROUP .. ADDUSER_
.. CONNECT_ .. DELDSD__ .. DELGROUP .. DELUSER_ .. LISTDSD_ .. LISTGRP_
..LIS TUSER.. PASSWORD..PERMIT__/+ RALTER__ .. RDEFINE_..RDELETE_
..REMOVE__ .. RLIST___ .. SEARCH__ /+ SETROPTS .. .

Once thelBM-RACF Operator Command Selection Paneisplayed, study it thoroughly
to gaina general understanding of its content. Use PFK1 to disgb&yeztion Listutorial
that explains thePanellayout, columns and selection options.

11.3.2 Command Selection

Therearetwd?{ St SOl A 2 ysed/forHaNI NIcohSAEEDDas being selected from

the List. All markingiare placed in the entry point that precedes the command name.
LaAy 3 (KS that thécormmamiisGelett&dzand is actively being monitored. Use
0KS WrQ (2 AYRAOFOGS GKIFIG GKS O2YYFYR Aa a
Blank the entry point to remove a previous selection.

(s}
(s}
Y

Once Commands has been selected from lils¢ they may be operationally enhanced
usingan available set of Common Servicd® display the Common Services Interface,
W9 EOf dza A 2 y Zurdonfuideria 8eledted Soin@and and press enter.

When the monitoring of a selected command has beperationaly enhancedl Y5 Q GA t ¢
appear next to theW{ St S &I N2 ypa SNIBE I YLI S Wkbiondd N KF QP
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enhancements include Padlock Command Level Coritrel Command will be shown
reverse highlighted.

11.3.3 Marking All Commands

The panel alsé dzLJLJ2 NIia | W{ Sf SO0 IAIHKD DISIRAR/WVIKIS [W! /
column feader. If all IBMRACF Commands are to be monitgred | 0SS Wk Q 2y (GKS

LRAYG o06SF2NB WI[[w!/CQ YR LINB&aa ihei SNP ¢KS
messageW{ S& SO 2 YYlI yRa { dzLIB2 NI SR 2A0KAY GKS /2YY

TCE 17.0 - Access List
TCE Controlled Target -
L ADCD113 IFO.TEST.PARMLIB 0000 Yes 26 PROBI1 19/ 11/06 16:05
P -- LPAR- --- ParmDsn Qualifier Sf Sf Act Ctls - Userld - yy/mm/dd hh:mm
/. ALLRACF_ Yes Selects all Commands Supported Within the Command Group.
----------------------- Supported Security Commands

- RACF Operator Commands

---------------- e Ca——

Last Update

11.3.4 Padlock Control over IBM-RACF Commands

In addition to the Operator Command detemti and logging functions for SET, MODIFY
and Miscellaneous and IBRACF, CACF2 and GAop Secret provided by The Control
Editor, the Padlock could be used to deny Operator Command usage. In this release this
level of control applies only to IBIRRACF Opator Commands.

System Router ’
Command Events .
IBM-RACF

} = Denial Messages

e
I

Return Code |
Message Text

WTO -

‘ No

IRREVX01

‘ RACF IRRVO221

TCE - Padlock

!
| Control Files Control ‘wmals ‘o.umal Query Na%mmn

When the IBMRACF Padlock is actitee ESM and TCE work together to determine if
GKS dzASNJ A& | dziK2NRAT SR (2 AaadzsS I 0O2YYl
IBM-RACF EXIT, IRREVXO01, intercepting commands beforRABM O G dzI f £ &
them. If a command is defined to TCE and denied, TCE issuesaroaeturn code and
predetermined message back to IRREVX01. Based on the returnlB&iRACHand

R®

YR®
w{s§s

SN
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not TCEWill deny use of the command. IBRIACF will ultimately displdkie passed
message and its owhRRV022| message stating that the command was failed by EXIT.
Both messages are displayed at the same tififee displayed message will show a reason
code helpful to the TCE Administrator if a denial is called into questioWT®
announcing the denial is also issued by TCE and the event is logged in the Control Journal
as a Command Exception.
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11.3.5 CA-ACF2 Commands

When the ACF2 option is selected from#¢ 2 YY I YR& | YR aSParel 3Sa . 2 d:
the CAACF2 Command Selection List is displayée. content of the Command List is

predetermined commandscannot be added or deletedhey may only be selectedn

this release only one GACF2 Command, the CGSO Command, is supported.

Access Ligt CAACF2 CGSO Operator Command

TCE 17.0 - Access List i CA ACF2 CGSO Operator Command
-------- TCE Controlled Target --- JRNxx--- ------  LastUpdate ------
L ADCD113 IFO.TEST.PARMLIB 00 00 Yes 33 PROBI1 19/ 10/16 07:57
P -- LPAR- --- ParmDsn Qualifier ---  SfSfActCtls - Userld - yy/mm/dd hh:mm
.. ALLACF2_ No

——————————————————————— Supported Security Commands mmmeemememeeee s
Cm-- Name- Cm-- Name- Cm-- Name- Cm-- Name- Cm-- Name- Cm-- Name-
/. CGSO . . . .

Once the CAACF2 Operar Command Selection Panel is displayed, study it thoroughly
to gain a general understanding of its content. Use PFK1 to display a Selection List tutorial
that explains the Panel layout, columns and selection options.

11.3.6 Command Selection

There are two¥ {SX( A 2 y /uked fd¥ & i SRdInghanhas as being selected from

the List. All markingare placed in the entry point that precedes the command name.

PaAy3a 0KS WkQ AYRAOIFIGSa GKFG GKS O2YYFYyR Aa
i KS intic&e tliaPthe command is selected but is being actively being monitored:;

blank the entry point to remove a previous selection.

Once Commands has been selected from the thely may be operationally enhanced
usingan available set of Common Sergs.To display the Common Services Interface,
W9 EOf dza A 2 y &urdonyuRlerta 8eledted SoinMand and press enter.

When the monitoring of a selected command has been operatipeahanced WYbQ GAf
appear next to theW{ St &I N2y ad SNISE I YLI S Wkbiondd N KF QP
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enhancements include Padlock Command Level Coritrel Command will be shown
reverse highlighted.

11.3.7 Marking All Commands

The panel also supports{ St SOG 't Q 2LANARY FHEIRPRNMCKE WK2 ¢

columnteader. IfallCA / CH [/ 2YYl yRa&a | NS L]2 0S Y2YyAU2NBR L

0ST2NB WI[[!'/CHQ YR LJNSéé Sy lg$hIhesdageS LI y St
y .UKS

W{ Sél&dnmands®&LILI2 NI SR 2 A (KA K / 2YYlF YR DNE dzLJQ
TCE 17.0 - Accesslist - ACF2 CGSO Operator Command
-------- TCE Controlled Target --- JRNxx--- ------  LastUpdate ------
L ADCD113 IFO.TEST.PARMLIB 0000 Yes 20 PROBI1 19/ 11/06 16:08
P -- LPAR- --- ParmDsn Qualifier ---  Sf Sf Act Ctls -Userld - yy/mm/dd hh:mm
/. ALLACF2_ Yes Selects all Commands Supported Within the Command Group.
----------------------- Supported Security Commands----------------------
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11.3.8 CA-Top Secret Commands

When the CATS option is selected fromtié 2 YY I Y R& | YR a SParel 3Sa&
the CATop Secret Command Selection List is displayee.content of the Command List
is predetermineglcommandscannot be added or deletedhey may only be selected. In
this release only one CFop Secret Command, the MODIFY Command, is supported.

Access ListTop Secret MODIFY Command

TCE 17.0 - Access List i CA Top Secret MODIFY =~ Command
-------- TCE Controlled Target --- JRNxx--- ------  LastUpdate ------
L ADCD113 IFO.TEST.PARMLIB 0000 Yes 33 PROBI1 19/ 10/16 07:57
P -- LPAR- --- ParmDsn Qualifier ---  Sf SfAct Ctls -Userld - yy/mm/dd hh:imm
.. ALLTOPS_ No

----------------------- Supported Security Commands
Cm-- Name- Cm-- Name- Cm-- Name- Cm-- Name- Cm-- Name- Cm-- Name-
/. MODIFY__ ..

Once the CAop Secret Operator Command Selection Panel is displayed, study it
thoroughly to gain a general understanding of its content. BEK1 to display a Selection

List tutorial that explains the Panel layout, columns and selection options.

11.3.9 Command Selection

Therearetwd?{ St SOl A 2 ysed/forHaNI NIcohSAEEDDas being selected from
the List. All markingiare placed in the ®try point that precedes the command name.
PaAy3d 0KS WkQ AYRAOIGSA GKIG GKS O2YYlLy
0KS WrQ (2 AYRAOFOGS GKIFIG GKS O2YYlFYR Aa

Blank the entry point to remova previous selection.

Once Commands has been selected from the thisy may be operationally enhanced
using available set of Common Servicés. display the Common Services Interface,

W9 EOf dza A 2 ¥ Zurdoniferla 8eledted Soin@and and prester.

When the monitoring of a selected command has been operatipeahanced WYbQ gAf

puls

. 2 dz

appear next to theW{ Sf $ &I N2 yda ASNIBE | YL ST Wkbiond NJ KF Qb
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enhancements include Padlock Command Level Coritrel Command will be shown
reverse highlighted.

11.3.10  Marking All Commands

¢KS LI ySt |faz2 adzZl2Nlia | WY{StSOULPARY Q 2 LJiA 2
columnheader. If all CACATS Commands are to be monitafletf | 0S Wk Q 2y (G(KS Sy
0ST2NB WI[[/! ¢{ @ pdnef Rill HeIBisplayedSsifotigene Ihessade,

W{ SKESOG/ 2YYIIYRE& {dzLILRNISR.2AGKAY GKS /2YYl YR

GE 17.0

P - LPAR- -

TCE Controlled Target
L ADCD113 IFO.TEST.PARMLIB
ParmDsn Qualifier
/.ALL CATS Yes Selects all Commands Supported Within the Command Group.

- Access List

- Top Secret MODIFY Command

- JRNXX---

0000 Yes 20 PROBI1

Sf Sf Act Ctls

Supported Security Commands

- Userld -

Last Update ------
19/ 11/06 16:08
yy/mm/dd hh:mm
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11.4 Operational Enhancements

Operator Commands are supported by a numbeDptrational Enhancementthe selection

and setting of which are made available on a panel specifibé selected Command Type.
This subsection discusses all available Common Services, some of which may not apply
directly to a selected Command Type.

Exclusions and Notice€mmd:command_name Panel

TCE 17.0 - Exclusions and Notices - Cmmd: ADDSD
-------- TCE Controlled Target e --- JRNxx--- ------  LastUpdate ------
L ADCD113 IFO.TEST.PARMLIB 00 00 Yes 29 PROBI1 19/ 11/05 16:39
P -- LPAR- --- ParmDsn Qualifier ---  Sf SfAct Ctls -Userld - yy/mm/dd hh:imm

----------------- Exclusion and Notification Options
—————————————————————————— Setup Selection mememmemmeseeeeeeeceneee

Select one/more for Exclusion from Capture: .. Command Padlock On_
.. Issued from a Console: No Exclude those Issued from Consoles.

.. Issued from Batch JOB: No Exclude those Issued by Batch Jobs.

.. Issued from StartTask: No Exclude those Issued by Start Tasks.

.. Issued from TSO Users: No Exclude those Issued By a TSO Users.

Command Event Notification Option: .. This One and ALL Others On

To: pat@newera.com
From: support@newera.com _Subject: racf commands

.. Action Oon_ .. Method Oon_ .. Notice Oon_

Once the Exclusion and Notices Panel is displayed, study it thoroughly to gain a general
understanding of its content. Use PFK1 to display a Rastetutorial that explains the Panel
layout, columns and selection options.

11.4.1 Exclusion

Operator Commands may originate from Console, Batch Job, Started Task and TSO Users.
Use the 'S’ to toggle On/Off one or more of these Operator Command points of.orig

11.4.2 Notices

Notices may be sent when ALL or a specific Command and/or Message is intercepted.
Recipient(s) and Sender Address and Subject are required. See Action, Method and Notice
Status at bottom of panel; all must be 'On’ for Email Notification.

Valid To, From Email Addresses and Subject are required. Separatel Mtidresses
with a comma ', as needed.
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11.4.2.1 Notice to All Others

Bydefault, Notification is limited to the detetion of the selected Message.|Do
extend notification to all named nssage eventgoggle 'All Others' to 'On'.

11.4.3 Padlock

Use the 'S' to display an available Worksheet showing Padlock Protection 62ABW
/I 2YYlFyYyRa® [/ dzZNE2NJ) dzy RSNJ t F Rf 201 /2y dNRf 2NJ f
toggle Padlock Protectionof IBM! / C / 2YYIl YRa WYhyph¥TFQ FT2N GKS

Note that when Padlock Control is first estabkd over an IBMRACF Command,iiill
deny use of the command to ALL. To modify this default settiigplay the Padlock
t NPGSOGA2Y 22NJ] aKSSG yR dzaS GKS W Q w2g /2Y°

11.4.4 Email Address Book

There are likely to be many different Email Addresses in thHe E@vironment. This
Worksheet displays a Selection List of all known addresses. Review the list for a desired
address. To select an addreptace the Row Command 'S' beforetrow in which the
address appars, press enter. This will immediately returruyto your prior panel where

the address will automatically be inserted in your selection field of origin. Multiple
selections of addresseseanot allowedyou must return to select additional addresses if

the panel of origin supports multiple addresses.

Notification- Address SelectionPanel

TCE 17.0 - Notification - Address Selection Row 1to 7 of 7
-- NSIMELX 0831 -- --- Address List
------------------------- 7 Configured Email Addresses e
Row Selection: Select_Address_and_Return

To Sort select a Sub - Head, To Query enter above Sub - Head, PFK1 for Help
- ROW - oo Controlled Even t Notification =~ -------=m-mmmme
S'Num Use Email Address

001 003 pat@newera.com

002 007  support@newera.com
003 007 GHB@NEWERA.COM

004 003 prr@newera.com

005 004 ghb@newera.com

006 001 PLAYTWO@NEWERA.COM
007 001 No_Recipient

Bottom of data

Opti on ===> Scroll ===> CSR
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Once the Address Selection Worksheet is displayed, study it thoroughly to get a general
understanding of its content. Use PFKL1 to display a Worksheet tutorial that explains the
Worksheet layout, columns and selection options.

11.4.4.1 Selecting and Address

Use the 'S' Row Command to select an address and return to your panel of origin.
Only one selection can be made at a time. In the event you wish to select more
than one Email Addresgou will have to return. Be certain if yoeturn to select

a new fieldin your panel of originthis is needed to avoidverwritinga prior
selection.

11.4.5 Global Notification Controls

The Global Notification Controls that appear at the bottom ofitlie y St a! { ¢ Fff o085
F2NIOYIAE b20AFTFAOLIGAZ2Y (2 200dz2NJ & SELISOGSR®
G233tS GKS @l ftdzS 2F ! 0lAz2zy (2 WhTFQo ¢KAa | Of
so that it can be reenabled atanytS o6& NBaASGdGAy3a ! OGAz2y (2 WhyQ

11.4.5.1 Action

Action efers to Notification of events detected that relate to the selected
hLISNI 62N / 2YYlFYyR® 2KSy GKS @FftdzS Aa a
GKS &ALISOATASR NBOALASYUG AT .®RAckKe's'S(HK2
character on the command entry point and press enter to toggle only this specific
FOGA2Y WhykhTTQo

T
N

11.4.5.2 Method

Method refers to the Email Configuration METHOD BLOCK. For notification to be

sent via Email the METHOD BLOCK must be fully configacea@ctive. If the

Gt dzS aK2g6y Ad WYWhTFQ>X NBOdz2NYy (2 GKS {SGdGA
and set or configure the METHOD BLOCK as desired.

11.4.5.3 Notice
Notice refers to the Global Email Activation Parameter. In order for notification
tobesentthigdl f dzS Ydzad o6S &asSid G2 WhyQoe LT GKS @
{SGiAy3a aSydzz aStSOuG (GKS waSa.t201Q 2LIA
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12 Defining a System Message Intercept

Control Boundaries may be established around namgsiegn Operator Console Messagesjtb

before they will become active certain Global Control Statements found in NSEJRNxx must be
activated. See the section of this User Guide titlé8 STAY Ay 3 (KS {O2Ua 2F {ead
adescription of the following:

MSGIDINTERCEPT ON|OFF
MSGID system_message_identifier message_text

Once in place theccurance of a defined messagaecorded and, as desired, notificationtbé
occurances sent via email to a selected set of recipieausl posted to the Control Jourlsaand
an optionalRexx Clist may be called to perform supplemental processing

Command and Message BoundareSystem Messages

ICE 17.0 - Command and Message Boundaries
O Operator - Operator Commands .. Intercept On_ Userid - PROBI1
Time - 14:34
S SETS .. - SETS Mix Sysplex - ADCDPL
O MODS .. - MODIFY Al System - ADCD113
I MISC .. - Other All IFOhlq - TEST
TCE 17.0
E Security - Security Commands .. Intercept Oon_ IC E17
R RACF .. - IBM/RACF All ..Intercept On_
A ACF2 .. - CA/ACF2 .. Intercept Off
C CATS .. - CA/TSS .. Intercept Off
M Messages .. - Operator Messages .. Intercept On_
X Exit - Return to the TCE Primary Menu
NewEra Software, Inc.
Our Job? Help you make repairs, avoid problems, and improve IPL integrity.

12.1 System Message Intercept

Before TCE can begin monitoring of the occuran&ystem Messages tl8ystem Monitoring
Setingg a{/ ht 9% Ydza iMSBR bxDiw/ Vh QXY diaKiS 0SS aSi WwWhyQ
MessagelDand possiblyincludingoptional Message Text must be defined
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12.1 Effecting a Control Change

To make any change to a setting of Monitor [g&®r to a related Suklement Control
Boundary, you must first make the change then PFK3 out of any of the three panels described
above. When you do this the NSEJRNxx member that contains the configuration Control
Statements will be automatically updatedext, to have the changes take felffect,
dynamically activate them. To do this, return to the Control Boundary and Settings Menu,
select the Activate Option. This action will display the TCE Configuration Utilities Menu; now
select Activate to immediaty implement your changes.
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12.2 Message Identification and Selection

When the Messages option is selected fromtHé 2 YY I Yy R&a | y R

a SParell 3Sa

. 2 dz

the Messages Identification and Selection List is displamdike other System Monitor
Panelsthis panel does not contain a predetermined list of items to select from. It requires
specific Message ldentification (MessagellD) identify a messager monitoring enter a

valid z/0OS/stem Opeator Message identifiein an available/open field and select it.

Access ListSystem Message IDs

TCE 17.0 - Access List - System Message IDs

.- JRNXX---
00 00 Yes 33 PROBI1
Sf Sf Act Ctls

Last Update
19/ 10/16 07:57
yy/mm/dd hh:mm

TCE Controlled Target
L ADCD113 IFO.TEST.PARMLIB
P -- LPAR- - ParmDsn Qualifier

- Userld -

Cm-- Name- Cm-- Name-

——————————————————— Defined System Mess
Cm-- Name- Cm-- Name- Cm-- Name-
/+ HZS0000I /+ NEZ0000I ..

age ldentifiers
Cm -- Name-

12.2.1 Message Selection

There are twoW{ St SOl A 2 vhat tak beNibe® ¥ aNE a Ings3age that has
been entered into the panel. All markisigre placed in the entry point that precedes the

Messagddd | a Ay 3

(KS WkQ A DR salebed S isiadively being S

aSaa

Y2YAU2NBR® & 2 SAYiREONWE S iséetetted bul iK it bairg @ciivel@ S L 5

being monitored. Blank thentry point to remove the Messageliibm the panel.

Once a Message has been selected from the iListay be operationallgnhancedusing
anavailable set of Common Servic&s.display the Common Services InterfalbsgText

I YR b 2dusdddhdenazelected command and press enter.

When the manitoring of a selected Messagelias been operationgtenhanced!

YbQ oAt t

appear nexttothel{ St S &b N2 PZISINE BRI YL ST Wkb 2N kKfF QO
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A#28 AEET ET C 3UOOAI

Activate

TCE Members:

NSEJR

NSEENSxX System Message Identifie———

| Match | |Journa| Posll |Notification| | Rexx CaII|

12.3 Common Services

System MessagBlinterceptis supported by a number of common services, the selection and
setting of which are made available on a panel specific to the selected Command Type. This
sub-section discusses all available Common Services, some d&f mhic not apply directly to

a selected Command Type.

MsgText and NoticesMsgld:message_ld Panel

TCE 17.0 - MsgText and Notices - Msgld: IFO0001I
-------- TCE Controlled Target --- JRNxx--- ------  Last Update ------
L ADCD113 IFO.TEST.PARMLIB 00 00 Yes 28 PROBI1 19/ 11/06 10:14
P -- LPAR- --- ParmDsn Qualifier ---  SfSfAct Ctls - Userld - yy/mm/dd hh:mm

------------ System Message ID, Text, Posting and Options
-------------------------- Setup Selection e

System Message ID, Text and Posting Option for MSGID: IFO0001I

.. Post to Journal Yes Match String NONE o

System Message ID and/or Tex t Monitor Options:

Off Call Named Rexx Application: From hiq.hlg.SISPCLIB
Command Event Notification Options: .. For Msgld and ALL Others Off

To: o
Fro m: Subject: -

.. Action Off .. Method Oon_ .. Notice Oon_
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Once the MsgText and Notices Panel is displayed, study it thoroughly to gain a general
understanding of itxontent. Use PFK1 to display a Panel List tutorial that explains the
Panel layout, columns and selection options.

12.3.1 Post to Journal

Intercepted System Message Events may be posted to the TCE Control Journals. To post
amessagetothdury I £ = (233fS Wt2ad (2 W2daNYyIFfQ (2 W, ¢

5

12.3.2 Match String

The identification of a System Message can be optionally extendesrtdatedWa S&d al 3 S

¢ S FofieRample HZSO00E IBMRACF(SENSITIVE_RESOURCES. In this case the message ID
HZSOOOE would match only if the accompanying message text began with

WL. aw! / Co{9b{L¢LxOYwIO{h} w/ 9{Qd

12.3.3 Rexx Clist

When a Messagel&nd when defined Match String is detected @& launch a Rexx Clist

to perform supplemental processing taskf the intent is to call a Rexx Clisbggle the

gt dzS LINBOSRAY3I W/ttt blYSR wSEE ! LILX AOFGA2Y.
Clist that resides in the ICE HLQ.SISPEIni&ly specify the fully qualified name of the

Rexx Clist Source Library.

12.3.4 Notices

Notices may be sent when ALL or a specific Command and/or Message is intercepted.
Recipient(s) and Sender Address and Subject are required. See Action, Method and Notice
Stdus at bottom of panel; all must be 'On' for Email Notification.

Valid To, From Email Addresses and Subject are required. Separatel Mlltidresses
with a comma ',’ as needed.

12.3.4.1 Notice to All Others

Bydefault, Notification is limited to the detetion of the selected Message.|Do
extend notification to all named message evemtgigle 'All Others' to 'On'.
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12.3.5 Email Address Book

There are likely to be many different Email Addresses in the TCE Environment. This
Worksheet displays a Selection List of all known addresses. Review the list for a desired
address. To select an address place the Row Command 'S' bleéorew in which the
address apgpars, press enter. This will immediately return you to your prior parnere

the address will automatically be inserted in your selection field of origin. Multiple
selections of addresses are not allowed, you must return to select additional addresses if
the panel of origin supports multiple addresses.

12.3.6 Notification - Address Selection - Panel

TCE 17.0 - Notification - Address Selection Row 1to 7 of 7
-- NSIMELX 0831 -- --- Address List  ---
------------------------- 7 Configured Email Addresses e

Row Selection: Select_Address_and_Return

To Sort select a Sub - Head, To Query enter above Sub - Head, PFK1 for Help ---
- ROW - e Controlled Even  t Notification =~ --------m--mmommem
S'Num Use Email Address

001 003 pat@newera.com

002 007  support@newera.com
003 007 GHB@NEWERA.COM

004 003 prr@newera.com

005 004 ghb@newera.com

006 001 PLAYTWO@NEWERA.COM
007 001 No_Recipient

Bottom of data

Opti on ===> Scroll ===> CSR

Once the Address Selection Worksheet is displayed, study it thoroughly to get a general
understanding of its content. Use PFKL1 to display a Worksheet tutorial that explains the
Worksheet layout, columns and selection options.

12.3.6.1 Selecting and Address

Use the 'S' Row Command to select an address and return to your panel of origin.
Only one selection can be made at a time. In the event you wish to select more
than one Email Address yauill have to return. Be certain if yaeturn to select

a new fieldin your panel of originthis is needed to avoidverwriting a prior
selection.
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12.3.7 Global Notification Controls

The Global Notification Controls that appear at the bottom ofitlle y St a ! {fl} Fff o068
F2NIOYI AT b2GATFTAOLIGAZ2Y (G2 200dzNJ a SELISOGSRO®
G233tS GKS @IFtdzS 2F ! OlAzy (2 WhTIFTQd ¢KAa | O
sothatitcan be reenabledatanytS o6& NBaSidAy3a ' OdAzy G2 WhyQ
12.3.7.1 Action
Action efers to Notification of events detected that relate to the selected
hLISNI 62N / 2YYlIYyR® 2KSy (GKS @IFtdz2S Aa asSid
GKS aLISOAFASR NBOALASY(H AT .PRkKe'SSGEK2R |

character on the command entry point and press enter to toggle only this specific
FOGA2Y WhykhTFQo

12.3.7.2 Method

Method refers to the Email Configuration METHOD BLOCK. For notification to be

sent via Email the METHOD BLOCK must be fully configacea@ctive. If the

Gt dzS aK2gy Aad WhTFFQI NBOGdzNYy (G2 GKS {SGdA
and set or configure the METHOD BLOCK as desired.

12.3.7.3 Notice

Notice refers to the Global Email Activation Parameter. In order for notification
tobesentthigdl £ dzS Ydzaid 6S asSid (G2 WwhyQo LF (K
{StGdAy3a aSydzz &aSftSOG GKS waSia.t201Q 2L
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13 Defining a Workgroup Boundary

A Secondary set of TCE Control Boundaries can be established over Standalone Datasets
designated as Workgroup Datasets. Such control definitions are made in the NSESELxx
Configuration member using the Padlock function to define user access rights tacspesiibers

within a dataset. To update and/or establish Workgroup Dataset Boundddksw the path

shown below to the Control Boundary Panel and select the Workgroup Option. Care should be
taken when making this selection to also activate the GlobaldekdNVorkgroup Setting shown in

GKS LIySto hyte gKSy (KAa aSiairy3aQa
actively enforced. The Global Padlock Dataset Setting, like all Padlock Global settings, is
automatically updated when you adwee to a desired Boundary Panel or PFK3 back to the prior

menu.

TCE - Defining Workgroup Controlled Datasets!

TCE Members:

NSESELxx
NSEGRP
NSEENSxx

@It dzS A a

< Dataset Name and/or Volume and System

Padlock Notification

Controls Environment:
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13.1 Workgroup Boundary Worksheet

TCE 17.0 - WorkGroup Dataset Selection Row 1 to 2 of 2
-- NSIMSLX 0923 -- - Dataset Control
-------------- 2 WorkGroup Datasets in IFO.TEST.PARMLIB(NSESELOO)
Row Selections: Add_Entry Delete_Entry Update_Entry Shows_Padlock Notifications

To Sort select a Sub - Head, To Query enter above Sub -Head, PFK1forH elp ---
- Line Count  -------mmmmemeoooees Control Boundaries = -------mmmemmmmmmmmnnen
S'Numb Pad Not ~ ~—--————- WorkGroup Controlled Datasets =~ --------- Volume - System -
0001 001000 SYS1.PARMLIB e
_ 0002 002 000 WORKGROUP.DATASET voLoolr e

Bottom of data

Option ===> Scroll ===> CSR

Once the Workgroup Dataset Worksheet is displayed, study it thoroughly to get a general
understanding of its content. Use PFK1 to display a Worksheet tutorial that exihiains
Worksheet layout, columns and selection options.

13.1.1 Adding a Dataset

Datasets defined within a Controlled Category are called Controlled Datasets. To add a
dataset to a Category, plaeaW! Q 2y Fye& w2g SYyuNB LRAY(d FyR
will disday the Adding a Controlled Dataset Pdp inaWhb dzf . { G (S Q

000000000000000000000000000000000000000000NVOOF0POOBBAIDBABOD
0 ICE 170 - Adding a Controlled Dataset

0 - SY SCaEtMe. gPOArRYML | B 0
6 e Control Dataset ~ ---------- Volume - System - o]

o 0
6000000000000000000000000000000000800000000H00000POBIBIBADBAID

The fields within the PopJp support Dataset Name and optionally Volume and System
Name.

1 When only Dataset Name is specifidtk scope of the Category Boundary extends to
ALL Datasets, on ALL Volumes, accessed from ALL Systems whether or not the Dataset
is cataloged.
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1  When the optional Volume (VOLSER) name is specifiedscope of the Category
Boundary extends to the named aet on the volume specified and accessible from

ALL Systems.

When the optional System (SYSNAME) namessifggd, the scope of the Category
Boundary extends to the named Dataset on the volume specified but only accessible

from the named System.

13.1.1.1 Context 8nsitive Assistance

The Adding aDataset PogJp described above supports twoontext Sensitive
AssistantsPlacinglte cursor in either entry field/olumeor Systemand pressing

enter will activate the related Assistant.

1 Volumeg Cursor into the Volumentry field and press enter to display the
volume housing the Controlled Dataset on the running system. Press PFK3 to
enter the volume name in the entry field. If a related volume is not found in
the running system catalog message is displayed.

1 Systemc Cursor into the System entry field and press enter to display the
name of the running system. Press PFK3 to enter the name in the entry field.

13.1.1.2 Invalid Dataset Entries

Dataset existence and Datas¢blume relationship on the running system are
validated.If a Dataset does not exist or is not housed on a volume specified, the
following message is displayed as you PFK3 back to the Dataset Worksheet.

00 0 0 0 0 0 dddddDataset Not in Local Category

(0]
000000000000000000000000000000000000000083008308029

i SOME.PDSd & 6 0 & 60303038 &

POO0O0OBODDOABO

Since it is possible that the intent of the entry is to define a future Dataset or a
future Dataset facement, the entry will be allowed and subsequently recorded

in NSECTLxx. Such invalid entries have no effect on the operation of the TCE
Controls Environment except that a message will be issued at IFOM startup
and/or at the pointof dynamic configuratio activation that the dataset was not
found and/or was not found on the volume specified. It is consideréd.a$S & (i

t NJ Otd revi@® &Il such messages and to resolve them to site policy.
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13.1.2 Deleting a Dataset

A Controlled Dataset may be deleted, and odedeted, restored at any time. To Delete

a Dataset from a Controlled Category, pladé5 Q 2y (KS w2g SyaNR LR2AYIQ
and press enter; no confirmation is required. This action will immediately remove the

dataset and redisplay the Worksheet.

13.1.3 Updating a Dataset

TheControlled Dataset SelectiaWorksheet offers selection options that support Dataset
updating and refinement in three specific areas: Volume and/or System Names, Padlock
Controls and Event Notifications. To access thasse the noed Row Selection
Commands (U|S|N).

13.1.3.1 Volume and/or System
CKS W' Q {StSOGA2Y [/ 2YYHYRhisRs\id th#f daded G KS !
format as the Add Dataset Pagp, the exception being that the current Volume
and System Name settings are displayed in eslahput fields. To update these
values overtype them. Use PFKS to return to update the values and redisplay the
worksheet. Notice messages may be displayed when a Dataset is not found on a
specified volume. Context Sensitive Assistance waksioted when adding a
new Dataset.

13.1.3.2 Padlock Controls

¢tKS W{Q {StSOlA2Yy [/ 2YYlIyYyR RAidDalaskte a ¢KS
Worksheet showing the Padlock Controls defined for the selected Dataset.

The Member Level PadlocgkDataset Worksheet

TCE 17.0 - Member Level Padlock - Dataset Row1ltolofl

-- NSIMCLX 1023 -- -- Member Control
-------------------- 1 Member Control Record - USER.PARMLIB --------menmmeeee
Row Selection: Add_Record Delete_Record Update_Record Copy_Record Member_Events

Select Sub - Head to Sort, Query above Sub - Head, Enter Saves a Row Update
- Line --—--- Control Element ~ -----
S Numb Keyword Usr/+Grp - Member-  ----------- Member Control Comments ~ ------------
_ 0001 DSNALLI TCEUSER * OVER TYPE_TCEUSER'_USERID_NOW!

Bottom of data

Padlock, Member Level Control may be defined relative to a specific Controlled

Category thatin turn, is extended to the Datasets defined tiih that Category

and/or to an individual Stand Alone Dataset. See the Section of this User Guide
GAGt SR W5STFAYyAYy3d [S@Sta 2F ¢/ 9 tIFRft201 [/ 2
topic.
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13.1.3.3 Notifications

¢tKS wbQ { St
Panel.

O A Ehg Conteoled Dagaset NRticatlali Seings

The Controlled Dataset Notification Settings Panel

[FCE 17.0 - Controlled Dataset Notification

-------- TCE Controlled Target —-eeee- --- ENSxx--- ------ LastUpdate ------
L ADCD113 IFO.TEST.PARMLIB 0000 Yes 4 PROBI1 19/ 11/01 12:38
P -- LPAR- --- ParmDsn Qualifier ---  SfSfActCitls - Userld - yy/mm/dd hh:mm

-------------------- Controlled Dataset Notification
Event Notification Options - Dataset - SYS1.PARMLIB
.. Event Type: All Actions .. Report Type: Full Report
Subject: Enter_Email_Subject

1- To: Enter_Email_Address
2-To:
3-To:
4-To:
5-To:
From: Enter_Email_Address

.. Action Off .. Method Oon_ .. Notice Oon_

Notification may be defined relative to a specific Controlled Category and/or to
an individual Stand Alone Dataset. See the Sectiorhisf Wser Guide titled
W5STAYAYA 90Syld b20AFAOFGAZ2YyaQ F2NJ I 02 VYL

13.1.4 Support Functions

The Controlled Dataset SelectioWorksheet offers access to two Dataset support
functions: A listing of Journal Events by Selected Datasetdwrrent List of Members
within a Selected Dataset.

13.1.4.1 Journal Events

¢tKS WwwQ {StSO0A2Y /2YYlIYR RAaALAEOGnEeda G(GKS W2
the Worksheet is displayed, study it thoroughly to get a general understanding of

its content. Use PFK1 tdsgphlay a Worksheet tutorial that explains the Worksheet

layout, columns and selection options.

13.1.4.2 Member List

¢tKS WwWaQ {StSOGA2Yy [/ 2YYlIYR RAALIXlI&a GKS
Worksheet Once the Worksheet is displayed, study it thoroughly to get a general
understanding of its content. Use PFK1 to display a Worksheet tutorial that

explains the Worksheet layout, columns and selection options.
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14 Defining a TimeLock Project Boundary

Note that the functions described in this section are planned fonrspecified future release.

TimeLock is an extension of the Access Controls provided by the Padlock. Use it to define
'Windowsof-Time' in which access will be Allowed/Denied. Each 'Window' may be refined to
require a project ID and Key in order to gagtess to defined Project Resourc&atasets, Com
mands and Members by authorized Project Staff Members.

[TCE 17.0 - TimeLock Managed Projects - Current

————————— ICE Controlled Setup Targets e --- TCE Members--- - Update - -
L ADCD113 IFO.TEST.PARMLIB 00 Yes 00 00 00 00 00 00 19/ 10/06 +
P -- LPAR- - ParmDsn Qualifier ~ ------ Pr Dyn Jr Ct SI Gp En Dt yy/mm/dd U

.. Restore Projects .. Project WorkSh eet
————————————————————————— Current Project Access List e

Cm Number S Cm Number S Cm Number S Cm Number S Cm Number S Cm Number S

Waiting  Running  Finished Residual NotReady InActive

Once the Manage Project Panel is displayed, study it thoroughly to get a general
understanding of its content. Use PFK1 to display a Panel tutorialettidains the Panel
layout, columns and selection options.

14.1 TimeLock Panel Options

14.1.1 Select a Project

To select a New or Old projeanter 'S' before it and Press Enter. These actions will
display the Project Definition Summary.

14.1.2 Start a New Project

To start a New Projepenter a six character Projed In any available slot on the panel.
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14.1.3 Delete an Existing Project

To'Delete’ a projectplace a 'D' before it, press enter.

14.1.4 Restore Deleted

Projects may be Restored to Active Status at tamg by placingan'S' before Restore
Project and pressingnter, then an'R' before the project to be restored.

14.1.5 Project Worksheet

The Project Worksheet Isall Active/Deleted Projedin an ISPF Worksheet that displays
summary information.

14.1.6 Project Status Legend

The highlighted legends #te bottom of panel match Projecstatus. Cursor under, then
Enter for Status Descriptio
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15 Defining a NEZUTIL Batch Update Boundary

NEZUTIL is a TCE “WWhpper' Application that can be used to freehd all common Batch
Update Utilities like IEBGENR or IEBCG#{¥¥irttary purpose is to capture and document changes
that occur during a batch update, recordidgtected changes and related descriptive information

in the TCE Conrol Journals and sending optional Notification and/or calling a Rexx Application to
perform supplemental change management reporting task

15.1 NEZUTIL Configurations

Like all TCE Configuration elements those that control the operation of NEZBhihmed

JCL/Procedure and its associated NEZUTIL Configuratiay be set up andnaintained

directly using the TSO/ISPF Editalternately, a best practicevould be to maintain these
configuration elements using functions found within e CE @nfiguration Dialogs.

A#Z AEET ET C . %: 54) ,

Activate

TCE Members:

NSEENS ~<=—— JCL/Procedure DSN and/or Configuration DSN, TO

|Contr0| Categorie{s | Batch Descripto*\b Event Token |

| RexxAppIicatior+ | Notification |

Controls Environment:

15.2 Naming a Procedure

Each NEZUTIL Configuration is a collection, a package, of processing eteiariBrocedure
Dataset,assigned Controlled Categories and Descriptive Text, User assigned Event Token and
Optional Notfication and/or Rexx Applicatio For the TCE Configuration Dialogs to properly
manage these elements as a collectieachNEZUTIL Configuration satist be asigned a

unique identifying Procedure Name.
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To name a new and/or select a defined Procedugigate from the ICE Logon Panel to the
TCE Controlled Procedure Selection Panel.

Controlled Procedure Selection

TCE 17.0 - TCE Controlled Procedure Selection
---------------------- Defined NEZUTIL Control Procedures
--  Cm-- Procedure Names -- -- Cm-- Procedure Names -- -- Cm-- Procedure Names --
01 .. BATCH_UPDATE 19 .. 37 ..
02 .. BATCH_UPDATE_SYSIN 20 .. 38..
03.. SYSTEM_PROD_UPDATE2L .. 39..
04 .. 22 .. 40 ..
05 23 .. 41
06 24 .. 42
07 25 .. 43
08 26 .. 44
09 27 .. 45
10 28 .. 46
11 . 29 .. 47 ..
12 .. 30.. 48 ..
13 31.. 49
14 32.. 50
15 .. 33.. 51..
16 .. 34 . 52 ..
17 35.. 53
18 36 .. 54

Once the Selection Panel is displayed, study it thoroughly to get a general understanding of
its content Use PFK1 to display a Panel tutorial that explains the layout, columns and selection
options.

15.2.1 Controlled Categories are Defined First

Before NEZUTIL can be dge capture batch change£ontrolled Categories and dir
related Controlled Datasets mue defined. If you have not alreadigfined Controlled
Categoriesreturn to the Primary Dialog Meng&elect Boundarieshen select Category.
Using the panel and services that folladd, as neededyew or additional Categories
supporting specific site pctices.

Take note that list of Controlled Categories is provided from within the panel described
below, but this path will not allow for Category additions. This restriction
notwithstanding, Controlled Datasets may be added to existing Categories.

Onrce Controlled Categoriegre defined updates to the Controlled Dataset defined to
them can be detected when they occur eithienteractively under TSO/ISPF and/or during
a Batch Update managed bhpmed NEUTILProcedures
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15.2.2 Modifying Existing JCL/Procedures

b9%! ¢L[ A& I W2 NJIvdeddaledexahiies tikelJGLAPARMstridgkdr (
certain application specific keywords (JCL ParametespgcificallyW/ 5{ ¢! w¢ Q

Y/ 5{ arld TOKEN=These critical keywords are used to sigthe Start and Stop of

the NEZUTIand specifically identify the NEZUTIL process that is responsible for detecting
changes, if any, in defingdontrolled Categories.

To activate NEZUTIL 'CDSTART' and 'CDSJdnRobl Statments MUST be added to
existing CL Procedures.

15.2.2.1 CDSTART
/INEZUTIL EXEC PGM=NEZUTIL,PARM="CDSTART,TOKEN=ABCD EFGH

15.2.2.2 CDSTOP
/INEZUTIL2 EXEC PGM=NEZUTIL,PARM='CDSTOP, TOKEN=ABCDEFGH

or in a multistep batch update procedure the following:

/INEZUTIL2 EXEC PGM=NEZUTIL,PARM="C3TARTTOKEN=ABCD234"

15.2.3 Assigning a NEZUTIL Process Token

. 20K W/ 5 {whéninte@leditoi@ote the beginning of a new batch update step
W/ 5{ ¢ ht Qacosmpimniedfpll®ved on the PARM Strind)y a unique eight byte
token. Ths tokenvalue, defined as the value of TOKEN=ritical to NEZUTIL application
processing, as it will be carried forward to specifically identify each change event and
identify optionalnotification actions and/or Rexx Application Calls.

15.2.4 NEZUTIL Process Configuration

In addition to the Token, inline Control Calds alternately a SYSIN DD Datasetist be
defined within the Update Procedutiat directs NEZUTIL tthe following:

9 Alist of Control Categorie® be evaluated for changdollowingthe BatchUpdate
1 Followed by @rief description, The Batch Descriptor, of the Update Event.
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15.2.5 Defining Controlled Categories

Whether defined inline within a PROC or in a Configuration Dataset named in @ PROC
NEZUTIL Controlled Categories are preceded by the keyword:

CATEGORY

Sample showbelow:

CATEGORY SYSTEM.IPLPARM
CATEGORY SYSTEM.PARMLIB
CATEGORY SYSTEM.VTAMLIB

15.2.6 Defining Batch Descriptor

Whether defined inline within a PROC or in a Configuration [@atz@med in a PRQC
NEZUTIL Descriptor must fall within keywords:

DESCRIPTOR .START and DESCRIPTOR . END

Sample showbelow:

DESCRIPTOR .START

These detected changes are the result

of updates to SYSTEM 06X6 authorized by
z/ OS support best practice 06YO0.
DESCRIPTOR .END

The Descriptor MUST follow the statement of Categories.

15.3 Adding a New Procedure Configuration

To add a newProcedure to the to the Controlled Procedure Selection, Eister a unique

Procedure Name in anvailable slot and enteanW{ Q 6 SF¥2NB A G 2NJ OdzNBE 2 NJ d
enter. These actions will immediately display tiEZUTIL Configuration Panel shown on the

next page

15.3.1 Using the NEZUTIL Configuration Model

Take note of thel a 2 R&uesshown in thepanel. hesevaluesare based on values
extracted from Default Sample Procedure and Configuration Members found in the TCE
HOQ.SAMPLIB Dataset. Thisa 2 Rabueswill be displayed each time you attempt to
add a new NEZUTIL Procedure. The model mapdated using functions available from
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the pane|] BUT any update would be overwritten with the next TCE release update unless
specific actions are taken to retain the changes.

NEZUtility Configuratiog named_procedure

FCE 17.0 - NEZUtility Configuration - BATCH_UPDATE_SYSIN
JCL/Procedure .. Dsn: PROBI1. NEZUTIL.PROCS.SYSIN Mbr:
Configuration .. Dsn: <SYSIN> Mbr:

——————————————————————— NEZUTIL Configuration Parameters mmnmeee-
-~ Cm-- Category Name -- -m e Descriptor Text
01.. SYSTEM.IPLPARM___ |01 TEST LINE ONE

02.. SYSTEM.PARMLIB___ |02 TEST LINE TWO

03.. GREATERT.PARM | 03 TEST LINE THREE

04 .. | 04 NEW DESCRIPTOR TEXT

05 .. | 05

06 .. | 06

07 .. | - e Configuration Comments =~ -------------
08 .. | 01

09 .. | 02

10 .. | 03

11 .. | 04

12 .. | - - Last Configuration Upate =~ ------------
13 .. |01

14 .. [ Event Notification =~ ---------mmomm-
15 .. | 01 .. Notice No_ .. Procedure Event Token ABCD1234

Once the Selection Panel is displayed, study it thoroughly to get a general understanding
of its content. Use PFK1 to display a Pamgrial that explains the layout, columns and
selection options.

15.3.2 The JCL/Procedure Dataset

The fully qualified name of the JCL/Procedure Dataset drtkfined as a partitioned
dataset the name of a specific JCL/Procedure member is shown at the tibje gianel.

Sample JCL/Procedure Dataset

/INEZUTIL JOB (PROBII),'PAULR',NOTIFY=PROBI1,

1 MSGLEVEL=(1,1),MSGCLASS=0,CLASS=A

/*JOBPARM L=9999

/INEZUTIL EXEC  PGM=NEZUTIL,PARM='CDSTART,TOKEN=ABCDYYYY'
/ISTEPLIB DD DSN=IFO.TEST.LOAD,DISP=SHR

/ISYSPRINT DD SYSOUT=*

/ISYSIN DD DSN=PROBI1.NEZUTIL.SETUP.LAST,DISP=SHR
/INEZUTIL2 EXEC PGM=NEZUTIL,PARM="CDSTOP,TOKEN=ABCDXXXX'
/ISTEPLIB DD DSN=IFO. TEST.LOAD,DISP=SHR

/ISYSPRINT DD SYSOUT=*

/ISYSIN DD DSN=PROBI1.NEZUTIL.SETUP.TEST,DISP=SHR

If working with the SAMPLIB Modél is considered a Best Practice to immediately
rename the JCL/Proceduf@atasetand Member to a specific site dataset and member
standard.
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To rename the datasetand membédt | OS 'y WwQ 2y (GKS SydiNE LRAYI
JCL/Procedure Dataset and pgamter. This action will display the Rename ®Rgpdialog.

>

C

6000000000000000000000000000000000000000003000006003830300329

o} fCE 17.0 - RenamingtheJCL/ Procedure File o]

0 o]

o] Old | FO. TEST. SAMPLI B SAMNEZ1 o]

o} —m e Fully Qualified Dataset ~  --------- - Member- 6

o] New | FO. TEST. SAMPLI B SAMNEZ1
06666666666666666666666666666666666666666660666666666666666

Once the PogJp is displayed, study it thoroughly to get a general understanding of its
content. Use PFKL1 to display a tutorial that explains the layoltputs and options.

To rename the Dataset and/or Memhewertype than andPFK3o return to the NEZUTIL
Configuration Panel. Note the Panel now sistine Dataset and/or Member as renamed.

If a Dataset Rename is required atié New Dataset existthe member is added using
the name specified. If the Dataset does not extss allocated as a PDSE with Partitioned

Organization, Fixed Block 8@YL SPACE(1,Mhen a new Dataset Allocation is
attempted but fails,a message is displayed.

15.3.3 Configuration 7 Specified by Dataset

The fully qualified name of the Configuration Dataset and, if defined as a partitioned
dataset, the name of a specific Configuration member is shown at the top of the.panel

Sample Configuration Dataset

* MEMBER UPDATED BY TCE/NSIMCLX - USER:PROBI1 DATE:20 19/ 11/16 TIME:12:25:00
*THIS IS THE REASON FOR THE CHANGE

CATEGORY SYSTEM.IPLPARM

CATEGORY SYSTEM.PARMLIB

CATEGORY GREATERT.PARM

CATEGORY LESSTHAN.PARM

DESCRIPTOR .START

THIS IS THE ORIGIN OF THE CHANGE

DESCRIPTOR .END

If working with the SAMPLIB Modeél is considered a Best Practice to immediately
rename the Configuration Dataset and Member to a specific site dataset and member
standard.
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To rename the dataset and membérJt + OS 'y WYwQ 2y (GKS Sy :iaNE L.
JCL/Procedure Dataset and pseenter. This action will display the Rename -Bpp
dialog.

000000000000000000000000000000000000000000300000000000030029
0 TCE 17.0 - Renaming the Configuration File o]

o} o]

o} Old | FO. TEST. SAMPL1 B SAMNEZ _ o]

0 R Fully Qualified Dataset =~ --------- - Member- o]

o} New | FO. TEST. SAMPLI B SAMNEZ _ o]

000000000 00000000000000000000000000000000M3000P000555060883H

Once the PofJp is displayed, study it thoroughly to get a general understanding of its
content. Use PFK1 to display a tutorial that explains the layaliiimns and options.

To rename the Dataset and/or Member overtype them and PFK3 to return to the NEZUTIL
Configuration Panel. Note the Panel now shows the Dataset and/or Member as renamed.

If a Dataset Rename is required and the New Datasetseiigt member is added using
the name specified. If the Dataset does not e)xtss allocated as a PDSE with Partitioned
Organization, Fixed Block 8@YL SPACE(1,hen a new Dataset Allocation is
attempted but failsa message is displayed.

15.3.4 JCL/Procedure and Configuration i Single Dataset

The JCL/Procedure and NEZUTIL Configuration may be combined into a single
JCL/Procedure Dataset eliminating the need for a Configuration Dataset. While this is an
acceptable practicat does not allow forconfiguration comments or the Time Stamping

of configuration activities and is therefore not recommended.

/INEZUTIL EXEC PGM=NEZUTIL,PARM='SUBS=IF01,CDSTART,TOKEN=ABCD1234'
/ISTEPLIB DD DSN=ESSJDL1.IFO101.B3.LOAD,DISP=SHR
/ISYSPRINT DD SYSO UT=*

/ISYSIN DD *

CATEGORY SYSTEM.IPLPARM

CATEGORY SYSTEM.PARMLIB

CATEGORY GREATERT.PARM

DESCRIPTOR .START

TEST LINE ONE

TEST LINE TWO

TEST LINE THREE

NEW DESCRIPTOR TEXT

DESCRIPTOR .END
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15.3.5 Category Name List

As the panel iglisplayed the list of active Controlled Categories is simounder the
W/ G§S3I2NR blYSQ /2fdzyy 2y GKS fit&Bhiowninn¥ +y Sy
green, if notit is shown in red.

15.3.5.1 Adding a Category

New Catgories can be added in two ways:

9 First, by enteingthe name in an open List field and praggenter.
1 Second, by selecting from a List of ALL defined Controlled Categories that is
displayed when theursor is placed into any List field agteris pressed

When the second method is ed, the displayed Category SelectiglfNEZUTIL
Panel is fully functional with the exception that Categories may not be added.

15.3.5.2 Removing Category

Entries in the Category Name Column mayReenovedDeleted from the list by
W, fFy1AYy3Q ( RBefoselthy¥ @ameaNd pidésleided. W

15.3.5.3 Listing Controlled Datasets

To display a list of Controlled Datasetithin a CategoryLJt  OS | W5Q 6S¥F2 N
Category Name and press enter. This action will display the Controlled Dataset

Selection Worksheet. The Workshae fully functional so that Datasets may be

Added, Deteted and Updated.

15.3.5.4 Showing NEZUTIL Detecteédents

To display a list of NEZUTIL Detected Change Events that have impacted a
CategoryplaceaW¥$9 o0SF2NB (GKS /I (S32 NactiobwilYS | yR LJ
display the Journad Event Selection Worksheet. Selecting a specific event will

display the Event Change Report.

15.3.6 Descriptor Text

Up to six line of text describing the Batch Updatey be entered under th#5 S & ONJR LJG A S S
¢ S Baading. If a descriptds providedit will be recorded within the TCE Journal Entries
that mark the Start and Stop of the NEZUTIL Change Detection process.
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15.3.7 Configuration Comments

Up to four lines of textdescribing NEZUTIL Configuration may be entered under the
W2y TAIdzNI ( A Regding. B ¥ Yofsjtéréda Best Practice to document each
NEZUTIL Configuration.

15.3.8 Procedure Event Token

AsnotedabovesS | OK b9 %! ¢L[ W/ 5{ ¢! we¢ Iby&Runiguegighht Q Ydza
character Token. The token value is specified on the TOKEN= Keyword found on the
JCL/Procedure Parm Line. The Token Value associated with the displayed NEZUTIL
configuration is shown at the bottom right of the panel. The Token may beateddat

Fye GAYS o0& 2@SNIeLAy3d KS RAALI @SR @I tdsSz L
pressing enter.

15.4 NEZUTIL Controlled Procedure Notification

Batch Updates controlled by NEZUTIL may, optionally, send notification of event activities

upon completlon of the batch update. If such Notification is actibe Notice Value shown

LG GKS o2GG2Y 2y GKS LI ySt Qf)\metvaluarﬁelad%vhtﬁtﬁyfndb L¥
and will be shown in RedTo set up and/or activate Notificatioplace § W{ Q 2y GKS Sy
point before Notice and press enter. This action will display the Controlled Procedure
Notification Panel.

Controlled Procedure Notification

[TCE 17.0 - Controlled Procedure Notification

-------- TCE Controlled Target —-meeee- --- ENSxx--- ------ LastUpdate ------
L ADCD113 IFO.TEST.PARMLIB 0000 Yes 175 PROBI1 19/ 11/16 13:22
P -- LPAR- --- ParmDsn Qualifier ---  Sf SfAct Ctls -Userld - yy/mm/dd hh:mm

------------------- Controlled Procedure Notification e
NEZUTIL EventID Notification - ABCDYYYY

Rexx Clist: Library: IFO.TEST.SISPCLIB

Subject: Enter_Email_Subject

1- To: Enter_Email_  Address
2-To:

3-To:

4-To:

5-To:

From: Enter_Email_Address

.. Action Off .. Method Oon_ .. Notice Oon_
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Oncethe Panel is displayed, study it thoroughly to get a general understanding of its
content. Use PFK1 to display a tutorial that explains the layout, columns and options.

15.4.1 Email Address Selection Panel

To send Notificatiorat least one To Email Address mie provided To select aaddress
from the Email Address Bogtursor into any To Field and press enter.

Email Address BoolkSelection

17.0 i Email Address Book - Selection Row 1to 7 of 7
-- NSIMELX 0831 -- --- Address List  ---
------------------------- 7 Configured Email Addresses
Row Selection: Select_Address_and_Return

To Sort select a Sub - Head, To Query enter above Sub - Head, PFK1 for Help
- ROW - - - Controlled Event Notification =~ -------mmmemmeemee
S'Num Use Email Address

001 003 pat@newera.com

002 007 support@newera.com

003 007 GHB@NEWERA.COM

004 003 prr@newera.com

005 004 ghb@newera.com

006 001 PLAYTWO@NEWERA.COM
007 002 No_Recipient

Bottom of data

Option ===> Scroll ===> CSR

Once the Email Address Book Worksheet is displayed, study it thoroughly to get a general
understanding of its content. Use PFK1 to display a Worksheet tutorial that explains the
Worksheet layout, columns, headings and selection options.

15.4.2 Rexx Clist

Upon completion of a NEZUTIL Batch Updateoptioral Rexx Clist may be called for
execution fom HLQ.SISPCLIB.

15.4.3 NotificationSet t i ngs MUST be 00no

.. Action Off .. Method On_ .. Notice On_
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15.4.3.1 Action

Action refers to Notification of events detected that relate to the selected

Operator Command. When the value is settdh y QX b2 G AFAOF GA2Y YI &
GKS &LISOATASR NBOALMASYyld AF 020K aSiKz2R

character on the command entry point and press enter to toggle only this specific
FOGA2Y WhykhTFFQo

15.4.3.2 Method

Method refers to the Email Configurah METHOD BLOCK. For notification to be
sent via Email, the METHOD BLOCK must be fully configured and active. If the

Gt dzS aK2gy Aad WhTFFQ:I NBOGdNYy G2 GKS {SGdA

and set or configure the METHOD BLOCK as desired.

15.4.3.3 Notice

Notice refers to the Global Email Activation Parameter. In order for notification
G2 0SS aSyidz GUKA& OFtdzS Ydzad oS asSi G2

{StidAy3a aSydzz &4StSOG GKS WwWaSi.t201Q 2LIA

15.5 NEZUTIL Journal Entries and Display

To Display the results of NEZUTIL Executions return to the TCE Primary Menu and Select the
Journal Option. This asction will display the Control Journal Event Selection Interface.

Individual NEZUTIL Executions are shown in the TCE Journal Display, by period, under the Class

I SFRAY 3 W/ 5{ ¢! wsulrmary GrtidetRil& iffdrdhatiod gath&&l during an
exactionor series of executions cursor under the period numeric and prets.e

0 00 O O
015 Totals All_Classified_Events 0 1 23 341 703 703 703 703

ICE 17.0 - Control Journal - Event Selection Row 1 to 15 of 15
-- NSIMJRL 1127 -- --- CtlJournals
--------------- Environment is IFO.TEST - 13 Controlled Classes e
Row Selections: Setup_Background_Reporting_Interval Display_New_Event_Worksheet
.. Controlled Datasets .. Event Timeline .. Journal Queries .. Restore Datasets
- Row --------- Event Target  ---------- Bkg Your --------- Period to Date ~ ---------
S Num - Class -- --------- Name-------- Set News Days Week Mths Qtrs Years Totals
_ 001 BackUps Named_Dataset_Backups - 0 0 0491 491 491 491
_ 002 staged User_Session_Changes 0 0 0 6 6 6 6
_ 003 CDstart NEZUTIL_Update_Events 1 2 7 3 3 35 35
_ 004 Submit Submitted_JCL_Events 0 0 OO O O O
_ 005 Dynamic Operator_Comnd_Events 0 0 0O 0O 0 O
_ 006 Change Supplemental_Changes 0 10 199 491 491 491 491
_ 007 Message Named_System_Messages 0 0 OO0 O O
_ 008 Policy ESM_Security_Changes 0 0 00O 0 O
_ 009 TCEPrms TCE_Parameter_Changes 0 0 10 18 18 18 18
_ 010 Except Processed_Exceptions 0 0 33 3 3 3
_ 011 Detects Auto_Detection_Events 0 9 92 92 92 92 92
_ 012 Notice Notification_Details 0 2 30 58 58 58 58
_ 013 Reports TCE_Background_Events 00
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15.5.1 NEZUTIL Detection Process Worksheet

17.0 - Named Period Selection Worksheet Row 1to 7 of 7

-- NSIMJRL 1127 -- -- CDStart Events -
------------- IFO.TEST - NEZUTIL Detection Events - Week Worksheet  ------------

Row Selection: Show_the_NEZUTIL_Configuration List_Detected_Changes_for_Event

---  To Sort select a Sub - Head, To Query enter above Sub - Head, PFK1 for Help ---
- -Row ---- Batch Update Event s e NEZUTIL Control Elements ~ ----------

S Index yy/mm/dd hh:mm Types Total - Tokens - -------- JOBName_ID_Sysplex ------ -

00001 19/ 11/3008:24 CDSTR 1 ABCDEFGH SAMNEZ1

_ 00002 19/ 11/3008:19 CDSTR 0 ABCDEFGH SAMNEZ1

_ 00003 19/ 11/29 08:40 CDSTR 0 ABCDYYYY NEZUTIL

_ 00004 19/ 11/27 10:41 CDSTR 2 ABCDEFGH SAMNEZ1

_ 00005 19/ 11/27 10:22 CDSTR 0 ABCDEFGH SAMNEZ1
_ 00006 19/ 11/27 10:13 CDSTR 0 ABCDEFGH SAMNEZ1

_ 00007 19/ 11/27 07:42 CDSTR 0 ABCDEFGH SAMNEZ1
Bottom of data

15.5.2 NEZUTIL Process and Configuration Report

/ /

I* *

/¥ The Control Editor - NEZUTIL Detection Process and Configuration  */

/* *
I* Date:20 19/ 11/30 - Time:08:47:59 - User: USER */

/* v/

|

TCE0000! + +
TCE0000! | |

TCE0000! | NEZUTIL CONTROLLED PROCESS - EVENT TYPE:CDSTR

TCE0000! | |

TCE0000! + +
TCE0000! | |
01001010 1 [ —— SV SN R (5] =N [ A —— |
TCE0000! | |

TCEQO0O! | NEZUTIL ~ wemeeee weoeee THE CONTROL EDITOR---------nmenee- CDSTART- |
TCE0000! | ADCDPL SYSNM:ADCD113 USRID:PROBI1 TIME:08:24:15 DATE:11/30/13 |

TCEO0000! | SAMNEZ1 JOBID: JOB01324 TOKEN: ABCDEFGH ~ =-ececemmmememmmececes |
TCEO0000! | |
RO =0010100 1 [ — CONTROLLED CATEGORIES----------rmececee- |
TCEO0000! | |

TCE0000! | CATEGORY SYSTEM.PARMLIB |
TCE0000I | DSN USER.PARMLIB(ZDSYS1,ADCD113) |

TCEO0000I | DSN ADCD.Z113.PARMLIB(ZDRES1,ADCD113) [

TCEO0000I | DSN SYS1.PARMLIB(ZDRES1,ADCD113) |
TCE0000! | |

010010100 [ —— EVENT DESCRIPTORS -------s--ceneemececee
TCE0000! |

TCEO0000! | NEZUTIL IS DESIGNED TO

TCEO0000I |  FUNCTION IN CONJUNCTION WITH

TCEO0000I | BATCH UPDATE UTILITIES

TCEO0000! | [

TCE0000! + +
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15.5.3 NEZUTIL Change Events Worksheet

17.0 - NEZUTIL Detected Changes Wksheet Row 1to 2 of 2
-- NSIMJRL 1127 -- -- Dataset/Member  --
------------------ IFO.TEST - Detected Change Event Worksheet s
Row Selection: Show_the_Change_Detai Is Browse_All_Journalled_Member_Events
---  To Sort select a Sub - Head, To Query enter above Sub - Head, PFK1 for Help ---
- -Row ------- Detected Events =~ -------  —-moomeee- Controlled Dataset =~ ----------

A%

S Index yy/mm/dd hh:mm Types -- User -- - Member- ------- Controlled Dataset ~ -------
_ 00001 19/ 11/27 10:41 CDCNG ABCDEFG COMMNDPR USER.PARMLIB
_ 00002 19/ 11/27 10:41 CDCNG ABCDEFG COMMNDPH USER.PARMLIB
Bottom of data

1554 NEZUTIL Detected Member Change Detalil

/ /

/* */
I* The Control Editor - Control Members - Event Log Detall */

/* */

I* Date:20 19/ 11/30 - Time:08:54:56 - User:PROBI1 */

/* *

I

TCEO0000I + +
TCEO0000I | |

TCEO0000I | CONTROLLED MEMBER DETAIL - EVENT TYPE:CDCNG

TCEO0000I | |
TCEO0000I + +
TCEO000I | |

TCEOQQOI | ----=mmmmmmmmmmmmmemeeeeee EVENT IDENTITY -----mmommmmmeee oo |
TCEO000I | |

TCEO0000I| - Member- -- User-- -- Date-- Times ------- Controlled Dataset ~ -------- |
TCEOOQOI | --=-=-- e yy/mm/dd hh:mm |
TCEO0000I | COMMNDPR ABCDEFG 19/ 11/27 10:41 USER.PARMLIB |

TCEO000I |
TCEO000I | -------mm--- Record Length:80  ----- Record Format=F B~ ---------------- |
TCEO0000I | [
TCEOQOQOI | -=mmmmmmmmmmmmmmmmmmmeeee MEMBER CHANGES---------------------- |
TCEO0000I | |

TCEO000I | SUPERC LINE COMPARE CHANGE DETAILS

TCEO0000I | il i e e R S i L T I S T
TCEO000I| | - COM='S TN327X'

TCEO0000I | s N R A e i L e T T - Lo
TCEO000I | I = LINE INSERTED D = LINE DELETED |

TCEO0000I | |

TCEOOQOI | --mmmmmmmmmmmmmmmmeeeeee UPDATED MEMBER----------------------- |
TCEO000I | |
TCEO0000I | COM='S TCPIP'

TCEO0000I | COM='S TN3270'

TCEO000I| COM='S TN327X"

TCEO000I |

TCEO0000I + +
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15.5.5 Related Member Changes

TCE 17.0  Journal Entry Selection Row 1to 4 of 4
Line Commands: S - Select (View the contents of the Entry)
C - Compare (Two required) R - Restore Member
LINE --- Category --- -- Entry -- e Stored = -----------e---
CMD TYPE NAME USERID DATE TIME RESULT
SYSTEM.PARMLIB DFZ COMMNDPR ABCD YYY 11/30/ 2016 08:22:59 SUCCESS
SYSTEM.PARMLIB AE COMMNDPR PROBI1 11/27/ 2016 10:45:28 SUCCESS
SYSTEM.PARMLIB DFZ COMMNDPR ABCDEFG 11/27/ 2016 10:38:26 SUCCESS
SYSTEM.PARMLIB BB COMMNDPR PHARL2 11/12/ 2016 15:44:19 SUCCESS

Bottom of data
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16 Configuring the Email Notification Server

In order for Email Notification to be sent, four things are necessary:

1
T

First, tie value of EXTERNALNOTIFICATION, as found in NSEJRNxX, must be set to ON.
Second, avalid Email METHOD BLOCK must be present in the NSEENSxx Configuration
Member.

Third, aValid Email ACTION BLOCK relating to the Notice Event must be present in the
NSEEN& Configuration Member.

Fourth, the specific Notice Event must be defined as a Controlled Category, Dataset,
Command, Workgroup or Project Event.

16.1 Defining a METHOD BLOCK

A METHOD BLOCK, as defined in NSEENSxbe defined for various methods of delivering
notification upon the occurance of a corresponding Controlled Event. In this release only the
Email method of notice delivery is valid.

An Email METHOD BLOCK need be defined only once, as it will b® dsefithe the single
Email Server that will be used for sending all Event Notice emails.

To define or update the METHOD BLOCK follow the path outlined in the diagram below:

TCE - Defining the Email Server Configuration!

TCE Member:
METHOD EMAIL
NSEJRNxx METHOD .END

And -
NSEENSxx EXTERNALNOTIFICATION ON | OFF

Controls Environment:
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When you complete the selection of panels and options The Event Notificktethod ¢
Email Panel will be displayed.

TCE 17.0 - Event Notification Method - Email
———————— TCE Controlled Target e --- ENSxx--- ------ LastUpdate ------
L ADCD113 IFO.TEST.PARMLIB 00 00 Yes 13 PROBI1 19/ 10/02 08:36
P -- LPAR- --- ParmDsn Qualifier ---  SfSfActCtls - Userld - yy/mm/dd hh:mm

Send Mail To /. support@newera.com
Mailing From /. support@newera.com

-------------- Notification "METHOD" Element Definitions e

----- Current Definition Cm -- Elements -- Cm----- Updated Definition
changes . Mail Subject /. Changes

173.1.13.243 . Server Name /. 173.1.13.243

25 . Port Number /. 25

TCPIP . Mail JobName /. TCPIP

. Nop Time Out /. 45
. Temp Dsn HLQ /. IFO.COMTST.JL
. Journal Post /. YES

. DeBug Server /. OFF
. DeBug Ds HLQ /. IFO.COMTST.DEBUG

IFO.COMTST.JL

YES

OFF
IFO.COMTST.DEBUG

N
()]
~ e~ e~~~ ———

.. Method On_ .. Notice On_

tlySt FTASIR OlftdSa akKz2gy (2 GKS fSFG INB (KS &
right. To change the settings, overtype values shown to the right. Values shown in the columns
KSIFRSR W/ YQAaKBYRAYHEIZAATFTOURKSS sAUGKAY GKS a9¢l h5b
that the field value isactivél k F Q LY RAOF iSa GKIFIGd GKS FAStR @I f dz
values must be specified and active for the Method indicator shown at the bottomeof th

LI ySt G2 6S Gdz2NYySR WYhyQo ! LIRIFIGSa G2 GKS FASER
returning to the prior panel.

16.1.1 Email Server Specifications

The Event Notification Method, Email Panel displays a set of control fields that
correspond tarequired Email Server Settings. They Include:

Send Mail T The default address of the email Recipient

Mailing Fromg The default address of the email Sender

Mail Subject; The default email Subject

Server Name The fully qualified Name of the SMTP nsaitver

Port Numberg The port number used by the server for sending mail

Mail JobName The TCP/IP stack Job Name, generally TCPIP

Nop Time Out The time in Seconds when the server will timeout

Temp Dsn HLQThe HLQ of the Temp Dataset used to contairaik text
Journal Post, Control the Posting of Notifitens to the TCE Journal Events
DeBug Server Controls the activation of Email Debug Processes

DeBug Ds HLQ The HLQ of the Temp Dataset used to contain debug text

=4 =4 =4 =8 -8 -8 a8 a9 9
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For additional assistance witm of these valuesursor under the field name and press
enter. This action will display field specific help and recommended default settings.

16.1.2 METHOD BLOCK Activation

Mail will only be sent when the Email Server is configured with required METHOD BLOCK

aSiidAy3a YR GKS aSiK2R AYRAOFG2NI akKz2gy Fd
0KS NBIdZANBR aStiaAy3a FINB Ay LI OS (GKS aSiK:
dzyt Saa @e2dz St SOG G2 GdzNYy Al WhTFQod e G233FS
O2YYlFyYyR fAyS LINBOSRAY ITheMNSEENSZ Rydtacticgl FormldNB a4 & Sy

METHOD BLOCK is shown below:
METHOD EMAIL

METHOD .END

16.1.3 Notice Activation

Global External Notification Functions are controlled, turned ON|OFF, using the
EXTERNALNOTIFICATION Control Card found in the NSEJRNxx configuration Member. If

GKS 1 tdzS 3d3a20AF0SR 6A0GK GKS b2GAOS AYyRAOI {:
mailwilld o068 aSyide ¢2 G233tS GKS 9EGSNYyLt b2dA
O2YYlFIYR fAYyS LINBOSRAY TheWNSRIRNXO §Blacticay farm bINS & a S
EXTERNALNOTIFICATION is shown below:

EXTERNALNOTIFICATION ON|OFF

16.2 ACTION BLOCK is Required

For Email Notification to be sent an ACTION BLOCK defining the specific Controlled Event that
must ocur in order to trigger notification must be defined. There are several types of
Controlled Events that trigger notification, each is exgdiin the next section of this User
Guide.
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17 Defining Event Notifications

9SSyl b20ATAOFIGAZ2Y A& aSyid 6KSy 9-¢9wb![bh¢LCL/
Configuration METHOD BLOCK is defined #reddefined Email Server is responding, a specific

Control Event has been definedMBSECTLxx BISEJRNxx and a matching ACTION BLOCK has been

defined in NSEENSxx. In this section of this User GGioigfiguration Dialog functions that

address all of these configuration elements will be addressed

17.1 Controlled Event Notification Types

Email Notification supports the following Controlled Event Types:

<> Category ¢ Controlled Categoriess defined in NSECT|oay carry within them a
Notification Attribute.

<> Dataset ¢ Controlled Standalone Datasets defined in NSESELave supported.

<> Member ¢ Members in either a Controlled Category Concatenation or a Controlled
Standalone Dataset are gported

<> Workgroupg Controlled Workgroups Datasetss defined in NSESE]lare supported.

<> Command ¢ Controlled Commandss defined in NSEJRNawe supported.

<> Message ¢ Controlled Commandss defined in NSEJRNare supported.

<> Inerval ¢ Interval Reprts, as defined in NSEENSare supported.

<>User ¢ Any TSOUser initiating a Controlled Event may trigger Notification.
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17.2 Dataset/Member Related Events

In this section otifications based oiCategory, Dataset, Member and Workgroup Events are
described. Each Isasically the same with variations that identify the specific event type and
create specifieventACTION BLOCKSs

17.2.1 Category Event Notification

Controlled Category NotificatidRanel

[ICE 17.0 - Controlled Category Notification

-------- TCE Controlled Target B --- ENSxx--- ------ LastUpdate ------
L ADCD113 IFO.TEST.PARMLIB 0000 Yes 4 PROBI1 19/ 10/24 06:55
P -- LPAR- -- - ParmDsn Qualifier ---  Sf Sf Act Ctls - Userld - yy/mm/dd hh:mm

———————————————————— Controlled Category Notification emmmmemeemeeeee-
Event Notification Options - Category - SYSTEM.PARMLIB

.. Event Type: All Actions Report Type: Full Report

Subject: System Parmlib Update

1- To: support@newera.com
2-To:

3-To:

4-To:

5-To:

From: >Default <

. Action On .. Method On .. Notice On

Once the NotifiatiorPanel is displayed, study it thoroughly to get a general understanding
of its content. Use PFK1 to display a Notification tutorial that explains the Panel layout,
columns, headings and selection options.

As defined in NSECTLxx:

Category_name dataset_nam e(optional_volume,optional_system)

As defined in NSEENSxx:

ACTION CAT(category_name)

ACTION .END
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17.2.2 Dataset Event Notification

Controlled Dataset NotificationPanel

TCE 17.0 - Controlled Dataset Notification

-------- TCE Controlled Target --- ENSxx--- ------  LastUpdate ------
L ADCD113 IFO.TEST.PARMLIB 0000 Yes 4 PROBI1 19/ 10/24 06:55
P -- LPAR- --- ParmDsn Qualifier --- SfSfActCitls - Userld - yy/mm/dd hh:mm

-------------------- Controlled Dataset Notification

Event Notification Options - Datasets - USER.PARMLIB

Subject: Enter_Email_Subject

1- To: Enter_Email_Ad dress
2-To:

3-To:

4-To:

5-To:

From: Enter_Email_Address

.. Action Off .. Method On .. Notice

Once the Notiftation Panel is displayed, study it thoroughly to get a general
understanding of its content. Use PFK1 to displdiotfication tutorial that explains the
Panel layout, columns, headings and selection options.

As defined in NSESELX:

DSNxxxx tsouserid *all/partial_member* dataset_name(volume_namesystem_name)
As defined in NSEENSxx:

ACTION DSN(dataset _name)

ACTION .END
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17.2.3 Member Event Notification

Controlled Member Notification

TCE 17.0 - Controlled Member Noatification

-------- TCE Controlled Target --- ENSxx--- ------  LastUpdate ------
L ADCD113 IFO.TEST.PARMLIB 0000 Yes 4 PROBI1 19/ 10/24 06:55
P -- LPAR- --- ParmDsn Qualifier --- SfSfActCitls - Userld - yy/mm/dd hh:mm

--------------------- Controlled Member Notification B

Member Reference: ADYSETOO .. Dataset:

Subject: Enter_Email_Subject

1- To: Enter_Email_Address
2-To:

3-To:

4-To:

5-To:

From: En ter_Email_Address

.. Action Off .. Method On .. Notice

Once the Notiftation Panel is displayed, study it thoroughly to get a general
understanding of its content. Use PFK1 to dig@ld\otification tutorial that explains the
Panel layout, columns, headings and selection options.

As defined in NSESELxx:

DSNxxxx tsouserid *all/partial_member* dataset_name(volume_namesystem_name)

As defined in NSEENSXxx:

ACTION MBR(member_name)
CTLDSN control_dataset_name

ACTION .END
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17.2.4 Workgroup Event Notification

Controlled Workgroup Notification

TCE 17.0 - Controlled Workgroup Notification

-------- TCE Controlled Target —-meeee- --- ENSxx--- ------ LastUpdate ------
L ADCD113 IFO.TEST.PARMLIB 00 00 Yes ACTI PROBI1 19/ 10/24 09:50
P -- LPAR- --- ParmDsn Qualifier ---  SfSfActCtls - Userld - yy/mm/dd hh:mm

------------------- Controlled Workgroup Notification e

Event Notification Options - WorkGroup - SYS1.PARMLIB

Subject: Enter_Email_Subject

1- To: Enter_Email_Address
2-To:
3-To:
4-To:
5-To:
From: Enter_Email_Address

.. Action Off .. Method Oon_ .. Notice Oon_

Once the Notittation Panel is displayed, study it thoroughly to get a general
understanding of its content. Use PFK1 to display a Notification tutorial that explains the
Panel layout, columns, headings and selection options.

As defined in NSESELXxx:

WGRxxx tsouserid *all/partial_member* dataset name(volume_namesystem_name)
As deined in NSEENSxx:

ACTION WGPgworkgroup_dataset ~_name)

ACTION .END
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17.2.5 Email Address Selection Panel

Email Address BoaolkSelection

FCE 17.0 i Email Address Book - Selection Row 1to 7 of 7
-- NSIMELX 0831 -- --- Address List
------------------------- 7 Configured Email Addresses
Row Selection: Select_Address_and_Return

To Sort select a Sub - Head, To Query enter above Sub - Head, PFK1 for Help
- ROW - - - Controlled Event Notification =~ =------mmmemmmeeee
S’ Num Use Email Address

001 003 pat@newera. com

002 007 support@newera.com

003 007 GHB@NEWERA.COM

004 003 prr@newera.com

005 004 ghb@newera.com

006 001 PLAYTWO@NEWERA.COM
007 002 No_Recipient

Bottom of data

Option ===> Scroll ===> CSR

Once the Email Address Book Worksheet is displayed, study it thoroughly to get a general
understanding of its content. Use PFK1 to display a Worksheet tutorial that exglains t
Worksheet layout, columns, headings and selection options.

17.2.6 NotificatonSet t i ngs MUST be 060n6é

.. Action Off .. Method Oon_ .. Notice Oon_

17.2.6.1 Action

Action efers to Notification of events detected that relate to treelected

hLISNI 62N / 2YYlFYyR® 2KSy GKS @FtdzS Aa asSia
GKS &aLISOATASR NBOALASYyUG AF 020K aSiKz2zR I
character on the command entry point and press enter to toggle only this specific

I O Awh ”AQ d

17.2.6.2 Method

Method refers to the Email Configuration METHOD BLOCK. For notification to be

sent via Emajlithe METHOD BLOCK must be fully configured and active. If the

Gt dzS aK2gy Aad WhTFFQI NBOdzNYy G2 GKS {SidAa
and st or configure the METHOD BLOCK as desired.
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17.2.6.3 Notice

Notice refers to the Global Email Activation Parameter. In order for notification
tobesenti KA & @I fdzS Ydzad oS aSd 42 WwhyQo LT (K
{SGiAay3a aSydzz aStSOuG (KS waSa.t201Q 2LIA
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17.3 Operator and Security Command Events

In this section notificationare based onOperator Conmards (SET, MODIFY, Miscellaneous)
and External Security Mangaer Commands (IBKMCF, GACF2, GAop Secret). Each are
basically the same with variations that identify specific event type and create specific event
ACTION BLOCKSs.

17.3.1 Operator Commands

TCE 17.0 - Exclusions and Notices - Cmmd: SET APPC
———————— TCE Controlled Target B --- JRNxx--- ------ LastUpdate ------
L ADCD113 IFO.TEST.PARMLIB 00 00 Yes 20 PROBI1 19/ 11/03 10:19
P -- LPAR- --- ParmDsn Qual ifier --- SfSfActCtls - Userld - yy/mm/dd hh:mm

————————————————— Exclusion and Notification Options mmmemecmemeeeeee
-------------------------- Setup Selection

Select one or more for Exclusion from Capture:

.. Issued from a Console: No Exclude those Issued from Consoles.

.. Issued from Batch JOB: No Exclude those Issued by Batch Jobs.

.. Issued from StartTask: No Exclude those Issued by Start Tasks.

.. Issued from T SO Users: No Exclude those Issued By a TSO Users.

Command Event Notification Option: .. This One and ALL Others Oon_

To: pat@newera.com
From: support@newera.com Subj ect: testing

.. Action On_ .. Method On_ .. Notice On_

Once the Notiftation Panel is displayed, study it thoroughly to get a general
understanding of its content. Use PFK1 to displalptfication tutorial that explains the
Panel layout, columns, headings and selection options.

As defined in NSEJRNxx:
OPERCMDINTERCEPT ON|OFF

SETCMD command_name
MODCMD command_name
MISCCMD command_name

As defined in NSEENSxx:
ACTION CM command name)

ACTION .END
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17.3.2 Security Commands

TCE 17.0 - Exclusions and Notices - Cmmd: ALTDSD
-------- TCE Controlled Target --- JRNxx--- ------  LastUpdate ------
L ADCD113 IFO.TEST.PARMLIB 0000 Yes 21 PROBI1 19/ 11/05 13:12
P -- LPAR- --- ParmDsn Qualifier --- SfSfActCitls - Userld - yy/mm/dd hh:mm

----------------- Exclusion and Notification Options
-------------------------- Setup Selection e

Select one/more for Exclusion from Capture: .. Command Padlock | Off
.. Issued from a Console: No Exclude those Issued from Consoles.
.. Issued from Batch JOB: No Exclude those Issue d by Batch Jobs.

.. Issued from StartTask: No Exclude those Issued by Start Tasks.
.. Issued from TSO Users: No Exclude those Issued By a TSO Users.

Command Event Notification Option: .. This One and ALL Others Oon_
To:
From: Subject:
.. Action Off .. Method Oon_ .. Notice On_

Once the NotifiatioPanel is displayed, study it thoroughly to get a general understanding
of its content. Use PFK1 to display a Notification tutorial that explains the Panel layout,
columns, headings and selection options.

Note that at the command level Padlock Controks, an this release, limited to IBIRRACF
Commands.

As defined in NSEJRNxXx:
ESMINTERCEPT ON|OFF

RACFCMDINTERCEPT ON|OFF
RACFCMD command_name

ACF2CMDINTERCEPT ON|OFF
ACF2CMD command_name

TSSCMDINTERCEPT ON|OFF
TSSCMD ONJ|OFF

As defined in NSEENSxXx:
ACTION CMDP command name)

ACTION .END
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17.3.3 Email Address Selection Panel

Email Address BoaolkSelection

TCE 17.0 i Email Address Book - Selection Row 1to 7 of 7
-- NSIMELX 0831 -- --- Address List
------------------------- 7 Configured Email Addresses
Row Selection: Select_Address_and_Return

To Sort select a Sub - Head, To Query enter above Sub - Head, PFK1 for Help
- ROW --- - Controlled Event Notification ~ =------mmmmmmeee
S'Num Use Email Address

001 003 pat@newera.com

002 007 support@n ewera.com
003 007 GHB@NEWERA.COM

004 003 prr@newera.com

005 004 ghb@newera.com

006 001 PLAYTWO@NEWERA.COM
007 002 No_Recipient

Bottom of data

Option ===> Scroll ===> CSR

Once the Email Address Book Worksheet is displayed, study it thoroughly to get a general
understanding of its content. Use PFK1 to display a Worksheet tutorial that explains the
Worksheet layout, colunms) headings and selection options.

17.3.4 This One and All Others

Command Event Notification Option: .. This One and ALL Others Oon_

17.3.5 Notification SettingsMUST be 060no

.. Action Off .. Method Oon_ .. Notice Oon_

17.3.5.1 Action

Action efers to Notification of events detected that relate to the selected
hLISNI 62N / 2YYFYyR® 2KSy GKS @l fdzS Aa asSi
GKS &aLISOATASR NBOALMASYylG AF 020K aSiK2R
character on the commahentry point and press enter to toggle only this specific
FOGA2Y WhykhTFQo
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17.3.5.2 Method

Method refers to the Email Configuration METHOD BLOCK. For notification to be

sent via Email the METHOD BLOCK must be fully configured and active. If the

Gt dzS aAaKQ@BYNB@&dzN3h FF2 (GKS {SGiAy3aa aSydz a
and set or configure the METHOD BLOCK as desired.

17.3.5.3 Notice
Notice refers to the Global Email Activation Parameter. In order for notification
G2 0SS aSyid (GKAA @I f dzS avkdasly OoASH AUShIT FiRE UNDYUR
{StGdAy3a aSydzz aStSOG GKS WwWaSia.t201Q 2LIA
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17.4 System Message Related Events

In thissection notifications based on Message Identifiers resulting in the creatispedfific
event ACTION BLOOKslescribed

FCE 17.0

TCE Controlled Target
L ADCD113 IFO.TEST.PARMLIB
P - LPAR-

- ParmDsn Qualifier

- MsgText and Notices

0000 Yes 27 PR
Sf Sf Act Ctls

System Message ID, Text, Posting and Options

Setup Selection

- Msgld: IFO0001lI

- JRNXX---

OBI1
- Userld -

Last Update

19/ 11/05 16:26
yy/mm/dd hh:mm

System Message ID, Text and Posting Option for MSGID: IFO0001l

.. Post to Journal No Match String None

System Message ID and/or Text Monitor Options:

.. Off Call N amed Rexx Application: From hlq.hlg.SISPCLIB
Command Event Notification Options: .. For Msgld and ALL Others Off
To:
Fro m: Subject:

.. Action Off .. Method Oon_ .. Notice On_

Once the Notiftation Panel is idplayed, study it thoroughly to get a general understanding
of its content. Use PFK1 to display a Notification tutorial that explains the Panel layout,
columns, headings and selection options.

17.4.1 By Message ldentifiers

17.4.2 By Message Event

As defined in NSENRX:

MSGIDINTERCEPT ON|OFF
MSGID system_message_identifier message_text

As defined in NSEENSxx:
ACTION MSGID(message_identifier)

or
ACTION EVENTMSGID{nessage_identifier)
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17.4.3

Email Address BoaolkSelection

Email Address Selection Panel

-- NSIMELX 0831 --
Row Selection: S
To Sort select a Sub
- Row ---

TCE 17.0 i Email Address Book

7 Configured Email Addresses
elect_Address_and_Return

- Head, To Query enter above Sub
Controlled Event Notification

- Selection Row 1to 7 of 7

- Address List

S Num Use
_ 001 003 pat@newera.com

_ 002 007 support@newera.com

_ 003 007 GHB@NEWERA.COM

_ 004003 prr@newera.com

_ 005 004 ghb@newera.com

_ 006 001 PLAYTWO@NEWERA.COM
_ 007 002 No_Recipient

Email Address

Bottom of data

Option ===>

Scroll ===>C SR

Once the Email Address Book Worksheet is displayed, study it thoroughly to get a general

understanding of its content. Use PFK1 to display a Worksheet tutorial that explains the
Worksheet layout, columns, headings and selection options.

17.4.4

This One and All Others

Command Event Notification Option: .. This One and ALL Others Oon_
17.4.5 Notification Settings MUST
.. Action Off .. Method Oon_ .. Notice Oon_

17.4.5.1 Action

Action efers to Notification of eventsletected that relate to the selected
hLISNI 62N / 2YYlF yR®
aLISOATASR
character on the command entry point and press enter to toggly this specific

iKS

F OGA2Y Whykh

2 KSy

NEOALIASYUG AF 020K

TTFQP
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17.4.5.2 Method

17.4.5.3 Notice

Method refers to the Email Configuration METHOD BLOCK. For notification to be

sent via Email the METHOD BLOCK must be fully configured and active. If the

gt dzS aK2gy Aad WYhTFFQI NEKISIzNYa Side. {i2k08  20LAGA
and set or configure the METHOD BLOCK as desired.

Notice refers to the Global Email Activation Parameter. In order for notification
G2 0SS aSyid GKAAa @GFtdzsS Ydzad oS &aSi (2 WwhyQ
{StGdAy3a aSydzz aStSOG GKS WwWaSia.t201Q 2LIA
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17.5 TCE Interval Monitor Events

In this section notifications based on tAREE Interval Monitor Evert$ettings, Changes and
Errors- are described. Each is basically the sawith variations that identify the specific
monitor eventand create specific monita@ventACTION BLOCKS.

17.5.1 Interval Monitors

TCE 17.0 - TCE Monitor Interval Configuration
/. TCERPTCYCLE System  Configuration /. Detail .. Report Inventory

/.Day - SetTime 08:37 and Interval 3_ __(Specify One Interval)
hh : mm Values 1|2|3|4|6]8]|12

..Wks - SetTime 03: 45 and Interval SUN
hh : mm Values SUN,MON, TUE,WED,THR,FRI,SAT

..Mth - SetTime__:__ and Interval
hh : mm Values 1,2,3,10,15,20,25,EOM

/. EMAILREPORT Subject: Tes t M_TCE_Report_Cycle

/.1 -To prr@newera.com
/.2 -To ghb@newera.com
/. From SUPPORT@NEWERA.COM

/. AHLQ IFO.TEST /. JrlPost OK /. CngOnly OK /. Retain _20

.. Notice Method Yes .. Monitor PROC TESTDET_ .. Notice Active On_

Once the Monitor Configuration Panel is displayed, study it thoroughly to get a general
understanding of its content. Use PFK1 to display a Configuration tutorial that explains

the Panelayout, columns, headings and selection options.

As defined in NSEDETxx:

LAUNCHPROC TESTDET

TCEWEBCYCLE ON|OFF

TCEWEBCYCLE CYCLE(DA TIME(01:15) INTERVAL(1|2|3|4|6]8|12)
TCEWEBCYCLE CYCLE(WEEKLY(MON,TUE,WED,SUN)) TIME(14:32)

TCEWEBCYCLE CYCLE(MONTHEOM)) TIME(01:01)
TCEWEBCYCLE CYCLE(MONTHLY(DOM(10,15,2B,EOM)) TIME(12:46)

As defined in NSEENSxx:
ACTION DET(monitor_name)

ACTION .END
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17.6 TCE Interval Monitor Reports

In this section notifications based ohea TCE Interval Monitor ReporsStaged, OPRCmd,
ESMCmd, IFPosiZSIds, MSGlds, Userld, CtlJob\&@nkiGrp- are described. Each is basically
the same with variations that identify the specific monit@port type and create specific
monitor type ACTiON BLOCKSs.

17.6.1 Interval Reports

TCE 17.0 - Interval Reports/Notification - Staged Events
-------- TCE Controlled Target --- ENSxx--- ------ LastUpdate ------
L ADCD113 IFO.TEST.PARMLIB 0000 Yes 13 PROBI1 19/ 11/05 12:54
P -- LPAR- --- ParmDsn Qualifier ~ --- Sf Sf Act Ctls - Userld - yy/mm/dd hh:mm

Send Mail To /+ Select_to_View_List
Mailing From /* support@newera.com

------------ Interval Report and Notification Definitions B -
----- Current Definition Cm--- Notify --- Cm----- Updated Definition -—-e-
changes /* Mail Subject /* changes
IDENTITY, /* Report Scope /* IDENTITY
This Report Title /* Report Title /* This Report Title
[ e / /* Divider ¥/ e /
06:00 /* Start Time  /* 06:00
8 /* Interval  /* 8
KEEP /* Disposition /* KEEP
IFO.TEST /* Rpt HLQ.HLQ /* IFO.TEST
DS /* Dataset Type /* PDS

.. State Off

Once the Interval Configuration Panel is displayed, study it thoroughly to get a general
understanding of its content. Use PFK1 to display a Configaraitorial that explains

the Panel layout, columns, headings and selection options.

As defined in NSEENSxx:

ACTION DSRPT(report _name)

ACTION .END
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17.7 TCE Project Events
Note that the functions described in this section are planned far@pecified future release.

17.7.1 Access Notices

TCE 17.0 - Project Definition Summary - P$123450
Project Name NEW PRO JECT NAME Key: NEWPROJECTKEY_
Text
Project Duration - Start Date 16 11 07 Start Time 12 48 Current Status
.. Activate Off  Stop 16 1207 Stop 12 48 InActive
.. Priority Off vy /mm/dd hh:mm .. Residual Off

Project Day Window
.. 24hr Interval Off Opening Hour 00 Closing Hour 00 Span: 00_Hrs

Project Originator Userld Phone
.. Notice Off

Projec t Leadership Userld Phone
.. Notice Off

Project Resources
..Commands 0 .. Datasets 0 ..Members 0 .. Staffing
.. Project Events o .. Project Reports .. Project Notice

lolo

Once the Project Summary Panel is displayed, study it thoroughly to get a general
understanding of its content. Use PFKL1 to display a Project tutorial that explains the Panel
layout, columns, headings and selection options.
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17.7.2 Project Notices

TCE 17.0 - Project Notification - Summary
-------- TCE Controlled Target --- ENSxx--- ------ LastUpdate ------
T ADCD113 IFO.TEST.PARMLIB 00 00 Yes 1 PROBI1 19/ 11/05 16:25
P -- LPAR- --- ParmDsn Qualifier ---  SfSfActCitls - Userld - yy/mm/dd hh:mm

--------------------- Controlled Project Notification
Project Event Notification - P$123450

.. Event Typ e: All Actions___ .. Report Type: Full Re port
Subject: Enter_Email_Subject

1- To: Enter_Email_Address
2-To:
3-To:
4-To:
5-To:
From: Enter_Email_Address

.. Action Off .. Method Oon_ .. Notice On_

Once the Project Notifiation Panel is displayed, study it thoroughly to get a general
understanding of its content. Use PFK1 to displ&ajectNotification tutorial that explains
the Panel layout, columns, headings and selection options.
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18 Appendix A - Configuration Dialog Navigation

The Control Editor is configured using various ParmLib Members that reside in the IFO ParmLib
Dataset that was defined during installation. Al fet of Sample Members containisgecific
configuration examples is available in the ICE Samplids&aAll TCE Configuratidlembers

may be updated directly usingSO/ISPF. This notwithstandthg configuration options accessed

from TCE Configuration Dialogs are designed to help direct you to specific TCE functions and assist
in common configuratiotasks/actions.

TCE - Administration Dialogs - Primary Menu Optlons’

* Categories * Overview * TaskMbrs * Activate * Settings * Procedures * NSEPRMxx
* Datasets * Category * Journals * Baseline * Journals « Settings * NSEJRNxx

* Commands * Boundary * MetBlock * TCErrors * TCErrors * Notices * NSECTLxx
* Workgroups * JrlQuery * TCEAdmin * CleanUps * Trackers(9) * NSESELxx
* TimeLock * Restore * PadLocks * DChanges * NSEGRPxx
* Monitors * UserMode * NSEENSxx

* LegacyVu * MonScope * NSEDETxx

* Detector

Controls Environment:

18.1 Logging On

—

ThisAppendix Aof this User Guid@rovidesa detaikd description of the Logon procedures
and/or steps required for accessing the TCE Configuration Dialog Primary Menuitledl,y” (i N2 f
.2dzy RFNASa. FyR {SildAay3aQ

18.2 Help System

All TCE Dialog Menus, Panels and Worksheets, including this Primary Menu, areéeslppor
Topical Help Panels. To display Hefmelspress PFK1. To redisplay the supported source
Menu, Panel or Worksheet press PFK3.
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18.3

The TCHEDialog Menu is the control point for all TCE configuration activity, meaning that no

Menu Options

matter the configuration function you select from the menu as you PFK3 your way back out
from whatever level you reaglyou will always return to this panel where you can make
additional selections. If you wish to EXpless PFK3 to return to the TCE RriynMenu.

Selectble options from¥/ 2 y (i NP €

18.3.1

18.3.2

18.3.3

> zZz 2 O u O

X

ICE 17.0

Boundary ..
Journals .0
Settings ..
Activate ..
Monitors ..
NEZUtils ..
Advanced ..

LegacyVu ..

Exit

NewEra Software, Inc.
Our Job? Help you make repairs, avoid problems, and i

- Establish TCE Control Boundaries

- Configuration Settings Overview

- Dynamically A

- Controlled Batch Update

- The Control Environment Options
Userid
Control led Event Reporting Options
IFOhIg

ctivate TCE Members

- Event and Configuration Monitors

Procedures

- Advanced Configuration Settings

- Legacy Category/Journal Functions

- Return to the TCE Primary Menu

- PROBI1
Time - 1521
Sysplex - ADCDPL
System - ADCD113

- TEST
ICE 17.0 - TCE 17.0

Patch Level GA

mprove IPL integrity.

Boundary

2 dzy RpamehirBlade:l v R

Vs

{SGGAYy3

a

TCE uses Defined Boundaries as the basis for its Event Monitoring and Control;
four types are supported Categories, Datasets, Commands &vidrkgroups.

Journals

Detected Controlled Events are captured and recorded in Control Journals; this

option shows reporting functions Dashboard, Timeline and Event Detail.

Settings

Settings in the NSEPRMxx ParmLib Member determine the state of&S&ngk
and name Configuration Members.

157 |

NewEra Software, Inc. Integrity ControlEEnvironment(ICEApplications

Q



The Control Editol 17.0

18.3.4 Activate

TCE Configurations may be dynamically activated or will be automatically
activated when IFOM is next restarted.

18.3.5 Monitors

Various Interval Reports may be optionally set up and initialized to 'NotieatEv
& Configuration changes.

18.3.6 NEZUtils

Control Boundaries may be extended to the Batch Update of Datasets associated
with Controlled Categories.

18.3.7 Advanced

Below the functional level interface described above Specific Member Access is
provided foradvanced users.

18.3.8 LegacyVu

Below the functional level interface described above Specific Member Access is
provided for advanced users; see Appendixl@gacyVu.

18.4 Option Selection

Confguration Dialog Selection Mestsupport three typsof Option Seledbn.

18.4.1 Line Command

To select using the TSO/ISPF Option Line shown, as difined by preference in a user
TSO/ISPF login profile, at the top or bottom of the pameiter the Command
Character showto the left of the panel option and press enter.

B Boundary .. - Establish TCE Control Boundaries

Option===> B
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18.4.2 Direct Selection

To select usin@irect Selectiomethod, Lt  OS |y WwW{Q 2y (G(KS /2YYl
shown to the right of the panel option and press enter.

B Boundary B. - Establish TCE Control Boundaries

18.4.3 Cursor Under

To select usingCursorUnder method, place the cursoibeneath the underlined
Option Name (generally shown in white text) and press enter.

B .. - Establish TCE Control Boundaries
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18.5 Control Boundaries

The Control Boundary forms the basis for TCE Event Monitoring and Access Control. The level
and rigor d each is determined by specific configuration settings accessible from this panel. In
addition, the panel provides a view of the status of Padlock, Monitor Scope and Global
Command and Message Intercept configuration settings. Any action to alter a Datase
Member or use a Command or the occurance of a defined message will be 'Noticed', Journaled
and possibly Prevented when Padlock is active.

TCE 17.0 - Control Boundary Selection
C Category .. - Establish Boundaries .. Padlock On Userid - PROBI1
Time - 12:37
D Datasets .. - Establish Boundaries .. Padlock On Sysplex - ADCDPL
System - ADCD113
S Cmds/Msg .. - Establish Boundaries .. Padlock Off IFOhiq - TEST
TCE 17.0
W  WrkGroup .. - Establish Boundaries .. Padlock Off ICE17
T TimeLock .. - Est ablish Boundaries .. Padlock Off
o Global Settings ~ --------- +
| .. Padlock Control Modes .. Warn |
| .. External Notification .. |
| .. SysMonitor Intercepts .. |
+ +
X Exit - Return to the TCE Primary Menu
NewEra Software, Inc.
Our Job? Help you make repairs, avoid problems, and improve IPL integrity.

18.5.1 Establish Category Boundaries

A Controlled Category Boundary is composed of one or more spégifimmed
Datasets and related Settings.

18.5.2 Establish Dataset Boundaries

Any Dataset maye a stand aloneControlled Dataset representing a Control
Boundhry for its members.

18.5.3 Establish Commands/Message Boundaries

Cmds/Msg Access to RACF Operator Commands may be restricted and define System
Messages Captured and Acted Upon.
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18.5.4 Establish Workgroup Boundaries

WrkGroup Controlled Workgroups may be defined to include/exclude Individual
Access to one or more named Working Datasets.

18.5.5 Establish Project Boundaries

TimeLock is available to extend Padlock functions to a Day, Date and Time and
Named Project Control Bouagy.
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18.6 Journals

When TCE is active (operating under either ICE and/or TSO) defined events are captured and a
record of them stored in the TCE Control Journals. The HLQ names of these Control Journals,
their dataset allocation and operational parameters are defined inNB&JRNxx configuration
member.

The specific events to be captured are defined in either NSEJRNxx or within the Controlled
Category List(s) found in NSECTLxx. Once these Change Event Policies are correctly defined,
the Control Journals will begin to recbevents. Each event will fall into one, and only one,
Event Clas®ach of which is selectable from the Journal Interface Worksheet.

The first events recorded following a start/restart are a full backup and/or refresh of the
content of the Sequential Dasets and the members in the Partitioned Dataset nhamed in the
Dataset Control List. Subsequently, events that impact their content (Adds, Deletes and
Changes) or their use are detected and recorded.

In addition to the Controlled Dataset List defined iBBEBCTLxx, events defined in NSEJRNxx:
Operator Commands, System Messages, Supplemental Changes, Exceptional Events, Image
FOCUS Audit Logs, Event Notifications and Background Repsrédso detected and are
recorded.

TCE offers a number of Event RepagtilRestore and Monitoring options. The Reporting
options begin with the highlevel of summarization and descents offering greater levels of detail
and full query. Restore Points may be accessed as can the background settings and their
related reports.

TCEControlled Event Reporting Options

TCE 17.0 - Controlled Event Report Options

O Overview .. - Show TCE Journal Overview Options  Userid - PROBI1
Time - 14: 41

C Category .. - Controlled Activity by Categories  Sysplex - ADCDPL
System - ADCD113

B Boundary .. - Controlled Event Activity Options  IFOhlqg - TEST
ICE 17.0 - TCE 17.0

J JriQuery .. - Show Journal AdHoc Query Interface  Patch Level XXX

R Restores .. - Show Worksheet of Restore Points

M Monitors .. - Show Control Event Monitor Options

L LegacyVu .. - Legacy Category/Journal Functions

X Exit - Return to the TCE Primary Menu

NewEra Software, Inc.
Our Job? Help you make repairs, avoid problems, and improve IPL integrity.
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18.6.1 Overview

Displays highevel Journal summary options: Dashboard for Mgmt. Reporting and

Timeline for Forensic Analysis.

18.6.1.1 Dashboard

The Journal Dashboard is intended to dispaly the highest level of Journal Event
Summarization. It should be viewed as the dynamic/interactive portal to Journal
content, one suitable for management reviews. The "News" is specific to a TCE
Administrator andshows summary of events that have ocurred since the last time
the Dashboard was displayed for that individual. All underlined white text is

selectable and "HeLinked" to additional detail.

[FCE 17.0 - Control Journal

-- NSIMJRL 0214 --

Row Selections:

Environment is IFO.TEST

Setup_Background_Reporting_Interval

ow 1to 15 of 15
--- CtlJournals  ---

- Event Selection R

- 13 Controlled Classes

Display_New_Event_Works  heet

.. Controlled Datasets .. Event Timeline .. Journal Queries .. Restore Datasets

- Row
S Num - Class --

Event Target

Bkg Your
Set News Days Week Mths Qtrs Years Totals

Period to Date

_ 0 01 BackUps Named_Dataset_Backups 0 0 0491 491 491 491
_ 002 staged User_Session_Changes 0O 0 O 6 6 6 6

_ 003 CDstart NEZUTIL_Update_Events 1 2 7 3 3 3 35

_ 004 Submit Submitted_JCL_Events 0 0 0OOO0O O O

_ 005 Dynamic Operator_Comnd_Events 0 0000 O O

_ 006 Change Supplemental_Changes 0 10 199 491 491 491 491
_ 007 Message Named_Sy stem_Messages  --- 0 0 00O O O O

_ 008 Policy ESM_Security_Changes 0 0 0OOO0O O O

_ 009 TCEPrms TCE_Parameter_Changes 0 O 10 18 18 18 18
_ 010 Except Processed_Exceptio ns 0 0 333 3 3

_ 011 Detects Auto_Detection_Events 0 9 92 92 92 92 92
_ 012 Notice Notification_Details 0 2 30 58 58 58 58
_ 013 Reports TCE_Background_Events 0 0 0OOO0O O O

014 -

:015 Totals All_Classified_Events 0 1 23 34

1 703 703 703 703
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18.6.1.2 Event Timeline

The Journal Timeline is intended to be a next step down into Journal Events. It is
useful in tracking events for forensic purposes to a specific day/date/time
interval. Options allow for the default "Daily View" to be summarized into weeks,
months, quarters and yearly views. Each presentation is by Major Event Class with
"Hot-Links" to all underlying journaled event detail.

TCE 17.0 - Daily Event Timeline Worksheet Row 1to 8 of 8
-- NSIMJRL 0214 -- ---- Day- By- Day----
-------------- IFO.TEST - The Day - By- Day Event Worksheet Interface B
Row Selection: Browse_a_Day

--------- Alternate Views - Default Period Selection
Sysplex System Ca useld Periods - Daily Weeks Month Quarter Annual Total

------ To Reorder the Columns select a related Event Class, PFK1 for Help
Line --- Date--- Total Stage NEZu Xmit Oper Supp Mess ESMp TCEp Excp Dtec Note

_ 0001 2019/ 02/13 36 2 0 5 0 0 0 0 2 19 8

_ 0002 2019/02/12 54 0 0 0 1 O 0 0 8 0 39 6

_ 0003 2019/02/11 43 1 0 0 2 0 0 2 0 6 24 8

_0004 2019/02/10 77 1 0 O 3 0 0 04 5 24 4

_ 0005 2019/02/09 43 8 0 0 0 0O O O O O 21 14

_ 0006 2019/02/08 26 0 O O O O O O O O 24 2

_ 0007 2019/ 02/07 2065 1821 0O O O 6 0 0 30 110 13 85

_ 0008 2019/02/06 42 2 0 0 O 7 0 O 8 0 13 12

Bottom of data

18.6.2 Category

Shows a Worksheet listing of Controlled CatégorAutomatically created by TCE
and those defined in NSECTLXxX.

18.6.3 Boundary

Additional Reporting Options specific to: Datasets, USSFiles, Commands, Access
Failures and Detected Changes.

18.6.4 JriQuery

Displays a general purpose Journal Query Interface thaisesd for detailed
examination of all recorded events.

18.6.5 Restores

Shows a Worksheet listing all Restore Points by Member; restores may be applied to
specific member or groups.

164| NewEra Software, Inc. Integrity Control€EEnvironment(ICEApplications



The Control Editol 17.0

18.6.6 Monitors

Displays Background Reporting Options from which you aautessal settings and
available reports.

18.6.7 LegacyVu

The original TCE Administrator Interface offered functiddataset and Journahre
retained here; see Appendixd@@ egacyVu.
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18.7 Control Settings

The Settings accessed from this panel are fundasadeiot the base operation of TCE its
Controls Envonment, its Control Journals and Néethods of operation.

TCE 17.0 - TCE Control Settings Selection

T TaskMbrs .. - Configure Task and Members Userid - PROBI1
Time - 12:40

J Journals .. - Configure Control Journals Sysplex - ADCDPL
System - ADCD113

M MetBlock .. - Notification Method Blocks IFOhlg - TEST
TCE 17.0

A TCEAdmin .. - Authorized Administrators ICE17

P P adLocks .. - PadLock Access Controls

M MonScope .. - System Monitor Controls

D Detector .. - Supplemental Detectors

X Exit - Return to the TCE Primary Menu

NewEra Software, Inc.

Our Job? Help you make repairs, avoid probl ems, and improve IPL integrity.

18.7.1 Configure Tasks and Members

The NSEPRMxx ParmMbmber defines which TCE Services will be started and the
Suffixes of the individual TCE Configuration Members will be activated at startup.

18.7.2 Configure Control Journals

The format and specifications Control Journals is defined in the NSEJRNxx ParmLib
Member. An option to SHARa Journal across MultipBystem is supported

18.7.3 Notification Method Block

Notifice via Email is defined in the NSEENSxx ParmLib Member. The METHOD Block
settings define Email Server.
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18.7.4 Authorized Administrators

TCE suppostboth aPrimary and upo six secondary Administrators that may access
TCE Configuration Settings.

18.7.5 Padlock Access Controls

The rights of users to access Controlled Datasets and Operator Commands can be
controlled with the Padlock.

18.7.6 System Monitor Controls

The Scope oEnvironmenal monitoring may be set to the Running System, The
Sysplex or a named system set.

18.7.7 Supplemental Detectors

The Optional Supplemental Detectors can be used to monitor and report on
changes to specific z/G®ttings.
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18.8 Activation and Utilities

These Configuration Utilities are designed to aid you in common administratios task
Dynamic Activation, Baselining the configuoati Report Configuration Errorsand the
Cleaning Upf orphan Email Addresses andc&ss Ds

[TCE 17.0 - TCE Configuration Utilities

A Activate .. - Dynamically Activate all Members  Userid - PROBI1
Time - 1243

B Baseline .. - View TCE Configuration Baselines  Sysplex - ADCDPL
System - ADCD113

E TCErrors .. - Check for TCE Configuration Errors  IFOhlqg - TEST
TCE 17.0

C CleanUps .. - User Email Addresses and Padlocks ICE17

X Exit - Return to the TCE Primary Menu

NewEra Software, Inc.

Our Job? Help you make repairs, avoid problems, and improve IPL integrity.

18.8.1 Dynamically Activate All Members

Once a TCeonfiguration updatés complete select this option to reinitialize the full
TCE configuratiarNotethe NSEPRMxx Member cannot be dynamically updated.

18.8.2 View TCE Configuration Baselines

It is a Best Practicto build a Baseline of the full TCE Configuratione $iay date
and then conpare aselected baseline against current settafgr changes.

18.8.3 Check for TCE Configuration Errors

Problems can #&e in the TCE Configuration, for example, when a dataset is moved
to a new volume and its control boundary definitioifi, it contains a volme
specificationjs not updated to match the new placement.
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18.8.4 Cleanup Email Addresses and Padlocks

From time to time it may be necessary to remove users from the TCE Configuration.
These utilities provide access to a systemde view of both Email Address and
UserDs and the tools for updating/deleting them.
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18.9 Monitors and Reports

TCE provides a number of unique Management Reports designed as Controlled Event and
Configuration Monitors. Each tracks changes ,amdspecific intervals, reports findings as
directed. Each operates independently of the others and may be configured to inform at a
summary or detail level. Findings may be sent via Email.

TCE 17.0 - Configuration Monitors/Reporting

S Settings .. - System Configuration Monitor Userid - PROBI1
Time - 1245

C Journals .. - Control Journal Event Monitor Sysplex - ADCDPL
System - ADCD113

E TCErrors .. - Monitor for Configuration Errors  IFOhlg - TEST
TCE 17.0

T Trackers .. - Controlled Interval Event Trackers ICE17

------- Tracker Selection e
.. Staged .. OPRCmd .. ESMCmd
.. IFPost .. HZSIds .. MSGIds

.. Userld .. CtlJob .. WrkGrp

X Exit - Return to the TCE Pr imary Menu

NewEra Software, Inc.
Our Job? Help you make repairs, avoid problems, and improve IPL integrity.

18.9.1 System Configuration Monitor

Understanding of the TCE Configuration is fundamental to the integrity of the
Controls Environment. This Monitor tracks/reports changes in Configuration
Members.

18.9.2 Control Journal Event Monitor

Controlled Events are recorded in the TCE Control Journal as they occur. This Monitor
tracks and reports changes at intervals across all ControltEBaegories.

18.9.3 Monitor for Configuration Errors

Potential configuration problas may arise resulting in a logd control over
Configuration Boundaries. This monitor discovers/reports these possible conditions.
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18.9.4 Control Interval Event Trackers

These Mortbrs operate over a 24hour period reporting only on their specific topical
area of interest at defined intervals during the period. Findings during thisc24
period are automatically stored for later used.

18.9.4.1 Staged Events

18.9.4.2 Operator Command Events

18.9.4.3 ESM Command Events

18.9.4.4 Image Inspection Events

18.9.4.5 Health Checker Messagesehis

18.9.4.6 System Messge Events

18.9.4.7 TSOUserld Events

18.9.4.8 Batch Jobhs Events

18.9.4.9 WorkGroup Events
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18.10 NEZUtility Functions

Once Controlled Categories are defined updates to the Controlled Dataseeddb them
can bedetected when they occur eithenteractively under TSO/ISPF and/or during a Batch
Update managed by NEZUTIL.

NEZUTIL is a 'Jlrapper' Application that is used to fromind all common Batch Update
Utilities like IEBGENR or IEBCORY activate NEZUTIL 'CDSTART' and 'CDSTOP' Control
Statments MUST be added to existing JCL Procedures. In addition, inline Control Cards or
alternately a SYSIN DD Dataset must be defined within the Update Procedure to direct
NEZUTIL to the list of Conti©htegories that will be evaluated for changes following Batch
Execution. A brief descriptiomlescriptor,of the Batch Event, if provided, will be associated

with each discovered change.

18.10.1 Naming a Batch Procedure

A Procedure Name is arbitrary tetkiat is or will be assigned to a specific JCL Procedure.
To define a new Procedure Name, enter the name in an open panel slot.

TCE Controlled Procedure Selectidtanel

[FCE 17.0 - TCE Controlled Procedure Selection
Defined NEZUTIL Control Procedures ~ —-—-=-mmmmmmmmmmmeee
-~ Cm-- Procedure Names -- -- Cm-- Procedure Names -- -- Cm-- Procedure Names --
01 .. BATCH_UPDATE 19 .. 37..
02.. SYSTEMA UPDATES 20 .. 38 ..
03.. SYSTEM_B UPDATES 21.. 39..
04 .. 22 .. 40 .
05 .. 23 .. 41 ..
06 .. 24 .. 42 ..
07 25 .. 43
08 26 .. 44
09 27 .. 45
10 28 .. 46
11 29 .. 47
12 30.. 48
13 31.. 49
14 32.. 50
15 33.. 51
16 34 .. 52
17 35.. 53
18 36 .. 54

The Procedure Names that are defined and appear in the panel are arbitrary text that is or
will be assigned to a specific JCL Procedure.
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18.10.2  Defining a Batch Procedure

Selecting a Named Procedure will immediately display the MiEZ QonfiguratiorPanel

Once the Panel is displayed, study it thoroughly to get a general understanding of its
content. Use PFK1 to display a Setup tutorial that explains the Panel layout, columns,
headings and selection options.

NEZUTIL Configuratigmprocedure_name Panel

TCE 17.0 - NEzUility Configuration - BATCH_UPDATE
JCL/Procedure .. Dsn: PROBI1.NEZUTIL.PROCS Mbr:
Configuration .. Dsn: PROBI1.NEZUTIL.SETUP Mbr: -
——————————————————— NEZUTIL Configuration Dataset Parameters
-- Cm-- Category Name -- B Descriptor Text
01 .. CATEGORY.ONE | 01 THIS IS THE JUSTIFICATION FOR THE UPDATE
02 .. | 02
03 .. | 03
04 .. | 04
05 .. | 05
06 .. | 06
07 .. [ Configuration Comments =~ -------------
08 .. ___ |01 THIS IS THE REASON FOR THE UPDATE
09 .. | 02
10 . | 03
11 . | 04
12 .. | - - Last Configuration Upate =~ ------------
13 .. | 01 USER:PROBI1 DATE:20 19/ 11/11 TIME:17:58:00
14 .. [ Event Notification =~ ---------------
15 .. |01 Notice Yes .. Notice Eventld Token
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18.11 Advanced Functions

The Optionsavailable from this panel lirtb various TCE Configuration Access Points. The local
Setup is automatically discovered. Each remote entry will require an LPAR Name, the Fully
Qualified IFO ParmLib Dataset and Suffix of the Controlling NSEPRMxx Member. Once defined,
related specific TCEonfiguration Control Information for both the Local and Remote sysems

is updated each time you reselect an entry.

TCE 17.0 - Advanced Settings and Options

N NSEPRMxx .. - Service Task and Member Suffixes  Userid - PROBI1
Time - 12:48

J NSEJRNxx .. - Journal Format and System Controls Sysplex - ADCDPL
System - ADCD113

C NSECTLxx .. - Catagory Boundaries and Dataset IFOhIq - TEST
TCE 17.0

S NSESELxx .. - Padlock Control Class Definitions ICE17

G NSEGRPxx .. - Padlock Controlled Group Definitions

E NSEENSxx .. - TCE Controlled Event Notifications

D NSEDETxX .. - Supplemental Baseline Change Detectors

X Exit - Return to the TCE Primary Menu

NewEra Software, Inc.

Our Job? Help you make repairs, avoid problems, and improve IPL integrity.

18.11.1 Service Task and Member Suffixes

NSEPRMxis the Primary TCE Configuration used to control the activation of TCE
Task and define TCE Member Suffixes.

18.11.2 Journal Format and System Controls

NSEJRNxx Is used to define the TCE Control JourmekDiegriptor and activation
of various TCE Options.

18.11.3 Category Boundaries and Datasets

NSECTLxx Is used to define the Control Boundaries monitored bly ddDiists of
Named Category and their Datasets.

174| NewEra Software, Inc. Integrity ControlEEnvironment(ICEApplications



The Control Editol 17.0

18.11.4 Padlock Control Class Definitions

NSESELxx Is used to define the Access Privileges that will be granted and/or denied
to individual users or groups.

18.11.5 Padlock Controlled Group Definitions

NSEGRPxx Is used to define TCE Control Groups and their Melisersed in
conjunction with NSE&Ex Member Level Control.

18.11.6 TCE Controlled Event Notifications

NSEENSxx Is used to control the definitions of Notification Meth&aisail, Text
and Action Triggering Notices.

18.11.7 Supplemental Baseline Change Detectors

NSEDETxetines the set upf the Supplemental Detectors.
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19 Appendix B 1 Configuration Dialog Access

Once installed and activated TCE Controlled Categories, Control Journals and Configuration
Dialogs are accessed from the TCE Primary Menu. To reachAtiesristration Functions logon

to the ICE VTAM application named during the installation process. During this logon paocess
dza SN a ¢ { h! a SyNheExteknal Salrify M&hhg@rSgecifio user address space is
created (a separate IFOS widl breated for each individual user) and the ICE Primary Menu will

be displayed for authorized users. When the user terminates a session the IFOS address space is
quiesced.

19.1 ICE Primary Menu

As authorized usersgon to the ICE efmonment, a separate Started Task (IFOS) is launched

G2 YIylr3S (GKS dzaSNna aSaaizy |yR RAaLIX & ¢KS
Applications. When individual ICE Applications are licensed the Application Option Names will
appear in white tek Those that appear in yellow text are not licensed and cannot be accessed

until they are. All ICE Applications are included in the ICE Download so that they can be turned

on at any time, without additional download or installation steps, by requestibigense Key

from NewEra Technical Support via email, support@newera.com.

ICE 17.0 T The Integrity Control Environment

P Production - Image Focus Production Userid - USER
Time - 17:24

W  Workbench - Image Focus Workbench Terminal - 3278
System - SOw1l

R Recovery - Image Focus Recovery Applid - IFOP

ICE 17.0

C Control - TCE Administration/Sel ections Patch Level00

V  Viewer - IPLCheck Results Focal Point

D Definitions - Definitions & Settings

* Control Task: DOWN  *
* Recovery :DOWN *

X Exit - Terminate

NewEra Software, Inc.
Our Job? Help you make repairs, avoid problems, and improve IPL integrity.

19.1.1 Production

The Production View supports functions that are used to enable the interval
monitoring of an Image FOCW®#&naged Sysplex or Image. Once active, this critical
monitoring function will call the Image FOCUS Inspection Server as scheduled to
perform a Sysplewide validation of the current configuration components that
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define a running production environment. As directed by optional settings, Packages
are updated and "Need to Know" notices sent.

19.1.2 Workbench

The Workbench View will assist in the brs#s of each Image Component by providing
Operating System and Subsystem Inspection, New Release and Configuration Change
Management Tools. Each of these tools will generate Inspection Logs or Change

Reports that focus attention on changes to critical figuration components and/or
their integrity.

19.1.3 Recovery

The Recovery View gives you access to critical system resources when JES, VTAM,
RACF, and/or TSO are not available. In addition, the proven NoTSO Environment and
IFOR (IFO Recovery) ensure that yetain access to Image FOCUS for problem
analysis, repair and recovery under these adverse conditiims Recovery View also
houses the entry point for the Fast DASD Erase for z/OS application.

19.1.4 Control

The Control Editor is an optiomalicensedapplication of the Image FOCUS Control
Environment. Its intended purpose is to extend the Control Environment and, in doing

so, provide to Image FOCUS users an ISPF editing platform from which they can both
control and manage access and changesritical system datasets. In Image FOCUS
17.0, the DELETE, RESTORE and RENAME capabilities in Control Editor are all
availablelmage FOCUY .0Oalso allows the user to run The Control Editor under TSO.

19.1.5 Viewer

The Viewer provides direct access to tfRCheck Family of applications. IPLCheck

F LI AOFGA2ya | NE tNBRAOGADS COhehdnalghts ! y I f &3
LINPOS&aasSa GKIG GKSe& dzasS IINB olFaSR 2y bSg9
Technology.

19.1.6 Definitions

Definitions and Settings giw@u access to Import/Export Migration Tools that assist
you in moving to new and/or enhanced releases of Image FOCUS. In addition, you will
find options that allow you to build Custom Inspectors and Custom Reports.
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19.1.7 ICE Functional Notices

In addition to the options provided on the Primary Menu, you will also find the
following Functional Notices:

* Control Task: RUNNING *
* Recovery RUNNING *

19.1.7.1 Control Task

19.1.7.2 Recovery

The started task BACKGROUND (IFOBG) is the platform from which all Inspection
and Monitoring activity is run. Knowing that it is functional and rignis critical.

To ensure that you are informed of its status, this notice is updated each time you
enter the Primary Menu. If the Background is "DOWN?", you should go directly to
the Production View. Select the Status Monitor ©ptto determine the reaso

why; it is recommended that IFOBG be run continuously.

The started task, IFOR, provides access to Image FOCUS and other vital system
resources and tools for System Recovery;is recommended that IFOR run
continuously. To keep you informed ¢f status, this notice is updated each time

you enter the Primary Menu. IFOR is "DOWN", you musstart it in order to gain

access to the NoTSO Recovery View via the IFOR Address Space.
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19.2 TCE Primary Menu

The Control option pvides authorized users access to the TCE Configuration Dialogs
and Enviornmental Options. These functions are intended for the exclusive use of the
TCE Administrator(s).

19.2.1 Access Control

Control statements in the NSEJRNxx member define both PrimaryBaokup

Administrators. When TCE is first used, before administrator assignment, those

accessing these functions will be prompted for an access password. Under this
OANDdzvail yO0S 2yte GKS LI adag2NR We/ 9! {oIwQ A&
individual TSOUserlds will be checked against the assignment list. Those users with

matching IDs will be allowed access; all others will be denied or warned of a possible

future denial. All of these actions and notices will depend on Padlock Control Mode

settings

Once access is granted the TCE Primary Menu provides access to the Control
Enviornment Options that are used by the TCE Administrator to define Control
Boundaries, configure and activate the TCE Control Settings and for setting up and
reviewing Event Reorts.

FCE 17.0 - The Control Environment Options

B Boundary .. - Establish TCE Control Boundaries  Userid - PROBI1
Time - 1521

O Overview .. - Show Controlled Events Dashboard  Sysplex - ADCDPL
System - ADCD113

S Settings .. - Conf iguration Settings Overview IFOhIq - TEST
TCE 17.0

D Activate .. - Dynamically Activate TCE Members ICE17

M Monitors .. - Event and Configuration Monitors

N NEZzUtils .. - Controlled Batch Update Procedures

A Advanced .. - Advanced Configuration Settings

L LegacyVu .. - Legacy Category/Journal Functions

X Exit - Return to the TCE Primary Menu

NewEra Software, Inc.

Our Job? Help you make repairs, avoid problems, and improve IPL integrity.

19.2.2 Boundary

TCE uses Defined Boundaries as the basis for its Event Monitoring and Control. Three
types are supported.
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19.2.3 Overview

Detected Controlled Events are captured and recorded in Codtratnals. This
option shows an aged overview.

19.2.4 Settings

Settings in the NSEPRMxx ParmLib Member determine the state of Service Task and
name Configuration Members.

19.2.5 Activate

TCE Configurations may be dynamically activated or will be automaticallgtadtiv
when IFOM is next restarted.

19.2.6 Monitors

Various Interval Reports may be optionally set up and initialized to 'Notice' Event &
Configuration changes.

19.2.7 NEZUtils

Control Boundaries may be extended to the Batch Update of Datasets associated
with Controlled Categories.

19.2.8 Advanced

Below the functional level interface described above Specific Member Access is
provided for advanced users.

19.2.9 LegacyVu

Below the functional level interface described above Specific Member Access is
provided for advancedsers.
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19.3 Control i Accessing Configuration Dialogs

AAAAAA

The TCE Administration function Control providds I Rf 2 O1 t NIRditBeONCE R
Configuration Dialog Interface Primary Menu. Depending on the configuratid®BPRIME,

TCEADMIN and CONTROLMODE, Control Statements defined in NSEJRXxx, one of the following
PopUps and/or displays will be presented.

19.3.1 In Default Mode

The initial attempt, before TCEPRIME or TCEADMIN is defined, to abeess
Configuration Dialogs will result in the following Pdp display highlighted in green
below:

TCE 17.0 - The Control Environment Options

!l 00Sa

0000900080808 009

0000900080808 009

ThisPopUpis displayed when the TCE Padlock, operatirig oefaultmode, WARN
determines that a user is natpecificallyauthorized toaccessTCE Configuration
Dialog Services. THeopUp requests that the user enter a Password to reach the
PrimaryConfiguration Dialog Menu. In its WARNd of operation thehe Padlock

will accep asvalidthe Password? ¢ / 9 L HodracBedey 0 SNJ W¢/ 9! { 9wQ
enter. These actionwill immediately displayhte Configuration DialoBrimary Menu.

Take note thatn the futurethe TCE Administratdmaybe thaf you) may change

the Padlock Mod of operationor exclude you from the TCEPRIME of TCEADMIN List
of TSOUserkdefined in NSEJRNxXkthe Modewaschanged to DEN&hd you were

not includedfrom the list of TCEPRIME olCEADMIN Uses, you would be denied
access to these TCE Configurafialog Services.

19.3.2 In WARN Mode

When TCERIME and/or TCEADMIN have been defined in NSEdRiNthe Padlock
is also defined to be operating in WARN mode the followingBpghighlighted in

yellow), is displayed when an unauthorized use attempts to access the Configuration
Dialogs.
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FCE 17.0 - The Control Environment Options

0000000000000 00000000000000000000000000000300000008|00000000082009 ¢

o] 17.0 - TICE Pialog Access - WARN Mode o]

6 o}
Temporary Access to TCE Dialog Servig¢ges Granted

0666666666666666666666666666666666666666666066666666666666666(’

ThisPopUpis displayed when the TCE Padlock, operatind/ ARNMode, determines

that a user is not authorizetb use TCE Configuration Dialog Services. Specific user
authorization is determined by TSOUserldsfined in the NSEJRNxx Configuration
Member using eithethe TCEPRIME and/or TCEADMIN control statements.

If youare a TCE Administrator and wish to establish a sattiforized usersselect the
Settings Option availabfeom the Control Boundaries and Settings Menu.

Please take note of the fact that the TCE Administratar, at any time in théuture,
change the Padlock Mod# operation. If the Mvde were changed to DENatcess to the
TCE Configuration Dialog Serviaesld be denied
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19.3.3 In DENY Mode

When TCERIME and/or TCEADMIN have been defined in NSEJRNxx and the Padlock
is also defined to be operating in DENY mode the followingURmghighlighted in

red), is displayed when an unauthorized use attempts to access the Configuration
Dialogs.

TCE 17.0 - The Control Environment Options

0000000000000308080d¢
g

rvices | Granted.
0000000000000 DD0 0 «

Based on your Logon Userld you have been denied access to the TCE Configuration
Dialog Services Primalenu. This actionvastaken byTCE Padlocgk component of
TheIntegrity ControlsEnvironment(ICE). If you believe that this denial is an error
please contact youTCE Adminstrator to obtathe necessary access rights

Since access to the TCE ConfigaraDialog Services Primary menu is based on your
Logon Userld it is possible, if you have morentbae valid Logon Userld, that you
might gain access with an alternate. If this is a possibility back out to the ICE Primary
Menu, Exit this session and lagd@o ICE again using the alternate. If this second
attempt fails, your only alternative is to contact the TCE administrator for access
rights.

The Integrity ControlsEnvironment(ICE) maintains a record of all attempted but
denied attempts to access the€CE Configuration Dialog Services Primary Menu. Such
records are sent to the TCE administrator and your Management
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19.3.4

Access Granted

When access is granted toehTCE Configuration Dialogs firimary menuControl
Boundaies and Setting Pandk dsplayed.

(@]

"

> Z Z O

X

Boundary ..
Overview ..
Settings ..
Activate ..

Monitors ..

NEZUtils

Advanced ..

LegacyVu ..

Exit

TCE 17.0 - The Control Environment Options

- Establish TCE Control Boundaries  Userid - PROBI1
Time - 1521

- Show Controlled Events Dashboard  Sysplex - ADCDPL
System - ADCD113

- Conf iguration Settings Overview IFOhIq - TEST
TCE 17.0

- Dynamically Activate TCE Members ICE17

- Event and Configuration Monitors
- Controlled Batch Update Procedures
- Advanced Configuration Settings

- Legacy Category/Journal Functions

- Return to the TCE Primary Menu

NewEra Software, Inc.
Our Job? Help you make repairs, avoid problems, and improve IPL integrity.

TCE is configured using various ParmLib Members that reside in the ICE ParmLib

Dataset defined during installation. A full set of Sample Members aointaspecific

configuration examples is available in the SAMPLIB Dataset. All of these Members

maybe updated directly using TSO/ISPF.

19.3.5

The possibility bdirect update notwithstandinghe configuration options accessed
from the Configuration Dialogs are designed to help direct you and to enable you to
control specific TCE functions and assist in common configuration tasks/actions.

Configuration Dialog Options

Configuration options include:

19.3.5.1 Boundary

19.3.5.2 Overview

TCE uses DefideBoundaries as the basis for its Event Monitoring and Control.

Three types are supported.

Detected Controlled Events are captured and recorded in Control Journals. This

option shows an aged overview.
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19.3.5.3 Settings

19.3.5.4 Activate

19.3.5.5 Monitors

19.3.5.6 NEZULtils

19.3.5.7 Advanced

19.3.5.8 LegacyVu

Settings in the NSEPRMxx ParmLibhider determine the state of Service Task
and name Configuration Members.

TCE Configurations may be dynamically activated or will be automatically
activated when IFOM is next restarted.

Various Interval Reports may be optionally set nd @nitialized to 'Notice' Event
& Configuration changes.

Control Boundaries may be extended to the Batch Update of Datasets associated
with Controlled Categories.

Below the functional level interface described above Speklémber Access is
provided for advanced users.

Below the functional level interface described above Specific Member Access is
provided for advanced users.
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20 Appendix C 1 Configuring ICE Applications

ICE Appligtions are activated when the primary, controlling ICE Started Task (IFOM) is executed
(IFOM PROC). The resulting configuration ofritegrity Control€nvironment (ICE) that emerges

from this process is determined by configuration definitions: Taskvétain, TCE Member

Suffixes, License Keys and ICE Address Space characteristics found in the ICE NSEPRMxx Parmlib
Member.

20.1 Starting IFOM

To start the ICE Application Environment, issue the following operator Command:
SIFOM (START IFOM)

Note that beforethe IFOM PROC can be started correctly that the referenced NSEPRMxx
Parmlib member must be correctly configured.

20.1.1 Sample PROC

*

I
1*
I
/IFOM PROC NSSPRFX='IFO.TEST',

I PRM="00"

1*

/* NOTE: MAKE SURE A KEYWORD ENDING COMMA REMAINS IN COLUMN 71
I OF THE PARM FIELD OTHERWISE CONTINUATION ERRORS MAY OCCUR
I

/NEFPROC EXEC PGM=NSEINIT,

*
1* NEWERA IMAGE FOCUS ENVIRONMENT *
I STARTED TASK PROCEDURE *
//* *
I* MULTIUSER IMAGE FOCUS PRIMARY ADDRESS SPACE *
//* *
1* NSSPRFX- PREFIX FOR IMAGE FOCUS DATASETS *
*
*

1 REGION=20M,

1" DYNAMNBR=350,

1 PARM="APPL=IFO,ULOG=Y,SUBS=IF01,UMAX=0,ICMD=PX PROFM,SP=IFOS,
1 PRM=&PRM,VTSB=N'

I*

/I* THE FOLLOWING DATASETS MAY BE SHARED WITH IFOMS ON OTHER SYSTEMS
1*

/ISTEPLIB DD DISP=SHR,DSN=&NSSPRFX..LOAD

/INSEPARM DD DISP=SHR,DSN=&NSSPRFX..PARMLIB
/INSECTLNP DD DISP=SHR,DSN=&NSSPRFX..CTL.NPAD
/INSECTLDS DD DISP=SHR,DSN=&NSSPRFX..CTL.GLOBAL
/INSEJRNNP DD DISP=SHR,DSN=&NSSPRFX..JRN.NPAD

I

/I* THE FOLLOWING DATASETS MUST BE UNIQUE FOR EACH IFOM
I

/ICEWORK DD DISP=SHR,DSN=&NSSPRFX..ICEWORK
/INSETABB DD DIS P=SHR,DSN=&NSSPRFX..SISPTABB

1*

/ISYSUDUMP DD SYSOUT=A,HOLD=YES

/INSEDUMP DD SYSOUT=A,HOLD=YES

/INSWJLOG DD SYSOUT=A,HOLD=YES

I
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20.2 ICE Task Activation

The NSEPRMxx Parmhtember is the single point of control for all ICE Applications and
specifically the operational characteristics of The Control Editor and its configuration
members.

The Service Tasks (Addresses Spaces) that are created when the ICE Address Spade is star
with the intention of activating The Control Editor include:

Extract From Sample NSEPRMOO found in ICE SAMPLIB

* *

* THE FOLLOWING NSW TASK S ARE USED TO ACTIVATE TCE *
* *
TASK=NSWJSSI /* JOURNAL SUBSYSTEM ¥/
TASK=NSWJSTI CTL(00) JRN(00) ENS(00) DET(00) SEL(00) GRP(00)

TASK=NSWSCTL INTERVAL(360) /* SHARE CONTROL LIST */
TASK=NSWJCTL INTERVAL(120) /* SHARE CNTL JOURNALS */
TASK=NSWJSCI LOG(ERRORS) /* CHANGE DETECTION ¥/
TASK=NSWJCDT /* CHANGE AUTOMATION */

TASK=NSWOMST /* OPER MSG MANAGER  */

TASK=NSWCEFM /* FUNCTION SCHEDULER */
* *

20.2.1 NSWJSSI

Journal Suisystem (NSWJSSI)

The Journal SuBystem (JSS) manages the interaction of individual Control Editor users
(logged on to individual IFOS Address $ppand the IFOM Address Space with The
Control Journal(s). The primary configurable components that define this interaction are
contained in the ICE Configuration Members NSEJRNOO and NSECTLO0O0. Typical
interactions would be backups controlled by IFOM anansactions controlled by
cooperative processing between the JSS and the Journal &k(JST).

20.2.2 NSWJSTI

Journal Sutlask (NSWJSTI)

The Control Editor invokes the Journal Stdsk (NSWJSTI) when a user is actually editing
a Control Member. It providethe isolation between individual users and edit sessions
necessary to assure the integrity of the edit processetrieve, update, restore and store
functions.
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20.2.3 NSWSCTL

Control List Sharing (NSWSCTL)

The Control Editor invokes the Journal Siask (NSWSCTL), if active, to determine the
frequency with which it should poll members of the TCE Managed Group for their updates
to their NSECTLxx Parmlib member. Updates discovered in one or more Group Members
will trigger an update to the Shared Control List and, if necessary, a Backup of new Group
Member defined Datasets or Dataset additions from prior Group Members and new
Dataset volume placement for previously Controlled Datasets.

20.2.4 NSWJCTL

Control Journabharing (NSWJCTL)

The Control Editor invokes the Journal Siask (NSWJCTL), if active, to determine the

frequency with which it should poll members of the TCE Managed Group to determine

which are active, which are still sharing and any new systems #wsitadto be added to

I ¢/ 9 ! RRSR DNRdzLJ® { K2dzZ R GKS W/ 2y {iNRfftAYy3a {
time, possibly because it has become inoperable, the first system in the Group to identify

AGAd 10aSyOS gAftf AyKSN®Bikilityl KS W/ 2y GNRttAy3a {&:

20.2.5 NSWJSCI

Change Detection (NSWJSCI)

The Control Editor invokes the Change DetectionBagk (NSWJSC) when a user selects

A L oA = 4

GKS a5SiS00Gé¢ 2LIWA2Y FNRY ¢KS /2yiNRBft 9RAG2NI

20.2.6 NSWJCDT

Automatic Change Detection (NSWJCDT)

This Control #@itor Change Detection Stibask (NSWJSDT) is called hourly when
optionally specified in NSEPRMOO.

20.2.7 NSWOMST

Event Capture (NSWOMST)

188| NewEra Software, Inc. Integrity ControlEEnvironment(ICEApplications



The Control Editol 17.0

The Control Editor invokes the Stilask (NSWOMST) to perform operational and system
management functions such as event capture, as those events are defined by control card
settings found in the TCE configuration members NSEJRNxx and NSEENSxx.

20.2.8 NSWCEFM

Interval Scheduler (NSWCEFM)

The ICE Interval Scheduler controls all TCE Background Processes and must be active if
Background Reports are to be scheduled, created, stored and distributed.

20.3 TCE Member Suffixes

The TCE configuran settings are defined in a set of TCE specific Configuration Members.
They, their prevailing suffixes, are named on the TASK=NSWJSTI statement found in the
controlling NSEPRMxx member.

Extract From Sample NSEPRMOO found in ICE SAMPLIB
TASK=NSWJSTI CTL(00) JRN(00) ENS(00) DET(00) SEL(00) GRP(00)
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21 Appendix D - TCE Configuration Members Detailed

The TCE configuration settings are defined in a set of TCEc@amifiguration Members.heir
prevailing suffixes are named on the TASK=NSWJSTI statement found in the controlling NSEPRMxx
member.

Extract From Sample NSEPRMOO found in ICE SAMPLIB
TASK=NSWJSTI CTL(00) JRN(00) ENS(00) DET(00) SEL(00) GRP(00)

TCE - System Configuration Members!

| TCE PARMLIB Members

» Service Tasks and Member Suffixes

, Journal Specifications, System Controls
., Category and Dataset Boundaries

, Padlock Dataset/Member Access Rules
. Padlock Project Access Rules

> Controlled User Group Definitions

> Event Notification Service Settings

> Supplemental Detector Activation

Each TCEonfiguration Member, its syntax and keywordsexplained in the remainder of this
Appendix. Note that while each may be accessed directly in ICE Parmlib and updated using
TSO/ISPF it is consideredda S & G S @bDNEm@lay xth® TCE Configuration Diaofpr this
purpose. The TCE Configuration Dialogs are accessed from the TCE#atiom Primary Menu

and explained in detail in the TCE Configuration Dialogs User Guide.

1 NSECTLWNSECTLxx is used to define the Control Boundaries monitored by t@sidts
of Named Category and their Datasets.

T NSEJRNxxNSEJRNxx is used to define the TCE Control Journals, Panel Descriptors and
activation of various TCE Options.

1 NSESELxNSESELisused to define the Access Privileges that will be granted and/or denied
to individual users or groups.

1 NSEGRPxxNSEGRPxx is used to define TCE Control Groups and their Members. Used in
conjunction with the NSESELxx Member.
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1 NSEENSxNSEENSxx isagsto control the definitions of Notification Method€Email, Text
- and Action Triggering Notices.

1 NSEDET»NSEDETxx is used to define the set up of the Supplemental Detectors.
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21.1 NSEJRNxx Configuration Statements

The syntax of each NSEJR@Otrol Cards as follows:
| ----statement_Name keyword_name and/or keyword_vahie

Each Statement Name is septed from its Keyword Name anolf Keyword Value by at least
one blank.

The value(s) associated with eggtatement Namenay be changed at any time but to become
operational, thelCE Startedlask, IFOM must be cyclelhe NSEJRNxx member may be

updated d/namially without having to cyle IFOM.This can be accomplishesing theTCE
Administrator Interface accessed from the ICE primary menu.

21.1.1 >>Journal Controls Follow

21.1.2 ALLOC

ALLOC is used to define the space allocation values that will be used in allocating new

Control Journals. The ALLOC keyword can be split across multiple lines if needed BUT
each new line must begin with a restatement of the ALLOC keyword. Changes to these

values become effective with the next Control Journal Dataset allocation.

21.1.3 BMAXMEMS

Determines the maximum number of members that can be stored in a single Backup
Dataset. Bylefault, the value is set to 10000 but caange from 1 to 32738.

21.1.4 BMAXRECS

Determines the maximum number of records in a member that can be stored in a Control
Journal. Bylefault,the value is set to 15000 but can range from 1 to 65536.

21.1.5 BSPANMX

Fecifies the maximum number of Journals that may be used to backup a specific dataset.
A value of zero disables the Backup Function.

Default value =4  Value range is § 65535
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21.1.6 DLINES

DLINES are the number of descriptor comment lines or change detail records that will be
provided at the top of each Control Member and subsequently recorded in the Control
Journal for each edit event. The recommended value range for descriptor and comment
AYTF2NYE G ARcys Wa2NJ ACK | 993ChanéeS id DPIANES Mébofe effective
immediately following the cycling of IFOM or a dynamic update to NSEJRNOO from the
Administrator Interface.

The optional DLINES parameters include:
COUNT(M,N)

1 M - Where M is the number of descriptor lines to create in each descriptor
member. Range is-36, the default is 3.

T N ¢ Where N is the number of change detail records to be captured when a
membe change is detected. Range 98, the default is 8.

NONBLANK|NBLANK(N)
Where N is the minimum number of descriptor lindsat must be norblank.
Range is-B9. If 0 (ZERO) is used, the descriptor panel will be presented but will
not require user enies.

EDITORDR|EORDR(option)
Where option is MEMFRST (display the member first) or DESCFRST  (display the
descriptor before the member). If not specified, the default MEMFRST is used.

ACTIVE(Starting:hhmBnding:hhmm)
Where Starting:hhmm representké time of day when the descriptor, as defined
for the named category, will become active. Ending:hhmm represents the time of
day when the descriptor will cease to be active. If not specified, the descriptor
remains active throughout the entire 24 hour day

21.1.7 ENTRIES

ENTRIES are the number of entries allowed in a Control Journal, EXCEPT Control Journals
that are used for member backups, for which it has no effect. The recommended value
range for BSAM format is 1616; the default is 116. The recommended value range for
ZFS/HFS is 185,382 the default is 1092. Changes to ENTRIES become effective
immediately following the cycling of IFOM and closing of the current journal.

21.1.8  HLQ
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HLQ is the High Level Qualifier(s) (up to three are allowed)will be used as the name
prefix for each Control Journal. An example of the resulting dataset name is shown below.
b2dS GKFG GKS Fdzi2YFGAOFEf& RSGSN¥AYSR Wo5s
DNBSYsAOK aSly ¢AYS o6Da¢0diWdsRDYy Aa, .S BENWINGBE &
expressed using the notation HHMMSSS.
IFO.COMMON.JOURNAL.D2006052.72326523
If you are running multiple copies of Image FOCUS each enabled with The Control Editor
it is recommended, due to current system limitations, that you nathe OK a@aiSvyYQa

I 2y GNRBE W2dNY I AGK dzyAljdzS | A3IK [ SPSE vdz £ A

As a general rule, Control Journals should not be deleted, renamed, copied nor their
content changed. Doing so will result in a loss of system integrity.

21.1.9 PATH

The PATH Statemenised to define the HFS/zFS Journal Formadn@sped as a journal
format optionin TCBE.O.

21.1.10 SHARE

SHARE as a stand alone NSEJRNxx Statement was remove8.th TCE

21.1.11 SHARE MULTIO(RB4K)

RB4K is the Default andcommended Journal Format. It is compatible with existing
BSAM Journals BUT NOT COMPATIBLE with existing HFS/zFS Journals. If the content of
HFS/zFS Journals is to be retained and merged with newer RB4K Journals, the older
HFS/zFS Jounals will need todmnverted to RB4K format. Contact NewEra Technical
Supportfor assistance with a conversion application and instructions.

21.1.12 SHARE CONTROL(8)

Control List as defined in NSECTLxx may be sharedgmultiple LPARs. Theaximum
numberof LPARSs to share Control kistspecificed as the value of SHARE CONTROL. The
default value is 8. If Control List sharing isnotdes@e8 i G KS @I fdzS G2 1 SNRXZ
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21.1.13 SHARE JOURNAL(8)

Control Journals may be sharathongmultiple LPARs. Thmaximumnumber of LPARs
to shaed Journals is speddfi as the value of SHARE JOURNAL. Tbe default value is 8. If
Journal sharingis notdesirgl St G KS @FfdzS G2 TSNRI ¥YnQo

21.1.14 SWITCH

SWITCH determines whem existing Control Journal will be automatically closed and a
new Control Journal dataset allocated and opened for use by The Control Editor. Values
may be either "NO" or "MONTH?". The effect of SWITCH is often referred to as the TERM
of a Journal. Notéhat regardless of the value set, Control Journals will automatically
close when they reach the number of entries specified using the ENTRIES keyword or
when they run out of space.

21.1.15 >> Descriptor Controls Follow:

21.1.16 TEMPLATE / TEMPLATE .END

Thecontrol statements used to defin€emplate Style Descriptoas a definable entity
were droppedin TCB.0. A Template Style Descriptor Default when a DESCIBNg(
descriptoris not defineds replaced with a default TSO/ISPF Panel

21.1.17 DESCPNL(

The various DESCPNL Statement supported Keywords and Keyword Values are presented
below in order to provide a more complete understanding of configuration possibilities.

1 CATEGORY|CA@tegoryname)- where 'categoryname' is the Dataset Category
name that is being included in this DESCPNL definition

1 PANEL|PNL(panelnamhere 'panelnam' is the name of a fidize ISPF Panel
member in the ISPPLIB dataset containingfthigoaneldefinition.

1 POPUP|POP(panelnamWwhere '‘panelnam' is the name of a Popsjze Panel
member in the ISPPLIB dataset containingpbge-up paneldefinition.

1 BYPASSCHAR|BPC(chapecified on the DESCPNL statement where the 'char'
represents the panel T¥Rharacter that, if located in column 1 of a panel )BODY
line, will cause that line to be eliminated from the journal entry descriptor data.
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1 CONF YESI|NO is used to confirm or not the information entered by the user in
0KS RSAONALI2ND &S y5YHI defKik GA-dp 'S, D2y FANYI
RAAL F @SR® | suppiesdheyiiescriptd Pouph Q g A f §

1 EDITORDR|EORDRI|EO(optiospecified on the DESCPNL statement where
valid values for 'option' are:

- MF (display the member data first)
- DF (displayhe descriptor data entry edit window prior to the member)

1 If not specified, the default will be MF

1 ACTIVE(Starting:hhmBnding:hhmm)- specified on the DESCPNL statement
where

- 'Starting:hhmm' represents the start time that this descriptor pawél
be active (in 'hhmm' format)
- 'Ending:hhmm’ represents the end time that this descriptor panel will
cease to be active.
91 If not specified, the descriptor remaractive throughout the entir@4 hour day.
1 ACTIVE start and end times can span midni§or example, ACTIVE(220800)

would indicate that this descriptor panel is active between 10:00 p.m. and 5:00
a.m.

21.1.18 >> Notification Controls Follow:

21.1.19 EXTERNALNOTIFICATION ON|OFF

EXTERNALNOTIFICATION is used to toggle ON|OFF the Notification METHODS and
ACTIONS found in the NSEENSxx Configuration Member.
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21.1.20 >> Process Controls Follow:

21.1.21 CEDEF

Default TSO Client for Control Editor.

Default Value ¥ES Values are YES|NO

YES, Causes the Control Journals defined with the HLQ keywords to be assigned as the
default Journals used by the Control Editor when used under TSO. If more than one IFOM
is defined the NSEJRNxx member of the firstrggd sSOA Fe@ Ay 3 | @I £ dzS

prevail.

NO - The Control Editor session under TSO must specify the name of the IFOM Address
Space. The Address Space name is the same as the IFOM Subsystem name.

21.1.22 CONTROLMODE NONE|WARN|DENY

The value of CONTROLMODE determines the operational control that the Padlock will
exert over various control resources, datasets, commands and projects.

21.1.22.INONE
When CONTROLMODE is set to N®ld&lock Controls are not operational.
21.1.22.2WARN
When CONTROLMOIEset to WARNPadlock Controls are operational and
users that would otherwise be denied access will be albaccess following the
displayofal2 I NJ/ A y 3 indicit@githadteyimay be deniedaess at some
time in the future.
21.1.22.3DENY

WhenCONTROLMODE is set to DEMMIock Controls are operational and users
then will be denied access to control resources, datasets, commands and
projects.

21.1.23 CONTROLCATS ON|OFF

For Padlock Controls over Category Boundaries tadige CONTROLCATS must specify
a value of YES.
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21.1.24 CONTROLDSNS ON|OFF

For Padlock Controls over Dataset Boundaries to be active CONTROLDSNS must specify a
value of YES.

21.1.25 CONTROLCMDS ON|OFF

For Padlock@htrols over Command Boundaries to be active CONTRIDE must specify
a value of YES.

21.1.26 CONTROLWGPS ON|OFF

For Padlock Controls over WorkgroupuBdaries to be active CONTROLVBGRust
specify a value of YES.

21.1.27 CONTROLPJTS ON|OFF

For Padlock Controls over TCE Project Boundaries to be active CENBRfst specify
a value of YES.

21.1.28 IPLCHECKHLQ

The higHevel qualifier usdto define the Inspection Log written by IPLCheck Core or Plus.
This value is used to link TSO/ISPF users to the MBRUSED Line Command available to them
when working with a Controlled Dataset.

21.1.29 IFOINDEXHLQ

The highlevel qualifier that defines thbnage FOCUSspection Log Index created during
background image inspections. This value is used to link TSO/ISPF users to the MBRUSED
Line Command available to them when working with a Controlled Dataset.

21.1.30 TSO

TSQClient SupportDEFAILT isrES

A YESALLOWS CONTROL EDITOR TO BER{I¥RFSO ADDRESS SPACE
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A NO - CONTROL EDITOR CAN ONLY BE USEDF®S ADDRESS SPACE

21.1.31 TCEPRIME

The value of TCEPRIME should beTi®Userld of the Primary TCE Administrator.

TCEPRIME tsouser _id

21.1.32 TCEADMIN

The value of TCEADMIN may be a single TSOUserld or a list of up to six TSOUserlds
separated by commas and enclosed in parentheses.

TCEADMIN tsous@t or (tsouser_id{souser_id,tsouser_id,tsouser_id)

21.1.33 DETCHNGNOTIFY

Upon entry into Controlled Datasets TCE Compares the current content of the selected
member withthe last copy stored. Byefault,when a change is detected a Rojp noting

the finding is displayed. Use DETCHNGNOTIFY to turn th&pPoff, Category by
Category by specifying the following:

DETCHNGNOTIFY CAfBgory_namgOFF

21.1.34 LOGEDIT NOJ|YES

This keyword is used to turn ON|OFF Edit Class event logging. Default = NO.

In addition, to ativate/deactivate this functionthe following control card must be
present in the IFOM Proc.

/INSWJLOG DD SYSOUT=*

LOGEDIT intended for dusive use by NewEra Technical Support.

21.1.35 LOGCMDS NO|YES

This keyword is used to turn ON|JOFF Command Class event logging. Default = NO.

In addition, to activate/deactivate thisufction the following control card must be
present in the IFOM Proc.
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/INSWJLOG DD SYSOUT=*

LOGCMDS intended for exclusive use by NewEra Technical Support.

21.1.36 IFO PROC Update

In addition to activate/deactivate LOGEDIT and/or LOGCMDS, the following control card
must be present in the IFOM Proc.

[INSWJLOG DD SYSOUT=*

To prevent logging from being turned ON/OFF using the options available in NSEJRNOO,
comment out or remove the control card from the IFOM Proc.

21.1.36.1Sample Event Log

A sample and field description af collection of typical log records is shown

below:
JDate --- Time---- -- User 8- Type: ---- Command/Suboperator ----
10042 13:40:52.35 ESSJDL1 Cmd: SETROPTS LIST
10042 13:47:42.08 ESSJDL1 Edit: ESSJDL1.IFO80DR.ASM(NSWOMST)
10042 13:54:51.88 ESSJDL1 Edit: ESSIDL1.IFO80DR.ASM(#ASMNERA)
10042 13:56:05.17 ESSJDL1 Cmd: SETXCF 12345
10042 14:01:49.59 ESSJDL1 Cmd: SETXCF 98765
10042 14:03:48.88 ESSJDL1 Cmd: SET PROG=XX,SMF=KK
10042 14:0 5:45.51 ESSJDL1 Cmd: SET SMF=KK,CMD=HH
10042 14:06:25.60 ESSJDL1 Edit: ESSIJDL1.IFO80DR.ASM(NSEPRM5)
10042 14:07:10.0 3 ESSJDL1 Cmd: SET SMF=KK,CLOCK=RR
10042 14:07:42.88 ESSJDL1 Cmd: SET DIAG=VV,SMF=KK
10042 14:13:39.93 ESSJDL1 Edit: ESSJDL1 .IFO80DR.ASM(NSWOMST)
10042 14:18:51.82 ESSJDL1 Edit: ESSIDL1.IFO80DR.ASM(#ASMNERA)
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21.1.37 >> Monitor Controls Follow:

21.1.38 MSGMONITOR MSCOPE(*)

MSGMONITOR is used to define the scope of messages being monitored by the
Operational Management Service Task (NSWOMST). By default, only the local system's
messages will be monitored for capture and reported. The default is equivalent to

specifying:

If IFOM is active in a SYSPLEX environment, messages from systems ottiex tbeal
system can also be monitored and captured. If messages from all systems in the SYSPLEX
are to be monitored for capture and reporting, specify MSGMONITOR as follows:

MSGMONITOR MSCOPE(*ALL)

If messages from only select systems in a SYSPLEXB@anonitored and captured,
specify MSGMONITOR as follows:

MSGMONITOR MSCOPE(sysnm1,sysnmz2, ... ,Sysnmx)

where 'sysnm1l’, 'sysnm2', etc. represent the system names of the specific systems that
are to have their messages monitored.

21.1.39 MSGIDINTERCEPT ON|OFF

For TCE to intercept a System Message the MSGIDINTERCEPT Statement must be turned
ON.

MSGIDINTERCEPT ON

21.1.40 MSGID

Fora System Message to be intercepted by TI@EMSGIDINTERCEPT Statement must be
ON and thdargetedMessage ldentifier must be defined on the MSGID Statement.

MSGID message_id

When messages fall into a broad catagories varying only by severity, generally the last bit

in the message ID, i.e. I,W,E and you would like to match on all seveBty lé&v dza S |y GF €
as the last character of the Message ID. Doing this will result in the identification of all

matching mesage IDs regardless sdverity.
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21.1.41 MSGID MATCHSTR(G 6 )

Message intercept may be optionathgfinedby specifing as a suiparm on the MSGID
Statement a Match String which TCE wil use to match with the text that accompanies the
target message.

MSGID message id MATCHSTR( 6match _string6)

21.1.42 OPERCMDINTERCEPT ON|OFF

For TCE to interceptSET, MODIFY or Miscellaneous Operator Commands the
OPERCMDINTERCEPT Statement must be turned ON. If the OPERCMDINTERCEPT
Statement is turned OF-Pperator Commands witiot be intercepted. The defauitalue

is OFF.

OPERCMDINTERCEPT ON

21.1.43 SETCMD1 COMMAND NAME

When the OPERCMDINTERCERAtement is irned ON SET Operat Commands
specifically named using the SETCMD Statement are capfuredS OA F& W! [ [ Q | &
of SETCMD to capture all SET Commands.

SETCMD SET_operator_command

Valid SET_operator_command values include:

APPC ASCH AUTOR CEE CLOCK CNGRP

CNIDTR DAE DATE DEVSUP DIAG EXS

GRSRN IKJTSO 10S IXGCNF NMS MPF

MSGFLD OMVS OPT PFK PROD PROG

RESET RTLS SCH SLIP  SMF SMS

TIMEZONE UNI  SETAPPC SETALLOC SETAUTOR SETCEE
SETCON SETDMN SETETR SETGRS SE THS SETIOS
SETLOAD SETLOGR SETLOGRC SETMF SETOMVS SETPROG
SETRRS SETSMF SETSMS SETSSI SETUNI SETXCF

21.1.44 MODCMD i COMMAND NAME

When theOPERCMDINTERCBRIEement is tuned ON, MODIFY Operat Commands
specifically named using the MODCMD Statement are captfirédS OA F& W! [ [ Q | &
of MODCMD to capture all MODIFY Commands.

MODCMD MODIFY_operator_command
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ValidMODIFY_operator_command valuaslude

AXR BPXOINIT CATALOG CEA DEVMAN DLF
LLA MVSNFS OAM OMVS WLM TRS
XWTR ACF2 TSS

21.1.45 MISCCMD 1 COMMAND NAME

When the OPERCMDINTERCERa&tement is tirned ON Miscellaneous Operat

Commands specifically namheising the MODCMD Statement are captufed.JS OA T& W! [ [ ¢
as the value of MISTMD to capturethe defined set oMiscellaneous Commandsiown

below.

MISCCMDMiscellaneousoperator_command

Valid Miscellaeous _operator_commandalues include:

CANCEL DUMP FORCE QUIESCE SWITCH START
SWAP STOP SLIP TRACE VARY

21.1.46 ESMINTERCEPT ON|OFF

For TCE to intercefExternal Security Manager (ESM) Commands fromRRI@F, CA

ACF2 oCATop Secretthe ESMINTERCEPT Statement must be turned ON. Turning the
ESMINTERCEPT Statement OFF will turn off the intercept of all ESM Commands. The
Default value is OFF

21.1.47 RACFCMDINTERCEPT ON|OFF

For TCE to intercefxernal Security Manager (ESM) Commands from-BACFboth

the ESMINTERCEPT and RACFCMDINTERCEPT Statement must be turned ON. Turning the
RACFCMDINTERCEPT Statement OFF will turn off the intercept of 4RAGM
Commands. The Default value is OFF

21.1.48 RACFCMD1 COMMAND NAME

When the RACEMDINTERCEBftement istirned ON, IBMRACF Operat Commands
ALISOATAOIEEE® yIFYSR dzaAy3d GKS w!/C/l a5 {GFidSYS,
of RACFCMD to capture all IBBACF Commands

ALTDSD ALTGROUP ALTUSER ADDSD ADDGROUP ADDUSER
CONNECT DELDSD DELGROUP DELUSER LISTDSD LISTGRP
LISTUSER PASSWORD PERMIT RALTER RDEFINE RDELETE
REMOVE  RLIST SEARCH SETROPTS
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21.1.49 ACF2CMDINTERCEPT ON|OFF

For TCE to intercefiixternal Security Manager (ESM) Commands fromACA2 both the
ESMINTERCEPT and ACF2CMDINTERCEPT Statement must be turned ON. Turning the
ACF2CMDINTERCEPT Statement OFF will turn off the interce@AfA&IF2 Commands.

The Default value is OFF

21.1.50 ACF2CMD1 COMMAND NAME

When the ACRRMDINTERCERBTatement is tirned ON, CAACF2 Operat Commands
ALISOAFAOLITEE® YIFIYSR dzaAy3 GKS !/ CuH/ ae {dFGSYS
value of ACF2CMD to captutés, the only valid command.

21.1.51 TSSCMDINTERCEPT ON|OFF

For TCE to intercéExternal Security Manager (ESM) Commands frorT @@ASecret
both the ESMINTERCEPT and TSSCMDINTER&&R&nt must be turned ON. Turning
the TSSCMDINTERCEPT Statement OFF will turn off the intercept offalp GAcret
Commands. The Default value is OFF

21.1.52 TSSCMD1 COMMAND NAME

When the TSSMDINTERCEPStatement is tuned ON CATop Secret Operat
Commands specifically named using the TSSCMD Statement are captured. Specify
Wah5LC, Q Fa (KS @I fthizShe drify vatidcpminarid. G2 O LIG dzNB

21.1.53 Command Origin Excludes

Any Operator Commanchn be issued from Started Tasks, Batch Jobs, Operator Consoles
and TSO Sessions. Use the EXCLUDE(STC,JOB,CON,TSO) keyword to delimit the capture of
command eventsvhere:

CON = |Issued from ®PERATOR CONSOLE
JOB = Issued fromJ®»B, BATCH PROCESS
STC = Issued fromSTARTED TASK

TSO = Issued fromT&8O SESSION

Thefollowing exampleshow the use of the EXCLUDES zaitm:

SETCMD PROG EXCLUDE(STC,JOB) EXCLUDES STARTED TASK AND BATCH JOBS
MODCMD ACF2 EXCLUDE(JOB) EXCLUDES BATCH JOBS
MISCCMDVARY EXCLUDE(JOB,CON) EXCLUDES BATCH JOBS & OPERATOR CONSOLE
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21.1.54 NSEJRNxx Model Member

kkkkkhkkkkkkkkkkhkkkhkkkkhkkkkkkhkkk

* JOURNAL CONTROL OPTIONS *
khkkkkkkkkkkkkkhkkkkkhkkhkhkhkkkkx *kkkkkkk
HLQ  IFO.JOURNAL

SHARE MULTIO(RB4K)

SHARE CONTROL(8) /* 0=Not Sharing */
SHARE JOURNAL(8)  /* 0=Not Sharing */
ALLOC SPACE(4)

ALLOC CYL

BMAXMEMS 10000

BMAXRECS 15000

BSPANMX 4

ENTRIES 120

SWITCH MONTH

kkkkkhkkkkkkkkkkhkkk *kkkkkkkk

* EDITOR CONTROL OPTIONS *
*hkkkkkkkkkkkkkhkhkhkkkhkkhkhkhkkkhikkkk

CEDEF YES

DLINES COUNT(3)

DLINES NONBLANK

TSO  YES

DETCHNGNOTIFY CAT(SYSTEN.IPLPARM) OFF

*kkkkkkkkkkkkkkkkkkkkkkkkkkx

* DESCRIPTOR *

*kkkkkkkkkkkkkkkkkkkkk **k%k k%

DESCPNL CAT(SYSTEM.PARMLIB) PNDDE@PNL1) BYPASSCHAR(!)
DESCPNL CAT(SYSTEM.PARMLIB) PORDDE@OR) BYPASSCHAR(!)

*% *% *% *

* TCE CONTROL OPTIONS ~ *
*kkkkkkkkkkkkkkkkkkkkkkkkkkx

LOGCMDS NO

LOGEDIT NO

MSGMONIDR MSCOPE(¥)

LOGEDIT NO

LOGCMDS NO
OPERCMDINTERCEPT ON

MODCMD LLA

MODCMD ALL

SETCMD ACTIVATE

SETCMD ALL

MISCCMD ALL

MISCCMD VARY

MISCCMD VARY EXCLUDE(JOB,STC)
ESMINTERCEPT ON
RACFCMDINTERCEPT ON

RACFCMD SETROPTS
ACF2CMDINTERCEPT ON

ACF2CMD CGSO EXCLUDE(STC,TSO)
TSSCMDINTERCEPT ON

TSSCMD  MODIFY
MSGIDINTERCEPT ON

MSGID  HZSO003E MATCHSTR(NEWERA,NEZ_OPSYS') JRNLPOST(YES)
MSGID  CSV410l JRNLPOST(YES)

205 |

NewEra Software, Inc. Integrity ControlEEnvironment(ICEApplications



The Control Editol 17.0

21.2 NSECTLxx Configuration Statements VERS(1)

Version One of the NSECTLxx Control Card Syntax is maintained to support existing
configurations. Users that wigh extend the TCE Control Enviroent to include UNIX Files

will need to upgrade to Version Two. Version Two sufgpboth MVS Datasets and UNIX
Files.

The syntax of each NSECTLxx VERS(1) Control Card set must begin as follows:
FORMAT VERS(1)

Followed bythe individual Category Control Card containing the control statements
described below:

| -----Category_Name Daset(volume_name,system_name}-{

Control Card values are positional: Category Name must begin in Column one, Dataset
must begin in column eighteen.

21.2.1 *AUTO* The System Default

To faciliate a rapid and agile TCE startup for new ustk® default Category
definitions are specified in the default NSECTLxx Parmlib member: SYSHARM
and SYSTEM.PARMLIB. Both may us®#taset value of AUTO*to denote that
TCE is to determine the IPLParm and Parmlib datasets used to IPL the system u
which the IFOM Procedure (which starts the IFOM Started Task) is executed.

21.2.2 DATASET

To associate one or more datasets with a specific Control Category, enter the fully
qualified dataset name, following the Category Name on the sameebiginning in
column eighteen as shown below.

SYSTEM.DATASETS SYS1.PARMLIB

Only one dataset is allowed per line as each line is processed by TCE as a separate
Control Card. To add additional Datasets to a Control Categepgat the line
changing the dtaset name as needed.

By default, when a Dataset is defined using just its fully qualified name, all datasets
with matching names, regardless of Volume placement or Sysaeenconsidered
Controlled Datasets within a Controlled Category.
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21.2.3 DATASET(VOLUME)

The scope of TCE control over a dataset may be limited to a specific Volume. When
this is desired, indicate the Volume name within a set of parentheses immediately
following the Dataset name as shown below.

SYSTEM.DATASETS SYS1.PARMLIB(VOLABC)

21.2.4 DATASET(VOLUME,SYSTEM)

The scope of TCE control over a dataset may be limited to a specific Volume when
an action is taken from a specific Named system. When this is necessiicate

the Volume name and System name, separated by a single comma, within
parentheses immediately following the Dataset naaseshown below.

SYSTEM.DATASETS SYS1.PARMLIB(VOLABC,GREEN)
21.2.5 Critical Relationships

There should be a valid/direatelationship between a Category and the Valid
5rdFrasSida FaaArA3adySRklFaaz2zoOAalriSR G2 GKFG /1 GS
wStFidA2yaKALE (G2 GKS AyuSaNadGe 2F GKS AyF2N
displayed in the various Control Editor panahd reports.

21.2.6 Controlled Datasets Derived From NSESELXxx

Control Datasets appear in both the NSECTLxx and NSESELxx Configuration
Members. Those in NSECThaxe& defined as elements of a Controlled Category.
Control Datasets defined in NSESELxx may be defined independently and controlled
by TCE Padlock functions. Aseault, it is possible datasets defined for Padlock
Control will not be defined in NSECT Mdhen such a mismatch is detectaddCE will
automatically create the NSESEL.AUTOCNTL Category and include these discovered
Padlock Dataset entries. With each start of IFOM or dynamic activation of NSECTLXxx
or NSESELXKCE performs a new cresgeember discoery and updates the dataset
grouping defined to NSESEL.AUTOCNTL. Any Dataset included in the
NSESEL.AUTOCNTL inherits the control features afforded any Controlled Dataset.
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3%3%, 81! 54/ #. 4, 60

#1 1, 00111 Al
\

[

NSESELxx

Padlock

NSESEL.AUTOCNTI Named Categories

¥ ¥

Category Attributes
Descriptor Pop-Up Notice Padlock

21.2.7 Control Category Attributes

Associated with each Category, in addition to its Dataset Group, are a number of
attributes: Padlock Control, Event Descriptor, Event Notification and Detected
Change Noatification. These are defined in NSESELxx, NSEENSxx and NSEJRNxx and
best configured usg the Configuration Dialogs available to the TCE Administrator.

21.2.8 Stealth Mode

The Descriptor Window, a Category Attribute, is normally displayed immediately

before or immediately after an evenitg., update, rename, restore. To preed or

to successfully complete, the requirements of the Descriptor definition must be

satisfied. If this descriptor enforcement is not required, name the Category/Class

dzZaAy3a GKS NBASNBSR /IFGS3I2NE yIYS ab9®%!! ¢ho
userdefined, one to eight character, qualifier.

21.3 NSECTLxx Configuration Statements VERS(2)

Version Two of the NSECTLxx Control Card Syntax is available to support both MVS Datasets
and UNIX Files.

NSECTLxx Control Cardbl B O2 y A G NHzOGSR a aa{Sdaé¢ 2F ax{ 5I
by CATEGORY Statements to form a Category Control BLOCK. The opening CATEGORY
Statement defines the Category Name and optionally the ROOT Directory of a set of UNIX
Directories named withinthe BLOCK. The required closing CATEGORY Statement,
CATEGORY .END, is required to terminate the Control Block.
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The syntax of each NSECTLxx VERS(2) Control Card set must begin as follows:
FORMAT VERS(2)

C2tt26SR o6& /I (S32ddainihgtheiconBd statemed® descfib8di & €
below:

1  For Categories containing MVS Datasets:

CATEGORY category_name

DSN * AUTO*

DSN fully_qualified_dsn(volume,system)
CATEGORY .END

I  For Categories containing UNIX Files:

CATEGORY category_name (unix_root_dire ctory)
DSN fully_qualified_dsn(volume,system)
DIRS 6/ unix_dir ecsubodiyr/euenti axr_y 6

SUBD6/ uni x _sub_directory/unix_sub_directoryd
PATH 6/ unix_directory_path/unix_sub_directory
FILE 6fully _qualified unix_file_namebd

CATEGORY .END

Note that each NSECTLxx Control Card, MVS or UNIX, must begin in Column One.

21.3.1 For Categories containing MVS Datasets

A Controlled Category may contain only one Dataset or File Type; MVS Dataset or
UNIX File. Types may not imiéxed within a Category.

21.3.1.1 CATEGORY_NAME

Each Category Name must be a unique string composed of two values separated
by a single period. Each value may be upto eight characters.

XXXXXXXXKXKXXXXXX

21.3.1.2 *AUTO*TheSystem Defalti

To faciliate a rapid and agile TCE startup for new useve default Category
definitions are specified in the default NSECTLxx Parmlib member:
SYSTEM.IPLPARM and SYSTEM.PARMLIBnaBotise theDataset value of
*AUTO*to denote that TCE is to deteime the IPLParm and Parmlib datasets
used to IPL the system upon which the IFOM Procedure (which starts the IFOM
Started Task) is executed.
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CATEGORYSYSTEM.IPLPARM
DSN * AUTO*
CATEGORY .END

CATEGORYSYSTEM.PARMLIB
DSN *AUTO*
CATEGORY .END

21.3.1.3 DATASET

To associate one or more datasets with a specific Control Category, enter the DSN
Statement followed by the fully qualified dataset name.

DSN SYS1.PARMLIB

Only one dataset is allowed per line as each line is processed by TCE as a separate
Control Card. To add additional Datasets to a Control Categepgat the line
changing the dataset name as needed.

By default, when a Dataset is defined using just its fully qualified name, all
datasets with matching names, regardless of Volume plac¢meystemare
considered Controlled Datasets within a Controlled Category.

21.3.1.4 DATASET(VOLUME)

The scope of TCE control over a dataset may be limited to a specific Volume.
When this is desired, indicate the Volume name within a deparentheses
immediately following the Dataset name as shown below.

DSN SYS1.PARMLIB(VOLABC)

21.3.1.5 DATASET(VOLUME,SYSTEM)

The scope of TCE control over a dataset may be limited to a specific Volume when
an action is taken from specific Named system. When this is necessadyjcate

the Volume name and System name, separated by a single comma, within
parentheses immediately following the Dataset naaseshown below.

DSN SYS1.PARMLIB(VOLABC,GREEN)

21.3.1.6 Critical Relationships

There slould be a valid/direct relationship between a Category and the Valid
5FGFrasStda FraaAr3daySRklaaz2zoOAaldSR G2 aGkKLFG /1
wStFiA2YyaKALE (G2 GKS AydSanNmaiGe 2F GKS AyT
and displayed in the varnis Control Editor panels and reports.
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21.3.1.7 Controlled Datasets Derived From NSESELXxx

Control Datasets appear in both the NSECTLxx and NSESELxx Configuration
Members. Those in NSECTLxx are defined as elements of a ControlledyCatego
Control Datasets defined in NSESELxx may be defined independently and
controlled by TCE Padlock functions. Assailt,it is possible datasets defined for
Padlock Control will not be defined in NSECTLxx. When such a mismatch is
detected TCE will autmatically create the NSESEL.AUTOCNTL Category and
include these discovered Padlock Dataset entries. With each start of IFOM or
dynamic activation of NSECTLxx or NSESELExperforms a new cresgember
discovery and updates the dataset grouping definedN®ESEL.AUTOCNTL. Any
Dataset included in the NSESEL.AUTOCNTL inherits the control features afforded
any Controlled Dataset.

3%3 %, 8! 54/ #. 4, 60

#1 1, 00111 Al
|

|

NSESELxx

Padlock

3%3 %, 8! 5 AMNOAC

[ Category Attributes

Descriptor Pop-Up Notice Padlock

21.3.1.8 Control Category Attributes

Associated with each Category, in addition to its Dataset Group, are a number of
attributes: Padlock Control, Event Descriptor, Event Notification and Detected
Change Notification. These are defined in NSESELxx, NSEENSxx and NSEJRNxx and
best configured usg the Configuration Dialogs available to the TCE
Administrator.
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21.3.1.9 Stealth Mode

The Descriptor Window, a Category Attribute, is normally displayed immediately

before or immediately after an evenitg., update, rename, restore. To proceed

or to successfully complete, the requirements of the Descriptor definition must

be satisfied. Ifthis descriptor enforcement is not required, name the

/T GS3A2NRBk/ fada dzaiy3d GKS NBaSNBSR /FdiS32N
daz2YSidKA y-gefined éne tb eigitzciatadter, qualifier.

CATEGORWNEZAUTO.something

DSN * AUTO* or

DSN fully_qualified _dataset_name(volume,system)
CATEGORY .END

21.3.2 For Categories containing UNIX Files

A Controlled Category may contain only one Dataset or File Type; MVS Dataset or
UNIX File. Types may not be mixed within a Category.

21.3.2.1 CATEGORY_NAME

Each Category Name must be a unique string composed of two values separated
by a single period. Each value may be upto eight characters.

21.3.2.2 UNIX_ROOT_DIRECTORY

This optional value represents the starting point iVBIX File system that will
prefix to UNIX Directories defined within the Category Control Block using the
DIRS Statement.

21.3.2.3 DIRS

Used to define a quoted string the content of which is a UNIX Directory. Each
5ANBO02NE Sy iNE Ydza ( DicQdiyAsyefiged itvill prefix @ L F | |
the Directory. Multiple Directories may be defined with a single Category Control
Block.Resulting in:

UNIX_ROOT_DIRECTORY/DIRS

21.3.2.4 PATH

Used to define a quoted string the content of which is a fully qualified UNIX

DirectoR t | 0 K® 9 OK &dzOK FdzZ & ljdzZ f AFASR 5ANRE
If a UNIX Root Directory is defined it WILL NOT prefix a Directory Path. Multiple

Directory Paths may be defined with a single Category Control Bteskilting in:

/PATH
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21.3.2.5 SUBD

Usedto define a quoted string, this Control Statement must follow either a DIRS

or PATH Statement and contain a UNIX SubDirectory. Each such SubDirectory
SYGNB Ydzad o6S3aIAYy SHAGK Wkd ¢KS {! .5 [2yiN
needed to extend the Directoryrd?ath to a targeted UNIX FiResulting in:

UNIX_ROOT_DIRECTORY/DIRS/SUBD
Or

PATH/SUBD

21.3.2.6 FILE

Used to define a quoted string, this Control Statement must follow either a DIRS

PATH or SUBD Statement and contain the name of a fully qualified UNI&d¥ile. E

4dzOK CAtS blYS SyiNEB VYdzaid 06S3IAYy S6AGK Wk
repeted as needed to include all files that are associated with a specific Directory

or Path.Resulting in:

UNIX_ROOT_DIRECTORY/DIRS/SUBD/FILE
Or

PATH/SUBD/FILE
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21.4 NSECTLxx Model Member

Each NSECTLxx Configuration Member must begin with a FORMAT Statement, in column 1
or 2, as its first uncommented Control Card. Where the value defined on the VERS operand
is either (1) or (2 If the FORMAT Statement is not encountered or it is incorrectly
constructed when the NSECTLxx Member is read during IFOM initialization or a dynamic
activation of NSECTLxx an Error Message is recorded in the system log and TCE take one of
the followingactions:

1 If the FORMAT Statement is not encountered TCE continues to process the NSECTLxx
Member as if it contains VERS(1) Control Card Systax.

1 If the FORMAT Statement is found but is incorrectly constructed TCE will suppend ICE
initilazation: Both Imag&OCUS and The Control Editor.

Comments may be added soFORMAT Control Caby placing then within the /**/ pair
to the right of the VERS) operand.Content, if any, in Columns 30 will be ignored.

A sample Control Card is shown below:
FORMAT VERS(n) /* comment */

Where:

VERS(1) is used to identify NSECTLxxdenthat are using the TCE Leg&ontrol Card Syntax
the exclusively supports Control Categories containing MVS Dataset Categories.

VERS(2) is used to identify NSECTLxx Members that are using the TCE Control Card Syntax that
supports Control Categories containing MVS Dataset and Contorl Categories containing UNIX
PATH/FILEs.

21.4.1 FORMAT VERS(1)

A model NSECTLxx Meenlin VERS(1) format is shown below. A full sample can be
found in the ICE SAMPLIB Dataset.

FORMAT VERS(1)

*% *% *

*»* CATEGORY ** DSNAME *
* COLS ** COLS *
w2 =17 * 18 -61 *

*%* *% *

For Example:

SYSTEN.IPLPARM *AUTO*
SYSTEM.PARMLIB *AUTO*
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or perhaps defined specifically with Dataset names only:

SYSTEM.DATASETS SYS1.PARMLIB
SYSTEM.DATASETS SYS2.PARMLIB

or perhaps defined with Dataset, Volume and System names:

SYSTEM.DATASETS SYS1.PARMLIB(VOLABC,GREEN)
SYSTEM.DATASETS SYS2.PARMLIB(VOLDEC,BLUES)

or perha ps defined with a mix of definitions:

SYSTEM.DATASETS SYS1.PARMLIB
SYSTEM.DATASETS SYS2.PARMLIB(VOLDEC,BLUES)

21.4.2 FORMAT VERS(2)

A model NSECTLMember in VERS(2) format is shown below. A full sample can be
found in the ICE SAMPLIB Dataset.

FORMAT VERS(2)

CATEGORY SYSTEM.PARMLIB

DSN USER.PARMLIB(ZDSYS1,ADCD113)

DSN ADCD.Z113.PARMLIB(ZDRES1,ADCD113)
DSN SYS1.PARMLIB(ZDRES1,ADCD113)
CATEGORY.END

CATEGORY SYSTEM.IPLPARM
DSN SYS1.IPLPARM(ZDSYS1,ADCD113)
CATEGORY .END

CATEGORY NEWUSS.SERVICE (/CDCD19/ etc)
DIRS '/ssh'

FILE '/nohup.out’

FILE ‘/ssh_config'

FILE '/ssh_host_dsa_key.pub’
FILE '/ssh_host_rsa_key.pub'
FILE ‘'/sshd.sh’

DIRS '/dce'

SUBD ‘/home’

SUBD '/dts_null_provider'

FILE /SOME.FILE'

FILE /OTHER.FILES'

PATH '/Z113'

SUBD ‘/samples'

FILE '/Dialcodes'

FILE '/Makefile'

FILE '/Ported_Tools_License.readme’
PATH '/BDCDL1 19/ etc/dce’
SUBD 'home/ dts_null_provider'
FILE /MAYBE.FILE'

CATEGORY .END
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21.5 NSESELxx Configuration Statements

The syntax of each NSESELortrol Card is as follows:
| ----- control_keyword accessld member dataset(volume,systens)

Each control_keyword must begin in column one agldtedvalues in total, may not extend
beyondcolumnseventytwo. ! Y WF Q Ay O2 fadofiyheney S Ay RAOI GSa

Values 6llowing the control_keywordon the same lingaccessed, member andatase)
MUST start in a specific position:

1 Accessid must begin in positiomine
T  Member - must begin in positioseventeen
1 Dataset - must begin in positiotwenty-six

EachNSESKKk Control Carduses a combination of INCLUDE adCEUDE Statements to
define the span of control over; Members in Categories and Datasets, Operator Commands,
WorkGroup Datasets and TCE Projects. The generadgsiog rules controlling Includend
Exclude Control Cards described below

21.5.1 INCLUDE Statements

The Include Keywords are used to define users that will receive exclusive access rights to
update and/or browse and/or submit controlled members. When an Include statement is
used and irthe absence of any other Include statement, access to the member will be
denied to all other users.

ZKéy 'y LyOftdzZRS {GFGiSYSyil A& HZASREAGANK 0 DDG:
G2 '[[ aSYOSNB Ay [/ 2yi szfé/ﬁiAs"l-xﬂel-yéqsmﬁNm{zdzLumc
AZ ONBFGSR gKSYy GKS O2yGNRftftSR YSYOSNI YIYS A

21.5.2 EXCLUDE Statements

This class of access control statements is used to define user(s) that will be denied access
to Controlled Members fothe purpose of update and/or browse/view and/or SUBMIT
when such members reside in Datasets defined to TCE as Controlled Datasets or part of a
Dataset concatenation defined to TCE as a Controlled Category.

In the event that an INCLUDE Vs. EXCLUDE canfies the rights granted by TCE will
default to those defined in the INCLUDE Statement Control Card(s).
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21.5.3

21.5.3.1 Includes

= =4 =4 4 A

21.5.3.2 Excludes

= =4 =4 -4 A

2154

21.5.4.1 Includes

=A =4 -4 -4 A

21.5.4.2 Excludes

Ul == =a =a —= -=

21.

21.5.5.1 Includes
1

21.5.5.2 Excludes
1

5

Category Keywords

CATEDIN Include Category Update Allows Editing_of _Member(s)_in_Category'
CATBRIN Include Categd@rowse Allows Reading_of Member(s)_in_Category'
CATEBIN Include Category Ed|Br Allows EditjRead_Member(s)_in_Category'
CATSUBI Include Category Sul#iows Submission_of _Member(s) _in_CAT'
CATALLI Include Category E|B|S Allows Edit|Read|Submit_of SBR(CAT'

CATEDEX Exclude Category Update Denies Editing_of Member(s)_in_Category'
CATBREX Exclude Category Browse Denies Reading_of Member(s)_in_Category
CATEBEX Exclude Category Ed|Br Denies Edit|Read_Member(s)_in_Category'
CATSUBX Exclude Category Submit Denies Submission_of Member(s) in_CAT'
CATALLX Exclude Category E|B|S Denies Edit|Read|Submit_of MBR(s)_in_CAT'

Dataset Keywords

DSNEDIN Include Dataset Update Allows Editing_of Member(s) in_Dataset'
DSNBRIN Include Dataset Browse Allows Reading_of Member(s)_in_Dataset'
DSNEBIN Include Dataset Ed|Br Allows EditjRead_Member(s)_in_Dataset'
DSNSUBI Include Dataset Submit Allovisrigsion_of _Member(s)_in_DSN'
DSNALLI Include Dataset E|B|S Allows Edit|Read|Submit_of MBR(s)_in_DSN'

DSNEDEX Exclude Dataset Update Denies Editing_of _Member(s)_in_Dataset'
DSNBREX Exclude Dataset Browse Denies Reading_of Member(s)_in_Dataset'
DSNEBEX Exclude Dataset Ed|Br Denies Edit{Read_Member(s) in_Dataset'
DSNSUBX Exclude Dataset Submit Denies Submission_of _Member(s) in_ DSN’
DSNALLX Exclude Dataset E|B|S Denies Edit|Read|Submit_of MBR(s) in_DSN'

Operator Commands

CMDINCL Include RACFCmmds Usage Allows RACF_Operator_Command'

CMDEXCL Exclude RACFCmmds Usage Denys RACF_Operator_Command'
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21.5.6 WorkGroups

21.5.6.1 Includes
1 WKGRPIN Include WrkGroup E|B|S All&w#|Read|Submit_Group_Datasets'

21.5.6.2 Excludes
1 WKGRPEX Exclude Wrkgroup E|B|S Denies Edit|Read|Submit_Group_Datasets'

21.5.7 TCE Projects

21.5.7.1 Includes

1 PJTDSNI Include Project Update Allows Edit|Read|Submit_ MBR(s)_in_Project'
1 PJTCMDI IncluderojectUsage Allows RACF_Operator_Command'

21.5.7.2 Exclude

1 PJTDSNX Exclude Project Usagaee&iit|Read|Submit MBR(s) _in_Project'
1 PJTCMDX ExcluBeojectUsageDeniesRACF_Operator_Command'

21.5.8 TCE USERMODE

All USERMODE Control Cards MUST follow ALL Include/Exclude Cards defined in
the NSESELxx Configuration Member.

USERMODE is used to establish optional Control Functions:

21.5.8.1 Overriding CONTROLMODE
Override, at the userid level, the default or defined settings of CONTROLMODE.

21.5.8.2 Establish Access Windows

Establish, on aiserid basis, the opening and closing of a Controlled Access
Window based on Day and/or Date and/or Time.

2159 USERMODE Control Statements

USERMODE and all related values andkaylwords and their enclosed values must
appear as a single &blumn line.Continuation is not honored.
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21.5.9.1 USERMODE Systax

USERMODE userid NONE|WARN|DENY STD() STM () ETM () STD ()
USERMOD®Must begin in Column One.

Userid¢ Must be a fully qualified Userld that is both known to the External
Manager (ESM) and have a requisit©TSegment defined.

NONE|WARN|DENySpecify one. Will override the more global CONTROLMODE
Setting defined in the NSEJRNxx Configuration Member but only as it applies to
the access rights of the accompanying Userid.

Access Windows An optional Access Wilow may be established using the Sub
Keywords shown below. Each can be used s@ode or together.

In this example a progression of skéyword usage first opens and then closes
an Access Window an approximate duration of one month.

I STD(140101) canebused by itself to begin the override of
CONTROLMODE on Januaz0Ly.

1 STM(0100) could be added to this control sequence to indicate that the
override will START on JanuargQ17,at 01:00 oclock AM.

1 ETD(140131) can be ubi® indicate that the control sequence descrbed
will end on January 32017,thus returning controto the value defined
to CONTROLMODE.

1 ETD(1200) could be added to this control sequence to indicate that the
override will END on January 2017,at 12:00 noon.

In this example a daily Access Window is opened and closed. Note that STD() and
ETD() and naised.

T STM(0100) will open an access window daily at 01:00 AM at which time
the global CONTROLMODE setting is overridden BUT only for the defined
Userld.

1 ETD(1200) adding this to the control sequence will close the access
window at NOON each day returnirtg the global CONTROLMODE
setting
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21.5.9.2 USERMODE S#leywords

STDx Start Date(yymmdd)
STM¢ Start Time(hhmm)
ETDg End Date(yymmdd)
ETMc End Time(hhmm)

21.5.10 NSESELxx Model Member

A set of NSESELxx Control Caigishown below A fullsample can be found in the ICE
SAMPLIB Dataset.

DSNALLI PROBI1 *00  PLAYFUL.PARMLIB(NEWVOL,ADCDXXXX)
DSNALL1 GBAGS1 * PLAYFUL.PARMLIB(NEWVOL,ADCDXXXX)
WKGRPIN TCEUSER *ALL  PLAYFUL.DATASET(PLYVOL)
CMDINCL GBAGS1 SETROPTS RACFCMD

CMDEXCL GBAGS1 DELUSER RACFCMD

CMDEXCL GBAGS1 ADDUSER RACFCMD

NOTE: USERMODE CONTROL CARDS MUST FOLLOW MEMBER ACCESS CONTROL CARDS

USERMODE userid WARN

USERMODE userid DENY STD(140101)

USERMODE userid WARN ETD(140202)

USERMODE userid WARN STD(140101) ETD( 140101)

USERMODE userid DENY STM(0800)

USERMODE userid WARN ETM(1800)

USERMODE userid NONE STM(0800) ETM( 1800)

USERMODE userid WARN STD(140101) STM0800) ETM21800) STD140202 )
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21.6 NSEPJTxx Configuration Statements

When requirements for reinforcing an ESM Dataset Boundary extend beyond Global Member
Level, Allow/Deny Access Rights, TCE Project Management oriented control can be established
using the NSEPJTxx member. Such controls estibli ¥! O0Saa 2AyR26a4Q ALK W

The syntax of each NSEPJAtoject ACTION Block Control Cardisess follows:

| ----- ACTION PJT(project_number ) ACT() RES() PRI) KEY() --—-- |
| ----- PJTERM DUR()------ |

| -=--- PJCYCL HRS() ------ |

| - CTLDSN DSN() ------ |

| -=--- CTLMBR INC/EXC() ------ [

| ----- CTLCMD INC/EXC() ------

| ----- CTLUSR USR() START() STOP()  ------ [

| ----- ACTION .END------ [

. S0OldzaS ¢/ 9 tN\Ea“SC')i'Jé FNBE F O00Sa
displayedh y W/ £ SI NJ ¢ SEGQ 2dziaARS 27F
and maintained using the TCE Configuration Dialogs.

aSR 0@& dzaSNHE dza?
KS ¢/ 9 ! RYAYAA&

21.6.1 ACTION PJT()

Required sixcharacter, user assigned, project number. Must be unique.

21.6.2  ACT(ON|OFF)

Used to globally turn a project functional boundary on or off. Default is ON, meaning the
function boundary is functional.

21.6.3  RES(ON|OFF)

Used to define the ogoing function of a project boundary once the projées reach &
defined termination day, date otime. Default is ON meaning the project boundary
remains in place BUT all resources are restricted.

21.6.4  PRI(ON|OFF)

Used to define the pority that a project will have relative to other established Padlock
Controls. Default is ON meaning that Project Boundaries have priority (they are enforced
first) over all other Padlock Controls.

21.6.5 KEY (encoded_string)
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Theene RSR Wt NB2SOG YSeQ NBIdZzANBR G2 FO0OO0OSaa RST
21.6.6 PJTERM(start,stop)

The resolved Day, Date and Time when the project starts separated by a comma from the

resolved Day, Date and Time when the project is schedoledd.

21.6.7 PJCYCL(open,close)

The hour within a project 24 hour day when the project b@hvailable for use separated

o8 | O02YYlF FNRBY (GKS Hn K2dzNJ GAYS 6KSYy Al A€

21.6.8 CTLDSN (dataset(volume,system))

Fully qualified name of a project dataset aogtional volume name andif volume is
specified optional system nameOne Control Card entry is required for each project
Dataset.

21.6.9 CTLMBR member

The name of members found in project datasets that are to be included or excluded from
the project. The Member Name may be full qualified, prefixed or suffixed using an
asterisk. One Control Card entry is required for each projeemniber.

21.6.10 CTLCMD command

The name of Operator Commands (in this release-lBBACF Commands) included in or
excluded from the projectAll commandY | @ 6S RSTAYSR dzaAy3a Ww! / C/
of the commandOne Control Card entry isgaired for each project Command.

21.6.11 CTLUSR(userid)

The TSOUserld of Project Staff and the individugl fedolved day, date and time when
their project access rights begin and end.
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21.6.12 ACTION . END

Each Project definition must be properly ended using the ACTION .END Control
Statement.

21.6.13 NSEPJTxx Model Member

A set of NSEPJTxx Contraftds is shown below. A full sample can be found in the ICE
SAMPLIB Dataset.

ACTION PJT(ABCDEF) ACT(ON) RES(ON) PRI(ON) KEY(D10OFX$SPKFD%LFZ47*)
PJTERM DUR(1308261101,1309271101)

PJCYCL HRS(01,14)

CTLDSN DSN(SYS1.PARMLIB)

CTLDSN DSN(SYS1.PROCLIB)

CTLMBR INC(*00)

CTLMBR INC(AUTORRP)

CTLMBR INC(*SP)

CTLMBR INC(JES*)

CTLMBR INC(*RM)

CTLMBR INC(LISTUSER)

CTLCMD INC(DELGROUP)

CTLCMD INC(DELUSER)

CTLCMD INC(SETROPTS)

CTLCMD INC(LISTDSD)

CTLCMD INC(ADDSD)

CTLCMD INC(CONNECT)

CTLCMD INC(PASSWORD)

CTLUSR USR(TCEUSER) START(1308261146) STOP(1309261146)
CTLUSR USR(PROBI3) START(1309031658) STOP(1310031658)
ACTION .END
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21.7 NSEGRPxx Configuration Statements

The NSEGRPxx Configuration member is usedittedECE Control Groups made up of: named
TSOUserlds, ESMUSERID, and/or named External Security Manager (ESM) Groups,
ESMGROUP. NSEGPPxx works in conjunction with the NSESELxx member to identify members
within a TCE Group aridr Padlock/TimeLock contralifictions that in turn, enforce defined

Group resource access rights.

The syntax of each NSEGRPxx©@bgard set is as follows:

[ ----- TCEGROUP group_name------ [

| ----- ESMUSRID (userid,userid,userid) - |
| ----- ESMGRO®PMOgr oup-—-raned

| ----- TCEGROUP .ENBP--- |

Each control_statement (TCEGROUP, ESMUSRID, ESMGROUP, TCEGROUP .END) must begin in
column one andassociatedvalues may not extend beyond colunseventytwo. ! y WrF Q A Y
column one indicatea comment.

21.7.1 TCEGROUP

Each TCEGroup must begin witie naming of the Control Group Set on the TCEGROUP
Statement. The Group name must be six characters, beginning with an alpha character
(A-Z). Each Control Group Set must be ended WMIEGROUP .END.

21.7.2 ESMUSRID

The ESMUSERID Statement is used to define individual TSOUserlds to be included within
the TCE Group.

21.7.3 EMSGROUP

The ESMGROUP Statement is used to define existinggftmatpare controlled with tle
External Security Manager that are to be included within the TCE Group.

21.7.4 TCEGROUP .END

Each Control Group Set must be ended with TCEGROUP .END.
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21.7.5 NSEGRPxx Model Member

A set of NSERRx Control Cards is shown below. A full sample can be found in the ICE
SAMPLIB Dataset.

Model:

TCEGROUP GROUP_NAME(MAX 6 CHARACTERS)

ESMUSRID (USERID,USERID,USERID)

ESMGROUP (GROURAME,GROUP_NAME,GROUP_NAMEACF / TOP SECRET
ESMGROURUID_MASK " ACF2

TCEGROUP .END

Sample:

TCEGROUP IGRPO1

ESMUSRID (USERID1,USERID2,USERID3,USERID4,USERID5,NAMEOQ1)
ESMUSRID (NAMEO2,NAMEO3,TEMP1, TEMP2, TEMP3,TEMP4)
ESMGROUP (SYS1,SYSPROGRACF/ TOP SECRET

ESMGROUP ***SYSPROG*** ' ACF2

TCEGROUP .END
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21.8 NSEENSxx Configuration Statements

The EXTERNALNOTIFICATION Keyword, defined in the NSBaR$heation member, is
used to toggle ON|OFF the Notification METHODS and ACTIONS found in the NSEENSxx
Configuration Member.

The METHOD and ACTION blocks share a common set of control cards. Currently there is only
one valid METHOD, Email. Anything@ied in a METHOD block will be used as a default for

an ACTION block if a specific parameter is not supplied in the ACTION block. For example, if
the TO, FROM, CC, SERVER information is to be used foradllinetifications but different
SUBJECT infoation is to be used for each, specify the TO, FROM, CC, and SERVER information
in the METHOD block and supply only the SUBJECT information in the individual ACTION
blocks.

9F OK O2yidaNRf OFNR Aa LINRPOSaaSR a lpailyRSLISYR
second entity is NOT supported.

| ----- Statement Keyword Value = ------ |

Each control_keyword must begin in column one and keywords and values may not extend
beyondcolumnseventytwo. | y WF Q Ay O2 fadofiyheney S Ay RAOI (GSa

21.8.1 Notification System Requirements

1 To use IFOM with external notification, the minimum z/OS release level is z/OS 1.9.

1 Copy from hlg.llg.SISPCNBIMTC3) to your REXX SYS1.SAXREXEC dataset or in a
userdefinedsystem REXX dataset.

1 At z/OS 1.9, the NSIMTC3 REXX exec must be installed in the system REXX
SYS1.SAXREXEC datdset.z/OS 1.10 or newer, the NSIMTC3 REXX exec can be
installed in eitherthe SYS1.SAXREXEC dataset oruserdefined system REXX
dataset as defined with the AXRxx parmlib member.

1 The NSIMTC3 REXX exec is invoked through system REXX which uses a secondary
address space to perform its workhe address space names used tetdrough
jobs named AXRO1AXRO08 and run under USERIDs of the same n&B&RIDs
AXRO01- AXR08 should be set up within the corresponding security product and
should be set up with an OMVS security segment as well as an OMVS UID.
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21.8.2 >> METHOD BLOCK

A METHO BLOCK is used to defip@rametersthat configure the Email Server that will
be used to send Email Notification.

21.8.3 SERVER

Use the SERVER Keyword to specify the hame of the targeted Email Server that will be
used for notification operations. The Server Name cannot exceduytes

21.8.4 PORT

Use thePORTKeyword to specify the PORT address that the Mail Server is listening on.
The default for this value is set as PQIST

21.8.5 TCPIPJBN

TheTCPIPJBKeywordis used to identify the name of the TCP/IP job. Te¢ault value
isset asTCPIP

21.8.6 TIMEOUT

TheTIMEOUT igsed to specifyhe timeout value to be u=d for the network operations.
The default value is set &) seconds.

21.8.7 JRNLPOST YES|NO

ByDefault,Debug and Email Log Documents are not posted to the Control Journals. If you

would like to post tiesedocuments to the Control Journals creating a permanent record
ofthemsetK A & @I f dzS (2 &, 9{ ¢ d@withWspbdictAGT{ON BOCE | f & 2
in order to log only those documents associated with Email or Debug activity.

21.8.8 TEMPDSNHLQ

The content of any Email Notification takes the form of an Email Attachment. To link the
Attachment to the Email itself, a temporary dataset contagnthe actual Notification
content is required.

Use the TEMPDSNHLQ Keyword to specify the high level qualifier of the dataset used for
this purpose.The default is the high level qualifier of the parmlib dataset for IFQNe
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TEMPDSNHLQ can be a maxn of 16bytes and must follow standard dataset naming
conventions.The suffix for the temporary dataset name is as follows:

$TCE.TEMP.Dyyyyjjji. Thhmmss

If the DEBUeywordis specified OFRhis dataset will automatically be deleted in the
normal couse of operation. However, if [EBUGIs specifiedON this dataset will be
retained.

21.8.9 KEEPTEMP xxx

Use this Keyword in conjunction with TEMPDSNHLQ to indicate the number of Temporary
Daasets you would like to retain; ere xxx is anumeric value between @ 999.
KEEPTEMP may be used within an individual Notification ACTION BLOCK in order to set a
unique maximum value specific to a certain class of events.

21.8.10 KEEPDHLQ xxx

When Event Notification is active BUT a HFEMSNHLQ has not been defined the
notification system will default tonte Temporary Dataset HLQ to théE HLQ values
defined during ICE installation. When this is the case use this Keyword to indicate the
number of Temporary DPASETs you would like to retawhere xxx is a numeric value
between 0¢ 999.KEEPDHLQ may be used within an individual Notification ACTION BLOCK
in order to set a unigue maximum value specific to a certain class of events.

21.8.11 KEEPMBRS xxx

In addition to theTemporary Sequential Dataset used to store Event Notification Emails

a more longlasting permanent copy is retained as a member in a PDS. This PDS is the
same as that defined by TEMPDSNHLQ or the default value defined during ICE installation
for the systemin general When this is the case use this Keyword to indicate the number

of MEMBERS you would like to retain. Where xxx is a numeric value betwe&399
KEEPMBRS may be used within an individual Notification ACTION BLOCK in order to set a
unigue maxinum value that is specific to a certain class of events.

21.8.12 FROM

A single email address is limited to 48ytes
21.8.13 SUBJECT

The SUBJECKeyword is used to define the Subject Line of the Notification Email. The
subject textmust beenclosedin quotes and cannot exceed 64tes
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21.8.14 TO

The TO Keyword is used to direct Email notification of an event to one or more specific
recipients.Up to 128 TO control cards can be provided in either the METHOD or ACTION
block. A single email address is limited to 48ytes.

21.8.15 CC

A single email address is limited to 48ytes

21.8.16 DEBUG

Use this Keyword to toggle ON|OFF the Email Debug facility.

21.8.17 DEBUGDSNHLQ

The DEBUGDSNHLQ Keyword can be optionally used to specify the high level qualifier of
the dataset that gets created if DEBUG is specified as ON.

The default value is the high level qualifier of the parmlib dataset for IFOM.

DEBUGDSNHLQ can be a maxiraif® bytes and must follow standard dataset naming
conventions.The suffix for the debug dataset name is as follows:

$TCE.DEBUG.Dyyyyjjj. Thhmmss

21.8.18 KEEPDBUG xxx

Use this Keyword in conjunction with DEBUGDSNHLQ to indicate the nofribebug
Daasets you would like to retain; ere xxx is a numeric value betweenc0999.
KEEPDBUG may be used within an individual Notification ACTION BLOCK in order to set a
unigue maximum value specific to a certain class of events.
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21.8.19 NSEENSxx Model Member i METHOD BLOCK

A set of NSEENS&ontrol Cards specific to the Method BLOCK is shown below. A full
sample can be found in the ICE SAMPLIB Dataset.

SERVER smtp.server.name.or.ip.address
PORT port#
TCPIPJBN tcpjobnm

TIMEOUT  timeout_seconds

JRNLPOST YESI|NO posti ng of Debug/Email Log to Journal
TEMPDSNHLQ temp.dsn.hlq

KEEPTEMP xxx specify the number of temp.dsn to keep
KEEPDHLQ xxx specify the number of default.dsn to keep
KEEPMBRS xxx spedify the number of dsnhlg.members to keep

SUBJECT 'default e - mail sub ject'

FROM from.email.address

TO to.email.address.1

TO to.email.address.2

TO to.email.address.128

CcC cc.email.address

DEBUG ON|OFF

DEBUGDSNHLQ debug.dsn.hlq

KEEPDBUG xxx specify the number of de bug.dsn to keep
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21.8.21.1DET

21.8.20 >> ACTION BLOCK

An ACTION BLOCK is used in conjunction with a specific METHOD bloegiagsdavith

the Reserved Keyword ACTION appearing in column one and ends with the Reserved
String ACTION .END beginning in column one. Failure to properly start and/or end an
ACTION block will result in an unpredictable notification failure.

In addition each set of ACTION Keywords; CAT, OBJ and SCOPE are processed as an
AYRSLISYRSYy il @yand MugTapi¥ay én a Singie Ané.&Continuation to a
second entity iNOTsupported.
ACTION blocks comefie distinct types.

A Supplemental Detectors

A Stagd Events

A Command Events

A Interval Events

A Message Events

21.8.21  Supplemental Detector Notification

The following ACTION block instructipngien combined with the Email METHQ/AII
send notification of Change Events discovered by the optional Supplemental Detector
Applications.

An ACTION bloaksed with Detected Events has the followifgrmat:

ACTION DET( detector_ name ) METHOD(EMAIL) SCOPE(REPORT)
ACTION .END

Each Detector named ACTION Block and related Statements within thepBioelssed

areA YRSLISYRSYy (O ayn MBTagpéaftd TCEyah singRNSEBRNRXxX
Control CardContinuation to a seconéhe is NOTsupported.

The DET Keyword is usédl define the source Detector Application. A DET
ACTION Block is required for each individual Detector Application.

Supported Detector Action Blocks Include the following:
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ACTION DET(LOADLIBRARY) - 'Load Module Changes'

ACTION DET(MBRDATASETS)- 'TEXT D ataset/Member Changes'
ACTION DET(IODFDATASET) - 'IODF Dataset Changes'

ACTION DET(HEALTHCHECK) - 'Health Checker Changes'
ACTION DET(USERDEFINED) - 'LPAR IPL Event Changes'
ACTION DET(TCEWEBCYCLE)- 'TCE Controlled Event Changes'
ACTION DET(TCERPTCYCLE) - 'TCE Configur  ation Changes'
ACTION DET(TCEERRCYCLE) - 'TCE Configur  ation Errors'
ACTION DET(DB2DSNTIDXX) - 'DB2 DSNZPARMS Changes'
ACTION DET(CICSCSDPARM) - 'CICS CSDS Parameter Changes'
ACTION DET(DSMONREPORT)} 'RACF DSMONS Report Changes'
ACTION DET(ZSYSTEMSVCS)- 'Running System SVC Changes'
ACTION DET(VOLUMELISTS) - 'Running System Volume Changes'
ACTION DET(ACF2REPORTS) - 'CA ACF2 ShowAll Changes'
ACTION DET(CATSREPORTS)- 'CA Top Secret Parm Changes'
ACTION DET(ZIMAGEFOCUS) - ‘'Image FOCUS Inspection Changes'
ACTION DET(IPLPACKAGES) - 'Image Configuration Changes'
ACTION DET(XCFDATASETS) - 'XCF Configurati on Changes'
ACTION DET(APFDATASETS) - 'APF Authorization Changes'
ACTION DET(PPTPROGRAMS) 'Prog ram Property Changes'
ACTION DET(IMSSYSPARMS) - 'IMS Start Parm Changes'
ACTION DET(OMVSCONFIGS)- 'OMVS Configuration Changes'
ACTION DET(BPXSETTINGS) - 'BPX/USS Configuration Changes'
ACTION DET(SYSWRKGROUP) 'ESM SYS1* Workgroup Changes'
ACTION DET(RACFSRCHECK)- 'HZS Sensitive Resource Check'

21.8.21.2METHOD

The METHOD Keyword identifies a previously defined METHOD as the process
that will be used for notification when notification ACTION is taken.

21.8.21.35COPE

Currently the only valid SCOPE value is REPORT. Tkisvitateturn the Event
Identity Block and is accompanied with the associated Change Summary Report.
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21.8.22  Staged Event Notification

A Staged Event is any Controlled Event that impacts a Controlled Boundararabée c
related to a Category, Dataset, Member or TSOUserld.

The following ACTION block instructipngien combined with the Email METHQAII
send notification ofStaged Events on aventby-event basis as they occur.

One or more ACTION blocks can be set up, such that they are exclusively associated with
Control EditofEventselated to aCategory, Dataset, Member or TSOUsaddlefined in
the NSECTLaxd/or the NSESEL&@onfigurdion members.

An ACTION block for use with Edit Events has the following syntax:

ACTION CAT( category.name ) METHOD(EMAIL)
OBJ(EDIT|DMDEDIT|SUBMITJ|ALL)
SCOPE(IDENTITY|BODY|REPORT)

cntl_card

cntl_card

cntl_card

ACTION .END

9FOK !/ ¢Lhb YS@&g2NR aS4T /!¢ h.W FYR {/ht?9
O2f dzyYy ¢ BIySidppedr orl aysiRgle line. Continuation to a second entiNGS
supported.

Supported Staged Event Action Blocks Include the following:

ACTION CAT(' category name ')  METHOD(EMAIL) OBJ() SCOPE()
ACTION DSN( dataset_name ') METHOD(EMAIL) OBJ() SCOPE()
ACTION MBR(' member_name) METHOD(EMAIL) OBJ() SCOPE()
ACTION USR( user_tsouserid ') METHOD(EMAIL ) OBJ() SCOPE()

21.8.22.1CAT

The CAT Keyword is used to define the Dataset Control Category Name housing
members for which Edit Event notification is desired. Create multiple ACTION
Blocks in those cases where notification is desired for one or rootenot all
DatasetControl Categades.

When notification of all Edit Events to all defined Dataset Control Categories is
desired, use the special case value .DEFAULT within the ACTION block definition
to recognize any Edit Event as a candidate for external notification when no
specific ATION block definition of Category Name (CAT) is defined. Using
.DEFAULT is a recommend&ekt Practice

233| NewEra Software, Inc. Integrity Control€EEnvironment(ICEApplications


http://category.name/

The Control Editol 17.0

21.8.22.2METHOD

21.8.22.30BJ

21.8.22.45COPE

The METHOD Keyword identifies a previously defined METHOD as the process
that will be used for notification when notification ACON is taken.

The OBJ Keyword defines the specific edit event that can trigger the external
notification within the specified categoryThese include EDIT (for edit requests
which will include normal edit, delete, rename, and restore), MBDIT (for
demand edit requests), SUBMIT (for submits performed within Control Editor edit
sessions, and ALL (anything that would fall into EDIT, DMDEDIT, or SUBMIT).

The SCOPE Keyword defines the amount of information about the et that

will be supplied in the external notification operatioif. IDENTITY is specified,
only the journal entry control information will be included in the external
notification. If BODY is specified, the IDENTITY information will be included along
with all other Descriptor Datalf REPORT is specified, the IDENTITY and BODY
information will be included along with the specific data contents associated with
the edit or submit request.

A Specify IDENTITY to receive the following:

01C| - SRC: PROBI1 =emeeee —eoeen THE CONTROL EDITOR------mmrmememmen Edit
02C|SYSPLX:SVSCPLEX SYSNM:SOW1  USRID:PROBI1 TIME:15:14:31 DATE:09/20/10
03C]| - DSN: PROBI1.IFO80DR.PARMLIB(CLOCKQQ)  ----seremecsmmemecees VOL: PROBI1 -

A Specify BODY to receive the following:

01C| - SRC: P ROBI|1-------------- THE CONTROL EDITOR------=---====2-== Edit
02C|SYSPLX:SVSCPLEX SYSNM:SOW1 USRID:PRO BI1 TIME:15:14:31 DATE:09/20/17
03C| - DSN: PROBI1.IFO80DR.PARMLIB(CLOCKOQQ) = -----=======nsmmmmmmnan VOL: PROBI1 -
04T|#1 - CHANGE AUTHORITY

05D| Last Staff Meeting

06T[#2 - CHANGE DESCRIPTION

07D| Adjusting for Time Change

08D|

09T|#3 - CHANGE IMPACT

10D| No Impact expected. Backup Member Available.

11D|

12D|

A Specify REPORT to receive the following:

01C| - SRC: PROBI1 --------------- THE CONTROL EDITOR-----------=-=----- Edit
02C|SYSPLX:SVSCPLEX SYSNM:SOW1 USRID:PRO BI1 TIME:15:14:31 DATE:09/20/17

03C| - DSN: PROBI1.IFO80DR.PARMLIB(CLOCKOQQ) = ----------=--==--=----- VOL: PROBI1 -
04T[#1 - CHANGE AUTHORITY

05D Last Staff Meeting

06T[#2 - CHANGE DESCRIPTION

07D] Adjusting for Time Change

08D|

09T[#3 - CHANGE IMPACT

10D| No Impact expected. Backup Member Available.

11D|

12D|

OPERATOR NOPROMPT 00050000
TIMEZONE W.00.00.00 00100000

ETRMODE YES 00150000

ETRZONE YES 00200000
ETRDELTA 12 00250000

Bottom of Data
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21.8.23 Command Event Notification

The following ACTION block instructipngien combined with the Email METHQAII
send notification of Command Events on an individual evssrevent basis as they occur.

An ACTION block can also be set up for Command Events that are being captured as
defined by MISCCMD, MODCMD, SETCMD, RACFCMD, ACF2CMD, and TSSCMD definitions
in the NSEJRNxx configuration member.

An ACTION block for a command event has the following syntax:

ACTION CMD(.DEFAULT|command_type&command_name ) METHOD(EMAIL)
OBJ(CONJ|JOB|STC|TSOIALL)

SCOPE(IDENTITY|BODY|REPORT)

cntl_card

cntl_card

cntl_card

ACTION . END

9FrOK !/ ¢Lhb YS&@g2NR aSdy /a5 h.W YR {/ht?9
O2ft dzyy ¢ BIYSTdppeadr ortaysiRgle line. Continuation to a second entiNGS
supported.

Supported Staged Event Action Blocks Include the following:

ACTION CME .DEFAULT) - All Commands

ACTION CMO SETCMD - All SET Commands

ACTION CMLO{ SETCMD.command_namg - Named SET Command Only
ACTION CMOy MODCMD) - All Modify Commands
ACTION CMOy MODCMIOob _name) - Named Modify Commands Only
ACTION CMLO MISCCMD) All Miscellaneous Commands
ACTION CMO MISCCMD.command name} Named Misc. Commands Only
ACTION CMLOd RACFCMP - All RACF Commands
ACTION CM[ racf_command ) - Named RACF Command Only
ACTION CMOd ACF2CGSD - ACF2 CGSOCommand Only
ACTION CME TSSMODIR - Top Secret Modify Command
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21.8.23.1CMD

21.8.23.20BJ

21.8.23.35COPE

The CMD Keyword is used to defineetCommand types for whickvent
notification is desired. Create multiple ACTION Blocks in those cases where
notification is desired for one or moigut not allCommand types.

When notification of all Command Events to all defined Commands is desieed, us
the special case value .DEFAULT within the ACTION block definition to recognize
any Command Event as a candidate for external notification when no specific
ACTION block definition of Command Name (CMD) is defined. Using .DEFAULT is
a recommendedest Pratice

OBJ defines the specific command entry location that can trigger the external
notification. These include CON (for commands entered at a console), JOB (for
commands entered from within a batch job), STC (for commands entered from
within a started task), TSO (for commands entered from a TSO session), or ALL
(for commands entered from any source).

SCOPE defines the amount of information about the edit event that will be
supplied in the externatotification operation. If IDENTITY is specified, only the
journal entry control information will be included in the external notificatidh.
BODY is specified, the IDENTITY information will be included along with the
command that triggered the externalotification event. If REPORT is specified,

the IDENTITY and BODY information will be included along with console message
buffer information that exists for the journal entry for this event.

A Specify IDENTITY to receive the following:

01C| - SRC: TSU04068- ----------- THE CONTROL EDITOR------========---- Opcmd -
02C|SYSPLX:ADCDPL ~ CONNM:ESSJDL1 CONID:03000003 TM:12.26.56 DT:08/12/17
03C| - CMD: SET PROG

A Specify BODY to receiveetfollowing:

01C| - SRC: TSU04068------------ THE CONTROL EDITOR------==-==-==---- Opcmd -
02C|SYSPLX:ADCDPL =~ CONNM:ESSJDL1 CONID:03000003 TM:12.26.56 DT:08/12/17

03C| - CMD: SET PROG
12.26.56.42 T PROG=QG

A Specify EPORT to receive the following:

01C| - SRC: TSU04068------------ THE CONTROL EDITOR------==-==-==---- Opcmd -
02C|SYSPLX:ADCDPL ~ CONNM:ESSJDL1 CONID:03000003 TM:12.26.56 DT:08/12/17

03C| - CMD: SET PROG
12.26.56.42 T PROG=QG
12.26.56.47 IEE538] PROGQG MEMBER NOT FOUND IN PARMLIB
12.28.01.42D AL
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12.28.01.45 IEE1141 12.28.01 2016.224 ACTIVITY 711
JOBS WS TS USERS SYSAS INITS ACTIVE/MAX VTAM OA
00003 00013 00001 00031 00012 00001/00040 000
LLA LLA LLA NSW S JES2 JES2 IEFPROC NSW
ACF2 ACF2 IEFPROC NSW S VLF VLF VLF NSW
VTAM VTAM VTAM NSW S DLF DLF DLF NSW
TSO TSO STEP1 OWT S SDSF SDSF SDSF NSW

TN3270  TN3270 TN3270 NSW SO TCPIP TCPIP TCPIP NSW
INETD4 STEP1 BPXOINIT OWT AO PORTMAP PORTMAP PMAP OoWT
FTPD1 STEP1 FTPD OWT AO PSYNCH1 PSYNCH1 PSYNCH1 NSW
ESSJDL1Q DMX1 OWT J IFOM IFOM IEFPROC NSW
ESSJIDL1 IN
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21.8.24 Interval Event Notification

The ACTION block instructions described in this sectombined with the Email
METHODblock to configure and send an IntervaEvent Notification containing
designated event(sat a predetermined intervalwithin and/or at the end of a user
defined 24 hour period called the ROLLOVER Time.

Interval Reports are constructed using the following content outline:

1 User Defined Report Header:

HE ADER--f userdefined ---- A

1 ENS Default Report Header:

/ /
I *

I* The Controls Environment(TCE) - Event Notication Service(ENS) */
I* Definition DSN(MBR):IFO.IFOT.PARMLIB(NSEENSO00) */

* *

I Update:05M/04D/17 Y  Time:07:00:02 *

* *
/ !

1 First Event of designated &u Type:

SCOPE(IDENTITY|BODY|REPORT)

1 User Defined Event Separator:

SEPARAT-©&R userdefined ----- fi

1 Second Event of designated Event Type:

SCOPE(IDENTITY|BODY|REPORT)

1 User Defined Event Separator:

SEPARAT-©R userdefined ----- f

1 LastEvent of designated Event Type:

SCOPE(IDENTITY|BODY|REPORT)

9 Default Report Footer

/ /
NewEra Software, Inc.
Our Job? Help you avoid problems and improve z/OS integrity.
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The ACDN blocks that control the construction of Interval Reports have the following
syntax:

ACTION DSRPT(STAGED|OPERCMD|ESMCMD|IFOPOST)
METHOD(NONE|EMAIL)

SCOPE(IDENTITY|BODY|REPORT)

H E A D Edheadler text 0

S E P A R A TdGdpardior text of

ROLLOVER hh:mm INTERVAL(01|02]|03|04|06]|08|12) SEQDSDISP(KEEP|DELETE)
DSNHLQ hig.lig.llq

DSALLOC TYPE(PDS) PRIMARY(8) SECONDARY(1) UNITS(TRK) DIRBLKS(12)
ACTION .END

9FrOK !/ ¢Lhb YS@@g2NR Aa& LINRPOSaaSR M@TIy AYyRSI
appear on a single line. Continuation to a second entiNGd'supported.

21.8.24.1DS|DSRPT(

The DSRPT Keyword is used to define the Event Content Type that will be
stored/available in the Interval Notification Report. A Uniqgue ACTION block is
required for each unique Event Type:

(STAGED|OPERCMISMCMPIFOPOST|HZSIDS|MSGIDS
There can only be one Event Type specified per DSRPT ACTION block.

21.8.24.2METHOD (NONE|EMAIL)

METHOD specifies the method that will be used to deliver the Interval
Notification Report. Currently only two METHODSs are available. NQIEdd40
indicate that no METHOD has been defined,dhdrefore, no notification action

is required. EMAIL is used to indicate that the Email METHOD of notification is to
be used. When the Email METHOD is selected additional Email specific Keywords
can beused within this ACTION block to override values specified in the Email
METHOD block.

21.8.24.35COPE (IDENTITY|BODY|REPORT)

SCOPE defines the amount of information about an event that will be written into
the Interval Notificaion Report. If IDENTITY is specified, only the journal entry
control information will be included.If BODY is specified, the IDENTITY
information will be included along with the command that triggered the evéht.
REPORT is specified, the IDENTITB@mY information will be included along
with a copy of the affected member or console message buffer information that
exists for the event.

21.8.24.4 9! 5 9 header text &

HEADER is used to specify up to 8 lines of text to be ssibdigpart of the Report
Header Block appearing before the ENS default header lines. The specified lines,
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including any BLANK line, must be enclosed in quotes and will be automatically
centered within the Header Block.

21.8.24.5 9t ! w!t¢sbparatar text &

SEPARATOR is used to specify up to 4 lines of text to be used as a separator
appearing between individual events. The specified lines, including any BLANK
line, must be enclosed in quotes and will be automatically centered.

21.8.24.6ROLLOVER hh:mm

ROLLOVER is used to denote the HOUR and MINUTE at which the 24 hour Event
Notification Cycle begins and ends. Time as used in this context is specified in
YAEAGENE FT2N¥YIFG gKSNBE & KKE valuafrom00dd f dzS§ T N
59. Regardless of the time specified a rollover is forced whenever the IFOM

address space is stopped and restarted.

Once the Event Naotification Cycle begins the sequential dataset allocated using

the DSNHLQ PARM will continue to colleegnt information. If the INTERVAL

keyword is used, all available information collected from the beginning of the

Oeo0tS gAfft 0S RAAUONAROdzAISR dzaAy3a GKS !/ ¢Lh
when an interval boundarysireached. When the end of the BweCycle is

detected, the sequential dataseis Marked Completey MODDING the default

footer to the report. The complete report is next written to the PDS defined using

GKS 5{![[h/ 1S@é2NR dzaAy3d (G4KS YSYOGSNI yI YS
theEventTypE de&eé¢ (GKS @SIFENE aYYé GKS Y2y iK IyR
08 UKS !'/¢Lhb 0t201Qa a9¢l h560 GKS NBLR NI
only the Email METHOD is available for report distribution.

Only one sequential dataset or PDS member castdar any given day. It is
therefore possible that the IFOM address space could be stopped and restarted
within the daily Event Notification Cycle. Should this happlea default footer

will appear multiple times to indicate the point in the cycle whehe break
occurred.

21.8.24.7INTERVAL (01|(23|04|06|08|12)

Each Event Notification Cycle may be optionally subdivided into Notification
intervals using the INTERVAL keyword. A single keyword numeric value-of two
digits is allowed to indicate the point in the Notification Cycle, in addition to Cycle
Termination, wken notification will be sent to defined Email recipients. If no value
isspecifiedthe default interval value is set to 24.

21.8.24.8SEQDSDISP(KEEP|DELETE)

SEQDSDISP is used to denote the disposition of the sequential dataseeatthe
of the Event Monitor Cycle. The default value is KEEP.
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21.8.24.9DSNHLQ hlg.llg.lig
Represents the Highevel qualifier and Lodvevel qualifier(s) that will be used to
build the fully qualified name of the Daily Event Collector Detta$. A total of 16
OKF N} OGSNE AyOfdZRRAY3I adveé A& tft26SRd ¢KS
A higligllgd Qht 9 w/ a5 O@prinddiDYSAVMIC Events)
A hlq.llg.llg. STAGERRsystem@Pymmdd(STAGED Events)

A higligligp Q9 a { / a 5 QERyrAmEdFORITBvents)

21.8.24.10 DSALLOC

The DSALLOC keyword and its-palameters are used to allocate the PDS that
will contain the completed daily Event Notification Reports. Currently only PDS
datasets are supported. Recommended fudvameters for TYPE PDS:are

A PRIMARY(8)
A SECONDARY(1)
A UNITS(TRK)

A DIRBLKS(12)
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21.8.25 Message Event Notification

The ACTION block instructions described in this sectombined with the Email
METHOD blogko configure and sendnotification based on the intercept of named
system messages. Two Notification Services are prdvide

This service supports only System, Health Checker or RACF Message Events as defined
using the following Action Block Syntax:

MSGID(message id)ACTION, fo  r example MSGID( IEE XXXXI)ACTION
HZSID(message_id)ACTION, for example HZSID( HZSXXXXE)ACTION
ICHID(message_id)ACTION, for example ICHID( ICHXXXXE)ACTION

Note these Action blocks do not support the use of the MATCHSTR.

This service supports a broader sgft messages from any source and caigger
supplemental actions and processesses via a call to a nhamed Rexx program stored in
HLQ.HLQ.SISPCLIBae Rexx program NSIDIPL is proviftedsupporing i KS WL Yl 3§
al y I 3a8 NIE VieweApplication thatexecues itin conjunction with the Health

Checkem S& al 3S Yor sibfilar messageQ

An ACTION block for use wktessageEvents has the followingyntax:

ACTION EVENTMSG(message_id) METHOD(EMAIL)
OBJ(EDIT|DMDEDIT|SUBMIT|ALL)
SCOPE(IDENTITY|BODY|REPORT)

cntl_card

cntl_card

cntl_card

ACTION .END

9 OK !/ ¢Lhb YSeg2NR aSi Aa LINRPOSaaMUBRT & +y A
appear on a single line. Continuation to a second lild¢G3supported.

21.8.25.IMESSAGE_ID

For Message ldentifier as issued@b G KS ae&aidiSy G§KS WrQ Yl & 06
message severitywild-carding. Examples: NEZOOOOE and NEZ0000* are
acceptable Message IDs.

21.8.25.2VIATCHSTR

Used to specify an optional Message String. The Message Sitingenerally

follow a Message Id. May be specified in plagginning withthe start of the

message and enclosed insinglequoge€ I YLJ S&Y Wbh929w! Q 2NJ Wh9
Wb 92 9w! 2 b %édcheptéble M&ach Strings.

21.8.25.35UBJECT
Email Notiftation Subject.
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21.8.25.4T0

Recipient Email Address, repeat as needed.

21.8.25.5FROM

Sendef® Email Address, one only.

21.8.25.6RPTHLQ
The Notification and Report Dataset Qualifialg.llq.$RPTHLQ

21.8.25. 7KEEPRPTS
YESndicatesReport Dataset is to be kept, N@licatesit will be deleted.

21.8.25.8BO0DYTEXT
¢SEG SyOf2asSR Ay aAy3ts l[d2iSaQ G2 065 Aya
For examplePRODUCTION IPL CHANGE EVENT!

21.8.25.9CMDNAME

Rexx Command name mus in SISPCLIBSIDIPIs provided for use with the
Image Manager Application.

21.8.25.10 JRNLPOST

YESMessage Event posted to Control Journal.

21.8.25.11 PRODS/PRIME

When change detected in compariRgoduction Settings v&roduction Baseline
send Text or Post WTO.

21.8.25.12 PRODS/SNAPS

When change detected in compariRgoduction Settings vs. Production Snapshot
send Text or Post WTO.

21.8.25.13 ALTER/PRIME

When change detected in comparigternate S#ings vs. Alternate Baseline
send Text or Post WTO.

21.8.25.14 ALTER/SNAPS

When change detected in comparirdternate Settings vs. Alternate Snapshot
send Text or Post WTO.
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21.8.25.15 PRODS/ALTER

When change detected in comparifgoduction Settings vs. Alternate Settings
send Text or Post WTO.

21.8.25.16 TEXTANYCNGS

When any change is detected, at any configuration level, send Text or Post WTO.
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21.8.26 NSEENSxx Model Memberi ACTION BLOCK

ACTION DET(TCERPTCYCLE) METHOD(EMAIL) SCOPE(REPORT)
TO prr@newera.com

TO ghb@newera.com

FROM SUPPORT@NEWERA.COM

SUBJECT ' TCE_Configuration_Report '

ACTION .END

ACTION CMD(SET.APPC) METHOD(EMAIL) OBJ(ALL) SCOPE(REPORT)
TO pat@newera.com

FROMsupport@newera.com

SUBJECT ' Notice_SET.APPC_lIssued '

ACTION .END

ACTION CMD(RACFCMD) METHOD(EMAIL) OBJ(ALL) SCOPE(REPORT)
TO prr@newera.com

FROM support@newera.com

SUBJECT ' Notice_all RACF_Commands

ACTION .END

ACTION DSRPT(STAGED) METHOD(EMAIL) SCOPE(IDENTITY)
TO pat@newera.com

TO support@newera.com

TO PLAYTWO@NEWERA.COM

TO ghb@newera.com

FROM support@newera.com

SUBJECT 'changes'

HEADER 'This Report Title'

SEPARATOR '/ =--===nmnmnmm- I

ROLLOVER 06:00 INTERVAL(8) SEQDSDISP(KEEP)
DSNH.Q IFO.TEST

DSALLOC TYPE(PDS)

ACTION .END

ACTION CAT(IPL.ALT ) METHOD(EMAIL) OBJ(ALL) SCOPE(REPORT)
TO JMS@NEWERA.COM

FROMSUPPOR®NEWERA.COM

SUBJECT 'AITERNATE IPL CHNAGES'

ACTION .END

ACTION DSN SYS1.PARMLIB) METHOD(EMAIL) OBJ(ALL) SCOPE(REPORT)
TO PAT@NEWERA.COM

FROMSUPPOR®NEWERA.COM

SUBJECT6SYS1 PARMLI B CHANGE®

ACTION .END

ACTION EVENTMSG(CSV410l) METHOD(EMAIL) SCOPE(REPORT)
MATCHSTR 'DATA SET'

SUBJECT 'APF Change Event'

TO recipient@yourcompany.com

FROM sender@yourcompany.com

RPTHLQ hlq.llg.$RPTHLQ

KEEPRPTS YES

BODYTEXT 'APF Change Event'
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CMDNAME NSIDAPF
JRNLPOST YES
ACTION .END

ACTION EVENTMSG(HZS0003E) METHOD(EMAIL) SCOPE(REPORT)
MATCHSTR 'NEWERA,NEZ_OPSYS'

SUBJECT 'PRODUCTION IPL CHANGE EVENT'
TO recipient@yourcompany.co m

FROM sender@yourcompany.com

RPTHLQ hlq.llg.$RPTHLQ

KEEPRPTS YES

BODYTEXT 'PRODUCTION IPL CHANGE EVENT'
CMDNAME NSIDIPL

JRNLPOST YES

PRODS/PRIME 4084827430@VTEXT.COM,WTOR
PRODS/SNAPS WTOR

ALTER/PRIME WTOR

ALTER/SNAPS WTOR

PRODS/ALTER WTOR

TEXTANYCNGS WTOR

ACTION .END
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21.9 NSEDETxx Configuration Statements

The optional Supplemental Detectors are designed to extend the scope of configuration
change detection within thdntegrity ControlsEnvironment (ICE). Each Detectoeates
specift configuration baselines andibsequently at a user defined intervatomparesstored
baselines with newly discovered configuration settings. Chandegected if any,form the
content of Change Reports. Change Repwmidy be optionallgentto anamedlist of recipients

via emai) (see NSEENSxa&nd/or posted to theTCE Contd Journals ensuring a permanent
record of all detected changes, Reports and Notifications.

21.9.1 LAUNCHPROC

Theda [ ! | b/ | Keyword §s used to identify, by name, a specific procedure, other
than the default procedure IFODET that you have placed into the System Procedure
Library and subsequently started.

This Keyword should be used when you intend to associate a uniquely N&O&ET
Procedure with a specific instance of IFOM.

LAUNCHPROC IFOXDET
21.9.2 DETECTOR ON|OFF

To activate a Detector it must be called by name and turned ON|OFF. For Example:

LOADLIBRARY ON

21.9.3 >>CYCLE

The CYCLE Keyword$OURLY, DAILY and WEEKEt&'mutually exclusive. Onliie last
encountered for a named Detector Cycle will be used.

21.9.4 CYCLE - DAILY

The Cycle Keyword muse associated with each active Detector. Egample when the
Detector is to CYCLE DAILY beginning at 01:15AM each 12 hours, two intervals.

LOADLIBRARY CYCLE(DALY) TIME(01:15) INTERVAL(2 )

21.9.5 CYCLE - WEEKLY
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The Cycle Keyword must lagssociatedwvith each active Detector. Foxample when a
detector is to CYCLE on a WEEKLY basis on Monday, Tuesday, Wednesday and Sunday at
12:47PM.

LOADLIBRARY CYCLE(WEEKLY(MON,TUE,WED,SUN)) TIME(12:47)

21.9.6 CYCLE - MONTHLY

The Cycle Keyword must besociated with each active Detector. Egample when the

detector is to CYCLE at 12:46PM on a MONTHLY @ptheo,15,22 and at the
end of the month.

21.9.7 NSEDETxx Partial - Model Member

LAUNCHPROC IFOXDET

LOADLIBRARY ON|OFF

LOADLIBRARY CYCLE(DAILY) TIME(18:00)

LOADLIBRARY CYCLE(WEEKLY(MON,TUE,FRI,SUN)) TIME(15:03)
LOADLIBRARY CYCLE(MONTHLY(EOM)) TIME(01:01)

LOADLIBRARY CYCLE(MONTHLY(DOM(2,20,30,15,22),EOM)) TIME(12:46)

21.9.8 NSEDETxx Complete - Model Member

Anexplanation of all Detector configuration parameters, Operational Keywords, Detector
Identifiers, SublKeywords and Full Syntax can be found in the ICE Supplemental Detectors
User Guide.
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22 Appendix ET The Update Event Descriptor

To define a custom descriptqranel, first define theCategory to which it will be boundlext, use

a copy of one of the example descriptor panels supplied intth®.HLGISPPENU install dataset

Select one that best fitsjour desriptor data entry requireents. EitherDDE@PNL8 or
DDE@PNL9 may be more appropriate for a specific need. DDE@PNL8 shows a basic ISPF data
entry panel without a scrollable area definition; DDE@PNL9 shows a slightly more complex ISPF
data entry panel that has a scrollable area dion.

22.1 DESCPNL Descriptor Panel Processing

Choose an appropriate name for a new panel member and copy the selected panel member
example into this new panel member target. Modify the panel as required for the specific
installation use.

The following ISPF panel sections are the ones processedicgcby The Control Editor
DESCPNL processing:

- )ATTR
- )BODY
- )AREA
- INIT

Other ISPF panel sections can be specified as necessary but will not be processed.

Once a panel member has been defined it must be storedili®.HLQ.SISPPENU. This is
required in order to make the panel accessible to TCE under either TSO/ISPF or ICE/ISPF.

22.1.1 JATTR Section

DESCPNLDATTR section processing will examine the specified panel's )ATTR section to
determine the panel's active TYPE @wers. It will also check for an AREA(SCRL)
definition. DESCPNL processing supports one defined scrollable area.

Here is an example ISPF panel )ATTR section:

)ATTR
\ TYPE(NEF) PAD(USER) CAPS(OFF)
28 TYPE(NEF) CAPS(OF F) PADC(USER)
31 AREA(SCRL) EXTEND(ON)
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22.1.2 )INIT Section

DESCPNL)INIT section processing will examine the specified panel's )INIT section to
determine the panel's active .ZVARS. If panel data entry will be used, the panel *must*
containan )INIT section and the )INIT section must contain a .ZVARS variable assignment
statement. DESCPNL processing supports a maximum of 100 .ZVARS variables)

DESCPNL processing will do panel data value insertion only for panel )BODY Z variables.
DESCPNL gressing will consider a Z variable as any )ATTR section TYPE character
followed immediately by the character 'Z' as a Z variable and will do data value insertion

at that point.

Here is an example ISPF panel )INIT section:

)INIT

.ZVARS = '($TCEAV00 $TCEAV02 $TCEAVO01 $TCEAV03 $TCEAV04 $TCEAVOS +
$TCEAV06 $TCEAV07 $TCEAV08 $TCEAV09 +
$TCEAV10 $TCEAV11 $TCEAV12 $TCEAV13 $TCEAV14 $TCEAV15 +
$TCEAV16 $TCEAV17 $TCEAV18 $TCEAV19 )

.CURSOR = $TCEAV00
22.1.3 )BODY Section Processing

The purpose of sing a DESCPNL definition is to permit more sophisticated panel data
entry and data value syntax checking, but the data entry values in and of themselves
would provide little meaning without the panel's static area data. The DESCPNL )BODY
processing allow$or the marriage of a panel's static data along with the variable data
that is entered via the panel user.

DESCPNL)BODY section processing will take each static panel data line and scan for
)JATTR section defined TYPE characters. For every TYPHecldgtected, DESCPNL
)BODY section processing will determine if it represents a Z variable data substitution
point (TYPE character followed immediately by 'Z"). If a Z variable is detected, DESCPNL
)BODY section processing will substitute the value efappropriate .ZVARS variable. If

the TYPE character is not a Z variable indicator, DESCPNL )BODY section processing will
substitute a blank into the descriptor

record data.

DESCPNL)BODY section processing will also support one scrollable areaTYPR
character is detected that represents a scrollable area definition, DESCPNL )BODY section
processing will insert the scrollable area (as defined by the JAREA ISPF panel section).
Appropriate Z variable substitution will continue with the data conggin the scrollable

area.
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22.1.4 )JAREA Section Processing

DESCPNL )AREA section processing will examine the specified panel's )JAREA section to
determine if there is a defined scrollable area. If a scrollable area definition is detected,
the scrollable areaecords are captured and saved to be used in DESCPNL )BODY section
processing for scrollable area substitution.
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22.2 DESCPNL Descriptor Control Card

DESCPNL definitignas constructed in NSEJRNwxI override the DLINES keyword if the
member to be edited is defined in a category with a corresponding DESCPNL.

22.2.1 Required DESCPNL Parameters

To define a Panel Descriptor the NSEJRNxx Member DESCPNL Statement requires the
naming of a Controlled Catery and an ISPF Panel. These required parameters include:

22.2.1.1 CATEGORY|CAT(categname)

Where 'categoryname’ is the Dataset Category name that is being included in
this DESCPNL definition

22.2.1.2 PANEL|PNL(panelnam)
Where ‘panelnarhis the name ofa fultsize ISPF Panelember in thelSPPLIB
dataset containing thelCE/ISPF and TSO/ISHFRpaneldefinition.

22.2.1.3 POPUP|POP(panelnam)

Where 'panelnam' is the name of a Popsize Panel member in the ISPPLIB
datasets containing the ICE/ISBnd TSO/ISPBp-up paneldefinition.

22.2.2 Optional DESCPNL Parameters

Optional DESCPNL parameters can be specified for any DESCPNL definition. These
parameters include:

22.2.2.1 BYPASSCHAR|BPC(char)

Specified on the DESCPNL statement where ‘char' representsatine §YPE
character that, if located in column 1 of a panel )BODY line, will cause that line to
be eliminated from the Journal Entry Descriptor record.

22.2.2.2 CONF YES|NO

Used to confirm or not the information entered by the user in the descriptor. The
Defauli A& W, 9{Q YSIyAy3d -dziKl §a (R52IORIYFIRY I Wi
suppresgshe descriptor PogJp.

22.2.2.3 EDITORDR|EORDR|EO

Specified on the DESCPNL statement where valid values for ‘option’ are:
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1- MF (display the member data first)
2 - DF (display the dsriptor data entry edit window prior to the member)

If not specified, the default will be MF

22.2.2.4 ACTIVE(Starting:hhmBnding:hhmm)
Specified when descriptor will be activevhere:
1 - 'Starting:hhmm' represents the start time that thi®scriptor panel will be
active (in 'hhmm' format)
2 - 'Ending:hhmm’' represents the end time that this descriptor panel will cease
to be active.
If not specified, the descriptor remains active throughout the entire 24 hour day.
ACTIVE start arehd times can span midnight. For example, ACTIVE2200)

would indicate that this descriptor pahé active between 10:00 p.rand 5:00
a.m.

22.3 DESCPNLT An Example

22.3.1 Control Card

DESCPNLCAT(SYSTEM.PARMLIB) PANEL(DDE@PNL1) BYPASSCHAR(!)

In this example the panel member, DDE@PNL1, must be stored in both
HLQ.HLQ.SISPRENis is required in order to make the panel accessible to TCE under
either TSO/ISPF or ICE/ISPF.
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22.3.2 Full-Size ISPF Panel Definition

This Panel, member DDE@PNL?7 is stored in hlq.llq.SISPPENU.

)ATTR

6 TYPE(NEF) PAD(USER) CAPS(OFF)
}TYPE(PT)
{ TYPE(NT)
ATYPE(PIN)
$ TYPE(SAC)
! TYPE(FP)
\ TYPE(TEXT) INTENS(LOW) COLOR(GREEN) HILITE(REVERSE)
~ TYPE (TEXT) INTENS(LOW) COLOR(TURQ)
& TYPE(TEXT) INTENS(LOW) COLOR(RED)

0A TYPE(NT)

28 TYPE(NEF) CAPS(OFF) PADC(USER)

31 AREA(SCRL) EXTEND(ON)

32 TYPE(OUTPUT) INTENS(NON)

)BODY
! \ TCEG17.0 ~SAMPLE CUSTOM PANEL DESCRIPTOR
1
%Your Company Name Here: Descriptor Data Entry DDE@PNL7%

1 Option ===>0ZCMD
%
% Change request # 1027 % | mpl ementor:
1
% Project # 102 +
]
% | mpl ementation date: 06Z +
% (yyyy/mm/dd)
| TCEDSN + TCEFUNC1 TCEFUNC2
| TCEMEM + TCEVOL+ TCEUSR + TCESYS + TCENEW + TCEALT +
| TCECAT +
% Change detail s:
%
SCRLAREA
)JAREA SCRLAREA DEPTH(3)

z

z

z

z
)INIT
.HELP = DDE@HLP7
.ZVARS ='($TCEAV00 $TCEAV02 $TCEAVO01 $TCEAV03 +

$TCEAV04 $TCEAV05 +
$TCEAV06 $TCEAV07 $TCEAV08 $TCEAV09 +

$TCEAV10 $TCEAV11 $TCEAV12 $TCEAV13 $TCEAV14 $TCEAV1S +
$TCEAV16 $TCEAV17 $TCEAV18 $TCEAV19
VGET (TCEDSN TCEMEM TCEVOL TCEUSR TCESYS TCENEW TCEALT TCEFUNC1 TCEFUNC2)
.CURSOR = $TCEAV00
VER(&$STCEAV00,NUM)

)PROC
&ZSEL = TRANS( TRUNC (&ZCMD,".")
X,'EXIT'
*2)

&ZTRAIL = .TRAIL
&CMD = TRUNC(&ZCMD, ")
VER(&STCEAV00,NUM)
VER(&STCEAV01,NUM)
VER(&$TCEAV03,STDDATE)
IF (VER(&$TCEAV00,NUM))
ELSE
&$TCEAVO0 ="
REFRESH($TCEAV00)
VPUT ($TCEAV00 $TCEAV01 $TCEAV02 $TCEAV03 $TCEAV04 $TCEAV05) PROFILE
VPUT ($TCEAVO06 $TCEAVO7 $TCE AV08 $TCEAV09 $TCEAV10 $TCEAV11) PROFILE
VPUT ($TCEAV12 $TCEAV13 $TCEAV14 $TCEAV15 $TCEAV16 $TCEAV17) PROFILE
VPUT ($TCEAV18 $TCEAV19) PROFILE
*REXX(* (SAMRXPNL))
RESP=ENTER
)END
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22.3.3 ISPF Full Panel - Displayed

The descriptor associated with the Descrip@ategoy, SYSTEM.PARMIA8 defined to
ISPRas a full panek shownbelow:

TCE 17.0 SAMPLE DESCRIPTOR PANEL

Your Company Name Here: Descriptor Data Entry
Option ===>

Change request # : Implementer:

Project #

Implementation date:
(yyyy/mm/dd)

Change deta ils:
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22.3.4 Pop-Up ISPF Panel Definition

This Panel, member DDE@PNL?7 is stored in hlq.llq.SISPPENU.

JATTR
6 TYPE(NEF) PAD(USER) CAPS(OFF)
} TYPE(PT)
{ TYPE(NT)
A TYPE(PIN)
$ TYPE(SAC)
I TYPE(FP)
\ TYPE(TEXT) INTENS(LOW) COLOR(GREEN) HILITE(REVERSE)
~ TYPE(TEXT) INTENS(LOW) COLOR(TURQ)
& TYPE(TEXT) INTENS(LOW) COLOR(RED)
OA TYPE(NT)
28 TYPE( NEF) CAPS(OFF) PADC(USER)
31 AREA(SCRL) EXTEND(ON)
32 TYPE(OUTPUT) INTENS(NON)
)BODY (WINDOW 60,20) < - WINDOW size definition must be consistend with panel size.
! \ TCE&17.0 ~SAMPLE CUSTOM PANEL DESCRIPTOR
1
%Your Company Name Here: Descriptor Data Entry DDE@PNL7%

1 Option ===>0ZCMD
%
% Change request # 1027 % | mpl ementor:
1
% Project # 102 +
]
% | mpl ementation date: 06Z +
% (yyyy/mm/dd)
! TCEDSN + TCEFUNC1 TCEFUNC2
| TCEMEM + TCEVOL+ TCEUSR + TCESYS + TCENEW + TCEALT +
| TCECAT +
% Change detail s:
%
SCRLAREA
)JAREA SCRLAREA DEPTH(3)

z

z

z

z
)INIT
.HELP = DDE@HLP7
.ZVARS ='($TCEAV00 $TCEAV02 $TCEAVO01 $TCEAV03 +

$TCEAV04 $TCEAV05 +
$TCEAV06 $TCEAV07 $TCEAV08 $TCEAV09 +

$TCEAV10 $TCEAV11 $TCEAV12 $TCEAV13 $TCEAV14 $TCEAV1S +
$TCEAV16 $TCEAV17 $TCEAV18 $TCEAV19
VGET (TCEDSN TCEMEM TCEVOL TCEUSR TCESYS TCENEW TCEALT TCEFUNC1 TCEFUNC2)
.CURSOR = $TCEAV00
VER(&$STCEAV00,NUM)

)PROC
&ZSEL = TRANS( TRUNC (&ZCMD,".")
X,'EXIT'
*2)

&ZTRAIL = .TRAIL
&CMD = TRUNC(&ZCMD, ")
VER(&STCEAV00,NUM)
VER(&STCEAV01,NUM)
VER(&$TCEAV03,STDDATE)
IF (VER(&$TCEAV00,NUM))
ELSE
&$TCEAVO0 ="
REFRESH($TCEAV00)
VPUT ($TCEAV00 $TCEAV01 $TCEAV02 $TCEAV03 $TCEAV04 $TCEAV05) PROFILE
VPUT ($TCEAV06 $TCEAV07 $TCEAV08 $TCEAV09 $TCEAV10 $TCEAV11) PROFILE
VPUT ($TCEAV12 $TCEAV13 $TCEAV14 $TCEAV15 $TCEAV16 $TCEAV17) PROFILE
VPUT ($TCEAV18 $TCEAV19) PROFILE
*REXX(* (SAMRXPNL))
RESP=ENTER
)END
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22.3.5 ISPF Pop-Up - Displayed

In the sample show below the PopgJp isoverlaying the 3.4 Member Select Panel from
which the #TSTMEM1 member was selected. TheWops outlined in yellow, a user
preference. Note that in the upper border of the Pojp the identity d the edit source;
Dataset, Member, Volume and System are displayed.

Menu Functions Confirm Utilities Help
EDIT ESSJDL1.ACF2.RULES Row 00001 of 00025
Command ===> Scroll ===> PAGE
Name Prompt Size Created Changed ID
S #TSTMEM1 *Edited 10 2012/10/09 2019/ 10/09 11:51:10 ESSJDL1

JpE— ESSJDL1.ACF2.RULES(#TSTMEM1) ESS015 ADCD  ---s-snnememenes
TCE 17.0 SAMPLE CUSTOM PANEL DESCRIPTOR 1

Your Company Name Here: Descriptor Data Entry DDE@PNL9

Option ===>
Change request # : 23445 Implementor: JIM -1
Project # 111335677001

Implementation da te:

Change details:
More: Ar
edit test 19/ 08/13 - update 8

|
|
|
|
|
|
|
(yyyy/mm/dd) |
|
|
|
|
|
I

22.3.6 Sample Rexx Program using TCE Variables

A sample Rexx Exec, member SAMRXiBNIgred inHLQ.HLGBISPCI2Bas anexample
of panel value extraction

/***R EXX***/
say'.hello’
say'.' TCEDSN
say'.'TCEFUNC1
say'.'TCEFUNC2
say'.' TCEMEM
say'.'TCEVOL
say'.' TCEUSR
say'.'TCESYS
say'.' TCENEW
say'.'TCEALT
say'. TCECAT

EXIT
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22.4 Direct Calls to ICE

The following API calls are made by Rexx application running withiitegrity Controls
Environment (ICE) or from a batch Rexx application where initiating JCL contains the following
STEPLIB Control Card where IFODSN & éguhe fully qualified name of the ICE Control
Dataset.

/ISTEPLIB DD DSN='IFODSN'.LOAD,DISP=SHR

2241 NEZCHKT

ADIRESS TSO ; "NEZCHKT 1" ; /* Returns Active IFOM */

The purpose of NEZCHKT 1 is to return, as the value of the variable SSNM, the name of
the active IFOM Journal Address Space. Always remember (liSCORKINE" to
terminate/close the service before exiting your subroutine or application.
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22.4.2 NSISICU

ADDRES TSO ; "NSISJCU"

The purpose of NSISJCU is to update the Control Journals with any discovered Detected
Changes to the Controlled Datasets. A Detected Change is a change that is caused by a
process that is outside the scope of the Control Editor.

The following Rexx code snippet can be used to evaluate the Return Code (RC) NSISJCU
returns to the calling program where the resulting value of the variable DCNGS is equal
to the number of changes detected.

ADDRESS TSO
"NEZCHKT 1"
"NSISJCU"

IF RC =0 THEN
DCNGS = 'None'
ELSE
DO
IF RC > 256 THEN
DCNGS = RC - 256
ELSE
DCNGS = 'Failed'
END

ADDRESS TSO
"NEZCHKT 0"
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2243  NSIRQJR

ARC = NSIRQJR(0,'D','A")

The purpose of NSIRQJR is to return three arrays containing information directly related
to the status of Control Journals. The arrays are:

IFO_JRN_DSNAME | Contains the name of a Control Journal Dataset,
IFO_JRN_JRSTAT. Contains the Status Code of a Journal Datasets

IF'O' THEN ; JRLStat = 'ACTIVE'
IF'C' THEN ; JRLStat = 'CLOSED’
IF 'B' THEN ; JRLStat = 'BACKUP'
IF 'N' THEN ; JRLStat = 'INVALD'

IFO_JRN_JRENTR/ | Contains the number of entrgein a Journal Datase

The REXX sample program TCEJRLS illustrates how to call and display data provided
by this function.

22.4.4 NSIRQDS

ARC = NSIRQDS(0,'A",IFO_JRN_DSNAME.XY)

The purpose of NSIRQDS is to return arraysdbataining META information about
each Event Transaction contained within a named Journal Dataset. The arrays are:

IFO_JRN_APDATA| | APOSITIONAL STRING of Event Specific META

DSNName = 1 CNGStat= 7
VOLName = 2 MBRttrs = 8
USERtso = 3 VERMods = 9
PLXName = 4 INILine = 10
SYSName = 5 CREDate = 11
IMAName = 6 MODLine =12

IFO_JRN_JRTYPE. | Contains the TYPE of Journal Datasets

IF'O 'THEN ; JRLType =" ACTIVE'
IF'C 'THEN ; JRLType =" CLOSED
IF'B' THEN ; JRLType = 'BACKUP"

IF'N' THEN ; JRLType ="' INVALD'

IFO_JRN_JRCATN/ | Contains the Journal Dataset CATEGORY Namgq
IFO_JRN_JREFLA( | Contains a two character EVENT Type Flag

Character 1 Character 2
S = SAVED B = BCKUP
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B = FIRST E= CEDIT

D = AUDIT R =RSTOR

A = ATMPT D =DELET

M = OTHER O =RNOLD

N = RNNEW

S = SBMIT

F =DTCNG

C = ADDED

G = AUDIT

P =REPLC

X =CANCL

B = HBEAT

A = CEACT

When Used wit

1=RACFS

2=SETCM

3 =MODCM

4 = VARCM

5 =MISCM
B = BCAST
D = DDSET
E = EMAIL

L = DBUGS

Optional Detector Event Type Flag
Determination

IF JRLCats = 'ISN.CSD.NSIMLOD' THEN
JRLFone ='DETER' ; JRLFtwo = 'DTL oD’
IFJRLCats ='TCE.DET.NSIMLOD' THEN
JRLFone =' DETER'; JRLFtwo ='DTLOD'
IF JRLCats = 'ISN.CSD.NSIMIOD' THEN
JRLFone =' DETER'; JRLFtwo ='DTIOD'
IF JRLCats = 'TCE.DET.NSIMIOD' THEN
JRLFone =' DETER'; JRLFtwo ='DTIOD'
IF JRLCats = 'ISN.CSD.NSIMCHK' THEN
JRLFone =' DETER'; JRLFtwo = 'DTCHK'
IF JRLCats = 'TCE.DET.NSIMCHK' THEN
JRLFone = 'DETER' ; JRLFtwo = 'DTCHK'

IFO_JRN_CNGD

Contains a control membg& change date

IFO_JRN_CNGT

Contains a control membg@ change time

IFO_JRN_WRTD

Contains the actual date event written to Journal

IFO_JRN_WRTT

Contains the actual time event written to Journal

IFO_JRN_JRRSLT

Contains the Journal process results flag

IF'SUCCESS' THEN EVENT PROCESSED SUCCESSFULLY
ELSE EVENT PROCESS FAILED

IFO_JRN_JRMEMB

Contains the name of thaffected member

IFO_JRN_JRRTKN

Contains Event entry location boundary in Journg

POSITION 1 - 4 = START OF BOUNDARY
POSITION 5 - 8 = END OF BOUNDARY

IFO_JRN_JRRECS

Contains number of records in stored member
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| IFO_JRN_JRRDRC| | Contains number of records in stored descriptor |

The REXX sample program TCERECS illustrates how to call and display data provided by
this function.

22.4.5 NSISIRC

TKNL = IFO_JRN_JRRTKN. Xx
RECSI= IFO_JRN_JRRECS. xx,
+ IFO_JRN_JRRDRC. xx

DRC1 = STRIP(IFO_JRN_JRRDRC. Xx)

FSZ1 = STRIP(IFO_JRN_JRRFSZ. xx)

RFC1 = STRIP( IFO_JRN_JRRRFC.xx)

LRL1 = STRIP(IFO_JRN_JRRLRL. xx,L,0) ADDRESS TSO

"ALLOC DD(OLDDD) REU",
"SPA(4 4) CYL LRECL("LRL1")",
"RECFM("RFC1") BLKSIZE(0)"

CTKN1 = C2D(SUBSTR(TKN1,1,4))
CTKN2 = C2D(SUBSTR(TKNL,5,4))

"NSISIJRC TOKEN("CTKN1 CTKN2")",
"MEMBER("RMEM")",
"RECORDS("RECS1")",
"FLSZ("FSZ1")",

"DRECS("DRC1")",
"DDNAME(OLDDD)"

"EXECIO * DISKR OLDDD (FINIS STEM MBRRECS.

The purpose of NSISJRC is to return an array (MBRRECS.) containing DETAIL information
about a specific Event Transaction within a named Journal Dataset where:

A CTK1 Fhe START of the records boundary
A CTK2 Fhe END of the records boundary
A RECS = The Number of records within the boundary

The array contains changwent detail as described below:
A An Edit Event results in the capture of:
o Event Header
0 Event Descriptor

o0 Update member

A A Command Evemesults in the capture of:
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o Event Header
0 Up to 20 associated records from system log

The REXX sample program TCEDETL illustrates how to call and display data provided
by this function.

22.5 Rexx API Samples

The Rxxapplicationsampleprograms¢ TCEJRLS, TEER and TCEDETL demonstrate how the
API Calls can be used to acc@&ssnaledevent information. The function and output of these
programs is described below. Executable copies @sdahprograms can be found in
hig.llg.SISPCLIB.

2251 TCEJRLS

The REXX program TCEJRLS is designed to provide a POSITIONAL List of each accessible
Control Journal dataset.

Fields within each record are:
A Dataset Name,
A Operational Status and

A Event Member Count

A sample of program output is shown below.

...TCEJRLS = LIST ALL CONTROL JOURNAL DATASETS

.1.journal_dataset _name
.2.0perational_status
.3.event_member_count

...IFO.IFOP.JOURNAL. D2019107.T0829067,ACTIVE,0061

...IFO.IFOP.JOURNAL. D2019100.7T1840054,CLOSED,0090
...IFO.IFOP.JOURNAL.  D2019098.72217116,CLOSED,0090
...IFO.IFOP.JOURNAL. D2019094.T0100001,CLOSED,0090
...IFO.IFOP.JOURNAL.  D2019091.7T1502029,CLOSED,0090
...IFO.IFOP.JOURNAL. D2019089.T2051141,CLOSED,0007
...IFO.IFOP.JOUR  NAL.D2019082.7T2100007,CLOSED,0090
...IFO.IFOP.JOURNAL.  D2019070.7T1810445,CLOSED,0090
...IFO.IFOP.JOURNAL. D2019070.7T1810428,CLOSED,0090

Control Journal Status will be one of the following:

A ACTIVE = The Journal is OPEN and recording Ghaes.
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A CLOSED = The Journal is CLOSED and no longer recording Change Events.
A BACKUP = The Journal was used specifically to house control dataset backups.

22.5.2 TCERECS

The REXX program TCERECS is designed to list the content of alleidgWRhin a
Control Journal. The sample will list only ACTIVE JOURNAL records. Remove the
conditional execution logic to list all records or filtas neededfor a specific application.

Primary Meta Fields within each record are:

RecordNumber

Image FOCUS high level qualifier(s),

The Control Editor Configuration Member Suffix,

The Control List Member Suffix,

The Journal Dataset Name containing the event entry,
The status of the Journal DatasptACTIVE, CLOSED, BACKUP),
The number of reords associated with the event entry,
The Journal Dataset TygdACTIVE,INACTIVE),

The Control Dataset Category,====..==.

10. Primary Event Classificatigqi(SAVE,FIRST,AUDIT,ATMPT,OTHER),
11. Secondary Event Classificatip(See Detail Below),

12. Date of the Chage Event,

13. Time of the Change Event,

14. Event processing resules(PASS,FAIL),

15. Event Member or Command,

16. Start of the event detail records,

17. End of the event detail records,

18. Event detail (Member) recordount,

19. Event detail (Descriptor) record count,

20. Name of asgciated Control Dataset,

21. VOLSER associated with Control Dataset,

22. UserlID, Console or Process associated with Event,
23. Associated Sysplex Name,

24. Associated System Name,

25. Associated Image Name,

26. Event record update status (SAVED,FAILED),

27. Event memberersion,

28. Event member initial records,

29. Event member creation date,

30. Event member modified lines,

31. Journal Dataset Volume(Reserved)

©CoNoOrWNE

Extended Meta Fields in NSIMCEW Records Only

32. Date of Event Class Update
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33. Date Format

34. Time of Event Class Update
35. Time Format

36. Event Class Name

37. Reporting Period

38. Total Events in Period

Secondary Event Classification:

BCKUP CEDIT RSTOR DELET RNOLD
RNNEW SBMIT DTCNG ADDED AUDIT
RACFS SETCM MODCM VARCM
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A sample outpufrom TCREC® shown below.

...TCERECS = LIST THE CONTENT OF ALL TCE META RECORDS

.1.image_focus_high_level_qualifier
.2.configuration_member_suffix
.3.control_list_suffix
.4.journal_dataset_name
.5.journal_dataset_status
.6.event_member_count

.7. control_ journal_type

.8. cont rol_dataset_catagory
.9.primary_event _classification
10. secondary_event_classification
11.event date

12.event_time

13.event_ process_result

14 .event_member

15. start_of  event_ record

16. end_of event_record
17.event_record_count
18.event_descriptor_count
19.control_dataset name
20.control_dataset_volser

21 .associated_userid

22 .associated_sysplex_name
23.associated_system_name

24 .associated_image_name
25.event _transaction_status
26.event_member_version

27 .event_initial_line
28.event_create_date
29.event_modified_lines

IFO.IFOP,00,00,IFO.IFOP.JOURNAL. D2019112.T2157054,ACTIVE,
0001,ACTIVE,PAULS.DATASETS,SAVED,CEDIT,04/22/  2016,16:57:05,
PASS,ANTXIN00,419472960,0,0000014,00000
12,PROBI1.SYS1.PARMLIB,VPWRKI,PROBI1,SVSCPLEX,SOW1,N/A,
SAVHD,01.00,000014,04/ 19/ 2007,000001
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22.5.3

The REXX prograhCEDETL is designed to list the detail captured during a change event

TCEDETL

thus enhancing the summary information stored in the META Red@tre sample will list

up to ten ACTIVE records. Remove the conditional execution logic to list all records or
filter as reeded for a specific application.

Captured detail varies depending on the type of change events as described below:

A sampleoutput from TCEDTik showrbelow:

A An Edit Event results in the capture of:

o0 Event Header/ldentifier
o0 Event Descriptor/Body
0 Update Member/Report

A A Command Event results inetlcapture of:

o0 Event Header/Identity
0 Up to 20 associated records from system log, the Report

..04T[#1
...05D|
..06T[#2
...07D|
...08D|
..09T[#3
...10D|
L11D |
..12D|

I

i
*

I*
*

I*
...NAMES

01C] --
02C|SYSPLX:SVSCPLEX SYSNM:S0W1
03C| - DSN: PROBIL.IFO80DR.PARMLIB( ANTXINOO)

- CHANGE AUTHORITY

As per planning meeting 04/04/

- CHANGE DESCRIPTION

THE CONTROL EDITOR-------n-snenemenes
USRID:PROBI1 TIME:15:14:31 DATE:

2016.

Change will update member as authorized.

- CHANGE IMPACT

No adverse impact is expected to result.

ANTXINOO

...I* This is an initialization parmlib

...I* Data Mover. It resides in SYS1.P
...I* parameters is found in DFSMS ADVA
...I* Change Activity:

...[* $L0=0W52938,HDZ11D0,011225, TUCRNC

Hlq(SYS1) /* High level qualifie
MHIq(SYS1) /* High level qualifie

member for DFSMS/MVS System

ARMLIB. The syntax of the
NCED COPY SERVICES, SC35- 0428. */ 00300000

: Initial release

r for XRC data sets */

r for XRC master data set */

Edit -
09/ 20/10
VOL: PROBI1-

*/ 00050000
*/ 00100000
*/ 00150000
*/ 00200000
*/ 00250000

*/ 00350000

*/ 00400000

*/ 00450000

*/ 0050000 O

*/ 00550000
00600000
00650000
00700000
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