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1 Foreword

1.1  Copyright, Trademark and Legal Notices

1.1.1 Copyrights

9 ThisUserGuide and the related Software Product(s) are pro#daunder a Copyright
dated 2@0by NewEra Software, Inc. All rights are reserved.

1.1.2 License Agreement

1 This UselGuide describes the installation and operation of The Control Editor, its
environment and applications. It is made available only under the terms of a license
agreement between the licensee and NewEra Software, Inc. No part of this Guide or
the related Stiware Product(s) may be reproduced or transmitted in any form or by
any means, electronic or mechanical, including photocopying and recording, for any
purpose, without the express written permission of NewEra Software, Inc.

1.1.3 Trademarks and Copyrights of Others

1 The following products and/or registered trademarks of International Business
Machines Corporatio(iBM)are referenced in this document: MVS, VM, RACF, z/OS,
SYSPLEX, JES, VTAM, TSO, ISPF, ICKDSF, DgMBH3SS Other company,
product or service names may be trademarks or service mark8Mf or other
organizations
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1.2

About this Document

This document is intended for those that have been given the responsibility to install, maintain,
and support users of The Control Edi{®CE It will explainin detail how The Control Editor
is installed and configured.

1.3

1.2.1 Organization i Operational Overview

An Oveview of TCE and its primary Productivity and Control functions are
presented in the first eight sections of the document, the Core Document.

1.2.2 Organization i Operational Detalil

A cetailed description ofthe ICE and TCE Installation process and the TCE
Configuration members and other important details are presented in various
Appendces to theCore Document.

General Information

1.3.1 Other Documents and Resources

In addition to this document, new users will benefit from the content of these three
additional documents:

1. The Control EditoRead Me;
2. Getting Startedvith The Control Editor
3. The TCRdministratiorDialog User Guide

All of these documents are available in PDF format as downloads on the NewEra web

site or can be requested directly by contacting NewEra Technical Support by email at
the following email addressupport@newera.com

1.3.2 Online Helpi PFK1

In addition to the information contained in this document and others, The Control
Editor user may access an Online Help Tutorial for any given panel by pressing PFK1
once the panel is fully displayed.

1.3.3 Reporting Problems
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1  When reporting a Control Editor problem to NewEra Technical Support, please
provide the following information so that we magsolve the issue expeditiously:

1.
2.
3.

The JOBLOG/JCL/MESSAGE output from IFONt@8Sgl

The contents of the NSECTLxx and NSEJRNxx members;

An ISPF 3.4 listing of the Journal Datasets showing the allocation and DCB
information;

An ISPF 3.4 listing of the datasets in NSECTLXxx.
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1.4 Technical Support Information

Around -the-clock-
support

NewEra Software is dedicated to providing the highest leve
technical support to meet our customelgrowing needs. In orde
to meet these needs, NewEra provides technical support, 7 de
week, 24 hours a day.

Reach us by Telephone
during Business Hours

Pleaseuse the following phone numbers to reach our techni
support staff during normal business hours (6 AM to 4 PM Pe¢
Time):

w Ly b2NIK -80043186830F > RALFf ™

w hdziaARS b2 NAWS2DMBNA OF = RA |
wSupport inquiries may also be texted@69-888-5061

Reach us by Telephone
during non-Business
Hours

In case of an emergency, during Rbuasiness hours, phone th
above numbersto receive instructions on how to contact
Technical SuppofRRepresentative or a Technical Support Manag

Sending Email

Qur technical support staffcan be reached byemail at
support@newera.combBmail messagewill be answered by the
next business day.Product technical questions or produc
recommendationsnay be sent vigmail.

Help through the
NewEra website

You can access tectudlsupport from www.newera.contlick the
Support tab at the top of the screen to reach our Technical Sup
Request page.

Service Levels

NewEra is committed to providing the highest level of quality
our customers by adopting the following criteria for responding
customer requests:

wAll aitical questions received by phone during working hours
be answered within 15 imutes of receiving the request;
wTechnical questions sent bynail, or messages sent through ot
Technical Support Request pagei]l be answered by the nex
business day.

We Want Your
Suggestions!

NewEra understands the significance of providing our custon
with the highest quality support and welcomes all suggestion:
to how we may improve Technical Support.
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1.5 About The Control Editor

A Control and Productivity gap exists between conventional Change Management Systems and
your External Security Manager (IBRACF, CACF2, CAop Secret), making it difficult to
comply with System Programming and System Security bestiggactThese practicesre
intended to shield the z/OS System Configuratian an LPAR by LPAR basiem
unauthorized and/or undocumented changes but more often than not result in findings of
non-compliance with industry and regulatory configuration control requirements

1.5.1 TCE Compensates for Shortcomings

1 First: enhancing the TSO/ISPF environment with st&te-art tools that automate
O2y FAIdzNY (GA2y o6 01dzlJa yR LXIFOS i @2dzNJ &0l
Restore Points, Member Testing and Configuration Maps. Interactive Change
Descriptors ee easily added on Batasetby-Datasetbasis to ensure that information
is collected from the user at the point of the actual change to critical components;

1 Second: extending the conditional access rights granted by your ESM from dataset
boundaries to the Member Level, allowing you to enforce such rights based on
member name, prefix, suffix, and as needed, by day, date and time. Within the TCE
controls contexE Camfiguration Update Projeéts Yl & o©S Sl aiatée ONBI (S
stored and reused with the assurance that Projects are fully documentddLJS y S R
'y R [/ f 23aSR,afdfhat{POjécs RegritsSahd Monitors support compliance
requirements.

1.5.2 TCE Administrator Role

TCE is fully under the control of the z/OS Administrator. Using a 3270 interface she
can easily define Control Boundaries (Datasets, Operator Commands, System Events)
within which TCE will be vigilant. Changes, even those made outside the TSO/ISPF
domain, are captured and reported; all changes are permanently store@ddntrol
Journaldor use in interactive or batch Forensic and Periodic Management Reporting.
For a more detaéd description of available functions designed to support
Administrative activites see The TCE Administraidialog User Guide.
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1.6

System Requirements

1.6.1 Prerequisites

1 To useThe Control Editgryou willneedintegrity Control€Environment (ICE)9.0

and above and z/OS2®4 or higher. You will find the latest release IGfEat
WWW.newera.com

1.6.2 The License Key

A License Key is remed to activate The Control EditoDnce he License Key is
inserted, The Control Editéunctions will be unlocked the next time you logon to
the ICE Environment

1.6.3 Releases Prior to Release 19.0 of ICE

If you are a currentCEuser and have not yet upgraded Releasel9.0 special
care should b taken when you do upgrade i®.0to remove all preexistingICE
Libraries.

All pre-existing Inspection Reports (logs) and Package/Blueprints (packages)
fully supported in ReleasEd.0. However, existing HFS/zE8ntrol Journals must
be conveted to the new Control Journal default format RB@&¢ntact NewEra
Technical Support for assistance throughout the conversion process.

1.6.4 Event Notification Service

To use IFOM with external notification, the minimw/OS release level is z/OS
1.0

At z/OS 1.9the NSIMTCREXX exec must be installed in the system REXX
SYS1.SAXREXEC datéset.z/OS 1.10 or newer, the NSINSIREXX exec can be
installed in either the SYS1.SAXREXEC dataset or in a user defined system REXX
dataset as defined with the AXRxx parmlib member.

The NSIMTEREXX exec is invoked through system REXX which uses a secondary
address space to perform its workhe address space names used rotate through
jobs named AXROIAXRO08 and run under USERIDs of the same nal8&RIDs
AXROX AXRO08 should be set up withime corresponding security product and
should be set up with an OMVS security segment as well as an OMVS UID.
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1.7  Things to look out for

1.7.1 Ciritical Relationship

1 ¢KSNBE akKz2dAZoRy®&% INBahyid2yakKalLl 6SGi6SSy | 51
and the Valid Datasets assigned/associated with the Category/Class. This is
O2yaARSNBR | a4/ NARGAOFE wStlOA2yaKALE G2 0
in the Control Jourrla and displayed in the various Control Editor panels and
reports.

1.7.2 User Access to Datasets

1 The Control Editor does not do any additional security checking when a user
attempts to access a member, as any required security should already be in place.
If the user does not have READ authority when the edit starts, then the user will
get an open errn At exit (save), if the user does not have UPDATE authority to
the member, then the user will get an open for output error. This is consistent
with the way the normal processing of the ISPF editor works.

1.7.3 External Security Manager Issues

1 The NSEJRNxx and NSECTLxx UPDATE (but is not needed for BROWSE or EDIT)
function accessed via the Administrator Interface requires that the following (the
example is for RACF) or equivalent changes must be made to the External Security
Manager (ESM) settthda ¢ KSNBE G dzaSNAR¢ Aa (GKS ¢{h dzas$s
be given TCE Dynamic Update Authority.

RDEFINE FACILITY NEZ.NSEPARM.* UACC(NONE)
PERMIT NEZ.NSEPARM.** CLASS(FACILITY) ID(userid) ACCESS(READ)
SETROPTS REFRESRACLIST(FACILITY)

1.7.4 Journal Multivolume Dataset Toleration

1 It is recommended that Multivolume datasets should not be used for BSAM
journals. When the journal subsystem attempts to write to a journal that causes
a switch to asecondvolume, the secondvolume will beignored,and the current
journal will be closed and a new journal will be created. Thidegille an empty
extent on the secongolumeand only the extents of the first volume will be used
by the journal subsystem.
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1.7.5 Moving to Shared Journals

1 Care must be taken when moving to a Shared Journal environment, with the
intention of utilizing already existing BSAM or HFS/zFS Famedadournals. In
these casescontact NewEra Technic8upport for assistance in convieilg the
existing Journals to aintermediate format that can be converted to the Shared
Journal File Format RB4K.

1.7.6 Conflicts with SMF Exits

9 The allocation of TCE Control Journal Datasets is based on Best Practice
Configuration Defaults or Default overrides specified in the TCE Configuration
Member NSEJRNx¥When an SMF Allocation Exist is present these desired
Allocation Parameters may be superseded by Exit specifications and result is
unpredictable Journal Allocation errors.

1.7.7 Outdated IFOM Procedures

1 The ParameteKeywords and Values specified in the IFOM Procedure are not
static and will change from one TCE release to the.aie¢mpting to start a
ySg NBESIasS 2F ¢/9 gAGK 'y WhfR twh/ Q Aa

1.7.8 ReadMe File

f C2NJ FRRAGA2YIFf ladaaradlyoS O2yOSNyAy3a LINER
file associated with the product download.
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1.8 Control Editor Limitations

This release of The Control Editor has the following restrictions and/or limitations. If you are
uncertain as to how this may affect the operation and/or function of The Control Editor in your
z/0S environmentontact NewEra Technical Support at support@newera.com for assistance.

1.8.1 Large Datasets

1 If you have extremely large datasets, there is a potential to exhaust memory
during The Control Editor processing. You can change your memory allocation by
modifying your IFOS region size (you will need to LOGOFF, then LOGON to ICE).

1.8.2 Take care when setting Split-Screen support

1 There is spliscreen supportdr The Control Editor under TSO bydu must
follow the instructions found in the Installation Section carefully to avoid
problems.

1.8.3 Use Site Standards for HLQ

1 When allocating the Control Journals using the configuration member NSEJRNOO,
follow your site standards for HLQs and SMS definitions (e.g. STORCLAS).

1.8.4 Moving to Shared Journals

1 Care must be taken when moving to a Shared Journal environmeéth the
intention of utilizingalready existing BSAM or HFS/zFS Faredadournals. In
these cases contact NewEra Technigapport for assistance in contieg the
existing Journals to antermediate format that can be converted to the Shared
Journal File Format RB4K.
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1.8.5 Padlock Control - Operator Commands

f LYy GdKA& NBfSFrasS 2F ¢/9 WtlRt201 /2yiNRf QX
is limited to IBMRACF Operator Commands. A more general Control Interface is
planned for a future release. This notwithstandiragsin pastreleases,when
defined to TCE as controlled commarals SET, MODIFY, Miscellaneous, -IBM
RACF, CACF2 and GAop Secret operator commaadvill be noticed and
recorded.
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1.9 Recent Enhancements to The Control Editor

Updates to The Control Editare made frequently andre available to Licensed Users. The
listing below briefly describes enhancements in this and prior releases.

1.9.1 InThis Releasei TCE 19.0

1 Mulit-Factor Edit ¢ (MFE) is an extension of the available ICE control structures
that surround a TCE Category. In practice it requires that a category be defined
as an MFE Controlled Profile. Once a Profile is defined all access to its Datasets,
Files and/or Load Libraries will be Denied/Warned unless/until users are
specifically permitted access to the Profile. Permitted users attempting access will
receive, or their designate will receive, a One-Time Pass Ticket by Email/SMS.
This event specific OTP must be entered by the requesting user in order to
continue along the access/update path. All actions taken by the user while in a
TCE Controlled TSO/ISPF Edit Space immediately invoke TCE Descriptor and
Journaling. For setup, configuration and use case detail see the MFE User Guide.

1.9.2 In Prior Releases

1 SharedJournalingg A new configuration option is now available that allows all
Control Events occurring on any LPAR throughout the Sysplex to be managed
from a single consolidated Control List. Evananaged in this way are recorded
in a single set of Control Journals.

1 Volume Serial and System Na@entrol List Dataset definitiorsge now honored
in the consolidatedControl List Thisgreatly enhanesthe specific identification
2T éohtd2if ADétécted Changedy automated TCEChange Detection
processes

9 File Formats and Record Lenghbeow andbeyondFB(80) (Fixed &tk 80 byte)
are now supported by Control Editor Control List and Journal Management
functions.

1 AdministratorDialogs; A new series of interactive 3270 Dial@genow availabé
to assist the TCE Administrataith configuration setup and maintenancin
order to assure, to the extent possible, the Integrity of the TCE Configuration
these Dialogsare accessed via the CONTROL Options from the Control Editor
Primary Menu ad by Defaulf Padlock Protected.

1 TheChange Descripr may now be alternately defined as ESPF POBP as well
as a full screen dialog.

T ¢KS b9%! ¢L[ GW [ 2NFLLISNE Aa | OrAtlofS G2

12 | NewEra Software, Inc. Integrity Control€Environment(ICERApplications



The Control Editq 19.0

purpose of determining and recarty member changes as a result of JOB
execution that impact Controlled Categories named in a definable dataset.

f Padlock access coofrcan now be defined and applied to restrictary RA @A Rdz £ Qa
usage of named IBNRACF Operator CommadThese restrictions are
implemented using the available IBRIACF EXIT IRREVXO01.

9 Foralisting of enhancements in Prior Releases see AppEnfltkis User Guide.
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1.10 Functions Regressed in The Control Editor

Fromtime-to-time, new interfaces and functions will replace those found in prior relea$es
The Control Editor. The listing below briefly describes regressed functions in this and prior

releases.

1.10.1 In this Release i TCE 19.0

With this releaseTCEprovides is own unique File Access Methog RB4K
(Relative Block Addressing 4k). As RB4K is now the recommended file format for
Control Journalsa conversion utility is provided that will convert existing BSAM
and HIS/zFS files, making them comjidei for use with the new RB4K format.
Consult with NewEra Technical Support on your plans and/orsie@donvert
existing Journals.

It is not considered a Best Practice to continue to use either BSAM or HFS/zFS as
a Journal forma Neither BSAMhor HFS/zFS &lowed when Sharing Control
Lissand Journals between LPARS.

The functions provided by the ACTIONS Option previously accessible from the
Control Editor Primary Menu are now accessible tmtyhe TCE Administrat(s)
andare accessed via the CONTROL Option.

1.10.2 In Prior Releases

With this releaseTCEwill no longer support execution on z900 or older
processors. This regression results from the use of the LARL instruction, which
is only supported on z10 or newer processors.

With this release, users currently deploying TEMPLATE descriptors are
encouraged to migrate to the newly announced DESCPNL descriptors. Future
enhancements to edit descriptors will be directed to DESCPNL descriptors and
enhancements and support for TEMPEAdescriptorsare now frozen. New

users of edit descriptors should not configure their environment to use
TEMPLATE descriptors.

History Function The Hisbry function selection optionpreviously accessl
from The Control Editor Administrator Primary Metas been removed from
the panel. In prior releases this function, which required the downloading and
installation of two separe modules, ISNEDIT and ISNTEXS used as a
gateway to Batch Reporting and Ad Hoc QUéBNEDIT and ISNTEXT are no
longer required.

14|
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1. Batch Reporting, The TCE Background Reporting Interfénaes replaced all
prior Batch Reporting functionsThis interface isaccessible via the
redesigned Journal Interface. These new paned servicesire supported
by the addition of a new ICE Task NSWKIENSWCEM controls the
background reporting cycle and intervals within a given cyiihés process
is managedthrough control card settings in the ICE controember,
NSEPRMXxX.

All users are encouraged to move away from Batch Reporting to Background
Reporting as soon as possiblésers who wish to continue to use Batch
Reporting as supported in prior releases should contact NewEra Technical
Support for assistance.

2. Ad Hoc Queryln this rdease the Ad Hoc Query functibas been upgraded
and relocated from the History Primary Mento the redesigned Journal
Interface.

1 RestoreFunction- The Restore function selection optigmeviously accessl
from The Control Editor Administrator Primary Menu has been removed from
the panel and relocated to the redesigned Journal Interface.
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1.11

Planned Enhancements

The following TCE Enhancements are planned for delivery in a future release.

1.11.1 Unix Support

Supportfor OMVS/zUNIX fileéa a mamer similar to that provided by TCE over z/OS
Datasets and Members.

1.11.2 TCE Projects

Support for TCE Managed Projects (TimeLock) allowing for the creation and
enfoceY Sy i 2T W! O Qi&fiaed to ofeny/ddgedbased on day, date and
time specifications)in which Access to Project Resources (Datasets, Members,
Commands) will be allowed or denied.

1.11.3 TCE Approvals

Under certain configuration managemeiprotocols, it is desireable to obtain
W{LISOATFTAO alyl3aSYSyid !LINRBGI{Q 2F AYRADARZ
nature of z/OS configuratianand a desire for rapid deplment of changes to them

GKAa LIEIFTYYSR tIRft20]1 O2yiNRft SKythef OSYSYy il ¢
CHOGQ olaraz fft26Ay3 (4HTTOLXKR g@EYSI | dzi K3
disallowed.Optionally, notification of such actions would be sent to the originator.
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3 What to Expect

The Control EditorTCE, anlintegrity ControlsEnvionment (ICE) Applications a unique z/OS
System Utility that enhances the TSO/ISPF experience for z/OS System Programmers by fully
automating, stepby-step, the irdividual tasks that leatbwards compliance with théestz/OS

System Programming Practicdsprovides a level of control over these tasks as they are being
performed in order tareinforceboundaries established ny Exernal Security ManaggESM)
andsupports all z/OS Change Management Systems (CMS)

3.1 Boundary Configurations

TCE is fully under the control of the z/OS Administrator. Using a B2&@Gace Control
Boundaries Categories, Dataset$ ommands, $yem Messagesand Projecty are easily
defined. Within each boundaryCE will be vigilarfor access rights and changdshanges,

even those made outside the TSO/ISPF domain, are captured and reported; all changes are
permanently stored irControl Journalfor use in interactive or batch ForensindaPeriodic
Management Reports

3.2  Sysplex-Wide Control

¢/ 9 OFy 2LISNIGST i GKS dzaSNDa RANBOGAZ2YX Fa |
reporting activity that occurs on that LPAR, or can operate as a SYSPLEX tool monitoring and
controlling all activity occurring on all LPARS within a SYSRbhitXe detailed explanation for

the setup of a SYSPLEX tool follows in later sections of this document.

3.3 Controlled Datasets

TCE provides marsgrvices tol SO/ISPF useas they perfornsupportactivities usedagainst
TCE Controlledatasets. These datasetSeguential, PDS, or PDStan be determined
automatically by TC&nd/or can be defined by th€ CEadministrator.

3.4 Productivity and Control

Productivity Serviceprovided by TCEAutomatic Backups, Change History, Restore Points,
Component Inspection and Change Impact are designed to 3&BtiSPHsels at the point
where changes aractually made. Control ServiceShange Descriptor and Member Level
Control work with all External Security Magersto reinforce existing ESM defined boundaries.
To many TCE is considere®a 2 Y LISy & | (, fillyigaa lohg®tghdingBuficfonal gap that
exiss between Change and External Security Managers

28 | NewEra Software, Inc. Integrity Control€Environment(ICERApplications



The Control Editq 19.0

3.5 How it Works

Designedi 2 & [ A & G S 3x/@Ssusyste@ intiifa@edEZE matches system events against
predetermined event profile (Control List). When a targetd event is detected TCE follows

prescribed set bAdministrator defined actiondoggingthe event in TCE Maintained Control

Journals, possibly prohibiting the event i.e. submits, commands, updates and/or sending event
notification.¢ KS&4S LINRPOS&aS5a NBIdzZANS y2 Tkh{ Y2RATAOI i

This design also allows for immediate detection and asttorbe taken as a result of these
events. There is no need to process SMF records or submit additional jobs to ohetelra
resultsthat matchevents;the results are known without a delay.

Forall edit type activities, EDIT, Create, Delete, Renameyetc, TCE is able to accomplish
viathe Edit Service Window for ISPF (EDIF). While in the wirikdoi#nhances TSO/ISPF with
the addition of several productivity and control enhancements

3.6 TCE Configurations

TCE come$’w S+HofRge, Oubf-the-. 2 [Ed®forming to a defaultthat will immediately

extend basic, default productivity and control services to IPLPARM and PARMLIB Datasets. As
these services become well knoyihis an easy next step to customize the TCE configuration

to meet site specific needs.

Severalconfiguration members are providedthat can be used to customizéhe set of
productivity andcontrolsspecific to a class efvents. These members can be dity managed
using TSO/ISPF or the. S & (i S fNJsiithhe Gupport services offered by the TCE
AdministratorDialogs.

3.7  Category Specifications

The first step in cusmizingTCE is to define a Control List. The Control List (NSECAritri0)s

the list of datasets to be protected by T8&ond IPLPARM and PARMLIB and may be shared
(as can Control Journals) between LPAR® datasets are organizdxy Category. Each
Category is then refined to include the controls and actions to be enforced by TCE that are
specific to the Category.dbasets withthe same productivity or control requirements will
generallybe grouped togetheiin the same categoryAn unlimited number oflatasetsmay be
defined within a given category

3.8 Process Specifications

The next step would be to enhance each &gatry with additional functionsChange
Descriptor, Event Notificatiorand MemberAccess Rules. These configuration options are
defined in NSEJRNxx. NSEJRNxx contains Statements (80 column contrébrcdedsing
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how each event impacting a @gory will be treated, for examplg@rovidinga descriptor for
documentation at the moment ahange event is detectedRecords in the Control Journals
contain information abat each detected evenisuch @ amessage, a command ing entered

and itsresponse, or in the case of the content change or submission of a member, detail about
the dataset, member, type of activity, and system where the change was made.

3.9 Event Reporting

TCE providgaccess to the information recorded in the journals in several wagsotification
of individualevents, reporting of events within an interval of time, via a 3P&8hboardand
Timeling and batch reporting of All TCE Events, TOHfigurationChanges andgssible TCE
ConfigurationErrors

3.10 About this Document

This document is intended for those that have been given theaesipility to install, maintain
and support users of The Control EdiCE It will explain in detail how The Control Editor is
installed and configured.

1 An Oveview of TCE and its primary Productivity and Control functions are presented in
the first eight sections of the document, the Core Document.

1 ADetaikeddescription ofthe ICE and TCE Installation process and the TCE Configuration
members and other important details are presented in various Appesdo the Core
Document.
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4 The Integrity Controls Environment (ICE)

The Control Edito(TCE)s an Integrity ControlsEnvironment (ICEApplication that provides
productivity and control features in both the IQETAM Application Started Tas&hd the
TSO/ISPF Envimments.

z/0S Configuration Management and Compliance — ICE 16.0 - Overview

Integrity Controls Environment — Release 16.0

The Supplementals: Detectors and Inspectors

IODF Health Load Partitioned CSDS Load
Dataset Checker Libraries Dataset Datasets Libraries
N 4
System Specific: . Sysplex Wide:
¥ P The Control Editor Image FOCUS ysp
» Inspections » z/0S
» Packages ‘1’ ‘1’ > JES
> Blueprints Discovery & Extraction > VIAM
> Journals (Uniqueand Common) > TCPIP
» Views IFO Audit Log » CICS
» Query . . » HZSPROC
» Reports Rep05|tor|¢s » LINUX
> OSAudit (Packages, Blueprints, Control Journals) > Mod/Mbr

Trusted Elements

4.1 ICE Applications

Like all ICE applicatisnTCE is fully integrated into the ICE Application Support
Architecture sharing data and resouraeith all other ICE Applicationgnage FOCUS, The
Supplementals, The Viewer and The IPLCheck Family. All ICE Applicatiodsg the
TCE System Administration Functicax® accessed from the ICE Primary Menu.

4.1.1 Image FOCUS

The Image FOCUS Application set automatichdlgovers, extracts, blueprints and
inspects the z/OS configuration components that comprise a Sysplex and its Images.
Process findings are shared with other ICE applications via a Sysplex Audit Log.
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4.1.2 The Control Editor

The Control Editoshould be considered & / 2 YLISy &l ( A y Feinfordeg G NR £ ¢ (0 F
securityprovided by the Brrnal SecuritfManager (ESM)ver the z/OS configuration

components TCE significantly enhancesupport staff productivity and the

achievemenbpf z/OS System Programming Best Practices.

4.1.3 The Supplementals

These optional ICE applications provide both additional Inspection and Monitoring
functions that extend the scope of the ICE processirigd¢ludelLoad Libraries, CSDS
Datasets, |IODF Datasets, named System Health Checkers, RACF and DB2
Configurations.

4.1.4 The IPLCheck Family

¢tKS Lt[/KSO]l CrYAfe Aa |y AyGSaNriSR asSia 2
/| KSO1 a¢ i KoroductiSrnzahd atienatéd/OSand subsystemconfiguration

aSa0AY 3IhdustraBesPfagticeQW 12 LIAYLRAYG (GKS Ol daSa 2
initialization failuresand to document dynamic changes in the LNKLST, LPALST,

APFLST and System Symbols that often limit system resource accegssiriRL

environment

4.1.5 The ICE Viewer

The ICE Viewer provides an interactive Focal Point from which individual users may
access reports and worksheets derived from findings provided by the IBM Health
Checker for z/OS and the ICE Applications: Image FOCUS, The Control Editor and The
Supplementss as they are configured to run on local and/or remote systems.
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4.2

Starting the ICE Application Environment

Thestartup of thelCEApplicationEnvionment, AKA the Image FOCUS Emvinent, is
defined in the IFOM Pp&dure found in the ICE INSTLIB sncreated as definedwhen

the IFOM PROC is started. Two configuration statements within the PROC must be
defined before the PROC can be started correctly.

4.2.1 High Level Qualifier

The DataseQualifiersthat will be used to complete th&ully qualifiedname ofICE

controlling (LOAD and PARMLIB) and TCE workd..PAD, JRN.PAD and
CTL.GLOBADatasetsA & RSFAYSR (2 b{{twC-TZX nfF2N SEIY
below:

/IFOM PROC NSSPRFX='IFO.TEST,

4.2.2 NSEPRMxx Suffix

The working NSEPRMxx Parmlib Member, the single point of control for all ICE
LI AOFGA2yas A& RSTAYSR (2 twalx F2N SEF YL

1 PRM='00'

Note that before the IFOM PROC can gsiarted correctly that the referenced
NSEPRMxx Parmlib member must be correctly configured by defining:

ICE Operational TASK to be started by IFOM

TCE Configuration Member Suffixes to Prevail after startup
ICE Application License Keys and

IFOM Address Space Operational Characteristics

el A
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4.3  Activating ICE Applications

ICE Applications are activated when the primary, controlling ICE Started Task (IFOM) is
executed (IFOM PROC). The resultindigaration of thelntegrity Control€Environment

(ICE) thatemerges from this process determined by configurationlefinitions: Task
Activation, TCE Member Suffixes, License Keys and ICE Address Space characteristics
found in the ICE NSEPRMxx Parmlib ldem

4.3.1 Starting IFOM

To start the ICE Applicatidnvironmentjssue the following operator Command:
SIFOM (START IFOM)

Note that before the IFOM PROC can be started correctly that the referenced
NSEPRMxx Parmlib member must be correctly configured.

4.3.2 Sample PROC

*

*
I NEWERA IMAGE FOCUS ENVIRONMENT *
I* STARTED TASK PROCEDURE *
//* *
I* MULTIUSER IMAGE FOCUS PRIMARY ADDRESS SPACE *
//* *
I* NSSPRFX- PREFIX FOR IMAGE FOCUS DATASETS *
*
*

I
I*
I
/NFOM  PROC NSSPRFX='IFO.TEST',

1 PRM="00"

I*

/I NOTE: MAKE SURE A KEYWORD ENDING COMMA REMAINS IN COLUMN 71
I* OF THE PARM FIELD OTHERWISE CONTINUATION ERRORS MAY OCCUR
I

INEFPROC EXEC PGM=NSEINIT,

1 REGION=20M,

" DYNAMNBR=350,

1 PARM="APPL=IFO,ULOG=Y,SUBS=IF01,UMAX=0,ICMD=PX PROFM,SP=IFOS,
" PRM=&PRM,VTSB=N'

*

/I* THE FOLLOWING DATASETS MAY BE SHARED WITH IFOMS ON OTHER SYSTEMS
1*

/ISTEPLIB DD DISP=SHR,DSN=&NSSPRFX..LOAD

/INSEPARM DD DISP=SHR,DSN=&NSSPRFX..PARMLIB
/INSECTLNP DD DISP=SHR,DSN=&NSSPRFX..CTL.NPAD
/INSECTLDS DD DISP=SHR,DSN=&NSSPRFX..CTL.GLOBAL
/INSEJRNNP DD DISP=SHR,DSN=&NSSPRFX..JRN.NPAD

*

/I THE FOLLOWING DATASETS MUST BE UNIQUE FOR EACH IFOM
*

/NICEWORK DD DISP=SHR,DSN=&NSSPRFX..ICEWORK
/INSETABB DD DISP=SHR,DSN=&NSSPRFX..SISPTABB

I

/ISYSUDUMP DD SYSOUT=A,HOLD=YES

/INSEDUMP DD SYSOUT=A,HOLD=YES

/INSWJLOG DD SYSOUT=A,HOLD=YES

I
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4.3.3 ICE Task Activation

The NSEPRMxx Parmlib Member is the single point of control for all ICE Applications
and specifically the operational characteristics offhe Control Editor and its
configuration members

The Service TaskAddresses Spaces) that ameatedwhen the ICE Address Space is
startedwith the intention of activating The Control Editoclude:

Extract From Sample NSEPRMOO found in ICE SAMPLIB

* *

* THE FOLLOWING NSW TASK S ARE USED TO ACTIVATE TCE *
TASK=NSWJSSI /* JOURNAL SUBSYSTEM */

TASK=NSWJSTI CTL(00) JRN(00) ENS(00) DET(00) SEL(00) GRP(00)

TASK=NSWSCTL INTERVAL(360) /* SHARE CONTROL LIST */
TASK=NSWJCTL INTERVAL(120) /* SHARE CNTL JOURNALS */
TASK=NSWJSCI LOG(ERRORS) /* CHANGE DETECTION  */
TASK=NSWJCDT /* CHANGE AUTOMATION */

TASK=NSWOMST /* OPER MSG MANAGER  */

TASK=NSWCEFM /* FUNCTION SCHEDULER */

4.3.3.1 NSWJSSI
Journal Suisystem (NSWJSSI)

The Journal SuBystem (JSS) manages the interaction of individual Control Editor
users (logged on to individual IFOS Address Spaces) and the IFOM Address Space
with The Control Journal(s). The primary configurable components that define this
interaction ae contained in the ICE Configuration Members NSEJRNOO and
NSECTLOO. Typical interactions would be backups controlled by IFOM and
transactions controlled by cooperative processing between the JSS and the Journal
SubTask (JST).

4.3.3.2 NSWJSTI

Journal SufTask (NSWJSTI)
The Control Editor invokes the Journal Ssk NSWJSYivhen a user is actually
editing a Control Member. It provides the isolation between individual users and

edit sessions necessary to assure the integrity of the edit processsseve,
update, restore and store functions.

4.3.3.3 NSWSCTL
Control List Sharing (NSWSCTL)

The Control Editor invokes the Journal Sask NSWSCTLif active to determine
the frequency with which it should poll members of the TCE Managed Group for
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their updates to their NSECTLxx Parmlib membg@dates discovered in one or
more Group Members will trigger an update to the Shared Control Listiind
necessarya Backp of new Group Member defined Datasets or Dataset additions
from prior Group Members and new Dataset volume placement for previously
Controlled Datasets.

4.3.3.4 NSWJCTL

Control Journal Sharing (NSWJCTL)

The Control Editor invokes the Journal Sisk (NSWJCTL), if active, to determine

the frequency with which it should poll members of the TCE Managed Group to

determine which are active, which are still sharing and any new systems that
desiretobeadded2 | ¢/ 9 ! RRSR DNRdzZLJP { K2dzZ R GKS 4
poll the Group at the defined time, possibly because it has become inopetiable

first system in the Group to identifyitso 8 Sy OS A ff AYKSNARG (KS W
responsibility.

4.3.3.5 NSWJSCI

Change Detection (NSWJSCI)

The Control Editor invokes the Change DetectionFagk (NSWJSC) when a user

AAAAA

aStSOia GKS a5SGSOGEé 2LIiAz2y FNRY ¢KS /2yl

4.3.3.6 NSWJCDT
Automatic Change Detection (NSWJCDT)

This Control Editor Change Detection Susk (NSWJSDT) is called hourly when
optionally specified in NSEPRMOO.

4.3.3.7 NSWOMST

Event Capture (NSWOMST)

The Control Editor invokes the Stihsk (NSWOMST) to perform operational and
system management functions such as event capture, as those events are defined
by control card settings found in the TCE configuration members NSEJRNxx and
NSEENSXxX.

4.3.3.8 NSWCEFM

Interval Scheduler (NSWCEFM)

The ICE Interval Scheduler controls all TCE Background Processes and must be
active if Background Reports are to be scheduled, created, stored and distributed.
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4.3.4 TCE Member Suffixes

The TCE anfiguration settings are defined in a set of TCE specific Configuration
Members. They, their prevailing suffixase named on the TASK=NSWJSTI statement
found in the controlling NSEPRMxx member

Extract From Sample NSEPRMOO found in ICE SAMPLIB

TASK=NSWJSTI CTL(00) JRN(00) ENS(00) DET(00) SEL(00) GRP(00)

43.4.1 NSECTLxx

NSECTLxx used to define the Control Boundaries monitored by Ti@Bnsists of
Named Category and their Datasets.

43.4.2 NSEJRNXxX

NSEJRNxis used to define the TCE Control Journals, Panel Deserighol
activation of various TCE Options.

4.3.4.3 NSESELXxx

NSESELixused to define the Access Privileges that will be granted and/or denied
to individual users or groups.

4.3.4.4 NSEGRPxx

NSEGRPxs used to define TCE Control Groups and their Members. Used in
conjunction with NSESELxx Member Level Control.

4.3.4.5 NSEENSxx

NSEENSxXs used to control the definitions of Notification MethodEmail, Text
and Action Triggering Notices.

4.3.4.6 NSEDETXxx
NSEDETxX is uk® define the set up of the Supplemental Detectors.
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4.3.5 Application License Keys

* *

* THE FOLLOWING LICENSE KEYS ARE USED TO ACTIVATE ICE AND TCE *

* *

*

COMPANY=NEWERA/STANDARD/IFO (SITE EDITION)
LICNAUTH=34D92F351A76F5 (UPDATE BY:12/30/18 )
LICNOPT1=538939401BF105 (SUBSYSTEM INSPECTORS)
LICNOPT2=DBABB12013F1F4 (SUPPLEMENTAL INSPECTORS)
LICNOPT3=D4A5C4B27C108D (ICE PRODUCTION VIEW)
LICNOPT4=53255AC783A185 (ICE RECOVERY VIEW)
LICNOPT5=2EBD22419CFF9B (HEALTH CHECKER SUPPORT)
LICNOPT6=29DD34F0055865 (z/0OS RELEASE ANALYSIS)
LICNOPT7=5638B27EF25866 (THE CONTROL EDITOR)

*

* *

SeeWppendix At NB RdzO G Lfof & dethitd Hdsdligtieh pitbw a Sel
Authorized Download&aryfrom a PreAuthorized Download
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4.3.6 Address Space Characteristics

The following Address IFOM Space Characteristics are defined in the NSEPRMxx
Configuration Member housed in the ICE HLQ.PARDHtiiset.

*

THE FOLLOWING STATEMENTS DEFINE IFOM ADDRESS SPACE CHARACTERISTICS *

*

ASSPHRASE=0OFF PASSWORD PHRASE SUPPORT FOR Z/OS V1R10 AND ABOVE.

AFUPT=DISABLE OPTION TO READ THE DSN PREFIX INFORMATION FROM
SECURITY PACKAGE TSO SEGMENT.

DISABLE - DSN PREFIX WILL BE SET TO THE USERID.
ENABLE - IFO WILL ATTEMPT TO READ THE UPT FROM
THE TSO SEGMENT AND SET THE DSN PREFIX
ACCORDINGLY.

%k X X X X k() * Y F Ok F *

MAXSTMT=020 MAXIMUM LINES*1024 IN AN INSPECTION MEMBER
MAXSTMT=020 GIVES 20,480 LINES
RANGE IS 002 -999.

ECURITY=DISABLE = CHECKING FOR SYSTEM DATSETS TO SEE IF THEY ARE

*
*
*
S
* PROTECTED BY A SECURITY PACKAGE.
* (REVIEW MEMBER DEFSSDS)
*
*
U
*
*
*

SERMAX=000 MAXIMUM IFOS USERS ALLOWED
RANGE IS 000 -999.
000 DISABLES MAX USER CHECKING
*ADMINFO=USERID SEE ISNMAIL DOCUMENTATION
*

TASK=NSTINIT I* WAKES UP EVERY 3 MINUTES */
*

* *
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5 Getting Started with TCE

The Control Editor is included with tHategrity ControlsEnvironment (I€) Install Libraries:
therefore,when you install ICE, The Control Editor application modules are installed.

To activate The Control Editor and its various operationalsyigbems, a Control Editor License
Key Control Card must be inserted into the ICE configuration control member NESPRMxx. Once

the card is inserted and the ICE Primary Address Space (IFOMgd @y e Control Editor will
become fully functional.

4#911 O0OI 1 , EOO Al

Ur/ 3 Z I ] UT/ 3 0!l

L 3270
s Journal
Interface

Even

~ te: Journal Format is exclusively RB4
B0

Once functional CE offers its Administrator a variety of configuration options that can be used to
supportand facilitatea single systerfor multiple systemkin a TCE Manage@roup

This notwithstandinghe fastestway to get startedvith TCE and experience its ledits is to allow
the TCE ControEnvironmentto initialize starting IFOMusing its default settingasdefined in
the NSECTLxx and NSEJRNxx Parmlib members.

These settings enable the Default TCE Category List using the Category Names SYSTEM.IPLPARM
and SYSTEM.PARMLIB, take the autmratgp of discovering the related system datasets as used

by the intializing system in its last IPL, format and build a Backup Journal Set using the RB4K File
Format and take a baak of all members in the IPLPARM and PARMLIB Dataset Concatenation,
building an Event Journal Set using the RB4K File Format. You are now ready to record change
events that impact members in the datasets named in Default Control Categories.

Once beyond these initial steps and experiences younaweready, if necessaryto customize
your Category Control List and TCE Control Journal Settings.
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5.1

The Category Control List

The Categoy Control List defined in the NSECTLxx Parmlib Member creates the principle TCE
Control Boundarya grouping (a concatenation) that contains one or more Dataset(s).

5.1.1 Specific or Shared

A Category Control List can be specific to a named Syateinstored in that system
Parmlib Datasebr can be stored in a commonly accessible Parmlib Dataset and
sharedamongseveralsystemsn a TCE Managed Grauyhen Control List Sharirgy i
active andhe Parmlibdatasetis not sharecamongsystemshe Category Control List

of eachindividualsystem inthe TCE Controlled Group is automatically consolidated
Ayaz | al 2YVEEehtrdlye6R { KI NBR

When Sharing Control List, and in the absence of any specific overides in the NSECTLxx
member, by default, up to eight systems may share a Common Control List.

5.1.2 Best Practice

Itis a recommended Best Practice thaZ@ammon Parmlib Dataset containing a single
Category Control LisSNSECTLxke shared amog the systems in a TCE Controlled
Group.

5.1.3 Defining Categories

Category specifications in NSECTLxx are supported by two positional values. The
Category Name beginning in posititmo and ending in positioseventeenand the

fully qualified Dataset Name beginning in positigighteenand ending in position
seventytwo. Optionally a volume serial number and system name may be associated
with each dataset by enclosing them within parentheses and separating the values
with a commai.e. HLQ.Dataset(volser,system).

The NSECTLxx member may be commeaotgdby placing an astriskin column one.

5.1.4 The Scope of a Category Definition

When onlya dataset (and not volser and system name) is defined the TCE Control
Category Scope will extend to ALL Datasets, cataloged ghabtan be found within
accessible DASD. When a volsespscified,the Scope will extend to ONLY that
Dataset on that volser. And when a system name is provided the TCE Control Category
Scope wilbe further limited to the named system.
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5.1.5 Getting Started

To facilitate a rapid and agile TCE startdipr new userstwo default Category
definitions are specified in the default NSECTLxx Pamdibber: SYSTEM.IPLPARM
and SYSTEM.PARMLIB. Betjuirea Dataset value ocfAUTO*o denote that TCE is

to determine the IPLParm and Parmlib datasets used to IPL the system upon which
the IFOM Procedure (which starts the IFOM Started Task) is executed.

5.1.6 NSECTLxx Model Member

*k *%k *

** CATEGORY ** DSNAME *

** COLS ** COLS *

o2 17 xk 18 -61 *

*% *k *

*K oo *% X
For Example :

SYSTEMPLPARM *AUTO*
SYSTEM.PARMLIB *AUTO*

or perhaps  defined specifically with Dataset names only:

SYSTEM.DATASETS SYS1.PARMLIB
SYSTEM.DATRSETS SYS2.PARMLIB

or perhaps defined specifically with Dataset, Volume and System names:

SYSTEM.DATASETS SYS1.PARMLIB(VOLABC,GREEN)
SYSTEM.DATASETS SYS2.PARMLIB(VOLDEC,BLUES)

or perhaps defined with a mix of definitions:

SYSTEM.DATASETS SYS1.PARMLIB
SYSTEM.DATASETS SYS2.PARMLIB(VOLDEC,BLUES)

5.1.7 Control Category Attributes

Associated with each Categoliy addition to its Dataset Groy@mre a number of
attributes: Padlock Control, Event Descriptor, Event Notification and Detected
Change Notification. These are defined in NSESELxx, NSEENSxx and NSEJRNxx and
best configured using thAdministratorDialogs available to the TCE Administrator.

5.2 Defining Control Journals

TCE emplay a set of sequential datasets, hameddwsined by the HLQ Statement in the
NSBERMx member to contain ContrbDataset Backups ardirected andor Detected Change
Events. Dataset Backup Journaldide Searchable META data anfiill copy oll membesrs,

in a datasetand/or sequential dataset as they existed when TCE was first initialized (at the
start of IFOM).These backup entrieserve as a baseline for detecting future changes. Directed
and Detected Change Journals are composed of SealichETA Data, Event Summary, full
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copiesof the impacted member and/or system log entries associated with an executed
command and for membersthe detail change records generated the current member is
comparedto its prior content.

Member and Sequential DatasBackup and Evedournal entries represent

1 Corsistently up to dateBaselnes,
1 The complete History of Content Changes and
9 Individual Restore Points

In addition to serving akistorical documentation of configuration chang&ontrol Journal
Records serve as a recorddyinamic system activation.

Journal Recordare maintained by System Name by Volurae fully searchable and made
available IALine to staff members who need access to Change History and/or access to
Member Restore Points all while utilizing TSO/ISPF Edit.

5.2.1 Specific or Shared

Control Journals can be specific to a named System or support any number of systems
in a TCE Managed Group. When Control Journal sharawgive the Journal Sharing
definitions defined in the NSRMx Member of the first system to enter eéhgroup,

the Controlling Systemwill determine the journal configuration. Should a Controlling
System leave the TCE Managed Group for some redsmnext active system would
assume control of the Group and Journal attributes.

When Sharing Control List, and in the absence of any specific overides in HeNSE
member, by default, up to eight systems may share a Common Control Journal
structure.

5.2.2 Best Practice

Itis a recommended Best Practice that a Common Parmlib Dataset containing a single
NSEJRNxx membmaybe sharedamongthe systems in a TCE Controlled Group.

5.2.3 Defining Journals

Journal specifications in NSEJRNxx are supported byeta@friControl Cards each
of which is in turn, constructed using a unigue set afon-positional control

statements and keywords. To be validia{ 9 WWb EE [/ 2y G NRf /| NRQ&

in column one and end in column 72.

The NSEJRNxx member may be commeotgthy placing amsteriskin column one.
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5.2.4 The Scope of a Journal Definition

When Shared Journals are used, the system default, a common set of Control Journals
will be used by all systems within the TCE Control Group. When Shauethls are

not used, defined in NSEJRNx#&EaAREOURNAL)Qa Control Journal set will be used

only by the single system thatas used talefine and controilt.

Care should be taken when mixing Shisaed UnShared Journal emanmentsto be

certain that the Control List, NSECTLxx, of the TCE Managed Group, The Sharing
Systems, and the Staralone Systems do not conflict. Such conflicts as matching

/' FGS3A2NE FYRKk2NJ 51 GFaSG RSFAYyAGA2Ya oGAff
causing hemto be recorded in both the Shared Journals and the Stlnde Journal

set. To avoid such duplicatipit would be necessary to fully qualify the Control List

of both the Sharedand Stanehlone environments using both Volume Serial and

System name.

5.2.5 Getting Started

To faciliate a rapid and agile TCE startup for new users all that need be sgeifie
NSEJRNXxx is the HigavelQualifier (HLQp be usedn the allocation oboth Backup
and Event Journal8y defaulf these journals will be allocated in RB4K format and
capable of supporting up to eight systems in a TCE Managed Group.

5.2.6 NSEJRNxx Model Member

*

USE HLQ STATEMENT TO SPECIFY YOUR JOURNAL DATASET QUALIFIER *
*

*

EE R R I

HLQ YOUR.TCE.JOURNAL *
*
OPTIONAL JOURNAL STATEMENTS - ALL VALUES SHOWN ARE DEFAULTS *
*
*SHARE MULTIO(RB4K) /* RB4K ACCESS METHOD - RECOMMENDED * *
*SHARE CONTROL(8) /*SHARED CONTROL LIST - USEOIF NOT * *
*SHARE JOURNAL(8) /* SHARED JOURNALS - USEOIFNOT * *
*ALLOC SPACE(20) /* SHARED JOURNALS - UP AS NEEDED * *
*ALLOC VOL(STORAGE VOL)/* SHARED JOURNALS - VALID VOLUME */ *
*ENTRIES 120 /* SHARED JOURNALS - UP AS NEEDED * *
* *
For Example :

HLQ YOUR.DATASET.JOURNAL

5.2.7 Control Journal Attributes
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Once the HLQ is defined TCE will, during the initialization of IFOM, default to all other
required Control Journal SpecificatonTheseother specifications, like HLQ@re
defined InNSEJRNxx and best configured usingithministratorDialogs available to

the TCE Administrator.

5.3 Integration of TCE with TSO/ISPF

Once the Control Editor is installed avalidated the final stepecessary before TCE can begin
to enhance dataseboundariesand staff productivityis to integrate TCE into the TSO/ISPF
environment. Thigntegration can be done using semporary method, best used during a
product evaluation, opersistentmethod, best used once a production state is reached.

5.3.1 Common Library Structure

Irrespective of the method you impieent both require that you establish a Dataset
Library structure that can be referenced by TCE when it is operating within the
TSOISPF environment. To build this structutbe following three steps are
necessary:

1 First, verify that you have the CE#ALLOC and CE#BUILD in your HQL..INSTLIB
dataset then:

Submit CE#ALLOC from the HLQ..INSTLIB dataset. Verify return code is Zero (0).
Submit CE#BUILD from the HLQ..INSTLIB dataset. Verify return code is Zero (0).

1 Second, after the jobs are run, verify that the following datasets exist:

HLQ..CETSO.LOADBad modules in noAPF authorized library
HLQ..CETSO.LPALltAd module to be loaded into LPA and/or LPALST
HLQ..SISPCLIREXX programs

HLQ..SISPMENWSPF messages

HLQ..SISPPENLEPF panels

9 Third, make these two dynamic system changes:

1 - Update IKITSOxx by adding the TCE Command NEZCHKT as an authorized TSO
command list. To do this invoke the falling Operator Commands

set ikjtso=xx
setprog Ipa,add,modname=nezchkt,dsname=HLQ..cetso.lpalib

Once the Daset structure is available eithantegration method,temporary or
persistent may be implemented.
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5.3.2 Temporary Integration

When Temporary integration is seted TSO/ISPF users will need to chooseuto
either CETSO or CEINIT friima ISPF Command Shell (ISPF Option 6) to experience
the benefits of TCEote, upon completion of a session the usapuld use CETERM

to terminate The Controls Envinment.

Found in the HLBISP@2library these programs MUST be edited during the install
so that the dataset names inside the programs match the ones used in the install of
ICE.

All of theseRexxprogramsmust belaunched from ISPF Qph 6, usinghe following
command format:

EX 6HLQ. . SAEEQKXEB X) 0

53.2.1 CETSO

This command runs the same Control Editor functiori tiee user were logged on
to the ICHISPF environment and displays tBataset Pangjiving the user access
to the Category defined datasets by Category Name

5.3.2.2 CEINIT

This command sets up the Control EdiEmwironmentand invokeghe provided
TSOISPF EDIT maci©Once activeany Controlled [tasetaccessediia TSASPF
will inherit the control and productivity functions provided by TCE

CEINIT has the following limitations:

The Delete and Renameventscannot be capturedand/or recorded usinghe
CEINIT function. 4¢ either CETSO or thaptional Transparent ISPBetup to
capture and record Delete and Rename everits addition, ISPF Split Screen
functions are not supported by CEINIT.

5.3.2.3 CETERM
Removes the Control Editor environment aheé TCE providetSPF EDIT macro
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5.3.3 Persistent Integration

There are many ways to integrate The Control Editor and its function§ B@ISPF
environment that will make #existencetransparent to theTSO/ISPEnd user. The
method discussed here is one of many. We welcome your comments and feedback
on this and other methods of integration you would suggest.

5.3.3.1 SAMCO1A and SAMCO01B

The ICE INSTLIB members SAMCO1A and SAMCO1B contain the instructions and
sample job to allocate a dataset and run the ISPF Configuration Utility. It is a best
practice to becertain that The Control Editor is functioning correctly within the ICE
Environment before you attempt transparent integration into ISPF.

Once The Control Editor installation has been validated, do the following:

5.3.3.2 IntegrationActivation

Follow the instructions found in INSTLIB member SAMCO1A as summarized below:

1 Allocate Datasets to install the ISPF Configuration File. Submit JOB
SAMCO01B from the INSTLIB dataset and verify a zero completion code.

1 Setup aSystenARS O9RAG al ONR F2NJ ¢KS / 2y (NI
L{t// hbC¢ 2y | ¢{h I 2YYFYR [AYS FyR LIN
Configuration Utility panel to create/modify settings and build the configuration

module.

1 Update TSO Logon PROC.

1. Add the CEHSO datasets to the library concatenations as detailed in
INSTLIB member SAMCO1A.

2. Add the following IFO dataset reference to your TSO Logon PROC:
/INSEPARM DD DISP=SHR,DSN=xxx.PARMLIB

Where the NSEPARM DD statement refeesibie IFO parmlib datasetadwhere
'xxx' is defined to be the HLQ(s) for your installed IFO datasets.

1 Verify the installation. First logff, then return to TSO. Edit a Controlled
Datasetand verify that the Control Editor is being used.
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5.4

TCE Administration

Once installed and activatedCE Controlled Categorigdontrol Journals anédministrator
Dialogs are accessed from the TCE Primary Menu. To reach these Administration Functions
logonto the ICE VTAM appétion named during the installation procesfuring this logon
processa usef) aSOUserld is validated by the External Security Manager, a specific user
address space is created (a separate IFOS will be created for each individuahdsés ICE
Primary Menu will be didpyed for authorized users. V€h the user terminates a session the

IFOS address space is quiesced.

5.4.1 >>|CE Primary Menu

As authorized users Logon to the ICE environment a separate Started Task (IFOS) is
frdzyOKSR G2 YIylr3aS (GKS dzaSNRa asSaarzy | yR
access to all ICE Applications. When individual ICE Applications are licensed the
Application Option Names wilhe highlighted, usuallwhite text. Those thaare not

highlighted, usuallpppeaingin yellow text are not licensed and cannot be accessed

until they are. All ICE Applications are included in the ICE Download so that they can

be turned on at any time, without additional download or installation steps, by
requesting a License Key from NewEra Technical Support via email,
support@newera.com.

NewEra Software, Inc.

ICE 19.0 i The Integrity Control Environment

P Production - Image Focus Production Userid - USER
Time - 17:24

W  Workbench - Image Focus Workbench Terminal - 3278
System - SOW1

R Recovery - Image Focus Recovery Applid - IFOP

ICE 19.0

C Control - TCE Administration/Selections Patch Level GA

V  Viewer - IPLCheck Results Focal Point

D Definitions - Definitions & Settings

* Control Task: DOWN  *
*Recovery :DOWN *

X Exit - Terminate

Our Job? Help you make repairs, avoid problems, and improve IPL integrity.

5.4.2 Production

The Production View supports functions that are used to enable the interval
monitoring of an Image FOCW®#&naged Sysplex or Image. Once active, this critical
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monitoring function will call the Image FOCUS Inspection Server as scheduled to
perform a Sysplewide validation of the current configuration components that
define a running production environment. As directed by optional settings, Packages
are updated ad "Need to Know" notices sent.

5.4.3 Workbench

The Workbench View will assist in the analysis of each Image Component by providing
Operating System and Subsystem Inspection, New Release and Configuration Change
Management Tools. Each of these tools will generate Inspection Logs or Change
Reports that écus attention on changes to critical configuration components and/or
their integrity.

5.4.4 Recovery

The Recovery View gives you access to critical system resources when JES, VTAM,
RACF, and/or TSO are not available. In addition, the proven NoTSO Environment and
IFOR (IFO Recovery) ensure that you retain access to Image FOCUS for problem
analysis, repaiand recovery under these adverse conditioflse Recovery View also
houses the entry point for the Fast DASD Erase for z/OS application.

5.4.5 Control

TheControl Editor is an optionigllicensedapplication of the Image FOCUS Control
Environment. Its intended purpose is to extend the Control Environment and, in doing

so, provide to Image FOCUS users an ISPF editing platform from which they can both
control and manage access and changes to critical system datasets. In Image FOCUS
19.0 the DELETE, RESTORE and RENAME capabilities in Control Editor are all
availablelmage FOCUB.0Oalso allows the user to ruiheControl Editor under TSO.

54.6 Viewer

The Viewemprovides direct access to the IPLCheck Family of applicatPb€heck

FLILIX AOIF GA2y&a |NB tNBRAOGADS Cherdnayghs ! y I f & 2
LINPOS&daSa GKIG GKSe dzaS IINB o0lFaSR 2y bSg9
Technology.
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5.4.1 Definitions

Definitions and Settings give you access to Import/Export Migration Tools that assist
you in moving to new and/or enhanced releases of Image FOCUS. In addition, you will
find options that allow you to build Custom Inspectors and Custom Reports.

5.4.2 |ICE Functional Notices

In addition to the options provided on the Primary Menu, you will also find the
following Functional Notices:

* Control Task: RUNNING *
* Recovery RUNNING *

5421 Control Task

The started task BACKGROUND (IFOBG) is the platform from which all Inspection
and Monitoring activity is run. Knowing that it is functional and running is critical.
To ensure that you are informed of its status, this notice is updated each time you
enter the Primary Menu. If the Background is "DOWN?", you should go directly to
the Production View. Select the Status Monitor Optto determine the reason

why. L is recommended that IFOBG be run continuously.

5.4.2.2 Recovery

The started task, IFOR, provides access to Image FOCUS and other vital system
resources and tools for System Recovery. It is recommended that IFOR run
continuously. To keep you informed of its status, this notice is updated each time
you enter the PrimariMenu. IfIFOR is "DOWN", you musstart it in order to gain

access to the NoTSO Recovery View via the IFOR Address Space.

5.4.3 >>TCE Primary Menu

The Control option provides authized users access to the TCE Administraialtogs
and Enviornmerdl Options. These functions are intended for the exclusive use of the
TCE Administrator(s).

5.4.4 Access Control

Control statements in the NSEJRNxx member define both Primary and Backup
Administrators. When TCE is first used, before administrator assignment, those
accessing these functions will be prompted for an access password. Under this

circumstance onlythepasg 2 NR W¢/ 9! {9wQ Aa @OlIfAR® hyOS

individual TSOUserlds will be checked against the assignment list. Those users with
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matching IDs will be allowed access; all others will be denied or warned of a possible
future denial. All of these actions and notices will depend on Padlock Control Mode
settings.

Once access is granted thECE Primary Menu provides accessthiie Control
Enviornment Options that are used by the TCE Administrator to define Control
Boundaries, configure and aeate the TCE Control Settings and deiting up and
reviewing Event Reports

TCE 19.0 - The Control Environment Options

B Boundary .. - Establish TCE Control Boundaries  Userid - PROBI1
Time - 1521

J Journals .. T Controlled Event Reporting Options Sysplex - ADCDPL
System - ADCD113

S Settings .. - Configuration Settings Overview IFOhlq - TEST
ICE 19.0 - TCE 19.0

D Activate .. - Dynamically A ctivate TCE Members Patch Level GA

M Monitors .. - Event and Configuration Monitors

N NEzUtils .. - Controlled Batch Update Procedures

A Advanced .. - Advanced Configuration Settings

L LegacyVu .. - Legacy Category/Journal Functions

X Exit - Return to the TCE Primary Menu

NewEra Software, Inc.

Our Job? Help you make repairs, avoid problems, and improve IPL integrity.

5.4.5 Boundary

TCE uses Defined Boundaries as the basis for its Event Monitoring and Control. Three
types are supported.

5.4.6 Journals

Detected Controlled Events are captured amdorded in Control Journals. This
option shows reporting functions.

5.4.7 Settings

Settings in the NSEPRMxx ParmLib Member determine the state of Service Task and
name Configuration Members.

51 |

NewEra Software, Inc. Integrity Control€Environment(ICERApplications



The Control Editq 19.0

5.4.8 Activate

TCE Configurations may be dynamically activated or will be automatically activated
when IFOM is next restarted.

5.4.9 Monitors

Various Interval Reports may be optionally set up and initialized to 'Notice' Event &
Configuration changes.

5.4.10 NEZUtils

Control Boundaries may be extended to the Batch UpdatBaihsets associated
with Controlled Categories.

5.4.11 Advanced

Below the functional level interface described above Specific Member Access is
provided for advanced users.

5.4.12 LegacyVu

Below the functional level interface described above Specific Member Access is
provided for advanced userSee Appendi ¢ LegacyVu.

5.4.13 Administrator Dialog User Guide

For a more detailed description of these Control functions see The TCE Configuration
Dialog User Guide.
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6 Enhancing Support Staff Productivity

Sound z/OS System ProgrammBest Practicels NE & 0 NI AIKGF2NBF NR YR &A YL
all human, all busy, we all forget and our best intentions to conform to these practices will

sometimes go unfulfiledOnce TCE is installed this will all change and staff productivity will

increase dramatically as many ofese practices, takig a backup for example, wilecome

automatic while othes will become possible for the first time, for example, havaggess to

Restore Poirg and other valuable configuration informationavailable as TSO/ISPF Line

Commands.

4#% 3 4#% 71 OEA&ElI T x 4#% 2A

Datasets jm—————p — e
Messages Periodic
.

MBRUsed

Changg

[P ——————]

In thissection we will examinorkflow patterns commonly found in many System Programming
configuration management tasks and how these tasks caautematically conformed to Best
Practiceslza A Y3 ¢ KS / 2y (TS®/SPPoRfowiAdsait 9 E LIS NI

Detected

6.1  Typical TSO/ISPF Edit Session

== Edit Eventl=== TSO/ISPH Update 2 Update
Authority

nm<

249 AAT S$AOCBBHD #BEOBAL -1 OAR 2ADPI AAA
AT A 03 $A0OAOAOOS
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6.1.1 Normal Workflow

In a typical TSO/ISPF Edit Session, an Edit Event, a user begins by selecting the

member from a selection list, generally generated by TSO/ISPF option 3.4. As the user
proceeds to make changes to the selected member she will, at some point, use PFK3
to attempt a save. At this point, the External Security Manager (ESM) will check

update authority. If authority has been granted the update is allowed.

6.1.2 With Workflow Assistance

When the TCE environment is present the functions available to a user during a

TSO/ISPF Edit Sessiare upgraded dramatically to provide directed workflow

assistance.

A#94 3/ T)30&

TSO/ISPF

Edit Events' T C v \indow

A

Temporary E ;
Backup

Current
Session

Restoré
Histol
I Testing ‘

TCE Control
Journals

Vv

Changed?

AEO %OA
Allow
Update Update —>
\4
E
S
Y NO —> Event
g % Record

TCE Journal
Notification I

Dashboard

1z/OS, z/UNIX Browse, Edit, Copy, Create, Move, Replace, Rename, Add and Delete in PMatssEtS.

First off, as the user makes her selection from the member selection, but before the
YSYOSNI Ad RA&ALEFE@SR AY

taken to be used for two specific purposes:

iKS SRA

1 First, as a Compare Point to determine if the actual current content of the

member matches with the last version stored in the TCE Control Journals. If the

YSYOSNI O2y (iSy

Backup. A summary record, called a META Record, is also stored in the Journal

G R2Sa yz2i
YSY2NE O2 LJRid theATCE Gont®INIBuRal as a new Generational

noting the details of the detected event.

YIG§OK Al

A a

In those circumstances where a Detected Change is noted an optiondlPop

may be displayed to alert the TSO/ISPF user of this finding. Because the event is
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immediately recorded in the Journal the user can use the HISTORY Line
Command to review the details of this detected event before proceeding.

1 Second, as a Compare Point to be used to determine if the user actually makes a

OKIFy3S Rdz2NAy3I (G(KS 9RAG {Saarzyoe LF GKS
YSY2NE O2L)k¢ A& RA&AOFNRSR |yR GKS dzZLJRI G SR

Journals as a new Gema¢ional BackupA summary record, called a META
Record, is also stored in the Journal noting the details of the edit event.

As the process continues, following the user request to save her changes, the ESM
will be called as it normally would to grant or deny authority to make the update. If
update authority is granted the update takes place and the user is returned to her
starting point, likely a Member Selection List. However, if update authority is denied
by the ESM, TCE will take note of the denial and the action to record the denial in
the Journal and optionally send notification via Email or SMS Text to a designated
recipient or WTOR to the operator console.

6.2  TCE Productivity T Interactive Changes

TCE fully supporthie default TSO/ISPF Line Commakti3VE, CORCREATE, REPLACE, and
EDITIn addition, TCEprovides support for its own unique Line CommaR&STORE, HISTORY,
IPLCHECK, TCEHELP, INSPECT, JSCAN, arthEIsGAMplained in this section.

6.2.1 TCE 1 Restore Points

It should be clear by now that TCE is taking a new Generational Backup whenever it
encounters a change to a controlled Dataset or Member and that these backups are
A02NBR Ay (GKS ¢/ 9 [/ 2y(iNRBt W2dNyIfad ¢KS
TSO/I8 C  dza S NXK ¢

To gain access to the generations of backups available for a selected member the
TSO/ISPF user would enter RESTORE (R is the short form) on the Command Line of
the Edit Window and press enter. This iaot will immediately displayan ISPF
Worksheet displaing a single line entry for each availatitestore PointEach single

line entry details the Date, Time, User, Event Code and Control Datésiag the
Worksheet Row Selection Commands users can Display, Compare and Restore
members directly from the Conttdournals.

6.2.1.1 Select (S)

Selectvill display, in an ISPF Browse Window, the content of the member as stored
in the TCE Control Journal.
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6.2.1.2 Compare (C)

Two selections are required before the selections are passed to SUPERCOMPARE.
The results of the compare will be immediately displayed in an ISPF Browse
Window.

6.2.1.3 Restore (R)

Note that when this command is used the journal content of the member as of the
ALISOATAO aStSOGAZ2Y A& av)!9!95¢ F2NI I wSadl
take place until it is actually confirmed as the user exits her original TSO/ISPF Edit
SessionA Sample of the Pelgp displayed following the initial selection is shown

below.

Confirm RESTORE of Member PROGVN to
DSN: VENDOR.PARMLIB
VOL: VPMVSD

Press ENTER to continue or END to exit

Pressing ENTER, at this point in the process, will preserve the Queued Restore.
Using PFK3 will ABORT the process and release the Queued Member Content. A
confirming message will be displayed stating that the Restore Request has been
queued.

Upon returning the original Edit Session and from that point using PFK3 to exit to
the Member Selection List, the following Rojp will be displayed asking the
TSO/ISPF user to confirm their Restore Request.

History restore detected for PROGVN
Continue with restore on member exit (Y/N):

Note that POSITIVE CONFIRMATION IS REQHHRE® point to confirm the

wSai2NB wSljdzSade {2 AF Ad Aa @2dz2NJ AyaSyda:
Pop-Up panel and press enteit this point the optional Descriptor Panel may be

presented to the user. Descriptorand their constructionare described in

Wppendix €9 Sy i 5S&ONAR LI 2 N
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6.2.2 TCE T Change History

All events captured during an Edit Sessand the subsequent issuanad a
Controlled Operator Commaridrecorded in the Control Journals. Complete access

to the full Journal Set, including all event classes and types, is reserved for the TCE
Administrator and accessible only via the ICE and The Control Editor Primary Menus.

But being able to research the history of a member in order to gain a more complete
understanding of its changes over time is a valuable step toward z/OS System

Programming Best Practices. To gain directed access to the history of the specific

member beingdisplayed in the Edit Window the TSO/ISPF user only needs to enter

HISTORY (H) on the Command Line and press enter to immediately display the

YSYOSNDA ¢AYSEAYS 22N] akKSSiao

The TimeLine Worksheet details five specific Classes of Events that may have

impacted the selected member:

1 Edit Eventg Normal member edits and updates,

1 Detected ChangesUpdates made outside of the TCE Control but subsequently
detected and captured in the Control Journals,

Submit Eventg Members submitted for Job Execution,

Exceptional EventsESM and TCE Exceptions, B37, Directory Blocks and
Command Events Controlled Operator Commands issued.

> = —a —a

sample of the History Interface Panel is shown below.

------- Journals IFO.TEST - Control DSN(MBR) VENDOR.PARMLIB(PROGVN)  --------
Option ===> Scroll ===> CSR

Selection: Cursor under Value then press enter to display History Worksheet

- ROW -----m-meeee Event Targets = ---------- Your --------- Period to Date ~ ---------
S Num -Class - ----------- Name----------- News Days Week Mths Qtrs Years Totals

TCE 19.0 - Control Journal - Event Selection Row 1to 7 of 7
NSIMJRD 1130 -- -- Member Events --

001 Updates Member_Edit/Update_Changes 0 1 4 4 4 4 4
002 Detects AutoDetect Member Changes 0 0 0 0 1 1 1

003 Submits Member_JCL/JOB_Submissions 0 0 0 0 0O 0 O

004 Excepts Exceptional_Member_Events 0 0 2 2 2 2

005 OprCmds Named_Operator/Cmmd_Events 0 0 7 7 7
006

2
0 7

007 Totals All_Journaled_Member_Events 0 0 6 13 14 14 14

Bottom of data

Review the five Event Classes shown in the panel and the history of events in each

Of raa RAALIXIESR G2

GKS NAIKGD

¢r1S y2id8

TSO/ISPF users and reflects the number of events, by class that have impacted the
member énce they last entered and displayed the panel. To select an event (by News,
Days, Week, Mths, Qtrs, Years or Totals) cursor under any positive value and press
enter. This action will immediately display the Event Selection List Worksheet.
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6.2.3 TCE T Configuration Testing

While in the Edit Window a user may invoke the NewEra Inspection Server to perform
three different types of Inspections:

1 PARMLIR To Inspect the content of a valid z/OS ParmLib Member enter
INSPECT (I) on the Command line of the edit window and press enter.

1 JCLLIB To pass a valid JCL Member to the z/OS Internal Readeruitie
need to add a TYPERUN=SCAN control card to the member enter JSCAN (J) on
the command line of the edit window and press enter.

1 PROCLIBTOo inspect the contendf avalid z/OS Procedure (PROC) Member
enter PSCAN (P) on the command line of the edit window and press enter.

TSO/ISPF Update

Edit Window T Authority T> Update

=== Edit Event

If YES

Menu

Take a Check for v
Backup e Changes E
S If NO
Restore I
ka- No ¥ rceEvent
MBRUsed = VES me— Record(s)

Control Journals
Inline Inspection & Tes Image FOCUS d’“mificaﬁon
(PARMLIBZ PROCLIE JCLLIB) Inspection Server

rn

1in addition to Edit Events, TCE can detect ESM Policy and Operator Commands and z/OS System Me

With everyexecutionof the Inspection Process the results are displayed in an ISPF
Browse Window. Defects in syntax, construction or referential integrity (Dataset not
on a Volumespecified for examplg may be corrected as neededhd the Inspection
Process rerun. Inspections have no effect on the content of a member and any
changes made during the Edit/Inspection process can be discarded by using the
TSO/ISPF CANCEL Line Command before returning to the original Member Selection
List.

6.2.3.1 An Example JCL Validation

G¢.tw!'blr{/1'bé¢ KIFra 0SSy I @rAatlrotS F2N GKS
LiQa O2yaARSNBR | aANBFG sle (2 LINBGSad w
considered difficult to use. Inserting a new JOB CARD in the JCL Deck can be
cumbersome, posBly leading to unintended JOB failures. TCE leverages JCL
pretesting by automating the process. To do this TCE eseahd submits a
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conformed copy of the targeted JCLYPRUN=SCAN is automatically inserted in
the conformed copy before it is actually submitted. Validation results are
returnedandimmediately displayed on the ug@rscreen, no need to try and track
them down in the System Log. If results are not acceptable thealCbe edited
and resubmitted for validation as often as necessargrtsure a clean execution.

6.2.4 TCE T Member Usage

Asingle Central Proceimg Complex (CP@ay support many LPARach with its own
processing olgjctives and very likelg unique configurationWhen the configuration
of all LPAR orjust a few,residesn acommonParmLib Concatenaticconfusion can
arise ago which LPARs will be impacted by a given configuration update.

When this is the case knowing the histamfyand being able to inspect a membisr

not sufficient tounderstand the impacthat a change wilhave onone or more
production LPARs. To complete the picture you must also know, with certainty,
WHERE the member you are working with is ygbds avoiding the unintended
consequences of a change

6.2.4.1 IPLCheck Core

To create an operational profile of the full zEnterprise environment and each of its
z/OSLPAR configurations TC&an optbnally link to the Inspection Logs created by
its companionapplicationlPLCheck Core.

IPLCheck Core operates totally under the control of the IBM Health Checker for
z/OS. It automatically identifies the IPL Parmeahsystem it is resident on,
hopefully all, and using this information performs a virtual IPL of the z/OS
environment. Tis virtual process, called an Inspectjodentifies, along the IPL
Path, all required components including startup and prevailing Parmlib Members.

All of the information examined along with resulting inspection findings is written
out to a uniquely qualified IPLCheck Log Dataset. It is recommended that this
unique qualifier follows the recommended convention of
HLQ.LLQ.IPLCHECK.system_name.

6.2.4.2 NSEJRNxx IPLCHECKHLQ Statement

If the recommendation is adhered to as a standard for ALL IPLCheck installations
TCE will be able to identify them automatically when you define the
HLQ.LLQ.IPLCHECK portion of the qualifier in the NSEJRNOO configuration member
using the IPLCHECKHLQ keyword.
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6.2.4.3

MBRUSED Overview

An overview of the process interface that exsibetween TCE and the IPLCheck
Inspection Log is shavbelow.

A#%T 43/ T)30& j 0AOI , E.
MBR List Edit Window WhereUsed |~ Explore
AUTORXX ADD APF .LPARIMAGE:A
..BPXPRMxx DATASEWOLUME -LPARIMAGE:B|—> Baseline
.. IEASYSxx ADD APF ..LPARIMAGE:C
..IEASYMxx DATASET VOLUME .LPARIMAGE:D—> Compare
. IKJTSOxx
..PROGxx

Control DSN List MBRUSER TSO Line Commanc

z/OS

The IBM
Health

Inspection Lod

IPLCheck —> IPL DETAIL [€—— Update
Checker AND
For z/OS FINDINGS

A

The IPLCheck LPARages Selection List Worksheet supports four Row Selection
Commands.

A Baseline Image

tfFrOAY3 | W.Q 2y (KS Sy-imdde angiessifigientedNE OS RA y 3
will set the content of its matching member, if any, as a baseline against which all

other LPARmage members can be compared. Note that the selected LaRe

will appear above the heading row to indicate that it is now set as the baseline

A DisplayCompare

hyOS | o6laStAyS KFra oSSy aSa e2dz
preceding the LPARnage you wish t@ompare,and press enter. This action will
display The Member to Member Compare Worksheet. You can use additional Row

Commands in the displayed worksheet to view the Baseline and Selected
members.

g2dd R vy

A Update hspection

Each row of the worksheet represents a single L@dje with its corresponding
AYALISOUuAz2y FAYRAYIEA FyR {GFNIOdzLd t | N¥a
command will pass these Parms to the NewEra Inspection Server with a call for an
inspection update D the selected LPARnage. As the inspection update is
proceeding you will note its state being displayed. When the inspection is

RA
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complete the updated Inspection Log will appear in TSO/ISPF Browse. This
inspection update does not replace the IPLCheck Inspection Log.

A ViewlInspection
¢2 OASs G(KS t13G8ad FOFAtlrotS Lt[/KSOl Lya
preceding the desired LPARage and press enter.

6.3 EDIF T The Edit Interface Service

The Edit Interface (EDIF) service provides edit functions for data accessed through dialog
supplied 1/0 routines. The dialog intercept must perform a#nvironmentdependent
functions such as dataset allocation, opening, reading, writing, closing, and freeing.

A#ZBAEA WBAEO

EDIF Service Custom Application Shares Control with ISP

On Entry On Exit

A Take Over Control from ISPF A Limit use of Copy, Submit, etcA  Detect if Member has Changed
A Check for@ut of PolicyyChanges A Enforce your Doc Standards A Enforce Documenta_tlon Standards
A Make a Temporary Member Backuﬁ Supplemental Comma_mds A Record/Backup/Notify Changes
A Check Conditional Access Rights Access to Restore Points A Return Control to ISPF

A SysplexWide Impact Analysis

A Full Member Change History

A Inline Testing and Validation

The dialog is also responsible for any necessary ENQ/DEQ serialization.

6.3.1 On Entry - Application Control

w  -prddESsing that can allow/deny datageiember access, detect change®ate
backups,

9 editing data in partitioned datasets and sequential files, and

9 postprocessing cardetect changes, displayinmline descriptor information,
generating optionabccurrence notification and refreshing a backup as needed.
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6.3.2 On Exit - Application Control

provides routines that perform data read and write operations,

provides command processing to support MOVE, COPY, CREATE, REPLACE, and
the EDIT primary commands, and

1 supports unique application specific TSO/ISPF primary line commands.

= =4

6.4  TCE Productivity i Batch Changes

Configuration supportV. Sa i  tPlidie® indyhbt @llow the direct update of system

configuration members it NP R dzO (i A @sifg tie inigrackiv® éddefvices of TSO/ISPF.

Generally, the workflow patterns gerned by such policies requitbat member updates

occuronlyAy W{GlFI3ISR 5IGlrasiaqQ FyR GKIFG GKS&S dzLJRI

a
5FdrasiaqQ @Al FLIWINRGSR . !¢/ 1 LINROSaasSazr T2N) SEI

- ~A ~s

A#9 AOAE Z0OEI AME

C  IEBCOPY

C  IEBGENER —

c Others Utilities Control List:

PARM Dsng% IPLPARM
PARMLIB

CAT.IPLPAR PROCLIB

/ISTEP1 EXEC PGM=NEZUTIL,PARMSTART' CAT.PARMLI JCLLIB

/ISTEPLIB DD DSN=IFO.LOAD, DISP=SHR . VTAMLIB
/ISYSIN DD SYSOUT=your_dataset Descriptor:

. Applying Change

- (IEBCOPY) Authorized by

. (EBGENER) CR123456

. (OTHERS)

/ISTEP2 EXEC PGM=NEZUTIL,PARSBSTOP'
/ISTEPLIB DD DSN=IFO.LOAD, DISP=SHR
/ISYSIN DD SYSOUT=your_dataset

6.4.1 NEZUTIL - The JCL Wrapper

The NEZUTIL JCL Wrappdahés TCE method of implementingmocessthat will
encapsula¢ existing BATCH JCL witlilOB Steps that first, identifidlse start of

Batch Execution to TCE. Second, names a PARM Dataset that contains targeted
Control Categories and optional evedéscriptor. Third, determineand record
member changes as a result of JOB executigthin the Controlled Categories
named in the PARM dataset

Model of the NEZUTIL JCL Wrapper:

/ISTEP1 EXEC PGM=NEZUTIL,PARM=CDSTART,SUBS=IF01"
/ ISTEPLIB DD DSN=ifom.load,DISP=SHR
[ ISYSIN DD your.control.card.dataset
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(IEBCOPY)

(IEBGENER)

(OTHERS)
IISTEP2 EXEC PGM=NEZUTIL,PARM=CDSTOP'
| ISTEPLIB DD DSN=ifom.load,DISP=SHR
[ ISYSIN DD *

or

/ ISYSIN DD your.control.card.dataset

6.4.2 PARM CDSTART/CSSTOP

CDSTART and CDSTOP are mutually exclusive and one or the other is required.

6.4.3 PARM SUBS=

SUBS= supports an up to 4 character subsystem narhe. SUBS= parameter is
optional - if nothing is specified, the NEZUTIL utility will connect to the default
Control Editor IFOMBefore using SUBS= it is a best practice to contact NewEra
Technical Support and discuss your need for specific subsystem identification.

6.4.4 PARM Examples

NEZUTIL is marked AC1 and must run from an authorized library OTHER THAN the
ICE LOAD Libaries which do not run in an authorized state.

/INEZUTIL EXEC PGM=NEZUTIL,PARM="CDSTART'

/INEZUTIL EXEC PGM=NEZUTIL,PARM='CDSTOP'

/INEZUTIL EXEC PGM=NEZUTIL,PARM="CDSTART,SUBS=IF01'
/INEZUTIL EXEC PGM=NEZUTIL,PARM='"CDSTOP,SUBS=IF01'
/INEZUTIL EXEC PGM=NEZUTIL,PARM="SUBS=IF01,CDSTART'

/INEZUTIL EXEC PGM=NEZUTIL,PARM="SUBS=IF01,CDSTOP'

6.4.5 STEPLIB Dataset

Points to the ICE Load Libaries.

[ ISTEPLIB DD DSN=ifom.load,DISP=SHR
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6.4.6 NEZUTIL Control Cards - In-Line

Control Cards may be specifiedUime within the JCL.

/ ISYSIN DD *

/IESSJDL1IN JOB (ESSJDL1),'LAUTNER',NOTIFY=ESSJDL1,

1 MSGLEVEL=(1,1),MSGCLASS=0,CLASS=A
/*JOBPARM L=9999

/INEZUTIL EXEC PGM=NEZUTIL,PARM="SUBS=IF01,CDSTART'
/ISTEPLIB DD DSN=ESSJDL1.IFO101.B3.LOAD,DISP=SHR
/ISYSPRINT DD SYSOUT=*

/ISYSIN DD *

CATEGROY SYSTEM.PARMLIB

CATEGORY SYSTEM.PARMLIB

CATEGORY ODD.DATASET

CATEGORY ODD.DATASET1

DESCRIPTOR .START

LINE 1 OF DESCRIPTOR

LINE 2 OF DESCRIPTOR

DESCRIPTOR .START

LINE 3 OF DESCRIPTOR

DESCRIPTOR .END

6.4.7 NEZUTIL Control Cards - In a Dataset

Using a Parm Dataset will often result in a singldate to the production JCL used

to copy staged configuration members into production datsets. From that point
forward any changes in named Categories and/or Descriptor Text can be made to
the //SYSIN dataset named in the JCL.

/ ISYSIN Dypur.control.card.dataset

TheControl Cardataset, an adhoc dataset, contains the name of defined Control
Categories that include the Controlled Datasets that are the update targdteof
encapsulated Batch Utility and related Descriptor Text.

Parm dataset control cards suppedare:

CATEGORYcategory_name
DESCRIPTOR .START
descriptor_line
descriptor_line
descriptor_line
DESCRIPTOR .END

Multiple CATEGORY control cards may be specilibd. descriptor_lines between
the DESCRIPTOR .START and DESCRIPTOR .END control cards are freeform text
descriptor lines.
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6.4.7.1 PARM Dataset CategoryNames
Multiple CATEGORY control cards may be specified as shown below:

CATEGORY SYSTEM.PARMLIB
CATEGORY JES2.PROCLIB

6.4.7.2 PARM Dataseg DescriptorLines

The optional multline EventDescriptorText if included in th® ARM Dataset will

be recorded along with other detected change detdihe Event Descriptor is
described in the sectiontitled’ 2 f £t SOGAY 3 t 2Ay (i 2iFthid K y3S
User Guide.

DESCRIPTOR .START
This Batch Update
Authorized by
CR123456
DESCRIPTOR .END
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6.5 NEZUTIL Batch Change Reporting

6.5.1 NEZUTIL Detection Process Worksheet
TCE 19.0 - Named Period Selection Worksheet Row 1 to 7 of 7
-- NSIMJRL 1127 -- -- CDStart Events -
------------- IFO.TEST - NEZUTIL Detection Events - Week Worksheet — ------------
Row Selection: Show_the_NEZUTIL_Configuration List_Detected_Changes_for_Event
---  To Sort select a Sub - Head, To Query enter above Sub - Head, PFK1 for Help
- -Row ---- Batch Update Event el NEZUTIL Control Elements ~ ----------
S Index yy/mm/dd hh:mm Types Total - Tokens - -------- JOBName_ID_Sysplex ---------
_ 00001 19/11/3008:24 CDSTR 1 ABCDEFGH SAMNEZ1
_ 00002 19/11/3008:19 CDSTR 0 ABCDEFGH SAMNEZ1
_ 00003 19/11/29 08:40 CDSTR 0 ABCDYYYY NEZUTIL
_ 00004 19/11/27 10:41 CDSTR 2 ABCDEFGH SAMNEZ1
_ 00005 19/11/27 10:22 CDSTR 0 ABCDEFGH SAMNEZ1
_ 00006 19/11/27 10:13 CDSTR 0 ABCDEFGH SAMNEZ1
_ 00007 19/11/27 07:42 CDSTR 0 ABCDEFGH SAMNEZ1
Bottom of data
6.5.2 NEZUTIL Process and Configuration Report
/ x|
* *
/¥ The Control Editor - NEZUTIL Detection Process and Configuration ~ */
* */
I* Date: 2018/11/30 - Time:08:47:59 - User: USER */
* *
/ /
I
TCEO0000I + +
TCE0000! | |
TCEOO000I | NEZUTIL CONTROLLED PROCESS - EVENT TYPE:.CDSTR
TCE0000! | |
TCEO0000I + +
TCE0000! | |
TCEO0OQOI | ------mmmmmmmmmmmm e EVENT IDENTITY -----m-mmmmmmmm e |
TCE0000! | |
TCEO0000I | NEZUTIL =~ -----m---mm-- THE CONTROL EDITOR---------------- CDSTART- |
TCEOQ000I | ADCDPL SYSNM:ADCD113 USR ID:PROBI1 TIME:08:24:15 DATE: 16/ 30/ 19 |
TCEO0000I | SAMNEZ1 JOBID: JOB01324 TOKEN: ABCDEFGH =~ ----m--mmmmmmmmmeeeee |
TCEOOQ00!I | |
TCEOOQOI | --=--mmmmmmmmmmmmeeee CONTROLLED CATEGORIES-------------------- |
TCEOO000I | |
TCEO0000I | CATEGORY SYSTEM.PARMLIB |
TCEOQ000I | DSN USER.PARMLIB(ZDSYS1,ADCD113) |
TCEO000I | DSN ADCD.Z113.PARMLIB(ZDRES1,ADCD113) |
TCEOQ000I | DSN SYS1.PARMLIB(ZDRES1,ADCD113) |
TCE0000! | |
TCEOQOOQOI | --==-=mmmmmmmmmmmmmmeen EVENT DESCRIPTORS-----------=---=-=----- |
TCE0000! | |
TCEO0000I | NEZUTIL IS DESIGNED TO |
TCEOO000I | FUNCTION IN CONJUNCTION WITH |
TCEO0000I | BATCH UPDATE UTILITIES |
TCE0000! | |
TCEO0000I + +
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6.5.3 NEZUTIL Change Events Worksheet

TCE 19.0 - NEZUTIL Detected Changes Wksheet Row 1 to 2 of 2
-- NSIMJRL 1127 -- -- Dataset/Member --
------------------ IFO.TEST - Detected Change Event Worksheet
Row Selection: Show_the_Change_Details Browse_All_Journalled_Member_Events
---  To Sort select a Sub - Head, To Query enter above Sub - Head, PFK1 for Help
- -Row ------- Detected Events =~ ---—----  -mememee Controlled Dataset =~ ----------

S Index yy/mm/dd hh:mm Types -- User-- - Member- ------- Controlled Dataset =~ -------
_ 00001 16/ 11/27 10:41 CDCNG ABCDEFG COMMNDPR USER.PARMLIB
_ 00002 16/ 11/27 10:41 CDCNG ABCDEFG COMMNDPH USER.PARMLIB
Bottom of data

6.5.4 NEZUTIL Detected Member Change Detail

/ /

* *

I* The Control Editor - Control Members - Event Log Detail */
* *

* Date: 2018/11/30 - Time:08:54:56 - User:PROBI1 */
* *

/ * /

TCE0000! |
TCEO0000! | CONTROLLED MEMBER DETAIL - EVENT TYPE:CDCNG
TCEO0000I | |

TCEO0000I | |

TCEOQQOI | -----=mmmmmmmmmmmmmemeeees EVENT IDENTITY -------mmmmmmmmmmmomoee e |
TCEO000I | |

TCEO000I| - Member- -- User-- -- Date -- Times ------- Controlled Dataset =~ -------- |
TCEO0000I | --=----- moeeees yy/mm/dd hh:mm |
TCEO0000I | COMMNDPR ABCDEFG 16/ 11/27 10:41 USER.PARMLIB |

TCEO0000I |
TCEOQQOI | ----m-mmmmm- Record Length:80  ----- Record Format=F B~ --------==------ [
TCEO000I | |

TCEO0OOI | ---=----mmmmmmmmmoeeeees MEMBER CHANGES -------------------=—- |
TCEO0000I | |

TCEO0000I | SUPERC LINE COMPARE CHANGE DETAILS

TCEO0000I | el el e e R el e S P e P
TCEO0000I| | - COM='S TN327X'

TCEO0000I | T T e T Ll e e i S I
TCEO0000I | | = LINE INSERTED D = LINE DELETED |

TCEO0000I | |

TCEOQQOI | ---mm=mmmmmmmmmmmmm e UPDATED MEMBER----------------------- [
TCEO000I | |

TCE0000I | COM='S TCPIP'

TCEO0000I | COM='S TN3270'

TCEO000I| COM='S TN327X'

TCEO0000I |

I
TCEO000! + +

TCEO000I + +

TCE0000! + .
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6.6  Auto-Detected Changes

A Detected Change is any change that occurs to a member in a controlled Controlled Dataset
as defined in either NSECTLxx or NSE8fD® unknowrto, unrecordedby TCE.

449 AOAAOAAZO# EERCAG

Control List:

IPLPARM
Padlock List:| PARMLIB
PROCLIB
NSISJCU DSNINC/EXC | joLLiB

| WGPINC/EXC
PITINCEXC | VTAMLIB

An Automatic
Time Initiated Process
By default hourly

6.6.1 Policy Violations

When TCE Interactive and Batch controls ad®pted, such Detected Changes
should be considered exceptional events antien neededinvestigated irorder to
tighten or validate TCE Controls and avoid policy violations.

6.6.2 Repetitive Violations

When a specific type of Detected Chandem an identifiable sourceemairs
outside the scope of TCE it isdh S & (i toNdnsuli with Sl€wvEra Technical
Support to determine i new control process may be desirable and therefofieCi
or Padlockproduct requirement.
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7 Collecting Point of Change Documentation

Whilethe TCE workflow management functioan clearly help movsupport stafftowards z/OS

System Programming Best Practidesanalso, optionallybe configuredto dramatically improve

the documenting of configuration changemhancing existingontrol, bringing them closer to

conformity withindustry or governmental standard§enerally, such standar®éB Ij dzA NeB a1 A I K

[ S@Stae 2F O2yFAIANI A2y OKIl ydAiSreRzgeDesiS 6 GA2Yy ®
present support staff actually making changes with the requirement to provide prescribed
documentation at thegpoint wherethe change is actlly being made, at the time it is being made.

TCE can beptionallyconfigured to display, Hine at the point of changga definable fulktscreen

TSO/ISPF panet PopUpcalled¥ ¢ K S  /D&skrigtadS

4 #9001 EAT ARA 201 @F#@ ATEA $1T AC

TSO/ISPF Allow
Edit Eventsl — Update —>
PR Edit window | /N Update P
N\
Y
Temporarye Current E
Backup Session s

v

Restor!
History
l Testing ‘

TCE Contro
Journals

NoO 2> Event |—>

Record

TCE Journal
Notification

Dashboard

Changed?

nm<

Descriptor?

L

7.1  The Change Descriptor

TheChange Descriptog full function ISPpanel will be optionally displayed when both
of the following conditions are true:

9  First, TCE has detected that the user has actually made a chaagmtdiguration
YSYOSNI 68 O2YLINRY3A (KS 9RAGNRPAYRSHED2Y (I 8F
the member saved upon entry and
1  Second, that the user has pressed PFK3 indicating a desire to save chaamges
during anedit session.
9 In addition, other events, such as SUBMIT, RESTORE, RENAME and DELETE can
invoke the optional Change Descriptor.

70 | NewEra Software, Inc. Integrity Control€Environment(ICERApplications



The Control Editq 19.0

7.1.1 Descriptor Violations

When the Inline Descriptor is presented to the ysercompletion is enforced by TCE

to the level specified by the TCE Administrator. If the Inline Descriptor is not
completed, as required, TCE will deny the attempted update. If the user cancels out
of the update the failure to complete the descriptorricorded in the TCE Control
Journals as an exceptional event.

Note that atthe point at which the Change Beriptor is displayed the External
Security Manager (ESM) has not yet been invoked and will not be until the
requirements of the Change Descriptor, as designed and defined by the TCE
Administrator, are fulfilled. If the requirements are fulfilled and optdly confirmed

by the user thepand only thenwill the attempted update be passed to the ESM for

its evaluation and ultimate approval. Should the ESM deny the uptealenial is
recorded as an exceptioBuch a condition would occur when a user with READ access
attempts to UPDATE.

7.1.2 Descriptor API

The Inline Descriptor will fully support Rexx Applications that require access to
AYF2NNIGAZ2Y ORAALIFESR 2NJ y2G0 Ay GKS
elsewhere in the User Guide.

7.1.3 Descriptor Definition

Unique Descriptors may be optionally configured in NSEJRNxx using the DESCPNL
Statement for each Controlled Category idetd in NSECTLxx. Each suctcigsr
Configuration must be accompanied with a matching is ISPF Panel Definition stored
with a unigue panel name in :

1 HLQ.HLQ.SISPPENU(panel_name)

7.1.3.1 Descriptor Configuration Example
DESCPNL CAT(SYSTEM.PARMLIB) PANEL(DDE@PNL1) BYPASSCHAR(!)
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7.1.4 Descriptor Attributes

The various DESCPIStatement supported Keywords and Keyword Values are
presented below in order to provide@more complete understanding of configuration
possibilities.

1 CATEGORY|CAT(categname)- where 'categoryname' is the Dataset Category
name that is being included in this DESCPNL definition

1 PANEL|PNL(panelnamwhere 'panelnam’ is the name of the member in the
ISPPLIB dataset containing the full panel definition.

1 POPUP|POP(panelnamyhere '‘panelnam'’ is the name of the member in the
ISPPLIB dataset containing the pgppanel definition.

1 BYPASSCHAR|BPC(chapecified on the DESCPNL statement where the 'char’
represents the panel TYPE character that, if located in column 1 of a panel ) BODY
line, will cause that line to be eliminated from the journal entry descriptor data.

A CONF YES|NO is used to confirm or not the information entered by the user
Ay GKS RSAONARLIG2NY ¢KS 5S¥FI dAf Guphia W, 9{Q
isdispt @ SR® | &S i Apgessthe descipmhP@pps A £ & dzLJ

A EDITORDR|EORDR|EO(optiospecified on the DESCPNL statement where
valid values for 'option’ are:

- MF (display the member data first)
- DF (display the descriptor data entry edit window prior to the member)

If not specified, the default will be MF

1 ACTIVE(Starting:hhminding:hhmm)- specified on the DESCPNL statement
where

- 'Starting:hhmm' represents the start time that this descriptor panel will be
active (in 'nhmm' format)

- 'Ending:hhmm’ represents the end time that this descriptor panel will cease to
be active.

If not specified, the descriptor remaractive throughout the entir@4 hour day.
ACTIVE start and end times can span midnight. For example, ACTIME@200

would indicate that this descriptor panel is active between 10:00 p.m. and 5:00
a.m.
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7.1.5 Define Categories First

Once the Control Categories are definddescriptor may be assigned to each.
Descriptor specifications are defined in NSEJRNxx and best configured using the
AdministratorDialogs available to the TCE Administrator.
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8 Establishing Control Boundaries

The Control Boundary forms the basis for TCE Event Monitoring and Access Control. The level and
rigor of each is determined by specific TCE configuratitiings. Based on these settilsgny

action to alter a Daset or Member, use an Operator Commandloe occurrenceof a defined
message will be 'Ned’, Journaled and possiblyrgvented when TCEPadlockTimeLock
functions areactive.

The diagram, below, shows how TCE can be used to reinforce a Dataset Control Boundary
establisted by the External Security Manager (ESM). In this easESMDatasetBoundaryhas

been subdivided into Member Boundaries. Within the boundary membersimatern, assigned

to specific staff members with the knowledge and responsibility to support and maintam. the

In this way accountability and recognition of accomplishment can be easily established.

4#92 AET A1 OAET ¢ $A0AOG/

z/OS —|

Edit EventsJ Granted Access Privileges Update
— UNIX
—_ ACTSTRxx BPXPRMxx
<>
None v
SMFPRMxx PROGxx
e ® —>
P—
S
ACTCONXx CONSOLxx
Read o
- IKITSOxx TCPIPxX
<

Partitioned Dataset Boundary

'3O0AO00ET gshA O AN

When requirements for reinforcing an ESM Dataset Boundary extend beyond ®Mebaber
Leve] Allow/Deny Access Right$CE Project Management oriented control can be used to
SaidlofAaK WIwihdi8 500 SEray RrboeizeRife easM@E @ Srlcted, stored and
reused andare supported by a complenent of Management Reports arieventDashboards.
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8.1

Security Vs. Control

TheExternal Security Manag@e SMprovidesenterprise level scurity. It isrequired, absolute
and unmatched for securing, granting and/or denying user and/or application atoess
enterprise data andesources andystem configurations ancommands.

8.1.1 Designed to Reinforce

TCE Member Levaeind Command Levélontrok are designed toreinforce ESM

existing boundaries.df example,by subdividing a dataset boundairgto member
boundariesor by restricting the use ain operator command that would otherwise

0S F@FAfFofS G2 .lhtheseDWE CE BnfuteiSatitieladtiitiesdzd S NJ
of those granted access to system datts orcommands by the ESM are fully
documented and that, when desirableupplementald 9 {faA { S OcuylieNR f a ¢
applieddirectlyby TCE

8.1.2 Dataset Boundaries

When TCE Member Level Controls are active the ESM and TCE work in; tinstlem

the ESM determining if a user may enter a dataset boundary and second, TCE, being
called only if the ESM allows access to determine if the user is authorized to gain
access to a selected member,.dhd only if TCE determines that the user is to be
allowed access to the memhers the member displayed in the TSO/ISPF Edit
Window. If a user is denied accessttee member, TCE will display a message stating

the denial. The didpyed mesage will show a reason codbeglpful to the TCE
Administrator if a denial is called into questich WTO announcing the denial is also
issued by TCE

8.1.3 Command Boundaries

When TCE Command Level Controls (only RIECEommandare supported in this

release) are active the ESM and TCE work together to determine if the user is

Fdzi K2NRAT SR (2 AaadsS (GKS O2YYlIyR® @&/ 9 Gl 1S3
w!/ C 9-L¢ AYyUiGSNDSLIGAY3T GKS O2YYFYR 0ST2NB
is denied TCE isssia nonzero return code and message text to RACF. RACF will

ultimately display the passed message and its dRRV022imessage stating that

the commandwasfailed by exitat the same time The displayed message will show

a reason code helpful to the TCE Administrator if a denial is called into question. A

WTO announcing the denial is also issued by TCE.
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8.2

TCE Padlock

PadlockContrd can be applied to any Datas#gfined in a Controlled Category (NSECTLxX), as
a Controlled Dataset (NSECTLxx or NS&EEs a Workgroup DatagBISESELXXx) or a Project
Dataset (NSEPJTyand to Operator Commands (NSESELXxXx)

8.2.1 Padlock 1 Global Definitions

The level and rigor of these controls is determined by Global and Boundary
Configuration Settings defined in NSEJRNxx and a varity of Detail Configuration
Settings as defined in the NSESELxx Configuration Member.

8.21.1 CONTROLMODE NONE|WARN|DENY

The value of CONTROLMODE determines the operational control that the Padlock
will exert over various control resources, datasets, commands and projects.

A NONE
WhenCONTROLMODE is set to NONE, Padlock Controls are not operational.

A WARN

When CONTROLMODE is set to WARN, Padlock Controls are operational and
users that would otherwise be denied access will be allowed access following the
display of @2 I NJ/ A ¥y 3 indic&ifg&hatTh8y@nay be denied aess at some

time in the future.

A DENY

When CONTROLMODE is set to DENY, Padlock Contosratéonal,and users
then will be denied access to control resources, datasets, commands and
projects.

8.2.1.2 CONTROLCATS ON|OFF
For Padlock Controls over Category Boundaries to be aQWBITROLCATS must

specify a value ddDN

8.2.1.3 CONTROLDSNS ON|OFF

For Padlock Controls over Dataset Boundaries to be aci@&NTR@MSNS must
specify a value of QN
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8.2.1.4 CONTROLCMDS ON|OFF

For Padlock Controls over Command Boundaries to be ac@i@NTRAIATS
must specify a value of ON

8.2.1.5 CONTROLWGPS ON|OFF

For Padlock Controls over Workgroup Boundaries to be aci@NTRGIATS
must specify a value of ON

8.2.1.6 CONTROLPJTS ON|OFF

For Padlock Controls over TCE Project Boundaries to be ,aCONTRAIATS
must specify a value of ON

8.2.2 Padlock 1 Boundary Definitions

Established TCE Control Categarias defined in NSECTLxx, fdlma basis for
Padlock Control over Categories and Category Datasets. Standalone Datasets,
Commands, Workgroups and TCE Projects do not require Category definitions and
are defined completely within NSESELXX.

8.2.3 Padlock 1 Control Definitions

Each NSESELxx Control Card uses a combination of INCLUDE and EXCLUDE
Statements tadefine the span of control oveéviembers in Categories and Datasets,
Operator Commands, WorkGroup Datasets and TCE Projects. The general processing
rules controlling Include and Exclude Control Cards is described below.

8.2.3.1 INCLUDE Statements

The Include Keywords are used to define users that will receive exclusive access
rights to update and/or browse and/or submit cootted members. When an
Include $&atement is used and in the absence of any other Include statement,
access to the member will be denied to all other users.

2 kKSy ty LyOfdRS {GFG8SYSyid Aa d2HSBNBG A&
GAGK F0O0O0Saa G2 '[[ aSYOSNBE Ay /2ydiNRffSE
O2YRAGA 2 ylda SINE G {AdILISOIBIBS F § SR g KSy (GKS O2yiN.
ALISOATASR a4 aGfFéo
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8.2.3.2 EXCLUDE Statements

This class of access control statements is used to define user(s) that will be denied
access to Controlled Membeiwr the purpose of [gdate and/or b
Browse/\few and/or SUBMIT when such members reside in Datasets defined to

TCE as

Controlled Datasets or part of a Dataset concatenation defined to TCE as

a Controlled Category.

In the event that an INCLUDE Vs. EXCLUDE conflict tréseghts granted by
TCE will default to those defined in the INCLUDE Statement Control Card(s).

NSESEL00 Statement ¥ UserID - - Member- DSN/CAT
Includes DSNEDIN

CATEDIN

DSNEDIN USER123 * SYS1.PARMLIB
Excludes

> Statement  7UserlD - - Memb| pgNEDIN —SERXYZ *XY  SYSL.PARMLIB
DSNEDEX

CATEDEX
DSNEDEX USER123 * ésﬁ.PARMUB
DSNEDEX USERXYZ PROG* SYS1.PARMLIB

Controlled Access Priority:

A

If any DSNEDIN, CATEDIN, DSNBRIN, CATBRIN exists for the access attempt in ques
(i.e., for themember/dsn), then there *must* be an include for the userid in question or the
access request wibe denied.

If no DSNEDIN, CATEDIN, DSNBRIN, CATBRIN exists for the access attempt in que:
the userid inquestion will be granted access unless a DSNEDEX, CATEDEX, DSNBREX,
CATBREX exists for timeember/dsn and the userid in question.
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8.2.4 Control over Members

The NSESELxx Configuration Member is used for defining Member level control
parameters to TCE. These controls are applied by the TCE Administrator to specfic
members and can result in the specific assignment to support and maintenance of
specific membersThe result is not only improved control but also improved
accountability. Such controls tend to enhance trust between coworkers and
consultants.thee benefits will be apparentvhen configuration concatenations are
shared across multiple LPARs.

MBR List: z/OS VTAM | NetWork| OPRS Mary 1| Harry 2

. ..AUTORXx * *
Legacy Security .ATCSTR.. *
Processes ..ATCCON.. *
..BPXPRMxx| = *
..CLOCKXxx *
..COMMNDXx
v ~.CONSOLXX *
> ~HZSPRVIXX| =3
s LNTEAFIXXX
LIEALFAXX
SIEADS T OXAX

*

o

) AEASYM
Denial o

HeaTo
TIKOTSO

W nRoC
cE

SAMEDDM

B Y S

__Tf‘DID
QTHERS *

B S B B B S B S Y S S I S Y A

1 AQBuperUsen, she has access to all members in PC 2 An ESM Updater and/oBrowser Denied by TCE
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8.2.5 Control over Submits

CKSNBE IINBE aeadSy S@oSyda G266l NRa ¢KAOK GKS
Event that represents an ev@resent threat to z/OS integrity that TCE can control
is the submission of JCL from a TCE Controlled Dataset.

This situation arises because a TSO/ISPF user with only READ access to an ESM
controlled Dataset can select a member from the 3.4 Member List and display it in

0KS adFyRFENR ¢{hkL{tC 9RAG 2AYyR2gd hyOS RA
altered and submted directly to the z/OS internal reader and passed to the JES

Queue for execution. Nothing so far requireSNEauthority, although for sake of

O2YLJ SGSySadaa R2¢gyaiNBFryYy OKSO{Ay3a 2F GKS 51
result in an execution failure.

) TSO/ISPF Update
- Updat
Edit Event ‘I Edit Window T Authority oo

Take a Check for
E t
Backup 9 Update Job Queue % xecute

estore | 4

R
I Histor
l TCEEvent

Record(s)
p
V Control Journals
- Notification
Last

TCE Controlé
Journals Backup

1TCE can Detect the submitting of JCL, recording JCL changes and/or blocking submissions undetected by th

Much like anyedit Event TCE treats a SUBMIT on the Command Line as an attempt to
update the member resulting in a Journal recording of the Submit Event and display of
the Inline Descriptor. The net result is a cdetp recording of the overall event
AyOf dzZRAYy3 Fye OKIFy3aSa GKFG YAIKG oS ad

hdzi h¥¢ 2N Iy dzZRIFGS FdGSYLWG GKIFIG Aa RSYASR
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8.2.6 Control over Commands

In addition to the Operair Command detection and Iggng functions for SET,
MODIFY and Miscellaneous aiBiM-RACF, CACF2 and GAop Secret provided by
The Control Editgthe Padloclcouldbe used to denperator @mmand usage. In
this release thigevel of control applies only to IBIRACF Operator Commands.

\ System Router
Command Events
L | \ IBM-RACF ———=> Denial Messages

\ \ RACF IRRV022I
IRREVX01

TCE- Padlock

\l.

Return Code
Message Text

No

WTO

When the IBMRACHadlock is active the ESM and TCE work together to determine

if the user is authoriz to issue a command. TCE takkes & LJ- NIi e W{ AG{A
standad IBM-RACF EXITRREVXO01, intercepting commankdsfore IBMRACF

F OGdzl ffte WwW{SSaQ (KSY®dP LT | ,TCEMSmayidR A& RSTA
zero return code and predetermined message badiRREVX0Based on the return

code IBMRACF will deny use of the command. {BMCF will ultimately display the

passed message and its oWRRV022| message stating that the command was failed

by EXIT. Both messages are displayed at the same Tineedisplayed message will

show a reason code helpful to the TCE Administrator if a denial is called into
guestion.A WTO announcing the denial isaissued by TCE and the event is logged

in the Control Journal as a Command Exception.
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8.3 TCE TimelLock

TimeLock is an extension of the Access Conpadsided by the Padlock. Usdd define
‘Windowsof-Time' in whichaccess will be Allowed/Deniéd ! W 2fay e Psespecific

or it may be refined to require a project ID and Key in order to gain access to defined Project
Resources; Datasets, Commands and Members by authorized Project Staff Members.

8.3.1 TimeLock i User Specific

A sample of the TimeLock User Specific Interface is shown below.

TCE 19.0 - Padlock Accessld Rule Selection Row 1to5 of 5

-- NSIMSLX 0214 -- - Accessld  Rights -

------------------------ 5 Padlock Controlled Accesslds

Row Selections: Show_Padlocks Delete_Padlocks Add_Mode Update_Mode Removes_Mode
Select Sub - Head to Sort, Query above Sub - Head, Enter Saves a Row Update

- Line --------- Counts --------- - Access - -- Other -- User --- Start --- --- Stop ---

S Numb Ttls Cat Dsn Cmd Wkp Pjt --- Id ---  Admin Grp Mode yymmdd hhmm yymmdd hhmm

_ 0001 0011 002 009 000 000 000 TCEUSER ---  WARN------ 0800 ------ 1400

_ 0002 0003 001 002 000 00 0000 PROBI1 - Yes WARN 150212 0102 15 0213 1204

_ 0003 0002 000 002 000 000 000 PHARL 2 - ---  WARN------ - e

_ 0004 0001 000 001 000 000 000 GBAGS ——-- ---  WARN------ mmem emeeee

_ 000 50001 000 001 000 000 000 MCHIN 4 - ---  WARN 15212 0230  ------

Bottom of data

Option ===> Scroll ===> CSR

This Worksheet provides an overview the Padlock Controls assigned to each Userld
as defined within the Controls Environment their status as TCE Administrator and
their membership in TCE Managed Groups. To the right are USERMODE settings.
These are used toverride those settings globally established via CONTROLMODE
and result in the opening and closing of an access window for the named Userld.

8.3.1 USERMODE

The access windows created by USERMODE maybe designed to open at a specific
day/date/time and never close, result in altered access rights at some future
day/date/time never having been opened and/or open at a specific day/date/time
and ultimately close at specific day/date/timeChanes to USERMODE settings
require a dynamic update or restart of IFOM to become effective.
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8.3.2 TimeLock T Project Specific

A sample of the Project Dashboard is shown below.

TCE 19.0 - TimeLock Managed Projects - Current
————————— ICE Controlled Setup Targets —mmmeeee- --- TCE Members--- - Update - -
L ADCD113 IFO.TEST.PARMLIB 00 Yes 00 00 00 00 00 00 16/ 10/01 +
P -- LPAR- - ParmDsn Qualifier ~ ------ Pr Dyn Jr Ct S| Gp En Dt yy/mm/dd U
.. Restore Projects .. Project WorkSheet

————————————————————————— Current Project Access List e
Cm Number S Cm Number S Cm Number S Cm Number S Cm Number S Cm Number S
ABCDEFR . . .

Waiting Running Finished Residual NotReady InActive

8.3.3 New/Old Projects

To start a New Project all that is needed is to enter alaracter Project Id in any
available slot in this panel. To select a New or Old project enter 'S’ before it and Press
Enter. These actions will display the Project Definition Summary. To 'Delete’ a project
place a 'D' before it, press enter.

8.3.4 Project Controls

Because TCE Projectse accessed bsupport staffdzi Ay 3 'y Sy O2RSR Wt NP
which for control reasons arg S@SNJ RAALI F @SR Ay W/ £ SIFN ¢SE

Administrator InterfaceProject @nfigurationscontained in NSEP&, may only be
built and maintained using the T@@Eministrator Dialogs

Project Configuration Contr8tatementsnclude:

8.3.4.1  ACTION PJT()

Required sixcharacter, user assigned, project number. Must be unique.
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8.3.42  ACT(ON|OFF)

Used to globally turn a project functional boundary on or off. Default is ON,
meaning the function boundary is functional.

8.3.4.3 RES(ON|OFF)

Used todefine the omoing function of a project boundary once the projbeis
reach is defined termination day, date, time. Default is ON meaning the project
boundary remains in place BUT all resources are restricted.

8.3.4.4  PRI(ON|OFF)

Used to define the priority that a project will have relative to other established
Padlock Controls. Default is ON meaning that Project Boundaries have priority
(they are enforced first) over all other Padlock Controls.

8.3.4.5 KEY(encoded_string)
tKS SyO2RSR Wt Nee2SOl YSeQ NBIldANBR G2

8.3.4.6 PJTERM(start,stop)

The resolved Day, Date and Time when the project starts separated by a comma
from the resolved Day, Date and Time when the project is scheduled to end.

8.3.4.7 PJCYCL(open,close)

The hour within a projec24-hour day when the project wilbbe available for use
separated by a comma from the 24 hour time when it will not, collectively the
Wt N22SO0 2AYR26Q0

8.3.4.8 CTLDSN (dataset(volume,system))

Fully qualified name of a project dataset and optionally volume name and if
volume is specified optionally system name. One Control Card entry is required
for each project Dataset.

8.3.4.9 CTLMBR member

The name of members found in project datasets that are to be included or
excluded from the project. The Member Name may bey/fylialified, prefixed or
suffixed using an asteis One Control Card entry is required for each project
Member.

8.3.4.10 CTLCMD command

The name of Operator Commands (in this release-BACF Commands) included
in or excluded from the project. Alcommasd | @ 6S RSFTAYSR dzaAy3
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as the name of the command. One Control Card entry is required for each project
Command.

8.3.4.11 CTLUSR(userid)

The TSOUserld of Project Staff and the individugiredlolved day, date and time
when their project access rights begin and end.

8.3.4.12 ACTION . END

Each Project definition must be properly ended using the ACTION .END Control
Statement.

8.3.5 Project Status

The Operational Status of a Project is stated at six possible levels:

8.3.5.1 Waiting

The project has not reached the start of dperational window ands therefore
waiting to start.

8.3.5.2 Running

The project is within the operational window andpgsrforming access control
functions over projectefined resources.

8.3.5.3 Finished

The project is finished and is no longer performing access control functions over
project-defined resources.

8.354 Residual

The projecthas passed the end of its operational window but continues to
perform access control functions over projegfined resources denying access
to all, including project defined staff members, without other specific INCLUDE
access rights.

8.3.5.5 NotReady

The project is not yet fully defined and therefore is not retagtart even though
it may have reached the start time of its operational window.
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8.3.5.6 InActive

The project is fully configured, within its opei@ial window but has been
markedas inactive and is therefore not providing operational access control over
project-defined resources.
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8.4 A New Experience

When TCE Member Level Controls are put in plasers with either Update or Read access
WILL VERY LIKEXYerience a different level of member access than was afforded to them
previously by the External Security Managés a general statement of the new experience
their access will now be limited anith some caseseverely limited.

—— User Access Granted Access Privileges Update

Member Control: User Specific Members Only
—_ C Updaters:
= " (Edit 9
None Move, Rename, Cremf, _“)

C Read Only Users:

B —————————— (Altered) > Descriptor [—
Copy, Print, Subm..

A4

n o<

w o<

Read

— Allow

TCE
Denial Denial Changes

v

\/ A4
Control Files Control Journals Journal Query Notification

When access to a member is denied to a yaemessage will be displayed stating the denial
and providing a reason code that can be used by the TCE Administrator to determine the exact
control statement in the NSESELxx member that forced the denial.

A typical denial message is shown below.

Edit access attempt denied by The Control Editor.

Reason Code 0037
Press END to exit

In addition, each denial is accompanied with a WTO.
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9 TCE Administrator Support Interface

Once installed and activatettie TCE AdministratdDialogs are accessed from the TCE Primary

Menu. To reach these Administration Functions logon to the ICE VTAM application named during

GKS AyaidlfttridAazy LINRPOS&ao® 5dz2NAy 3 (GKAa 232y LINEP
Security Manager, apecific user address space is created (a separate IFOS will be created for

each individual user) and the ICE Primary Menu will be displayed for authorized users. When the

user terminates a session the IE@ddress space is quiesced.

{SEtSOGAY3T (KS /2yiGNRf W/ Q hLIiA2Y gAff RAALI I & (K

9.1  Accessing Administrator Dialogs

s A~ L oA

The TCEdministratorfunctions can be used to providgét | Rt 2 01 t NBthETWESR | OOS:
Administrator Dialogs Interface. Depending on the configuration of TCEPRIME, TCEADMIN and
CONTROLMODE Control Statements defined in NSEJRXxx and and USERMODE Control
Statements defined in NSESELxx, one of the followingUpspand/or displays M be

presented.

9.1.1 In Default Mode

The initial attempt lpefore TCEPRIME or TCEADMIN is défitedaccess the
Administrator Dialogsvill result in the following Pofp display highlighted in green
below:

TCE 19.0 - The Control Environment Options

0009000000008 009
0

0009000080008 00

This PopUJp is displayed when the TCE Padlock, operating in its default mode, WARN,
determines that auser is not specifically authorized to access TCE Configuration

Dialog Services. The Rulp requests that the user enter a Password to reach the

Primary Configuration Dialog Menu. In its WARN Mode of operation the the Padlock

will accept as valid the Pasa3WwNR  W¢/ 9! { 9 w8 SINd WONPOOIIRvQ |+ Y R
enter. These actions will immediately display the Configuration Dialog Primary Menu.
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Take note thatint6  Fdzi dzZNB (G KS ¢/ 9 | RYAniadyahatgd G2 NJ oY
the Padlock Mode of operation or exclude you from the TCEPRIME of TCEADMIN List

of TSOUserlds defined in NSEJRNxx. If the Mode was changed to DENY and you were

not included from the list of TCEPRIME or TECADRM#BYs,you would be denied

access to these TCE Configuration Dialog Services.

9.1.2 In WARN Mode

When TCEPRIME and/or TCEADMIN have been defined in NSEJRNxx and the Padlock
is also defined to be operating in WARN mode fiblleowing PopUp (highlighted in

yellow), is displayed when an unauthorized usgempts to access thAdministrator

Dialogs

TCE 19.0 - The Control Environment Options

6000000000000000000000000000000000000000000 0000030500000 0000203:¢

o]
f)

19.0 - TCE bialog Access - WARN Mode o]

Temporary Access to TCE Dialog Serviges Granted

066666666666666666666666666666666666666666&)6666666

0000000300809«

ThisPopUp is displayed when the TCE Padlock, operaiting/ARN Mode, determines
that a user is not authorizetb use TCE Configuration Dialog Services. Specific user
authorization is determined by TSOUserldsfined in the NSEJRNxx Configuration
Member using eithethe TCEPRIME and/or TCEADMIN control statements.

If youare a TCE Administrator and wish to establish a satitforized usersselect the
Settings Option availabfeom the Control Boundaries and Settings Menu.

Please take note of the fact that the TCE Administratay, at any time in the future,
change the Padlock Mod# operation. If the Mde were changed to DENY, access to the
TCE Configuration Dialog Serviaesild be denied
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9.1.3 In DENY Mode

When TCEPRIME and/or TCEADMIN have been defined in NSEJRNxx and the Padlock
is also defined to be operating DENY mode the following Ptjp (highlighted in

red), is displayed when an unauthorized use attempts to access\dmeinistrator

Dialogs

TCE 19.0 - The Control Environment Options

0000003000003 0003 0«
0

|l og Sernvices Gran
08006006/0808008003038 ¢

Based on your Logon Userld you have been denied access to the TCE Canfigurati
Dialog Services Primary Menhijg action was taken by TCE Padlock a component of
The Integrity ControlsEnvironment (ICE). If you believe that this denial is an error,
please contact your TCE Adminstrator to obtain the necessary access rights.

Since access to the TCE Configuration Dialog Services Primary menu is based on your
Logon Userld it is possible, if you have more than one valid Logon Userld, that you
might gain access with an alternate. If this is a possibility back out to the ICEyPrimar
Menu, Exit this session and logon to ICE again using the alternate. If this second
attempt fails, your only alternative is to contact the TCE administrator for access
rights.

The Integrity ControlsEnvironment (ICE) maintains a record of all attempted but
denied attempts to access the TCE Configuration Dialog Services Primary Menu. Such
records are sent to the TCE administrator and your Management.
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9.1.1 Access Granted

When access is granted to the T&dininistrator Dialog#s primary menu, Control
Boundaries and Setting Panel, is displayed.

TCE 19.0 - The Control Environment Options

B Boundary .. - Establish TCE Control Boundaries  Userid - PROBI1
Time - 1521

O  Journals .. 1 Controlled Event Reporting Options Sysplex - ADCDPL
System - ADCD113

S Settings .. - Configuration Settings Overview IFOhIq - TEST
ICE 19.0 - TCE 19.0

D Activate .. - Dynamically A ctivate TCE Members Patch Level GA

M Monitors .. - Event and Configuration Monitors

N NEZzUtils .. - Controlled Batch Update Procedures

A Advanced .. - Advanced Configuration Settings

L LegacyVu .. - Legacy Category/Journal Functions

X Exit - Return to the TCE Primary Menu

NewEra Software, Inc.

Our Job? Help you make repairs, avoid problems, and improve IPL integrity.

9.1.1.1 Boundary

TCE uses Defined Boundaries as the basissfévient Monitoring and Control;
four types are supported Categories, Datasets, Commands and Workgroups

9.1.1.2 Journals

Detected Controlled Events are captureadarecorded in Control Journald)i$
option shows reporting functions Dashboard, Timeline and Event Detail

9.1.1.3 Settings

Settings in the NSEPRMxx ParmLib Member determine the state of Service Task
andname Configuration Members.

9114 Activate

TCE Configurations may be dynamically activated or will be automatically
activated when IFOM is next restarted.

9.1.1.5 Monitors

Various Interval Reports may be optionally set up and initialized to 'Notice' Event
& Configuration changes.
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9.1.1.6 NEZUtils

Control Boundaries may be extended to the Batch Update of Datasets associated
with Controlled Categories.

9.1.1.7 Advanced

Below the functional level interface described above Specific Member Access is
provided for advanced users.

9.1.1.8 LegacyVu

Below the functional level interface described above Specific Member Ascess
provided for advanced userspes AppendidG ¢ LegacyVu.

9.1.1.9 Configuration Dialog User Guide

For a more detailed description of these Control functiosse The TCE
Configuration Dialog User Guide.

92|

NewEra Software, Inc. Integrity Control€Environment(ICERApplications



The Control Editq 19.0

9.2 Boundary

The Control Boundary forms the basis for TCE Event Monitoring and Access Control. The level
and rigor of each is determined by specific configuration settings accessible from this panel. In
addition, the panel provides a view of the status of Padlock, Morfscope and Global
Command and Message Intercept configuration settings. Any action to alter a Dataset or
Member, use a Command, the occurrance of a defined message will be 'Noticed', Journaled

and possibly Prevented when Padlock is active.

TCE Control Boundary Selection Options

X Exit

C Category ..
D Datasets ..
S Cmds/Msg ..
W WrkGroup ..

T TimeLock ..

TCE 19.0 - Control Boundary Selection
- Establish Boundaries .. Padlock On Userid
- Establish Boundaries .. Padlock On Sysplex
- Establish Boundaries .. Padlock Off IFOhlqg
- Establish Boundaries .. Padlock Off
- Establish Boundaries .. Padlock Off

Fommmeeeee- Global Settings ~ ---------

.. Padlock Control Modes .. Warn |

I
| .. External Notification .. Send |
| .. SysMonitor Intercepts .. On |

- Return to the TCE Primary Menu

NewEra Software, Inc.
Our Job? Help you make repairs, avoid problems, and improve IPL integrity.

Time

System

ICE 19.0 -

PROBI1
14:37
ADCDPL
ADCD113
TEST
TCE 19.0

Patch Level GA

9.2.1 Category

A Controlled Category Boundary is composed of one or more specifically named

Datasets and related Settings.

9.2.2 Datasets

Any Dataset maype a stand alone Controlled Dataset representing a Control

Boundary for its members.

9.2.3 Cmds/Msg

Access to RACPBperator Commands may be restricted and defined System

Messages Captured and Acted Upon.
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9.2.4 WrkGroup

Controlled Workgroups may be defined to include/exclude Individual Access to one
or more named Working Datasets.

9.2.5 Timelock

TimeLock is available textend Padlock functions to a Day, Date and Time and
Named Project Control Boundary.
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9.3 Journals

When TCE is activegerating under either ICE and/or TSd&¥ined events are captured and a
record of them stored in the TCE Control Journals. The HLQ names of these Control Journals,
their dataset allocation and operational parameters are defined in the NSEJRNxx configuration
member.

The specific events to be captured are defined in either NSEJRNxx or within the Controlled
Category List(s) found in NSECTLxx. Once these Change Event Policies are correctly defined
the Control Journals will begin to record events. Each event will fall into one, and only one,
Event Clasgach of which is selectable from the Journal Interface Worksheet.

The first events recorded following a start/restart are a full backup and/or refresh of the
content of the Sequential Datasets and the members in the Partitioned Dataset named in the
Dataset Control List. Subsequently, events that impact their content yADeletes and
Changes) or their use are detected and recorded.

In addition to the Controlled Dataset List defined in N&&&Tevents defined in NSEJRNxx:
Operator Commands, System Messages, Supplemental Changes, Exceptional Events, Image
FOCUS Audit Logs, Event Nadiions and Background Repo#ee also detected and are
recorded.

TCE offers a number of Event Reporting, Restore and Monitoring options. The Reporting
options begin with the highlevel of summarization and descents offering greater levels of detall
and full query. Restore Points may be accessed as can the backgroumgjsethd their
related reports.

TCE Controlled Event Reporting Options

TCE 19.0 - Controlled Event Report Options

O Overview .. - Show TCE Journal Overview Options  Userid - PROBI1
Time - 14:41

C Category .. - Controlled Activity by Categories ~ Sysplex - ADCDPL
System - ADCD113

B Boundary .. - Controlled Event Activity Options  IFOhlg - TEST
ICE 19.0 - TCE 19.0

J JriQuery .. - Show Journal AdHoc Query Interface Patch Level GA

R Restores .. - Show Worksheet of Restore Points

M Monitors .. - Show Control Event Monitor Options

L LegacyVu .. - Legacy Category/Journal Functions

X Exit - Return to the TCE Primary Menu

NewEra Software, Inc.
Our Job? Help you make repairs, avoid problems, and improve IPL integrity.
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9.3.1 Overview

Displays highevel Journal summary options: Dashboard for Mgmt. Reporting and
Timeline for Forensic Analysis.

9.3.1.1 Dashboard

The Journal Dashboardiigended to dispaly the highest level of Journal Event
Summarization. It should be viewed as the dynamic/interactive portal to Journal
content, one suitable for management reviews. The "News" is specific to a TCE
Administrator and shows summary of eventisit have ocurred since the last time

the Dashboard was displayed for that individual. All underlined white text is
selectable and "HeLinked" to additional detail.

TCE 19.0 - Control Journal - Event Selection Row 1 to 15 of 15
-- NSIMJRL 0214 -- --- CtlJournals  ---
--------------- Environment is IFO.TEST - 13 Controlled Classes e
Row Selections: Setup_Background_Reporting_Interval Display_New_Event_Worksheet
.. Controlled Datasets .. Event Timeline .. Journal Queries .. Restore Datasets
- Row --------- Event Target  ---------- Bkg Your = --------- Period to Date
S Num -Class -- ----—----- Name-------- Set News Days Week Mths Qtrs Years Totals
_ 001 BackUps Named_Dataset Backups 0 O 0 491 491 491 491
_ 002 Staged User_Session_Changes 0 0 0O 6 6 6 6
_ 003 CDstart NEZUTIL_Update_Events 1 2 7 3 3 35 35
_ 004 Submit Submitted_JCL_Events 0 00O 0O O O
_ 005 Dynamic Operator_Comnd_Events 000 O0O0 O O
_ 006 Change Supplemental_Changes 0 10 199 491 491 491 491
_ 007 Message Named_System_Messages  --- 0O 0 0 0 O0 O O
_ 008 Policy ESM_Security_Changes 0 00 O0O0 O O
_ 009 TCEPrms TCE_Parameter_Changes 0O 0 10 18 18 18 18
_ 010 Except Processed_Exceptions 0 0 3 3 3 3 3
_ 011 Detects Auto_Detection_Events 0 9 92 92 92 92 92
_ 012 Notice Notification_Details 0 2 30 58 58 58 58
_ 013 Reports TCE_Background_Events 00 00O O O

_ 014 USRS
_ 015 Totals All_Classified_Events 0 1 23 341 703 703 703 703
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9.3.1.2 Event Timeline

The Journal Timeline is intended to be a next step down into Journal Events. It is
useful in tracking events for forensic purposes to a specific day/date/time
interval. Options allow for the default "Daily View" to be summarized into weeks,
months, quartes and yearly views. Each presentation is by Major Event Class with
"Hot-Links" to all underlying journaled event detail.

-- NSIMJRL 0214 -- ---- Day- By- Day----
—————————— IFO.TEST - The Day - By- Day Event Worksheet Interface —mmmmmemee
Row Selection: Browse_a_Day
————— Alternate Views

Sysplex System Causeld Periods - Daily Weeks Month Quarter Annual Total

—————— To Reorder the Columns select a related Event Class, PFK1 for Help
Line --- Date--- Total Stage NEZu Xmit Oper Supp Mess ESMp TCEp Excp Dtec Note

000120 19/02/13 36 2 0 050000 219 8

000220 19/02/12 54 0 O 0O 1 O O O 8 0 39 6

000320 19/02/11 43 1 0 0O 2 0 0 2 0 6 24 8

000420 19/02/10 77 1 0 0O 3 0O O 0 40 5 24 14

_ 000520 19/02/09 43 8 0 0 0 O O O O O 21 14

_ 000620 19/02/08 26 0 O O O O O O O O 24 2

000720 19/02/07 2065 1821 0O O O 6 O O 30 110 13 85

_ 000820 19/02/06 42 2 0 0 0 7 O 0O 8 0 13 12

TCE 19.0 - Daily Event Timeline Worksheet Row 1to 8 of 8

Default Period Selection ~  —-----—---

Bottom of data

9.3.2 Category

Shows a Worksheet listing of Controlled Categories Automatically created by TCE
and those defined in NSECTLXxx.

9.3.3 Boundary

Additional Reporting Options specific to: Datasets, USSFiles, Commands, Access
Failures and Detected Changes.

9.3.4 JrlQuery

Displays ageneralpurpose Journal Query Interface that is used for detailed
examination of all recorded events.

9.3.5 Restores

Shows a Worksheet listing all Restore PointMeynber; iestores may be applied to
specific member or groups.
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9.3.6 Monitors

Displays Background Reporting Options from which you access interval settings and
available reports.

9.3.7 LegacyVu

The original TCE Administrator Interface offered functiddatasetand Journai are
retained here; ®e Appendix @ LegacyVu.
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9.4  Settings

The Settings accessed from thianel are fundamentala the base operation of TCE, its
Controls Environment, Control Journals aidthods of operation.

TCE Control Settings Selection Options

TCE 19.0 - TCE Control Settings Selection

T TaskMbrs .. - Configure Task and Members Userid - PROBI1
Time - 14:44

J Journals .. - Configure Control Journals Sysplex - ADCDPL
System - ADCD113

M MetBlock .. - Notification Method Blocks IFOhIq - TEST
ICE 19.0 - TCE 19.0

A TCEAdmin .. - Authorized Administrators Patch Level GA

P PadLocks .. - PadLock Access Controls

U UserMode .. - CONTROLMODE User Override

S MonScope .. - System Monitor Controls

D Detector .. - Supplemental Detectors

X Exit - Return to the TCE Primary Menu

NewEra Software, Inc.
Our Job? Help you make repairs, avoid problems, and improve IPL integrity.

9.4.1 TaskMbrs

NSEPRMxx defines which TCE Service Tasks will be startdte &uffixes ofhe
various TCE Configuration Members to become active at system startup.
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9.4.2 Journals

Format/Specifications of Control Journals are defined in NSEJRNxiefdt,
Control Journals are SHARED across eight Systems.

NSIMJILX 0221 TCE 19.0

TCE Controlled Target
L ADCD23C IFO.TEST.PARMLIB

- TCE Journal Specifications

- JRNXX---

.. Excluded Events

Last Update

SA 00 Yes 79 RFAUL1 20/02/21 10:23

P -- LPAR- --- ParmDsn Qualifier ---  Sf Sf Act Ctls - Userld - yy/mm/dd hh:mm
———————————————— Control Journal Configuration Elements oo
---- Current Definition ---- Cm--- Elements ---- Cm---- Updated Definition
RB4K /. File: System Is /. RB4K
IFO.TEST.JOURNAL /. File: Qualifiers /. IFO.TEST.JOURNAL
.. DSAlloc: Space ..
.. DSAlloc: Cyl/Trk ..
.. DSAlloc: Volume ..
.. DSAlloc: DClass ..
.. DSAlloc: SClass ..
.. Max: BackUp Mbrs ..
.. Max: BackUp Recs ..
.. Max: BackUp Jrls ..
1900 /. Max: Jrl Entries /. 1900
8/8 /. Share: Jrnl/Ctls /. 8/8
Month /. Switch Journals /. Month
Option ===>
9.4.2.1 Excluded Events

In order to help reduce the volume of records being stored in the TCE Journal files,
NewEra has provided a method for the customer to selectively stop the recording of
some optional records into the journals. By excluding these records, a custather
continue to capture the most critical and needed recoedsl may alsaealize a
reduction in the size ahe journals
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This panel reflectshe current state of supported Control Events that may be
excluded. Check to the right of the event title to exclude it from being detected and
recorded in TCE Control Journal.

NSIMJLX 0221 TCE 19.0 - TCE Journal Record Exclude List

-------- TCE Controlled Target —meee- --- JRNxX--- -----  LastUpdate ------
L ADCD23C IFO.TEST.PARMLIB ~ SA00Yes 79 RFAUL1 20/02/21 10:23
P -- LPAR- -- ParmDsn Qualifier ---  SfSfActCtls - Userld - yy/mm/dd hh:mm
---------------- Control Journal Configuration Elements mmmememeeees
Current Definition ----  Cm-- EventName --- Cm---- Updated Definition
Exclude Active /. HB HeartBeat /. Exclude Active
Exclude Active /. DB Email/Debug /. Exclude Active
Exclude Active /. CD Start/Stop /. Exclude Active
Exclude Active /. AG Activation /. Exclude Active
Exclude Active /.

EN Email/Notes /. Exclude Active

Option ===>

Events that may be excluded are

HBHeartBeat. The ICE/TCE/IFO heartbeat is automatically triggered and
timestamped once at the start of each day or whenever the ICE main control task is
started. Its primary intent was to provide audit information on the overall
operational integrity of the ICE Envinment.

DB-Email/Debug:The creation of an Email Detbis an optional feature sppified in
the METHOD BLOCK of the NSEENSxx ICE Parmlib. Include/Exclude as necessary.

CDStart/Stop: Used automatically by TCE to announce start and termination of
hourly change detection. Mostwaluable in tracking down detection change
processes.

AGActivation: Activation is the process of TCE Control Member, actions that may be
taken manually or automatically. Valuable when used in the conteidesftifying
ICE environment change®ate, time, User.

ENEmail/Notes: Used to capture copies of Email Notifications sent to designated
NSEENSxx Email Addresses.

101

NewEra Software, Inc. Integrity Control€Environment(ICERApplications



The Control Editq 19.0

A new control card has beermdded in the NSEJRNxx member with a
JOURNALEXCLUDE control statement with the following syntax:

JOURNALEXCLUDE TYPE(jrnrectypel,jrnrectype2,...)

Sample: JOURNALEXCLUDE TYPE(HB,DB)
We suggest these recordee excluded, using thstatement below once the user
feels that TCE is working properly. They can be turn on at any time for recording if
needed by the TCE administrator.

JOURNALEXCLUDE TYPE(HB,DB,CD,AC,EN)
This will exclude HB (heartbeat), DB-nfail debug), CD (change detection

start/stop), AC (activate parmlib members), CD (change detection start/stop), EN
(email notices) entries.

9.4.3 MetBlock

Notification via Email is defined in the NSEENSxx ParmLib Member. The METHOD
Block settings define the configuration of the Email Server.

9.4.4 TCEAdmIn

TCE supports both Primary and up to six secondary Administrators that may be
allowed access TCE Administration Dialogs.

9.4.5 Padlocks

The rights of users to access Controlled system resourbDegasets and Operator
Commands can be controlled with the Padlock.

9.4.6 UserMode

Displays an Accessld Summary Worksheet that can be used to refine Padlock settings A
YR o6dzAf R W 00Saa 2AYyR26aQd | {9wah59 @I f dzS
of NONE|WARN|DENY.

9.4.7 MonScope
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The Scope of environmental monitoring may be set to the Running System, The
Sysplex or a named system set. Such settagtermine systems messages and
system commands.

9.4.8 Detector

The Optional Supplemental Detectors can be used to monitor and report on changes
to specific z/OS settings.
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9.5 Activate

TCE Configuration Utilities are designed to aid in common adminigtradisks: Dynamic
Activation, Baselining configuration, Reporting Configuration Errors and the Cleaning Up of
orphan Email Addresses/Accesslds.

TCE Configuration Utility Selection Options

ITCE 19.0 - TCE Configuration Utilities

A Activate .. - Dynamically Activate all Members  Userid - PROBI1
Time - 14:46

B Baseline .. - View TCE Configuration Baselines  Sysplex - ADCDPL
System - ADCD113

E TCErrors .. - Check for TCE Configuration Errors  IFOhlqg - TEST
ICE 19.0 - TCE 19.0

C CleanUps .. - User Email Addresses and Padlocks Patch Level GA

D DChanges .. - Invoke Detected Change Processing

X Exit - Return to the TCE Primary Menu

NewEra Software, Inc.
Our Job? Help you make repairs, avoid problems, and improve IPL integrity

9.5.1 Activate

Once you have completed TCE configuration updatdect this option to reinitialize
the full TCE configuration. Note, the NSEPRMxx Member cannot be dynamically
updated.

9.5.2 Baseline

It is a Best Practice to build a Baseline of the full TCE Configuration, save it by date
and then compare a selected baseline against current setting for changes.

953 TCErrors

Problems camrise in the TCE ConfiguratioFor examplewhen a dataset is moved
to a new volume and its control boundary definition canfag a volume
specificationis not updated to match the new placement.
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9.5.4 CleanUps

From time to time it may be necessary to remove users from the TCE Configuration.
These utilities provide access to a systeide view of both Email Addresses and
Userlds and the tools for updating/deleting them.

9.5.5 DChanges

This utility immediately runthe Detected Change Process and displays the results
of itsfindings, if any.
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9.6 Monitors

TCE provides a number of uniqgue Management Reports designed as Controlled Event and
Configuration Monitors. Each tracks changes and at specific intervals, reports findings as
directed. Each operates independently of the others and may be configured tonirdba
summary or detail level. Findings may be sent via Email.

The TCE Monitor Selection Panel

TCE 19.0 - Configuration Monitors/Reporting

S Settings .. - System Configuration Monitor Userid - PROBI1
Time - 14:49

C Journals .. - Control Journal Event Monitor Sysplex - ADCDPL
System - ADCD113

E TCErrors .. - Monitor for Configuration Errors  IFOhlq - TEST
ICE 19.0 - TCE 19.0

T Trackers .. - Controlled Interval Event Trackers Patch Level GA

------- Tracker Selection
.. Staged .. OPRCmd .. ESMCmd
.. IFPost .. HZSIds .. MSGlds

.. Userld .. CtlJob .. WrkGrp

X Exit - Return to the TCE Primary Menu

NewEra Software, Inc.
Our Job? Help you make repairs, avoid problems, and improve IPL integrity.

9.6.1 Settings

Understanding of the TCEonfiguration is fundamental to to the integrity of the
Controls Environment. This Monitor tracks/reports changes in Configuration
Members.

9.6.2 Journals

Controlled Events are recorded in the TCE Control Journal as they occur. This Monitor
tracks and reports changes at intervals across all Control Event Categories.

9.6.3 TCErrors

Potential configuration problems may arise resulting in a loss of control over
Configuration Boundaries. This monitor discovers/reports these possible conditions.

106| NewEra Software, Inc. Integrity Control€Environment(ICERApplications



The Control Edit4 19.0

9.6.4 Trackers

These Monitors operate over2d-hour period reporting only on their specific topical
area of interest at defined intervals during the period. Findings during2éhleour
period are automatically stored for later use.
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9.7 NEZUtils

Once Controlled Categories are defined, updates to the Controlled Dataset defined to them
can be detected when they occur, either interactively under TSO/ISPF and/or during a Batch
Update managed by NEZUTIL. NEZUTIL isWta@hper' Application that issed to frontend

all common Batch Update Utilities like IEBGENR or IEBCOPY. To activate, KIEESTART

and CDSTOP Control Statements MUST be added to existing JCL Procedures. In addition, inline
Control Cards or alternately a SYSIN DD Dataset must inedl@fithin the Update Procedure

to direct NEZUTIL to the list of Control Categories that will be evaluated for changes following
Batch Execution. A brief description of the Batch Event, if provided, will be associated with
each discovered change.

9.7.1 Naming the Procedure

A Procedure Name is arbitrary text that is or will be assigned to a specific JCL
Procedure. To create a new procedure name enter it in an open slot. Use the 'S’ to
select a name and display the Procedure Summary/Setup Panel. To remove a named
procedure, us the 'D' to select the procedure or BLANK the Name Field, then press
enter.

NEZUtil Procedure Naming and Selection Panel

[TCE 19.0 - TCE Controlled Procedure Selection
---------------------- Defined NEZUTIL Control Procedures ----------mmmmmmmamee
Cm -- Procedure Names -- -- Cm-- Procedure Names -- -- Cm-- Procedure Names --

01.. BATCH_UPDATE_SYS01 19.. 37..

02 .. BATCH_UPDATE_ SYS02 20.. 38..

03.. BATCH_UPDATE_SYS03 21 .. 39..

04 .. 22 .. 40

05 23 .. 41

06 24 .. 42

07 25 .. 43

08 26 .. 44

09 27 .. 45

10 28 .. 46

11 29 .. 47

12 30 .. 48

13 31.. 49

14 32.. 50

15 33.. 51

16 34 .. 52

17 35.. 53

18 36 .. 54

9.7.2 Naming the Procedure Datasets

When a NEZUTIL Configuration Dataset is tadseciated with a specific JCL
Procedure the procedure must contain the fully qualified name of i§ordtion
Dataset. The panel thdbllows provides Procedure and Configuration Dataset
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fields. When these fully qualified Dataset values are providezimber name is
optional andaccesgo either dataset is provided via the panel.

NEZULtil Procedure Configuration Definition Panel

TCE 19.0 - NEZUtility Configuration - BATCH_UPDATE
JCL/Procedure .. Dsn: PROBI1.NEZUTIL.PROCS Mbr:
Configuration .. Dsn: PROBI1.NEZUTIL.SETUP.LAST Mbr:

------------------- NEZUTIL Configuration Dataset Parameters
-- Cm-- Category Name -- -m memmememeeeeeee- Descriptor Text ----m-meameemus
01 .. SYSTEM.IPLPARM |01 THIS IS THE ORIGIN OF THE CHANGE

02 .. SYSTEM.PARMLIB |02

03 .. GREATERT.PARM |03

04 .. LESSTHAN.PARM |04

05 .. | 05

06 .. | 06

07 .. et Configuration Comments ~ -------------
08 .. | 01 THIS IS THE REASON FOR THE CHANGE

09 .. | 02

10.. | 03

11 .. | 04

12 .. I Last Configuration Upate =~ ----------—-
13 .. | Ol USER:PROBI1 DATE:20 19/ 09/16 TIME:12:25:00

14 .. | e s Event Notification =~ --------mmmemn
15 .. | 01 .. Notice No . Procedure Event Token ABCDYYYY

9.7.3 Defining the Category List

The Category List associated with a procedure is shown to the left. To add/update
this List, cursor into the field and overtype its current content. Cursor under a blank
field and presenter to display the currently defined Category list.
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9.8 Advanced

This panel links to various TCE Setup Access Points. The local Setup is discovered. Each remote
entry will require an LPAR Name, the F@yalified IFO ParmLib Dataset and Suffix of the
Controlling NSEPRMxx Member. Once defined, related specific TCE Mélobéol
Information is updated each time you reselect an entry.

TCE 19.0 - Advanced Settings and Options

N NSEPRMxx .. - Service Task and Member Suffixes  Userid - PROBI1
Time - 14:59

J NSEJRNxx .. - Journal Format and System Controls  Sysplex - ADCDPL
System - ADCD113

C NSECTLxx .. - Catagory Boundaries and Dataset IFOhIq - TEST
ICE 19.0 - TCE 19.0

S NSESELxx .. - Padlock Control Class Definitions Patch Level GA

G NSEGRPxx .. - Padlock Controlled Group Definitions

E NSEENSxx .. - TCE Controlled Event Notifications

D NSEDETxx .. - Supplemental Baseline Change Detectors

X Exit - Return to the TCE Primary Menu

NewEra Software, Inc.
Our Job? Help you make repairs, avoid problems, and improve IPL integrity.

9.8.1 NSEPRMxx

The Primary TCE Configuration used to control the activation of TCE Task and define
TCE Member Suffixes.

9.8.2 NSEJRNxx

Is used to define the TCE Control Journals, Panel Descriptor and activation of various
TCE Options.

9.8.3 NSECTLxx

Is used to define theControl Boundaries monitored by TCBnsists of Named
Category and their Datasets.

9.84 NSESELxx
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Is used to define the Access Privileges that willgoanted and/or denied to
individual users or groups.

9.8.5 NSEGRPxx

Is used to define TCE@rol Groups and their Members;sad in conjunction with
NSESELxx Member Level Control.

9.8.6 NSEENSxx

Is used to control the definitions of Notification MethodEmail, Text and Action
Triggering Notices.

9.8.7 NSEDETxx
Defines the set up of the Supplemental Detectors.

9.8.8 Multi-System Access Points

TCE supports Multiple Systems using a set of Advanced Functions that allow for
access to a systems unique TCE Configuration within a shared DASD environment.

Multi-System Access Point WorkshedNSEPRMxx Example

TCE 19.0 - Controlled Configuration Access Row 1 to 2 of 2
-- NSIMCTL 0214 -- - Access List --
——————————————————— 2 NSEPRMxx Control Configuration Members e
Row Selection: Show_TCE_Control Add_Parm_Setup Del_Parm_Setup Update_TCE_Config
To Sort select a Sub - Head, To Query enter above Sub - Head, PFK1 for Help -
- Row --------- ICE Controlled Setup Targets ~ --------- --- TCE Members--- - Update -

SNumP -- LPAR- ------ ParmDsn Qualifier ~ ----- Pr Dyn Jr Ct SI Gp En Dt yy/mm/dd

_001L_ADCD113 IFO.TEST.PARMLIB ID --- 0000 -- -- 00001 9/12/06
_ 002 L _ADCD113IFO.TEST.PARMLIB 00 Yes 00 00 00 00 00 00 19/ 02/13
Bottom of data

9.8.8.1 Column Headings NSEPRMxx Access Point

Num - The Table Row Number.

P - 'L' LPAR is Local/Running System, 'Y"' in same Sysplex.
LPAR  -The LPAR Name you assigned to thelfet

ParmDsn - The Fully qualified ICE Configuration Parmlib Dataset.
Pr - The Suffix of the NSEPRMxx Configuration Member.

Dyn -'Yes' indicates TCE Config can be dynamically Updated.

=A =4 4 -4 —a -
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T Jr - Suffix as specifiedJRN(xx) in NSEPRMxx Member.

1 Ct - Suffix as specifiedCTL(xx)in NSEPRMxx Member.

1 Sl - Suffix as specifiedSEL(xx)in NSEPRMxx Member.

1T Gp - Suffix as specifiedGRP(xx)in NSEPRMxx Member.

1 En - Suffix as specifiedENS(xx)in NSEPRMxx Member.

1 Dt - Suffix as specifiedDET(xx) in NSEPRMxx Member.

1 Update - Date last update. Cursor under, press enter for MORE.
9.8.8.2 Row Selection Commands

T S -Displays the NSEPRMxx TCE Configuration Worksheet.

1 A -Opens new row for entry of a new Qualifier. You must
provide: System Name, Qualifier and NSEPRMxx Suffix.

1 D -Deletes Worksheet entries that match selected-Get

i U -Updates the TCE Configuration defined by Active NSEPRM
Member that is associated with the Local System only.

Multi-System Access Point WorkshedNISEJRNxx Example

TCE 19.0 - Boundary Control Configurations Row 1 to 2 of 2
-- NSIMJLX 0214 -- --- Access List
-------------- 2 NSEJRNxx Dataset Boundary Control Configurations e
Row Selection: Show_Controls  Add_Parms Update_Parms Delete_Parms ReStart NSEJRN

To Sort select a Sub - Head, To Query enter above Sub - Head, PFK1 for Help
- Row -------- TCE Controlled Target ~ -------- - JRNXX-- - Last Update = ------
SNumP - LPAR- -- ParmDsn Qualifier - Sf SfAct Ctls - Userld - yy/mm/dd hh:mm

001 L _ADCD113 IFO.TEST.PARMLIB 00 00 Yes _ 25__ PHARL2 19/ 02/10 16:04
002 L _ADCD113 IFO.TEST.PARMLIB 0001 - _ 85 - -] -

Bottom of data *

9.8.8.3 Column HeadinglSEJRNxx Access Point

Userld - Userld of the last user to update the NSEJRNxx Member .
yy/mm/dd - Date of the last NSEJRNxx Member update.
hh:mm - Time of the last NSEJRNxx Member update

T Num - The Row Number.

T P - 'L' LPAR is the running system, 'Y' in same Sysplex.
1 LPAR - The LPAR name you assigned to thelHet

1 ParmDsn - The Fully qualified ICE Configuration Parmlib Dataset.
1 PRMSufx - The Suffix of the NSEPRManfiguration Member.

1 CTLSufx - The Suffix of the Discovered NSEJRNxx Member(s).
1 Act -'Yes' indicates that Member is the Controlling Member.
1 Citls - The number of Active Control Cards in the Member.

1

1

1
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9.8.84 Row Selection Commands

1 S -Selecta NSEJRNxx Configuration LPAR/ParmDs Boundary.

T N -AddaNew NSEJRNxx Configuration LPAR/ParmDs Boundary.
1 U -Update an Existing New NSEJRNxx LPAR/ParmDs Boundary.
1 D -Delete an LPAR/ParmDs Boundary and All references.

1 A -Activate the Local Systems NSEJRNxx Configuration.

9.8.8.5 Adding a New Sysem Controlled Boundary

To add new LPAR/ParmDs Boundary useRdlv Selection Command. LPAR
name, acive Parmlib Dataset and NSEPRMxx Suffix are required.
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10 Appendix A - Product Installation

10.1 Installing the Integrity Controls Environment - ICE

The Control Editor is one of three applications that execute within Ititegrity Controls
Envionment (ICE). Each applicatieohimage FOCUS, dlControl Editor and ICE Vieweis
included in the ICE download package. Each requires the installation of ICE ibefare
become fully operational.

10.1.1 Downloading ICE

Thelntegrity Controls€Environment (ICEan be downloaded from the NewEra Web
Siteor from download links distributed by NewEra Technical Supdért Download
Linkscontain all of the JCL necessary to install and $&tand its applicationsnage
FOCUSThe Control Editor, The Supplementals, Fast DASD Erase for z/OS, The Viewer
and The IPLCheck Family of Health Checks

To ensure a successful installation, you should read andrstad® this section of
the UserGuide prior to installationYou should also read the Image FOCUS Getting
Started Guide available atww.newera.com/startifo.pdf

If you encounter problems, please contact NewEra Technical Support using one of the
following:

A 1-800-421-5035 or 408520-7100
A support@newera.com

10.1.2 Licensing and Authorization

The distribution files contain a complete version of Image FOCUS. You maysuse th
link for installing a trial copy for evaluation purposes or updating an existing license.
If you are installing for purposes of product evaluation, you will need to contact
NewEra Technical Support for Temporary License Authorization. Please contact
NewEra Teatical Support using one of the following800-421-5035,408-520-7100

or support@newera.com

10.1.3 Alternate Security Password

The Image FOCUS Recovery View allows a user to access the Primary Menu when JES,
VTAM and TCP/IP are down or unavailable. It is also possible that RACF may be down
or unavailable, thus preventing user access to the Primary Menu. If you want to
overcome ths possible access limitation, you can use an alternate password to bypass
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RACF. This alternate password is enabled or disabled during installation and available
by contacting NewEra Technical Support. Please contact NewEra Technical Support
using one of the following:

A 1-800-421-5035 or 408520-7100
A support@newera.com

NOTE: If an alternate security password is enabled, the security level assigned to the
user is equivalent to the security level of the Image FOCUS address space. A
description on how to enable/disable the alternate securitygvesrd is described in

this UserGuide.

10.1.4 Planning for Installation

This section describes the steps necessary to prepare for installati@&wicluding
1) Planning for Cataloging Datasets, 2) Selecting an index, and 3) Authorizing load
libraries.

NOTE: There is an Installation Checklist available ilGBeadme file. The readme
file is available via a download link, which is included in the Product Services Resource
Links email that is sent by NewEra Support.

10.1.4.1 Selecting a High Level Qualifier

Select a high level qualifier (&nssprfx) to be used forl@&elated dataset names.

10.1.4.2 Select a Volume for Dataset Allocation
Select a volume to be used for th€ Edatasets. This volume will be used in the
symbolicparameterDSKVOLU.

10.1.4.3 Authorizing Load Libraries

TheICEload library must be authorized in SYS1.PARMLIB member IEAAAPFxx or
PROGXxX.
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10.1.4.4 JCL Symbolics

The following symbolic parameters may need to be changed to conform to your
installation standards in the Image FOCUS PROC and installation JOBS:

Mnemonic Mnemonic Description

SPFPRFX - IBM ISPF dataset prefix

NSSPRFX - Image FOCUS chosen dataset prefix
DSKUNIT i DASD unit for new ICE datasets

DSKVOLU - VolSer for new ICE datasets

10.1.5 Upgrading from a Prior Release

If youare upgrading to a new releagmm an older prior release you will need to
reinstall.

In addition,if you are backleveled to a much older release you maged toupdate
your License Authorization Code(s). To receive new Licensigodaation Codes,
provideNewEra Technical Support with the CPU MODEENd SERIAL NUMBER(S)
of the CPU(s) on which you plan to install

Please contact NewEra Technical Support using one of the following:

A 1-800-421-5035 or 408520-7100
A support@newera.com

10.1.6 Downloading from Web

The ICE installation package (Product Libraries, User Guide, Re&ladviaijable for

download from the Web. To request an ICE download link contact NewEra Technical

Support via Email aupport@newera.conlza Ay 3 GKS &adzow2S0G aL/ 9 52
2 KSy &2dz NBEOSA@®S (KSaS R2gyf2FR tAylaz Of A
Your system will then prompt you for the path and file name under which to store the

download file. Total download time will be approximat& minutes.

When the download is complete, you widiceive a singlelownloadfile containing
the ICE binaryThe ICExxead_me.txt ile contains instructions on the content and
use of the download package.
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The first step of the install is to move DISKET.NEZ to a pre allocated dataset on your
z/OSHosthby creating and submitting a JOB similar to the one shown below where
ayour.dsig is the name of the dataset that will be used to receive DISKET.NEZ and
G @ astthé related VOLSER.

/IALLOC JOB ......

/I EXEC PGM=IEFBR14

//FILE DD DSN=your.dsn,DISP=(,CATLG),VOL=SER=vol,

/I UNIT=unit,SPACE=(CYL,( 100,5 0)),LRECL=80,RECFM=FB,
/l BLKSIZE=6160

/I[SYSPRINT DD DUMMY

10.1.6.1 Installing fromDownload

The installation of thdCEprogram libraries found in a download will require the
following steps: transferring files to the host, allocating data sets, building product
files, customizing, and authorizing the load library. Details of these procedures
follow.

10.1.6.2 Transferring File to Host

If you areusing TSO SEND/RECEIVE you would specify: SENEKENEZ
x:'your.dsn. When you transfer the file make sure this is done as a BINARY transfer.

10.1.6.3 Edit and Run the Install Job

Edit the information contained in the Dataset using your site specificatidsce

you have edited this dataset you will have to save the dataset and submit this job.
You cannot submit the job from within the dataset as it is la@e,and you will
receive a space abend. There are some instructions in the Install Job that must be
followed; please review the job closely. Once you submit the job it will create
hlg.llg.INSTLIB. Yauwe now ready to continue the Image FOCI9)installation

as describedbelow.

10.1.6.4 Application Installation

Once the distribution media has been unl@at] you will need to run twdOBS.
Thesetwo JOBS wifinishinstaling the Image FOCU&pplication.

A JOB % Allocating Datasets

1- EDIT Member ALLOC in the &nssprfx.INSTLIB dataset.
2 - Create a standard Job Card.
3 - Submit the Jolirom &nssprix.INSTLIB (ALLOC)
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A JOB 2 Praduct Build

1- EDIT the member BUILD in the &nssprfx.INSTLIB dataset.
2 - Create an installatiowvalid JOBCARD.
3 - Submit the Jolirom &nssprix.INSTLIB (BUILD)

10.1.6.5 Customizing an Installation

Once Image FOCUS is installed, follow these instructions to customize it as needed:

10.1.6.6 Authorizing load library

To authorize the Image FOCUS load library (&nssprfx.LOAD):

A Add the dataset name and volume serial number of the load library to the APF
member listin eitherIEAAPFxx or PROGXX.

A If IEAAPFxx is used, edit the IEAAPFxx member in SYS1.PARMgIBe
following line:

GayaaLINFEEDP[ h! 5 @2f &aSNE

2 KSNB 602t aSNE A& (KS OACEHDABIb@GWMA I Y dzvyo
NEaARS® GoyaalINFE¢ ASCEIKS OK2aSy REGIasi

Note: If &nssprf.LOAD volser is not the last entry in the member, a comma
mustfollow.

A If PROGxx igsed edit an appropriate idine PROGxx member adding the
following line

APFADDDSNAVD G 3 Y AaLINFEE£ ®[ h! 50 +h[! a90@2f aSNJ

2 K
NI

@ 2CEHDAD libea§ WA | £y dzY 6
CEi KS OK2aSy RIFGlFasi

Q¢ ()

NE 6@g2faSNE A& (KS
ARS® GagyaalLINFE: Ad

10.1.6.7 VTAM Application Definition

If you wish to defindCE to ACF/VTAM consider the following:

A Use theAPPLID statement in tAéTAMLST.
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A ICEAPPL Definition Statements must either be added to an existing APPL major
node or a new major node must be created.

A If theICEAPPL Statements are added to an existing major node, the ACF/VTAM
operator must deactivate and then reactivate the major node containing the
new APPL Statement.

A If a new major node is added to VTAMLST, then only the new major node needs
to be activated.

A If the ICEAPPLs are to come up active when ACF/VTAM is started, then
whenever a new major node is added, the node name must be added to the
ACF/VTAM start list, ATCCONXKX,

Example Application ID: nssprix.INSTLIB(VTAMAPPL)

APPLIFO VBUILD TYPE=APPL APPLICATION MAJOR NODE

*

IFO APPL  AUTH=(ACQ,NVPACE), X
SRBEXIT=YES, RUN EXITS IN SRB MODE X
VTAMFRR=YES, USE VTAM FRR X
EAS=4

In the example, SRBEXIT= YES runs the VTAM EXIT routines of the Image FOCUS in
SRB modeVTAMFRR= YES is a required value that allows control to be passed to
the VTAM recovery routine in the event of an ABEND in an Image FOCUS EXIT
routine. AUTH= NVPACE is the recommended value for the parameter.

10.1.6.8 Configuring ICE to use VTAM

To configure Image FOCUS to use VTAM, add the following to the PARM field in the
Image FOCUS cataloged procedure: APPL=IFO or add APPL=name
Gy rySér G4KS yIFryYS 2F GKS +¢la FLIWXAOFGAZ2Y R

10.1.7 Installing for Multiple Users

When installing Image FOCUS as a VTAM application to support multiple users, you
will need to configure two additional tasks.

A IFOM is a started task that will remain active until stopped.
A IFOS started task is started by IFOM when each user logs on.

This task will selferminate when the user logs off.
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10.2

10.1.8 Customizing the IFOM Started Task

Copy IFOM from &nsspriXROCIB to a system PROCLIB dataset. Modify the proc to
meet your site standards. Note the following PARM field keywords:

A SUBS= specify adicharacter name for a MVS subsystem that will be created by
IFOM. This should be a subsystem name that is not currently in use. The supplied
name is IFO1. DO NOT use a name that is the same as one of the IFO procs.

A UMAX= this value must be zero. DO NOT use any other value.

A SP= specify a8 character name for the task that will be started when a user logs
on to IFOM. The supplied name is IFOS.

10.1.9 Customizing the IFOS Started Task

Copy IFOS from &nsspPROCIB to a system PROCLIB dataset. Modify the proc to
meet customer standards. Note the following keywords:

A SUBS= specify thedlcharacter name for the MVS subsystem that was named in
the IFOM started task SUBS=. The supplied name is IFOL1.

A ICMD-= this keyword is not new to Image FOCQI8but it is now used to control
the profile exec that is run at user logon.

The supplied value is ICMD=PX PROFM. PX is the name of the Command Processor
and PROFM is the PARM (name of a REXX program) passed to the Command
Processor that allocates the ISPF profile EDEable datasets.

10.1.10 Starting IFOM

To start thel CEMulti-User Environment, issue the MVS command START IFOM. IFOS
tasks are automatically started as required by the IFOM address space.

Integrity Controls Environment (ICE) Procedures

When the IFOM Procedure (PROC) is started the IFOM Address Space is formed and becomes
active. During this initialization process the content of the NSEPRMxx ParmLib is read to
determine which additional TCE Service Task is to be started and which Plslenhliers are

to be used to configure/build the TCE Controls Environment. Once TCE is operational users
may begin to logon via TSO or via IFO. Their actions will be monitored/logged as was defined
by the Configuration Parms used during the initializationcpss. However, as time passes, it

is very likely that new TCE operational requirements will arise that necessitate an update to
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one or more of the TCE Configuration Parms/Members. Such configuration updates may be
done dynamically by reinitializg the affected Configuration Member. Such dynamic updates
will have no adverse impachausers logged on at that time.

10.2.1 Image FOCUS Recovery (IFOR)

Image FOCUS Recovery (IFOR) is a separate started task that may be optionally started
immediately after the successful start of the z/OS operating system and before the
start of its subsystems. Using its self contained internal communication subsystem,
IFCR provides access to ISPF and all Image FOCUS functions for finding and fixing
problems that are preventing the successful initialization of JES, VTAM and TCP/IP
and failed z/OS systems.

10.2.2 Image FOCUS Main (IFOM)

Image FOCUS Main (IFOM) is the primary Image FOCUS started task named to VTAM
with a unique APPLID. It is used to spawn and control individual IFOaSkb (the

Image FOCUS Sessions ManadeOS) and, when licensed to do so, automatically
create full and incremental backups of members found in Control Datasets named in
Control Lists.

10.2.3 Image FOCUS Sub-Task (IFOS)

Image FOCUS Sitibsk (the Image FOCUS Sessions Manalf€S) manages the
individual user sessions spawned by IFOM by validating user access rights to Image
FOCUS as they logon, as appropriate, presenting the Image FOCUS Primary Menu and
responding to men directives and line commands.

10.2.4 Image FOCUS Background (IFOBG)

The Image FOCUS Background (IFOBG) is an MVS Batch Process called by the Image
FOCUS interval directive, or alternatively, the site Job Scheduler. Often referred to as
IFO Production, IFOBG evaluates Controlled Images for fithess, changes and
variances, rporting its findings as alerts, notifications and reports.

10.2.5 ICE on a Remote System (ICEAGNT)

The Integrity ControlsEnvironment (ICE) can be installed on Remote Systems. For
purposes of this discussion a Remote System is one that does not have an active
VTAM APPL and therefore is not available for user logon. Such Remote Systems are
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generally used to run specific ICE Applicatioli.Check or Supplemental Detectors
- as Remote Agents.

In order to activate a remoteystem,you will need to not only install ICE but you

will also need to start the Remote Agent Procedure ICEAGNT and configure the
Parmlib Members NSEMSGx, if running IPLCheck, and NSEPRMxx if running either
IPLCheck or Supplemental Detectors.

10.2.6 Installing ICE on a Remote System

Thelntegrity ControlsEnvironment can be installed on a Remote System or LPAR.
For purposes of this discussion a Remote System or LPAR is defined as an ICE
installation that is running the ICE Procedure ICEAGNT as opposed to IFOM. Such a
Remote System or LPAR would not be mured to have access to the ICE Primary
Menu and is intended only for creating the environment in which remote ICE
Applications can execute, for example, IPLCheck and/or Supplemental Detectors.

10.2.6.1 The ICE Remote ProcedgéCEAGNT

Once the ALLOC and BUILD jobs have run on a Remote System or LPAR you will need
to locate and edit the NSEPRMID and NSEMSGID Configuration Members that are
found in the ICE Parmlib Dataset.

Copythe ICEAGNT proceduf®m &nssprixPROCIB to a system PROCLIB dataset.
Modify the PROGo meet your site standardsy specifying values for:

1 NSSPRFX=0ne or more ICEAGNT Dataset Qualifier S
1 SPFPRFX=IBM ISPF dataset prefix
1 PRM=The suffix of the NSEPRMxx Configuration Member

To start thel CERemoteEnvironment, issue the MVS command STIRFERGNT

I* * 00010000

II* NEWERA IMAGE FOCUS ENVIRONMENT * 00020000
I* STARTED TASK PROCEDURE * 00030000

1I* * 00040000

/I* DETECTOR ONLY ADDRESS SPACE * 00050000
11* * 00060000

/¥ NSSPRFX - PREFIX FOR IMAGE FOCUS DATASETS * 00070000

11* * 00080000

/I* SPFPRFX - PREFIX FOR IBM ISPF/PDF DATASETS * 00090000

1* * 00100000

I* * 00110000

I* * 00120000

I* 00130000

/IAGNT PROC  NSSPRFX='IFO.IFOB' , 00140000

I SPFPREX='ISP" , 00150000
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1 PRM='ID’ NSEPRMXX SUFFIX 00160000
1* 00170000

/NEFPROC EXEC PGM=NSEINIT, 00180000

1 REGION=60M,TIME=60, 00190000

1 DYNAMNBR=350, 00200000

1 PARM='SUBS=NONE,PRM=&PRM' 00210000

/ISTEPLIB DD DISP=SHR,DSN=&NSSPRFX..LOAD 00220000
/INSEPARM DD DISP=SHR,DSN=&NSSPRFX..PARMLIB 00230000
/NCEWORK DD DISP=SHR,DSN=&NSSPRFX..ICEWORK 00240000
/INSETABB DD DISP=SHR,DSN=&NSSPRFX..SISPTABB 00250000
/INSWJLOG DD SYSOUT=A,HOLD=YES 00260000
/ISYSPROC DD DISP=SHR,DSN=&NSSPRFX..SISPCLIB 00270000

1 DD DISP=SHR,DSN=&SPFPRFX..SISPCLIB ISPF 00280000

I1* DD DISP=SHR,DSN=SYS2.SERENA.PDSE510.CLIST PDSTOOLS 00290000
I* DD DISP=SHR,DSN=SYS1.DGTCLIB ISMF 00300000
I1* DD DISP=SHR,DSN=SYS1.SGIMCLSO SMP/E 00310000

I* DD DISP=SHR,DSN=SYS1.HRFCLST RACF 00320000

11* DD DISP=SHR,DSN=SYS1.SCBDCLST HCD 00330000
/ISYSEXEC DD DISP=SHR,DSN=&SPFPRFX..SISPEXEC ISPF 00340000
/ISYSHELP DD DISP=SHR,DSN=SYS1.HELP 00350000

1 DD DISP=SHR,DSN=&SPFPRFX..SISPHELP ISPF 00360000
/*ISPLLIB DD DISP=SHR,DSN=SYS2.SERENA.PDSE510.LOAD PDSTOOLS 00370000
1* DD DISP=SHR,DSN=SYS1.DGTPLIB ISMF 00380000
/NSPMLIB DD DISP=SHR,DSN=&NSSPRFX..SISPMENU 00390000

1 DD DISP=SHR,DSN=&SPFPRFX..SISPMENU ISPF 00400000

I* DD DISP=SHR,DSN=SYS2.SERENA.PDSE510.MSGS PDSTOOLS 00410000
I* DD DISP=SHR,DSN=SYS1.DGTMLIB ISMF 00420000
I* DD DISP=SHR,DSN=SYS1.SGIMMENU SMP/E 00430000

1 DD DISP=SHR,DSN=ISF.SISFMLIB SDSF 00440000

I* DD DISP=SHR,DSN=SYS1.HRFMSG RACF 00450000

I* DD DISP=SHR,DSN=SYS1.SCBDMENU HCD 00460000
INSPEXEC DD DISP=SHR,DSN=&SPFPRFX..SISPEXEC ISPF 00470000
/NSPPLIB DD DISP=SHR,DSN=&NSSPRFX..SISPPENU 00480000

1 DD DISP=SHR,DSN=&SPFPRFX..SISPPENU ISPF 00490000

11* DD DISP=SHR,DSN=SYS2.SERENA.PDSE510.PANELS PDSTOOLS 00500000
I* DD DISP=SHR,DSN=SYS1.DGTPLIB ISMF 00510000

11* DD DISP=SHR,DSN=SYS1.SGIMPENU SMP/E 00520000

1 DD DISP=SHR,DSN=ISF.SISFPLIB SDSF 00530000

I* DD DISP=SHR,DSN=SYS1.HRFPANL RACF 00540000

1* DD DISP=SHR,DSN=SYS1.SCBDPENU HCD 00550000
/NSPSLIB DD DISP=SHR,DSN=&SPFPRFX..SISPSENU ISPF 00560000
1 DD DISP=SHR,DSN=&SPFPRFX..SISPSLIB ISPF 00570000

1* DD DISP=SHR,DSN=SYS1.SGIMSENU SMP/E 00580000

I* DD DISP=SHR,DSN=SYS1.DGTSLIB ISMF 00590000

1* DD DISP=SHR,DSN=SYS1.HRFSKEL RACF 00600000
/ISPTLIB DD DISP=SHR,DSN=&SPFPRFX..SISPTENU ISPF 00610000
1* DD DISP=SHR,DSN=SYS1.DGTTLIB ISMF 00620000

1 DD DISP=SHR,DSN=ISF.SISFTLIB SDSF 00630000

I* DD DISP=SHR,DSN=SYS1.SMP.OTABLES SMP/E 00640000

I* DD DISP=SHR,DSN=SYS1.SCBDTENU HCD 00650000
/*ISPTABL DD DISP=SHR,DSN=SYS1.SMP.OTABLES 00660000
/*SMPTABL DD DISP=SHR,DSN=SYS1.SMP.OTABLES 00670000
/NSPCLT1 DD DISP=NEW,UNIT=SYSALLDA,SPACE=(CYL,(1,1)), 00680000
1 DCB=(LRECL=80,BLKSIZE=800,RECFM=FB) 00690000
/NSPCLT2 DD DISP=NEW,UNIT=SYSALLDA,SPACE=(CYL,(1,1)), 00700000
1 DCB=(LRECL=80,BLKSIZE=800,RECFM=FB) 00710000
/NSPLST1 DD DISP=NEW,UNIT=SYSALLDA,SPACE=(CYL,(1,1)), 00720000
1 DCB=(LRECL=121,BLKSIZE=1210,RECFM=FBA) 00730000
/NSPLST2 DD DISP=NEW,UNIT=SYSALLDA,SPACE=(CYL,(1,1)), 00740000
1 DCB=(LRECL=121,BLKSIZE=1210,RECFM=FBA) 00750000
/ISYSUDUMP DD SYSOUT=A,HOLD=YES 00760000
/INSEDUMP DD SYSOUT=A,HOLD=YES 00770000
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10.2.6.2 Remote ICE Configuration Members

Once the ALLOC and BUILD jobs have run on a Remote System or LPAR you will need
to locate and edit the NSEPRMID and NSEMS8@iifguration Members that are
found in the ICE Parmlib Dataset.

10.2.6.3 Starting Related TasE NSEPRMxx

The NSEPRMxx Configuration Member determines which TASK will be started when
the ICEAGNT Procedure is startetieve & E Is ¢he suffix value that matches the
value defined in the ICEAGNT PROC ondthew aKegword. The default value
assigned to thex t w aKéyévord idD. If you intend to change this default value or

any of the other valugthat appeasin the default member it is best that you work

with NewEra Technical Support BEFORE you submit ICEAGNT.

This member also contains tiBOMPANY Authorization Control Cartle value that

F2fft26a GKS aré¢ Aa GKS [AOSyasS vYSe e2dz gAff
are needed when ICE Applications other than IPLCh&dére and the LevéDne

Detectors are to be used.

The COMPANY License Key is CPU Model and Serial Number specific so you will need
a unique Key for each physical CPU upon which you intend to run ICEAGNT. NewEra
Technical Support will assist you should you require a Key.

TASK=NSWJSSI /* JOURNAL SUBSYSTEM */ 00010001
TASK=NSWJSTI CTL(00) JRN(00) ENS(00) DET(00) ICETDET /* JOURNAL CTL. */ 00020001
TASK=NSWJSCI LOG(ERRORS) /* LOG TASK */ 00030001
TASK=NSWOMST /* OP CMD LOGGING  */ 00040001

TASK=NSWCEFM /* FUNCTION SCHEDULER * 00050001

TASK=NSTINIT * WAKES UP EVERY 3VINS*/ 00060001
* COMPANY= /* REQUIRED */ 00070001
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10.3 Installing The Control Editor - TCE

The Control Editor is included with thietegrity ControlsEnvironment (ICE) Install Libraries;
therefore, when you install ICE, The Control Editor application modules are installed.

To activate The Control Editor Administrator Interface and various operationaysiems, a

Control Editor Key Control Card must be inserted into the ICE configuration control member
NSEPRMxx. Once the card is inserted and the ICE Primary Address Space (IFOM) is cycled, The
Control Editor will be fully functional.

10.3.1 What to Expect

First, during the nex{or first) restart of IFOM, The Control Editor Configuration

Member NSECXk will be interrogated for a Control Dataset List. If a valid list is
F2dzy R LCha @gAft &/ NBFGS | Cdzff . F OldzL 27
storing them in a Control Journal. Note that each subsequent restart of IFOM will

repeat this processdxking up any additional datasets added to the control list that

are not currently represented in the Control Journals.

Second, The Control Editor Administrator functions as accessed from the ICE primary
YSydz dzaAy3a GKS a4/ 2yGNRfé O2YYIYR gAftf 068
available for use. The Control Editor Administrator functions are only available when
accessed fronthe ICE primary menu.

Third, once The Control Editor Control Members NSECTLxx and NSEJRNxx are
configured, ICE users with the needed External Security Manager (ESM) access
authority who attempt to update or submit a member in a Controlled Dataset will be
presented with a requdédor event documentation. Failure to provide the requested
documentation will invalidate the update or submit attempt. These functions can be
optionally extended to ALL ISPF USERS.

Fourth, dynamic system alterations, such as z/OS SETS or RACF SETROPTS, will be
intercepted and recorded. No documentation request will be presented to users
initiating such change events.

Finally, all events intercepted by The Control Editor will be recorded in an open
Control Journal in both summary (Meta Data) and full format (Member Data or Log
Data). This is to assure that a fully accessible Audit Trail of event history is readily
avaikble for reports and queries.

10.3.2 Critical Relationship

¢t KSNBE aK2dzZoRYy®S INBadhyd2yakKAL 6SGi6SSy | 51 Gl
the Valid Datasets assigned/associated with the Category/Class. This is considered a
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G/ NRGAOFKE wStlGA2yaKALE (2 GKS AyiSanNmaae 2
Journals and displayed in the various Control Editor panels and reports.

10.3.3 User Access to Datasets

The Control Editor does not do any additional security checking when a user attempts
to access a member, as any required security should already be in place. If the user
does not have READ authority when the edit starts, then the user will get an open
error. At exit (save), if the user does not have UPDATE authority to the member, then
the user will get an open for output error. This is consistent with the way the normal
processing of the ISPF editor works.

10.3.4 External Security Manager Issues

The NSEJRNxx and NSECTLxx UPDATE (but is not needed for BROWSE or EDIT)
function accessed via the Administrator Interface requires that the following (the

example is for RACF) or equivalent changes must be made to the External Security
Manager (ESM) setthd ¢ KSNB G dzaSNA R Aa GKS ¢{h dzaSNJ
given TCE Dynamic Update Authority.

RDEFINE FACILITY NEZ.NSEPARM.** UACC(NONE)
PERMIT NEZ.NEPARM.** CLASS(FACILITY) ID( userid) ACCESS(READ)
SETROPTS REFRESH RACLIST(FACILITY)

10.3.5 When a Volume is Exhausted

It is recommended that Multivolume datasets should not be used for BSAM journals.
When the journal subsystem attempts to write to a journal that causes a switch to a
second volume the second volume will lgmored,and the current journal will be
closed and a new journal will be created.his will leave an empty extent on the
second volume, and only the extents of the first volume will be used by the journal
subsystem.

10.3.6 ReadMe File

C2NJ FRRAGAZ2YIE aaradlyOoS 02y OSNYyAy3d LINE R d
associated with the product download.
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11  Appendix B TCE Configuration Members Detailed

The TCE configuration settings are defined in a set of TCEs@mifiguration Members.hEir
prevailing suffixes are named on the TASK=NSWJSTI statement found in the controlling NSEPRMxx
member.

Extract From Sample NSEPRMOO found in ICE SAMPLIB

TASK=NSWJSTI CTL(00) JRN(00) ENS(00) DET(00) SEL(00) GRP(00)

4#8 UOOAI #1 1 £AECC

% 0! 2-,)7 e 4
% Onl BAQOEAR 4A0OBO AR _
3 %* 2 > *1 001 Al. _3PAAEAEAA

9 #AOACT OU AT A $4
%3 9 OAAI T AE $AOAOQAOQT-

3 %0 OAAI I AE 0Ol E/ .

%2> #1001 11AA 50AC

Wb~ %QAT O .1 OEAEAAOQ

3% 30bbI Al AT OAT $ £

Each TCE Configuration Member, its syntax and keywords are explained in the remainder of this
Appendix. Note that while each may be accessed directly in ICE Parmlib and updated using
TSO/ISPF it is consideredda S a (i S bNemihay th€® TCRdministrator Dialoggor this
purpose. The TC&dministrator Dialogare accessed from the TCE Adminstration Primary Menu
and explained in detail in the T@Eministrator Dialog&Jser Guide.
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11.1 NSEJRNxx Configuration Statements

The syntax of each NSEJRIQ@dtrol Cards as follows:
| ----statement_Name keyword_name and/or keyword_vahie

Each Statement Name is septed from its Keyword Name anav Keyword Value by at least
one blank.

The value(s) associated with edgtatement Namenay be changed at any time but to become
operational, thelCE Startedlrask, IFOM must be cyclehe NSEJRNxx member may be

updated drnamially without having to cycle IFOMhis can be accomplisheing theTCE
Administrator Interface accessed from the ICE primary menu.

11.1.1 >> Journal Controls Follow

11.1.2 ALLOC

ALLOC is used to define the space allocation values that will be used in allocating new
Control Journals. The ALLOC keyword can be split across multiple lines if needed BUT
each new line must begin with a restatement of the ALLOC keyword. Changes to these
values become effective with the next Control Journal Dataset allocation.

11.1.3 BMAXMEMS

Determines the maximum number of members that can be stored in a single Backup
Dataset. By default the value is set to 10000 but can range from 1 to 32738.

11.1.4 BMAXRECS

Determines the maximum number of records in a member that can be stored in a
Control Journal. By default the value is set to 15000 but can range from 1 to 65536.

11.1.5 BSPANMX

Joecifies the maximum number of Journals that may be used to backup a specific
dataset. A value of zero disables the Backup Function.

Default value =4  Value range is § 65535
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11.1.6 DLINES

DLINES are the number of descriptor comment lines or change detail records that will
be provided at the top of each Control Member and subsequently recorded in the
Control Journal for each edit event. The recommended value range for descriptor and
commentA Y F2 NXY I G APy YRRBDNIAAK 039 Ehaiy&sitd DLINESWY b Q
become effective immediately following the cycling of IFOM or a dynamic update to
NSEJRNOO from the Administrator Interface.

The optional DLINES parameters include:
COUNT(M,N)

1 M-Where M is the number of descriptor lines to create in each descriptor
member. Range is-36, the default is 3.

1 Nc¢Where N is the number of change detail records to be captured when a
member change is detected. Range 83 the default is 8.

NONBLANK|NBLANK(N)
Where N is the minimum number of descriptor lines that must be-blamk.
Range is-B9. If 0 (ZERO) is used, the descriptor panel will be presented but
will not require user entries.

EDITORDR|EORDR(option)
Where option is MEMFRST (display the member first) or DESCFRST  (display
the descriptor before the member). If not specified, the default MEMFRST is
used.

ACTIVE(Starting:hhminding:hhmm)
Where Starting:hhmm represents the time of day when the descriptor, as
defined for the named category, will become active. Ending:hhmm
represents the time of day when the descriptor will cease to be active. If not
specified, the descriptor remains activieroughout the entire 24 hour day.

11.1.7 ENTRIES

ENTRIES are the number of entries allowed in a Control Journal, EXCEPT Control
Journals that are used for member backups, for which it has no effect. The
recommended value range for BSAM formatl&116; the default is 116. The
recommended value range for zFS/HFS 148,882 the default is 1092. Changes to
ENTRIES become effective immediately following the cycling of IFOM and closing of
the current journal.
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11.1.8 HLO

HLQ is the High Level Qualifier(s) (up to three are allowed) that will be used as the
name prefix for each Control Journal. An example of the resulting dataset name is
aK2gy o0St2d b2GS GKIG GKS Fdzi2YlFGAOlIffe R
express& AY DNBSYgAOK aSlkly ¢AYS 6Daciod® WYWd5Q A

A

4

WWWd YdeQ A& SELINB&EASR dzaAy3a GKS yz2il i

5 5 5 s

IFO.COMMON.JOURNAL.D2006052.T2326523

If you are running multiple copies of Image FOCUS each enabled with The Control
Editor it is recommended, due to current system limitations, that you name each
atdaisSyQa /2y aGNRf W2daNYIFf SgAGK dzyAljdzS | A3K |

As a general rule, Control Journals should not be deleted, renamed, copied nor their
content changed. Doing so will result in a loss of system integrity.

11.1.9 PATH

The PATH Statement, used to define the HFS/zFS Journal Forndriopasd as a
journal format optionin TCE 8.0.

11.1.10 SHARE

SHARE as a stand alone NSEJRNxx Statement was removed in TCE 8.0

11.1.11 SHARE MULTIO(RBA4K)

RB4K is the Default and recommended Journal Format. It is compatible with existing
BSAM Journals BUT NOT COMPATIBLE with existing HFS/zFS Journals. If the content
of HFS/zFS Journals is to be retained and merged with newer RB4K Journals, the
older HFS/zF3ounals will need to be converted to RB4K format. Contact NewEra
TechnicaBupportfor assistance with a conversion application and instructions.

11.1.12 SHARE CONTROL(8)

Control List as defined in NSECTLxx may be stareshg multiple LPARs. The
maximumnumber of LPARSs to share Controldiistspecificed as the value of SHARE
CONTROL. The default value is 8. If Control List sharing is not desired set the value
G2 TSNRZ WnQo
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11.1.13 SHARE JOURNAL(8)

Control Journals may be sharathongmultiple LPARs. Thmaximumnumber of
LPARs to shad Journals is specificed as the value of SHARE JOURNAL. The default
Gl tdzS Aa yd® LF W2dzNYyIFf &aKFENAY3I A& y20 RS&AA]

11.1.14 SWITCH

SWITCH determines when an existing Control Journal will be automaticed,

and a new Control Journal dataset allocated and opened for use by The Control
Editor. Values may be either "NO" or "MONTH". The effect of SWITCH is often
referred to as the TERM of a Journal. Note that regardless of the value set, Control
Journals will atomatically close when they reach the number of entries specified
using the ENTRIES keyword or when they run out of space.
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11.1.15 >> Descriptor Controls Follow:

11.1.16 TEMPLATE / TEMPLATE .END

The control statements used to definéemplate Style Descriptoas a definable
entity, were droppedin TCE 8.0A Template Style Descriptor remains a Descriptor
Default when a DESCPMiy{e descriptoris not defined.

11.1.17 DESCPNL(

The various DESCPNL Statement supported Keywords and Keyword Values are
presented below in order to provide a more complete understanding of
configuration possibilities.

1

CATEGORY|CAT(categname)- where 'categoryname’ is the Dataset Category
name that is being included in this DESCPNL definition

PANEL|PNL(panelnamjvhere 'panelnam’ is the name of a fidize ISPF Panel
member in the ISPPLIB dataset containingftitigpaneldefinition.

POPUP|POP(panelnamvhere 'panelnam' is the name of a Popsize Panel
member in the ISPPLIB dataset containinggbg-up paneldefinition.

BYPASSCHAR|BPC(chapecified on the DESCPNL statement where the 'char’
represents the panel TYPE character that, if located in column 1 of a panel )BODY
line, will cause that line to be eliminated from the journal entry descriptor data.

A CONF YESINO is used to confirm or not the information entered by the user
Ay (GKS RSAONALII2NY ¢KS 5S¥FI dzf Gruphia W, 9{Q
Ad RAALX | @ SR duppesfieiddsefigtor PopJp.Wb h Q G A f f

A EDITORDR|EORDR|EO(opticspecified on the DESCPNL statement where
valid values for 'option' are:

- MF (display the member data first)
- DF (display the descriptor data entry edit window prior to the member)

If not specified, the default will be MF

ACTIVE(Starting:hhmBnding:hhmm)- specified on the DESCPNL statement
where

- 'Starting:hhmm' represents the start time that this descriptor panel will be
active (in 'nhmm' format)
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- 'Ending:hhmm’ represents the end time that this descriptor panel will cease to
be active.

If not specified, the descriptor remasractive throughout the entir@4 hour day.

ACTIVE start and end times can span midnight. For example, ACTIVE@200
would indicate that this descriptor panel is active between 10:00 p.m. and 5:00

a.m.
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11.1.18 >> Notification Controls Follow:

11.1.19 EXTERNALNOTIFICATION ON|OFF

EXTERNALNOTIFICATION is used to toggle ON|OFF the Notification METHODS and
ACTIONS found in the NSEENSxx Configuration Member.
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11.1.20 >> Process Controls Follow:

11.1.21 CEDEF

Default TSO Client for Control Editor.
Default Value = YES  Values are YES|NO

YES& Causes the Control Journals defined with the HLQ keywords to be assigned as
the default Journals used by the Control Editor when used under TSO. If more than
one IFOM is definedhe NSEJRNxx member of the firstrstd specifying a value of

G, 9{¢ 6Aff LINBOIAf D

NO - The Control Editor session under TSO must specify the name of the IFOM
Address Space. The Address Space name is the same as the IFOM Subsystem name.

11.1.22 CONTROLMODE NONE|WARN|DENY

The value of CONTROLMODE determinesgthbal operational control that the
Padlock will exert over various control resources, datasets, commands and projects.
This notwithstanding the USERMODE control statements defined in NSESELxx can be
use to overrideCONTROLMODE settings on a-iseuser basis.

11.1.22.1 NONE

When CONTROLMODE is set to NOMgIack Controls are not operational
except that an individual users access rights may still be governed by their
individual USERMODE settings.

11.1.22.2 WARN

When CONTROLMODE is set to WARAdIock Controls are operational and
users that would otherwise be denied access will be albaccess following the
display of @2 | NJ/ A y 3 indic&tigittageymay be denied assess at some
time in the future.

11.1.22.3 DENY

When CONTROLMODE is sddEiNYPadlock Controls agperational,and users
then will be denied access to control resources, datasets, commands and
projects.

11.1.23 CONTROLCATS ON|OFF
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For Padlock Controls over Category Boundaries to be active CONTROLCATS must
specify a value of YES.

11.1.24 CONTROLDSNS ON|OFF

For Padlock Controls over Dataset Boundaries to be active CONTROLDSNS must
specify a value of YES.

11.1.25 CONTROLCMDS ON|OFF

For Padlock Controls over Command Boundaries to be active COBINVIR® must
specify a value of YES.

11.1.26 CONTROLWGPS ON|OFF

For Padlock Controls over WorkgroupuBdaries to be active CONTROLVBGfust
specify a value of YES.

11.1.27 CONTROLPJTS ON|OFF

For Padlock Controls over TCE Project Boundaries to be active CONEROUst
specify a value of YES.

11.1.28 IPLCHECKHLQ

The highlevel qualifier usd to define the Inspection Log written by IPLCheck Core
or Plus. This value is used to link TSO/ISPF users to the MBRUSED Line Command
available to them when working with a Controlled Dataset.

11.1.29 IFOINDEXHLQ

The highlevel qualifier that defines thémage FOCUBspection Log Index created
during background image inspections. This value is used to link TSO/ISPF users to the
MBRUSED Line Command available to them when working with a Controlled
Dataset.

11.1.30 TSO

TSCClient SupportDEFAILT isYES
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A YES ALLOWS CONTROL EDITOR TO BER{I#RASO ADDRESS SPACE

A NO - CONTROL EDITOR CAN ONLY BE USEIFB¥ ADDRESS SPACE

11.1.31 TCEPRIME

The value of TCEPRIME should be the TSOUserld®fittery TCE Administrator.

TCEPRIME tsouser _id

11.1.32 TCEADMIN

The value of TCEADMIN may be a single TSOUserld or a list of up to six TSOUserlds
separated by commas and enclosed in parentheses.

TCEADMIN tsousédt or (tsouser_idtsouser_id,tsouser_id,tsouser_id)

11.1.33 DETCHNGNOTIFY

Upon entry into Controlled Datasets TCE Compares the current content of the
selected member with the last copy stored. dfault, when a change is detected a
Pop-Up noting the finding is displayed. Use DETCHNGNOTIFY to turn thip Btfp
Category by Category by specifying the following:

DETCHNGNOTIFY @AfBgory namOFF

11.1.34 LOGEDIT NO|YES

This keyword is used to turn ON|OFF Edit Class event logging. Default = NO.

In addition, to ativate/deactivate this functiorthe following control card must be
present in the IFOM Proc.

/INSWJLOG DD SYSOUT=*

LOGEDIT intended for exclusive use by NewEra Technical Support.

11.1.35 LOGCMDS NOJ|YES

This keyword is used to turn ON|JOFF Command Class event logging. Default = NO.
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In addition, to activate/deactivate thisihctionthe following control card must be
present in the IFOM Proc.

/INSWJLOG DD SYSOUT=*

LOGCMDS intended for exclusive use by NewEra Technical Support.

11.1.36 IFO PROC Update

In addition to activate/deactivate LOGEDIT and/or LOGCMDS, the following control
card must be present in the IFOM Proc.

/INSWJLOG DD SYSOUT=*

To prevent logging from being turne®N/OFF using the options available in
NSEJRNOO, comment out or remove the control card from the IFOM Proc.

11.1.36.1 Sample Event Log

A sample and field description of a collection of typical log records is shown
below:

JDate --- Time---- -- Userd- Type: ---- Command/Suboperator ----
10042 13:40:52.35 ESSJDL1 Cmd: SETROPTS LIST

10042 13:47:42.08 ESSJDL1 Edit: ESSIDL1.IFO80DR.ASM(NSWOMST)
10042 13:54:51.88 ESSJDL1 Edit: ESSIDL1.IFO80DR.ASM(#ASMNERA)
10042 13:56:05.17 ESSJDL1 Cmd: SETXCF 12345

10042 14:01:49.59 ESSJDL1 Cmd: SETXCF 98765

10042 14:03:48.88 ESSJDL1 Cmd: SET PROG=XX,SMF=KK

10042 14:05:45.51 ESSJDL1 Cmd: SET SMF=KK,CMD=HH

10042 14:06:25.60 ESSJDL1 Edit: ESSIDL1.IFO80DR.ASM(NSEPRM5)
10042 14:07:10.03 ESSJDL1 Cmd: SET SMF=KK,CLOCK=RR

10042 14:07:42.88 ESSJDL1 Cmd: SET DIAG=VV,SMF=KK

10042 14:13:39.93 ESSJDL1 Edit: ESSIDL1.IFO80DR.ASM(NSWOMST)
10042 14:18:51.82 ESSJDL1 Edit: ESSIDL1.IFO80DR.ASM(#ASMNERA)

138|

NewEra Software, Inc. Integrity Control€Environment(ICERApplications



The Control Editq 19.0

11.1.37 >> Monitor Controls Follow:

11.1.38 MSGMONITOR MSCOPE(*)

MSGMONITOR is used to define the scope of messages being monitored by the
Operational ManagemengBervice Task (NSWOMST). By default, only the local
system's messages will be monitored for capture and reported. The default is
equivalent to specifying:

If IFOM is active in a SYSPLEX environment, messages from systems other than the
local system can also be monitored and captured. If messages from all systems in
the SYSPLEX are to be monitored for capture and reporting, specify MSGMONITOR
as follows:

MSGMONITOR MSCOPE(*ALL)

If messages from only select systems in a SYSPLEX are to be monitored and captured,
specify MSGMONITOR as follows:

MSGMONITOR MSCOPE(sysnml,sysnmz, ... ,Sysnmx)

where 'sysnml’, 'sysnm2', etc. represent the system names of the specific systems
that are to have their messages monitored.

11.1.39 MSGIDINTERCEPT ON|OFF

For TCE to intercept a System Message the MSGIDINTERCEPT Statement must be
turned ON.

MSGIDINTERCEPT ON

11.1.40 MSGID

Fora System Message to be intercepted by To& MSGIDINTERCEPT Statement
must be ON and the targetedlessage Identifier must be defined on the MSGID
Statement.

MSGID message_id

When messages fall into a broad catagories varying only by severity, generally the

last bit in the message ID, i.e. I,W,E and you would like to match on all severity levels
dzaS |y afpé¢ la GKS ftFad OKINY¥OGSNI 2F GKS
identification of all matching maage IDs regardless séverity.
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MSGIDMATCHSTR( Yo

Message intercept may be optionalliefined by specifying as a sytarm on the
MSGID Statement a Match String which TCE wil use to match with the text that
accompanies the target message.

MSGID message id MATCHSTR( O6match _string6)

11.1.41 OPERCMDINTERCEPT ON|OFF

For TCE to intercepSET, MODIFY or Miscellaneous Operator Commands the
OPERCMDINTERCEPT Statement must be turned ON. If the OPERCMDINTERCEPT
Statement is turned OFBperator Commands witlot be intercepted. The default

value is OFF.

OPERCMDINTERCEPT ON

11.1.42 SETCMD 1 COMMAND NAME

When theOPERCMDINTERCBRIement is tirned ON SET Operat Commands
specifically named using the SETCMD Statement are capfuredS OA F& WI [ [ Q | &
value of SETCMD to capture all SET Commands.

SETCMD SET_operator_command

Valid SET_operator_command values include:

APPC ASCH AUTOR CEE CLOCK CNGRP

CNIDTR DAE DATE DEVSUP DIAG EXS

GRSRNL IKJTSO 10S IXGCNF NMS MPF

MSGFLD OMVS OPT PFK PROD PROG

RESET RTLS SCH SLIP  SMF SMS

TIMEZONE UNI  SETAPPC SETALLOC SETAUTOR SETCEE
SETCON SETDMN SETETR SETGRS SETHS SETIOS
SETLOAD SETLOGR SETLOGRC SETMF SETOMVS SETPROG
SETRRS SETSMF SETSMS SETSSI SETUNI SETXCF

11.1.43 MODCMD i COMMAND NAME

When the OPERCMDINTERCE®&atement is tuned ON MODIFY Operat

Commands specifically named using the MODCMD Statement are caffecify

WI[[Q A GKS @I fdzS 2F ah5/ a5 G2 OF LJidz2NB | f
MODCMD MODIFY_operator_command

ValidMODIFY_operator_command valuaslude
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AXR BPXOINIT CATALOG CEA DEVMAN DLF
LLA MVSNFS OAM OMVS WLM TRS
XWTR ACF2 TSS

11.1.44 MISCCMD i COMMAND NAME

When the OPERCMDINTERCERatement is eirned ON Miscellaneous Operat
Commands specifically named using the MODCMD Statement are caffjnecify
WI[[é& | a (KSMDDtb fcapbre tie Tefired. $ef ofMiscellaneous
Commandshown below

MISCCMMiscellaneousoperator_command

Valid Miscellaeous _operator_command values include:

CANCEL DUMP FORCE QUIESCE SWITCH START
SWAP STOP SLIP TRACE VARY

11.1.45 ESMINTERCEPT ON|OFF

For TCE to intercefExternal Security Manager (ESM) Commands fromRAGF,
CAACF2 or GAop Secretthe ESMINTERCEPT Statement must be turned ON.
Turning the ESMINTERCEPT Statement OFF will turn off the intercept of all ESM
Commands. The Default value is OFF

11.1.46 RACFCMDINTERCEPT ON|OFF

For TCE to intercefiExternal Security Manager (ESM) Commands fromR2I@F

both the ESMINTERCEPT and RACFCMDINTERCEPT Statement must be turned ON.
Turning the RACFCMDINTERCEPT Statement OFF will turn off the intercept of all
IBM-RACF Commands. The Default value is OFF

11.1.47 RACFCMD 1 COMMAND NAME

When the RAGEMDINTERCERStatement is trned ON IBMRACF Operat
Commands specifically named using the RACFSHtsiiement are captured. Specify
WI[[Q a GKS @I f dzS 2 RAGFICOMmaras (2 OI LJG dzNB

ALTDSD ALTGROUP ALTUSER ADDSD ADDGROUP ADDUSER
CONNECT DELDSD DELGROUP DELUSER LISTDSD LISTGRP
LISTUSER PASSWORD PERMIT RALTER RDEFINE RDELETE
REMOVE  RLIST SEARCH SETROPTS
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11.1.48 ACF2CMDINTERCEPT ON|OFF

For TCE to intercejxternal Security Manager (ESM) Commands frorACE2 both
the ESMINTERCEPT and ACF2CMDINTERCEPT Statementimest®&l. Turning
the ACF2CMDINTERCEPT Statement OFF will turn off the intercept cRAGIFEZA
Commands. The Default value is OFF

11.1.49 ACF2CMD 1 COMMAND NAME

When the ACR2MDINTERCEPStatement is @arned ON CAACF2 Operat
Commands specifically named using the ACF2CMD Statement are captured. Specify
W/ D{hQ F+a G§KS @I t dzais,teonly valid eommand. G 2 O LI dzNB

11.1.50 TSSCMDINTERCEPT ON|OFF

For TCE to intercépExternal Security Manager (ESM) Commands frorT @A

Secret both the ESMINTERCEPT and TSSCMDINTERCEPT Statement must be turned
ON. Turning the TSSCMDINTERCEPT Statement OFF will turn off the intercept of all
CATop Secret Commands. The Default value is OFF

For the TS®€ommand Intercept to have its fulifect, addthe Top Secret Command,
TSS to the AUTHCMD table thre IKITSOxRPARMLIBmember of the system
supporting the product installation.

11.1.51 TSSCMD 1 COMMAND NAME

When the TSSMDINTERCERTatement is tuned ON CATop Secret Operat
Commands specifically named using the TSSCMD Statement are captured. Specify A
Wah5LC, Q a (4KS @I fthigShe 2rify vatidconmnarid. G 2 O LJG dzNB

11.1.52 IKTTSOxx Parmlib Update Required

For the TS€ommand Intercept to have its fulifect, addthe Top Secret Command,
TSS to the AUTHCMD table the IKITSOxRARMLIBmember of the system
supporting the product installation.
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11.1.53 Command Origin Excludes

Any Operator Commandan be issued from Started Tasks, Batch Jobs, Operator
Consoles and TSO Sessions. Use the EXCLUDE(STC,JOB,CON,TSO) keyword to delimit
the capture of command eventghere:

CON = Issued from &®PERATOR CONSOLE
JOB = Issued fromJ®B, BATCH PROCESS
STC = Issued fronSTARTED TASK

TSO = Issued fromT&0O SESSION

Thefollowing exampleshow the use of the EXCLUDES satm:

SETCMD PROG EXCLUDE(STC,JOB) EXCLUDES STARTED TASK AND BATCH JOBS
MODCMD ACF2 EXCLUDE(JOB) EXCLUDES BATCH JOBS
MISCCMDVARY EXCLUDE(JOB,CON) EXCLUDES BATCH JOBS & OPERATOR CONSOLE
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11.1.54 NSEJRNxx Model Member

Kkkkkkkkkkkkkkkkkkkhkkkkkkkkkkhkkk

*  JOURNAL CONTROL OPTIONS *

* *% *% *% *kkkkk

HLQ  IFO.JOURNAL

SHARE  MULTIO(RB4K)

SHARE CONTROL(8) /* 0=Not Sharing */
SHARE JOURNAL(8)  /* 0=Not Sharing */
ALLOC SPACE(4)

ALLOC CYL

BMAXMEMS 10000

BMAXRECS 15000

BSPANMX 4

ENTRIES 120

SWITCH MONTH

*kkkkkkkkkkkkkkkkkkkkkkkkhkkx

* EDITOR CONTROL OPTIONS *
*kkkkkkhhkkhkhhkkhhhkrhhhiik

CEDEF YES

DLINES COUNT(3)

DLINES NONBLANK

TSO YES

DETCHNGNOTIFY CAT(SYSTEN.IPLPARM) OFF

*% *% *% *%

* DESCRIPTOR *
DESCPNL CAT(SYSTEM.PARMLIB) PNL(DDE@PNL1) BYPASSCHAR(!)
DESCPNL CAT(SYSTEM.PARMLIB) PORDDE@ORL) BYPASSCHAR(!)

kkkkkkkkkkkkkkkhkkkkhkkkkkkkk

* TCE CONTROL OPTIONS ~ *
*kkkkkkkkkkkkkkkkkkkkkkkkhkkx

LOGCMDS NO

LOGEDIT NO

MSGMONITOR MSCOPE(¥)

LOGEDIT NO

LOGCMDS NO
OPERCMDINTERCEPT ON

MODCMD LLA

MODCMD ALL

SETCMD ACTIVATE

SETCMD  ALL

MISCCMD ALL

MISCCMD VARY

MISCCMD VARY EXCLUDE(JOB,STC)
ESMINTERCEPT ON
RACFCMDINTERCEPT ON

RACFCMD SETROPTS
ACF2CMDINTERCEPT ON

ACF2CMD CGSOEXCLUDE(STC,TSO)
TSSCMDINTERCEPT ON

TSSCMD MODIFY
MSGIDINTERCEPT ON

MSGID  HZS0003E MATCHSTR(NEWERA,NEZ_OPSYS') JRNLPOST(YES)
MSGID ~ CSV410l JRNLPOST(YES)
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11.2 NSECTLxx Configuration Statements VERS(1)

Version One ofthe NSECTLx&€ontrol CardSyntax is maintained to support existing
configurations. Users that wigh extend the TCE Control Enviroent to include UNIX Files

will need to upgrade to Version Two. Version Two supports both MVS Datasets and UNIX
Files.

The syntax of each NSECTUERS(IFontrol Cardset must begin as follows
FORMAT VERS(1)

Followed bythe individual Category Control Card containing the control statements
described below:

| -----Category_Name Dataset(volume_name,system_nae)

Control Cardvalues are positional: Category_Name must begin in Column one, Dataset
must begin in columeighteen

11.2.1 *AUTO* The System Default

To faciliate a rapid and agile TCE startup for new uses® default Category
definitions are specified in the default NSECTLxx Parmlib member: SYSTEM.IPLPARM
and SYSTEM.PARMLIB. Buodly use theDataset value of AUTO*to denote that

TCE is to determine the IPLParm and Parmlib datasets used to IPL the system upon
which the IFOM Procedure (which starts the IFOM Started Task) is executed.

11.2.2 DATASET

To associate one or more datasets with a specific Control Catezyuer the fully
gualified dataset name, following the Category Name on the samdégening in
columneighteenas shown below.

SYSTEM.DATASETS SYS1.PARMLIB

Only one dataset is allowed per line as each line is processed by TCE as a separate
Control Card. To add additional Datasets to a Control Categepgat the line
changing the dataset name as needed.

By default, when a Dataset is defined using just its fully qualified name, all dataset
with matching namestegardlessf Volume placement or Systerare considered
Controlled Datasets within a Controlled Category.
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11.2.3 DATASET(VOLUME)

The scope of TCE control over a datasety be limited to a specific Volume. When
this isdesired indicate the Volume name within a set of parentheses immediately
following the Dataset name as shown below.

SYSTEM.DATASETS SYS1.PARMLIB(VOLABC)

11.2.4 DATASET(VOLUME,SYSTEM)

The scope of TCE control over a dataset may be limited to a specific Valoere
an action is taken from a specific Named syst@inen this is necessary indicate the
Volume nameand Syeem name, separated by a single commihin parentheses
immediately following the Dataset nanas shown below.

SYSTEM.DATASETS SYS1.PARMLIB(VOLABC,GREEN)

11.2.5 Critical Relationships

There should be a valid/direct relationship between a Category and the Valid
5rdFrasSda FaaAr3dySRklaaz20Alrl 4GSR G2 GKFG /1 4GS
wSEtFiA2yaKALE (2 (GKS AyGSaNade 2F GKS AyTF2N
displayed inthe various Control Editor panels and reports.

11.2.6 Controlled Datasets Derived From NSESELxx

Control Datasets appear in both the NSECTLxx and NSESELxx Configuration
Members. Those in NSECTLxx are defined as elements of a Controlled Category.
Control Datasets defined in NSESELxx may be defined independently and controlled
by TCE Padlock function&s aresult, it is possible datasets defined for Padlock
Control will not be defined in NSECTLxx. When such a mismatch is defeckedill
automatically create the NSESEL.AUTOCNTL Category and include these discovered
Padlock Dataset entriegVith each sart of IFOM or dynamic activation of NSECTLxx

or NSESELXKCE performs a new cresgeember discovery and updates the dataset
grouping defined to NSESEL.AUTOCNAhy Dataset included in the
NSESEL.AUTOCNTL inherits the control features afforded any Controlled Dataset.

11.2.7 Control Category Attributes

Associated with each Category, in addition to its Dataset Group, are a number of
attributes: Padlock Control, Event Descriptor, Event Notification and Detected
Change Notification. These are defined in NSESELxx, NSEENSxx and NSEJRNxx and
best configured usg the Administrator Dialogavailable to the TCE Administrator.
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11.2.8 Stealth Mode

The Descriptor Window, a Category Attribute, is normally displayed immediately

before or immediately after an event, i.e. update, rename, restore. To proceed or to
successfully complete, the requirements of tiescriptor definition must be

satisfied. If this descriptor enforcement is not required, name the Category/Class

dzaAy3d GKS NBASNBSR /FGS3A2NE yIFYS ab9%!! ¢ho
userdefined, one to eight character, quiédir.

11.3 NSECTLxx Configuration Statements VERS(2)

Version Two of the NSECTLxx Control Card Syntax is available to support both MVS Datasets
and UNIX Files.

b{9/ ¢[EE /2yGNRf /I NR& IINB O2yadiNdzOGSR & a&a{S§
by CATEGORY Statements to form a Category Control BLOCK. The opening CATEGORY
Statement defines the Category Name and optionally the ROOT Directory of a set of UNIX
Directories named within the BLOCK. The required closing CATEGORY Statement,
CATEGORY .END, is required to terminate the Control Block.

The syntax of each NSECTLxx VERS(2) Control Card set must begin as follows:
FORMAT VERS(2)

C2ft26SR o6& /I US3A2NER /2y (NPt /I'F NR a{SGa¢ Oz2y
below:

1  For Categories containing MVS Datasets:

CATEGORY category_name

DSN * AUTO*

DSN fully_qualified_dsn(volume,system)
CATEGORY .END

1  For Categories containing UNIX Files:

CATEGORY category_name (unix_root_directory)
DSN fully_qualified_dsn(volume,system)
DI'RS 6/ unix _dir easubodiyr/eunti axr_y 6

SUBD6/ uni x _sub_directory/unix_sub_directoryo
PATH O6/unix_directory_path/unix_sub_directory
FILE O6fully_qualified_unix_file_namebd

CATEGORY .END

Note that each NSECTLxx Control Card, MVS or UNIX, must begin in Column One.
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11.3.1 For Categories containing MVS Datasets

A Controlled Category may contain only oned3at or File Type; MVS Dataset
UNIX File. Types may not be mixed within a Category.

11.3.1.1 CATEGORY_NAME

Each Category Nanmust be a unigue string composed of twalues separated
by a single periodtach value may be up eight characters.

XXXXXXXXLXXXXXXXX

11.3.1.2 *AUTO*TheSystem Default

To faciliate a rapid and agile TCE startup for new useve default Category
definitions are specified in the default NSECTLxx Parmlib member:
SYSTEM.IPLPARM and SYSTEM.PARMLIBnd&8othse aDataset value of
*AUTO*to denote that TCE is to determine the IPLParm and Parmlib datasets
used to IPL the system upon which the IFOM Procedure (which starts the IFOM
Started Task) is executed.

CATEGORYSYSTEM.IPLPARM
DSN * AUTO*
CATEGORY .END

CATEGORYSYSTEM.PARMLIB
DSN * AUTO*
CATEGORY .END

11.3.1.3 DATASET

Toassociate one or more datasets with a specific Control Category, enter the DSN
Statement followed by the fully qualified dataset name.

DSN SYS1.PARMLIB

Only one dataset is allowed per line as each line is processed by TCE as a separate
Control Card. Tadd additional Datasets to a Control Categagpeat the line
changing the dataset name as needed.

By default, when a Dataset is defined using just its fully qualified name, all
datasets with matching names, regardless of Volume placement or Syatem
considered Controlled Datasets within a Controlled Category.

11.3.1.4 DATASET(VOLUME)

The scope of TCE control over a dataset may be limited to a specific Volume.
When this is desired, indicate the Volume name within a set of parentheses
immediately following the Dataset name as shown below.
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DSN SYS1.PARMLIB(VOLABC)

11.3.1.5 DATASET(VOLUME,SYSTEM)

The scope of TCE control over a dataset may be limited to a specific Volume when
an action is taken from a specific Named system. When this is necdssticgte

the Volume name and System name, separated by a single comma, within
parentheses immediately following the Dataset naageshown below.

DSN SYS1.PARMLIB(VOLABC,GREEN)

11.3.1.6 Critical Relationships

There should be aalid/direct relationship between a Category and the Valid
5rGFrasida aaArA3dySRkl aaz20AraSR d2 aGKFG /1
wStFTOA2yaKALE G2 GKS AydSaINRGEe 2F GKS AYyTF
and displayed in the various Contiadlitor panels and reports.

11.3.1.7 Controlled Datasets Derived From NSESELXxx

Control Datasets appear in both the NSECTLxx and NSESELxx Configuration
Members. Those in NSECTLxx are defined as elements of a Controlled Category.
Control Datasets defined in NSESELxx may be defined independently and
controlled by TCE Padlock functioAs.aresult, it is possible datasets defined for
Padlock Control will not be defined in NSECTLxx. When such a mismatch is
detected TCE will automatically create the NSESEL.AUTOCNTL Category and
include these discovered Padlock Dataset entries. With etarth af IFOM or
dynamic activation of NSECTLxx or NSESELExperforms a new cresgember
discovery and updates the dataset grouping defined to NSESEL.AUTOCNTL. Any
Dataset included in the NSESEL.AUTOCNTL inherits the control features afforded
any Controlled Dataset.

11.3.1.8 Control Category Attributes

Associated with each Category, in addition to its Dataset Group, are a number of
attributes: Padlock Control, Event Descriptor, Event Notification and Detected
Change Notification. These are defined in NSESELxx, NSEENSxx and NSEJRNxx and
best configured usg the Administrator Dialogsavailable to the TCE
Administrator.

11.3.1.9 Stealth Mode

The Descriptor Window, a Category Attribute, is normally displayed immediately

before or immediately after an event, i.e. update, rename, restore. To proceed or

to successfully complete, the requirements of the Descriptor definition must be

satisfied. If his descriptor enforcement is not required, name the Category/Class

dzaAy3d GKS NBASNWUSR /FGS3I2NE yIYS ab9¥%! ! ¢h
a userdefined, one to eight character, qualifier.
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CATEGORWNEZAUTO.something

DSN * AUTO* or

DSN fully_qualified_dataset_name(volume,system)
CATEGORY .END

11.3.2 For Categories containing UNIX Files

A Controlled Category may contain only one Dataset or File Type; MVS Dataset or
UNIX File. Types may not be mixed within a Category.

11.3.2.1 CATEGORY_NAME

Each Category Name must be a unique string composed of two values separated
by a single period. Each value may beapight characters.

11.3.2.2 UNIX_ROOT_DIRECTORY

This optional valueepresents the starting point in a UNIX File system that will
prefix to UNIX Directories defined within the Category Control Block using the
DIRS Statement.

11.3.2.3 DIRS

Used to define a quoted stringhe content of which is a UNIX Directory. Each
5ANBOG2NE SYy(iNEB VYdzald 0S3IAYy oAitwiKprexk ® LF |
the Directory. Multiple Directories may be defined with a single Category Control

Block.

11.3.2.4 PATH

Used to define a quoted stringhe content of which is a fully qualified UNIX
5ANBOG2NE tl GKd 9 OK adzOK FdzZ t& ljdzZ f AFTASR
If a UNIX Root Directory is definedWILL NOT prefix a Directory Path. Multiple

Directory Paths may be defined with a single Category Control Block.

11.3.2.5 SUBD

Used to define a quoted string, this Control Statement must follow either a DIRS

or PATH Statement and contain a UNIX SubDirectory. Each such SubDirectory
SYGNR YdzaAalG o06S3aIAYy SAGK Wkd ¢KS {!.5 [ 2YyGN
needed to extend the Directy or Path to a targeted UNIX File.

11.3.2.6 FILE

Used to define a quoted string, this Control Statement must follow either a DIRS

PATH or SUBD Statement and contain the name of a fully qualified UNIX File. Each

such File Name entry must beginA i K Wk ® ¢ K Sten@rt m&y bé 2 y (i NP f
repeated as needed tinclude all files that are associated with a spediiectory

or Path

150| NewEra Software, Inc. Integrity Control€Environment(ICERApplications



The Control Editq 19.0

11.4 NSECTLxx Model Member

Each NSECTLxx Camfigion Member must begin with BORMAT Statemenin column 1

or 2, as its firstncommented Control Card. Where the value defined on the VERS operand
is either (1) or (2). If the FORMAT Statement is not encountered or it is incorrectly
constructed when the NSECTLxx Member is read during IFOM initialization or a dynamic
activation ofNSECTLxan Error Message is recorded in the system log and TCEda&e

of the following actions:

1 If the FORMAT Statement is not encountered TCE continues to process the NSECTLXxx
Member as if it contains VERS(1) Control Card Systax.

1 If the FORMAT Statement is found but is incorrectly constructed TCE will suppend ICE
initialization: Both Image FOCUS and The Control Editor.

Comments may be added toFORMAT Control Calng placing thenwithin the /* */ pair
to the right of the VERSB) operand Content, if any, in Columns €30 will be ignored.

A sampleControl Cards shown below:
FORMAT VERS(nf comment */

Where:

VERS(1) is used to identify NSECTLxx Members that are using the &gEdregpl Cardsyntax
that exclusively supports Control Categories containing MVS Dataset Categories.

VERS(2s used to identify NSECTLxx Members that are using thEdr@el Cardsyntaxthat

supports Control Categories containing MVS Dataset and Contorl Categories containing UNIX
PATH/FILEs.

11.4.1 FORMAT VERS(1)

A model NSECTLxx MemlieWVERS(1) formdat shown below. A full sample can be
found in the ICE SAMPLIB Dataset.
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FORMAT VERS(1)

** *%k *

** CATEGORY ** DSNAME *
* COLS coLS *
w2 .17 o 18 - 61 *

*%* ** *

For Example:

SYSTEN.IPLPARM *AUTO*
SYSTEM.PARMLIB *AUTO*

or perhaps defined specifically with Dataset names only:

SYSTEM.DATASETS SYS1.PARMLIB
SYSTEM.DATASETS SYS2.PARMLIB

or perhaps defined with Dataset, Volume and System names:

SYSTEM.DATASETS SYS1.PARMLIB(VOLABC,GREEN)
SYSTEM.DATASETS SYS2.PARMLIB(VOLDEC,BLUES)

or perhaps defined with a mix of definitions:

SYSTEM.DATASETS SYS1.PARMLIB
SYSTEM.DATASETS SYS2.PARMLIB(VOLDEC,BLUES)

11.4.2 FORMAT VERS(2)

A model NSECTLxx Member in VERS(2) format is shown below. A full sample can be
found in the ICE SAMPLIB Dataset.

FORMAT VERS(2)

CATEGORY SYSTEM.PARMLIB

DSN USER.PARMLIB(ZDSYS1,ADCD113)

DSN ADCD.Z113.PARMLIB(ZDRES1,ADCD113)
DSN SYS1.PARMLIB(ZDRES1,ADCD113)
CATEGORY .END

CATEGORY SYSTEM.IPLPARM
DSN SYS1.IPLPARM(ZDSYS1,ADCD113)
CATEGORY .END

CATEGORY NEWUSS.SERVICE (/CDCD113/etc)
DIRS '/ssh’

FILE '/nohup.out’

FILE ‘/ssh_config'

FILE ‘'/ssh_host_dsa_key.pub’

FILE '/ssh_host_rsa_key.pub'

FILE ‘/sshd.sh'

DIRS '/dce'

SUBD '/home'
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SUBD '/dts_null_provider'

FILE /SOME.FILE'

FILE /OTHER.FILES'

PATH '/2113'

SUBD ‘/samples'

FILE ‘/Dialcodes'

FILE ‘'/Makefile'

FILE ‘/Ported_Tools_License.readme'
PATH '/BDCD113/etc/dce’
SUBD ‘/home/dts_null_provider'
FILE 'MAYBE.FILE'
CATEGORY .END
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11.5 NSESELxx Configuration Statements

The syntax of each NSESECortrol Card is as follows:
| ----- control_keyword accessld member dataset(volume,system)

Each control_keyword must begin in column one and vaJues may not ebta;tdjdcolumn
seventytwo. | Yy WF Q Ay O2 fadofivhenrey S AYRAOI GSa

Following thecontrol_keyword ornthe same line each valueccessi, member and dataset
MUST start in a specific position:

1  Accessid- must begin in positiomine
1 Member - must begin in positioseventeen
1 Dataset -must begin in positiotwenty-six

EachNSESEKk Control Carduses a combination of INCLUDE amCEUDE Statements to
define the span of control over; Members in Categories and Datasets, Operator Commands,
WorkGroup Datasets and TCE Projects. The generakssimg rules controlling Includgend
Exclude Control Cards is described below

11.5.1 INCLUDE Statements

The Include Keywords are used to define users that will receive exclusive access
rights to update and/or browse and/or submit controlled members. When an
Include statement is used and in the absence of any other Include statement, access
to the member willbe denied to all other users.

2 K8y Iy LyOtdRS {dFdSYSyd Aa drasSSNEA (6 MIEK 0 S
FO0Saa G2 '[[ aSYoSNR Ay /2y iNRfftSR 514l as
G{ d22JEBNE Aa ONBIFI ISR gKSy (GKS O2yiNRfftSR YS

11.5.2 EXCLUDE Statements

This class of access control statements is used to define user(s) that will be denied
access to Controlled Members for the purpose of update and/or browse/view
and/or SUBMIT when such members reside in Datasets defined to TCE as Controlled
Datasets or pardf a Dataset concatenation defined to TCE as a Controlled Category.

In the event that an INCLUDE Vs. EXCLUDE conflict arises the rights granted by TCE
will default to those defined in the INCLUDE Statement Control Card(s).
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11.5.3 Category Keywords

11.5.3.1 Includes

CATEDIN Include Category Update Alledising _of Member(s)_in_Category’
CATBRIN Include Category Browse Allows Reading_of Member(s)_in_Category"'
CATEBIN Include Category Ed|Br Allows Edit|Read_Member(s)_in_Category'
CATSUBI Include Category Subimt Allows Submission_of Member(s) in_ CAT'
CATALLI Include Category E|B|S Allows Edit|Read|Submit_of MBR(s)_in_CAT'

= =4 -4 4 A

11.5.3.2 Excludes

CATEDEX Exclude Category Update Denies Editing_of _Member(s)_in_Category’
CATBREX Exclude Category Browse Denies Reading_of Member(s)_in_Category"'
CATEBEX Exclude Category Ed|Br Denies Edit|Read_Member(s)_in_Category"'
CATSUBX Exclude Category Submit Denies Submission_of _Member(s)_in_CAT'
CATALLX Exclude Category E|B|S Denies Edit|Read|Submit_of MBR(s)_in_CAT'

= =4 -4 -4 =4

11.5.4 Dataset Keywords

11.54.1 Includes

DSNEDIN Include Dataset Update Allows Editing_of _Member(s)_in_Dataset'
DSNBRIN Include Dataset Browse Allows Reading_of Member(s) in_Dataset'
DSNEBIN Include Dataset Ed|Br Allows EditjRead _Member(s)_in_Dataset'
DSNSUBI Include Dataset Submit Allows Submission_of _Member(s)_in_DSN'
DSNALLI Include Dataset E|B|S Allows Edit|Read|Submit_of MBR(s)_in_DSN'

= =4 =4 4 =9

11.5.4.2 Excludes

DSNEDEX Exclude Dataset Update Denies Editing_of Member(s)_in_Dataset'
DSNBREX Exclude Dataset Browse Denies Reading_of _Member(s)_in_Dataset'
DSNEBEX Exclude Dataset Ed|Br Denies Edit|Read_Member(s)_in_Dataset'
DSNSUBX Exclude Dataset Submit Denies Submission_of Member(s) _in_ DSN'
DSNALLX Exclude Dataset E|B|S Denies Edit|Read|Submit_of MBR(s) _in_DSN'

=A =4 -4 -4 =9

11.5.5 Operator Commands

11.55.1 Includes
1 CMDINCL Include RACFCmmds Usage Allows RACF_Operator_Command'

11.5.5.2 Excludes
1 CMDEXCL Exclude RACFCmmds Usage Denys RACF_Operator_Command'
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11.5.6 WorkGroups

11.5.6.1 Includes
1 WKGRPIN Include WrkGroup E|B|S Allows Edit|Read|Submit_Group_Datasets'

11.5.6.2 Excludes
1 WKGRPEX Exclude Wrkgroup E|B|S Denies Edit|Read|Submit_Group_Datasets'

11.5.7 TCE Projects

11.5.7.1 Includes

9 PJTDSNI Include Project Update Allows Edit|Read|Submit_ MBR(s) in_Project’
1 PJTCMDI IncluderojectUsage Allows RACF_Operator_Command'

11.5.7.2 Exclude

1 PJTDSNX Exclude Project UsageeBEuit|Read|Submit_ MBR(s)_in_Project’
1 PJTCMDX ExcluBeojectUsageDeniesRACF_Operator_ Command'

11.5.8 TCE USERMODE

All USERMODE Control Cards MUST follow ALL Include/ERedidekControl
Cards defined in the NSESELxx Configuration Member.

USERMODE is used to establish optional Control Funat@nsndividual users

11.5.8.1 Overriding CONTROLMODE
Override, at thauserid level, the default or defined settings of CONTROLMODE.

11.5.8.2 Establish Access Windows

Establish, on a userid basis, the opening and closing of a Controlled Access
Window based on Day and/or Date and/or Time.

11.5.9 USERMODE Control Statements

USERMODE and all related values andkaylwords and their enclosed values
must appear as a single ®@lumn line. Continuation is not honored.
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11.5.9.1 USERMODE Systax

USERMODE userid NONE|WARN|DENY STD() STM () ETM () STD ()
USERMODBMust begin in Column One.

Userid¢ Must be a fully qualified Userlthat is both known to the External
Manager (ESM) and have a requisite TSO Segment defined.

NONE|WARN|DENYSpecify one. Will override the more global CONTROLMODE
Setting defined in the NSEJRNxx Configuration Member but only as it applies to
the access rights of the accompanying Userid.

Access Windows An optional Access Window may be established using the Sub
Keywords shown below. Each can be used s@nde or together.

In this example a progression of skbyword usage first opens and then closes
an Access Window an approximate duration of one month.

1 STD(140101) can be used by itself to begin the override of
CONTROLMODE on Janua2019

1 STM(0100) could be added to this control sequence to indicate that the
override will START on Januarp@19,at 01:00 oclock AM.

1 ETD(140131) can be use to indicate that the control sequence descrbed
will end on January 32019thus returning control to the value defined
to CONTROLMODE.

1 ETD(1200) could be added to this control sequence to indicate that the
override will END on January 2019,at 12:00 noon.

In this example a daily Access Window is opened and closed. Note that STD() and
ETD() and not used.

T STM(0100) will open an access window daily at 01:00 AM at which time
the global CONTROLMODE setting is overridden BUT only for the defined
Userld.

1 ETD(1200) adding this to the control sequence will close the access
window at NOON each day returning to the global CONTROLMODE
setting
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11.5.9.2 USERMODE S#eywords

STIx Start Dateyymmdd
STMc Start Timelghmm)
ETDg End Date(yymmadd)
ETM¢ End Timdihmm)

11.5.10 NSESELxx Model Member

A set of NSESELxx Control Cadshown below A full sample can be found in the
ICE SAMPLIB Dataset.

DSNALLI PROBI1 *00  PLAYFUL.PARMLIB(NEWVOL,ADCDXXXX)
DSNALL1 GBAGS1 * PLAYFUL.PARMLIB(NEWVOL,ADCDXXXX)
WKGRPIN TCEUSER *ALL  PLAYFUL.DATASET(PLYVOL)

CMDINCL GBAGS1 SETROPTS RACFCMD

CMDEXCL GBAGS1 DELUSER RACFCMD

CMDEXCL GBAGS1 ADDUSER RACFCMD

NOTE: USERMODE CONTROL CARDS MUST FOLLOW MEMBER ACCESS CONTROL
CARDS

USERMODE userid WARN

USERMODE userid DENY STD(140101)

USERMODE userid WARN ETD(140202)

USERMODE userid WARN STD(140101 ) ETD( 140101)

USERMODE userid DENY STM(0800)

USERMODE userid WARN ETM(1800)

USERMODE userid NONE STM(0800) ETM( 1800)

USERMODE userid WARN STD(140101) STM 0800) ETM 1800) ST 140202 )
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11.6 NSEPJTxx Configuration Statements

When requirements for reinforcing an ESM Dataset Boundary extend beyond Global Member
Level, Allow/Deny Access Rights, TCE Project Management oriented control can be established
dzaAy3d GKS b{9t WCEE YSYOSNWY {dzOK OZ{INBEaQ®a(I 0

The syntax of each NSEPJoject ACTION Block Control Cardiseis follows:

| ----- ACTION PJT(project_number ) ACT() RES() PRI() KEY() ------ |
| ----- PJTERM DUR()------ |

| ----- PJCYCL HRS() ------ |

| ~---- CTLDSN DSN() ------ |

| ----- CTLMBR INC/EXC() ------ |

| ----- CTLCMD INC/EXC() ------

| ----- CTLUSR USR() START() STOP()  ------ |

| ----- ACTION .END------ |

.S0ldzaS ¢/ 9 tNer2SOdGa INB O0OO0OSaaSR o0& dzaSNE dza?
RA&GLIX @SR Ay W/ SN C¢SEGQ 2dzidaARS 2F GKS ¢/ 9 1|
and maintained using the T@@Eministrator Dialogs

11.6.1 ACTION PJT()

Required sixcharacter, user assigned, project number. Must be unique.

11.6.2 ACT(ON|OFF)

Used toglobally turn a project functional boundary on or off. Default is ON, meaning
the function boundary is functional.

11.6.3 RES(ON|OFF)

Used to define the on going function of a project boundary once the project as reach
it definedtermination day, date, time. Default is ON meaning the project boundary
remains in place BUT all resources are restricted.

11.6.4 PRI(ON|OFF)

Used to define the priority that a project will have relative to other established
Padlock Controls. Default is ON meaning that Project Boundaries have priority (they
are enforced first) over all other Padlock Controls.

11.6.5 KEY(encoded_string)
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tKS SyO2RSR Wt N22SOG YSeQ NBIldzANBR G2
11.6.6 PJTERM(start,stop)

The resolved Day, Date and Time when the project starts separated by a comma
from the resolved Day, Date and Time when the project is scheduled to end.

11.6.7 PJCYCL(open,close)

The hour within a project 24 hour day when the project w#lavailable for use
separated by a comma from the 24 hour time when it will not, collectively the
Wt N22SO0 2AYR26Q0

11.6.8 CTLDSN (dataset(volume,system))

Fully qualified name of a project dataset amgtionally volume name and if volume
is specified optionally system nam@ne Control Card entry is required for each
project Dataset.

11.6.9 CTLMBR member

The name of members found in project datasets that are to be included or excluded
from the project. The Member Name may be full qualified, prefixed or suffixed using
an astrickOne Control Card entry is required for each project Member.

11.6.10 CTLCMD command

The name of Operator Commands (in this release-lBBACF Commands) included in

or excluded from the projecllcommandY I @8 6S RSFTFAY SR dzaAy3
name of the commandOne Control Card entry is required for each project
Command.

11.6.11 CTLUSR(userid)

The TSOUserld of Project Staff and the individuat feolved day, date and time
when their project access rights begin and end.

11.6.12 ACTION . END

Each Project definition must be properly ended using the ACTION .END Control
Statement.
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11.6.13 NSEPJTxx Model Member

A set of NSEPJTxx Control Cards is shown below. A full sample can be found in the ICE
SAMPLIB Dataset.

ACTION PJT(ABCDEF) ACT(ON) RES(ON) PRI(ON) KEY(D1OFX$SPKFD%LFZ47?%)
PJTERM DUR(1308261101,1309271101)

PJCYCL HRS(01,14)

CTLDSN DSN(SYS1.PARMLIB)

CTLDSN DSN(SYS1.PROCLIB)

CTLMBR INC(*00)

CTLMBR INC(AUTORRP)

CTLMBR INC(*SP)

CTLMBR INC(JES*)

CTLMBR INC(*RM)

CTLMBR INC(LISTUSER)

CTLCMD INC(DELGROUP)

CTLCMD INC(DELUSER)

CTLCMD INC(SETROPTS)

CTLCMD INC(LISTDSD)

CTLCMD INC(ADDSD)

CTLCMD INC(CONNECT)

CTLCMD INC(PASSWORD)

CTLUSR USR(TCEUSER) START(1308261146) STOP(1309261146)
CTLUSR USR(PROBI3) START(1309031658) STOP(1310031658)
ACTION .END
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11.7 NSEGRPxx Configuration Statements

The NSEGRPxx Configuration member is used to define TCE Control Groups made up of:

named TSOUserlds, ESMUSERID, and/or named External Security Manager (ESM) Groups,
ESMGROUP. NSEGPPxx works in conjunction with the NSESELxx member to identify
members withina TCE Group and to Padlock/TimeLock control functions ihatrn,

enforce defined Group resource access rights.

The syntax of each NSEGRPxx@bgard set is as follows:

[ -=--- TCEGROUP group_name------ [

| ----- ESMUSRID (userid,userid,userid) ~ ---—--- |
| ----- ESMGROUB es m_gr oup--—fate

| ----- TCEGROUP .ENB---- |

Each control_statement (TCEGROUP, ESMUSRID, ESMGROUP, TCEGROUP .END) must begin
in column one andissociatedzalues may not extend beyond colursaventyll ¢ 2 @ 'y Wr Q
in column one indicated a comment.

11.7.1 TCEGROUP

Each TCEGroup must begin witire naming of the Control Group Set on the
TCEGROUP Statement. The G@umame must be six characters, beginning with an
alpha character (&). Each Control Group Set must be ended MIiEtGROUP .END.

11.7.2 ESMUSRID

The ESMUSERID Statement is used to define individual TSOUserlds to be included
within the TCE Group.

11.7.3 EMSGROUP

The ESMGROUP Statement is used to define existinggfitaatpare controlled with
the External Security Manager that are to be included within the TCE Group.

11.7.4 TCEGROUP .END

Each Control Group Set must be ended with TCEGROUP .END.
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11.7.5 NSEGRPxx Model Member

A set of NSERRx Control Cards is shovirelow. A full sample can be found in the
ICE SAMPLIB Dataset.

Model:

TCEGROUP GROUP_NAME(MAX 6 CHARACTERS)

ESMUSRID (USERID,USERID,USERID)

ESMGROUP (GROURNAME,GROUP_NAME,GROUP_NAMEACF / TOP SECRET
ESMGROUPJID_MASK ' ACF2

TCEGROUP .END

Sample:

TCEGROUP IGRPO1

ESMUSRID (USERID1,USERID2,USERID3,USERID4,USERID5,NAMEOQ1)
ESMUSRID (NAME02,NAMEO3, TEMP1, TEMP2, TEMP3,TEMP4)
ESMGROUP (SYS1,SYSPROGRACF/ TOP SECRET

ESMGROUP ***SYSPROG*** ' ACF2

TCEGROUP .END
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11.8 NSEENSxx Configuration Statements

The EXTERNALNOTIFICATION Keyword, defined in the NSEJRNxx configuration member, is
used to toggle ON|OFF the Notification METHODS and ACTIONS found in the NSEENSxx
Configuration Member.

The METHOD and ACTION blocks share a common set of control cards. Currently there is only
one valid METHOD, Email. Anything supplied in a METHOD block will be used as a default for
an ACTION block if a specific parameter is not supplied in the ACTION Barokxample, if

the TO, FROM, CC, SERVER information is to be used fovadllhetifications,but different

SUBJECT information is to be used for each, specify the TO, FROM, CC, and SERVER information
in the METHOD block and supply only the SUBJE@Mmation in the individual ACTION

blocks.

9 OK O2yiNRBf OFNR A& LINRBOSaaSR la |y AYyRSLISYR
second entity is NOT supported.

| ----- Statement Keyword Value —  ------ |

Each control_keyword must begin in column one and keywords and values may not extend
beyondcolumnseventytwo. | y WfF Q Ay O2 faddfivherey S Ay RAOI (iS4

11.8.1 Notification System Requirements

i To use IFOM with external notification, the minimum z/OS release level is z/OS
1.9.

i Copy from hlg.llg.SISPCLIB(NSIMTC3) to your REXX SYS1.SAXREXEC dataset or
in auserdefinedsystem REXX dataset.

1 At z/OS 1.9, the NSIMTC3 REXX exec must be installed in the system REXX
SYS1.SAXREXEC datdset.z/OS 1.10 or newer, the NSIMTC3 REXX exec can
be installed in either the SYS1.SAXREXEC dataset asérdefined system
REXX dataset as defined with the AXRxx parmlib member.

1 The NSIMTC3 REXX exec is invoked through system REXX which uses a
secondary address space to perform its woftthe address space names used
rotate through jobs named AXROAXRO08 and run under USERIDs of the same
name. USERIDs AXROIAXRO08 should be seip within the corresponding
security product and should be set up with an OMVS security segment as well
as an OMVS UID.
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11.8.2 >> METHOD BLOCK

A METHO BLOCK is used to defipgrametersthat configure the Email Server that
will be used to send Email Notification.

11.8.3 SERVER

Use the SERVER Keyword to specify the name of the targeted Email Server that will
be used for notification operations. The Server Name cannot excebgtéd

11.8.4 PORT

Use thePORTKeyword to specify the PORT address that the Mail Server is listening
on. The default for this value is set as PQRT

11.8.5 TCPIPJBN

The TCPIPJBKeywordis used to identify the name of the TCP/IP job. Thdault
valueisset asTCPIP

11.8.6 TIMEOUT

The TIMEOUT isised to specifithe timeout value to be usd for the network
operations. The default value is set@®seconds.

11.8.7 JRNLPOST YES|NO

Bydefault,Debug and Email Log Documents are not posted to the Control Journals.

If you would like to post tbse documents to the Control Journals creating a

permanent record of thensettK A & @I t dzS G2 &, 9{ ¢ dwithwwb [ t h{ ¢
a spedic ACTION BLOCK in order mdmly those documents associated with Email

or Debug activity.

11.8.8 TEMPDSNHLQ

The content of any Email Notification takes the form of an Email Attachment. To link
the Attachment to the Email itself, a temporary dataset containing the actual
Notification content is required.
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Use the TEMPDSNHLQ Keyword to specify the high level qualifier of the dataset used
for this purpose.The default is the high level qualifier of the parmlib dataset for
IFOM. The TEMPDSNHLQ can be a maximum-blyiés and must follow standard
dataset nanng conventions. The suffix for the temporary dataset name is as
follows:

$TCE.TEMP.Dyyyyjji.Thhmmss

If the DEBU®&eywordis specified OFRhis dataset will automatically be deleted in
the normal course of operationHowever, if EBUGSs specifiedON this dataset will
be retained.

11.8.9 KEEPTEMP xxx

Use this Keyword in conjunction with TEMPDSNHLQ to indicate the number of
Temporary D&sets you would like teetain, where xxx is a numeric value between

0¢ 999.KEEPTEMP may be used within an individual Notification ACTION BLOCK in
order to set a uniqgue maximum value specific to a certain class of events.

11.8.10 KEEPDHLQ xxx

When Event Notification is active BUT a TEMPDSNHLQ has not been defined the
notification system will default tone Temporary Dataset HLQ to tieE HLQ values
defined during ICE installation. When this is the case use this Keyword to indicate
the number of Temporary DBPASETs you would likertain, where xxx is a numeric

value between @; 999. KEEPDHLQ may be used within an individual Notification
ACTION BLOCK in order to set a uniqgue maximum value specific to a certain class of
events.

11.8.11 KEEPMBRS xxx

In addition to the Temporary Sequential Dataset used to store Event Notification
Emails a more longlasting permanent copy is retained as a member in a PDS. This
PDS is the same as that defined by TEMPDSNHLQ or the default value defined during
ICE installation for the system in genekahen this is the case use this Keyword to
indicate the number of MMBERs you would like to retainh@ve xxx is a numeric

value between 0g 999. KEEPMBRS may be used within an individual Notification
ACTION BLOCK in orderst a unigue maximum value that is specific to a certain
class of events.

11.8.12 FROM

A single email address is limited to 48ytes
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11.8.13 SUBJECT

The SUBJECReyword is used to define the Subject Line of the Notification Email.
The subject texinust be enclosedin quotes and cannot exceed 64tes

11.8.14 TO

The TO Keyword is used to direct Email notification of an event to one or more
specific recipientdJp to 128 TO control cards can be provided in either the METHOD
or ACTION blockA single email address is limited to 48ytes.

11.8.15 CC

A single eamail address is limited to 48ytes

11.8.16 DEBUG

Use this Keyword to toggle ON|OFF the Email Debug facility.

11.8.17 DEBUGDSNHLQ

The DEBUGDSNHLQ Keyword can be optionally used to specify the high level
gualifier of the dataset that gets created if DEBUG is specified as ON.

The default value is the high level qualifier of the parmlib dataset for IFOM.

DEBUGDSNHLQ can be a maximum of 16 bytes and must follow standard dataset
naming conventionsThe suffix for the debug dataset name is as follows:

$TCE.DEBUG.Dyyyyijjj. Thhmmss

11.8.18 KEEPDBUG xxx

Use this Keyword in conjunction with DEBUGDSNHLQ to indicateuthber of

Debug Dtasets you would like to retain; lrere xxx is a humeric value betweer 0

999. KEEPDBUG may be used within an individual Notification ACTION BLOCK in
order to set a uniqgue maximum value specific to a certain class of events.
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11.8.19 NSEENSxx Model Member i METHOD BLOCK

A set of NSEENSxx Control Cards specific to the Method BLOCK is shown below. A
full sample can be found in the ICE SAMPLIB Dataset.

SERVER smtp.server.name.or.ip.address
PORT port#
TCPIPJBN tcpjobnm

TIMEOUT  timeout_seconds

JRNLPOST YESI|NO posting of Debug/Email Log to Journal
TEMPDSNHLQ temp.dsn.hlq

KEEPTEMP xxx specify the number of temp.dsn to keep
KEEPDHLQ xxx specify the number of default.dsn to keep
KEEPMBRS xxx spedify the number of dsnhlq.members to keep

SUBJECT ‘default e - mail subject'
FROM from.email.address

TO to.email.address.1

TO to.email.address.2

TO to.email.address.128

CcC cc.email.address

DEBUG ON|OFF

DEBUGDSNHLQ debug.dsn.hlq
KEEPDBUG xxx specify the number of debug.dsn to keep
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11.8.20 >> ACTION BLOCK

An ACTION BLOCK is used in conjunction with a specific METHOD bloegiasd

with the Reserved Keyword ACTION appearing in column one and ends with the
Reserved String ACTION .END beginning in column one. Failure to properly start
and/or end an ACTION block will result in an unpredictable notification failure.

In addition, each set of ACTION Keywords; CAT, OBJ and SCOPE are processed as an
AYRSLISYRSY (G & yandMOSTappedryons a shglelineliGontinuation to
a second entity iSlOTsupported.

ACTION blocks comefine distinct types.

A Supplemental Detectors
A Staged Events

A Command Events

A Interval Events

A Message Events

11.8.21 Supplemental Detector Notification

The following ACTION block instructipméien combined with the Email METHOD
will send notification of Change Events discovered by the optional Supplemental
Detector Applications.

An ACTION bloaksed with Detected Events has the followifgrmat:

ACTION DET(detector name )METHOD(EMAIL) SCOPE(REPORT)
ACTION .END

Each Detector named ACTION Block and related Statements within the Block
processedaireA Y RSLISY RSy (i day n MOSTappedrio SCES g €inglé @ | Y R
NSEENSxx Control Catntinuation to a seconthe is NOTsupported.

Supported Detector Action Blocks Include the following:

ACTION DET(LOADLIBRARY) - ‘'Load Module Changes'

ACTION DET(MBRDATASETS) - 'TEXT Dataset/Member Changes'
ACTION DET(IODFDATASET) - 'lODF Dataset Changes'
ACTION DET(HEALTHCHECK) - 'Health Checker Changes'
ACTION DET(USERDEFINED) - 'LPAR IPL Event Changes'
ACTION DET(TCEWEBCYCLE)- 'TCE Controlled Event Changes'
ACTION DET(TCERPTCYCLE) - 'TCE Configur  ation Changes'
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ACTION DET(TCEERRCYCLE) - 'TCE Configur  ation Errors'
ACTION DET(DB2DSNTIDXX) - 'DB2 DSNZPARMS Changes'
ACTION DET(CICSCSDPARM) - 'CICS CSDS Parameter Changes'
ACTION DET(DSMONREPORT) 'RACF DSMONS Report Changes'
ACTION DET(ZSYSTEMSVCS) - 'Running System SVC Changes'
ACTION DET(VOLUMELISTS) - 'Running System Volume Changes'
ACTION DET(ACF2REPORTS) - 'CA ACF2 ShowAll Changes'
ACTION DET(CATSREPORTS)- 'CA Top Secret Parm Changes'
ACTION DET(ZIMAGEFOCUS) - 'Image FOCUS Inspection Changes'
ACTION DET(IPLPACKAGES) - 'Image Configuration Changes'
ACTION DET(XCFDATASETS) - 'XCF Configurati on Changes'
ACTION DET(APFDATASETS) - 'APF Authorization Changes'
ACTION DET(PPTPROGRAMS) 'Prog ram Property Changes'
ACTION DET(IMSSYSPARMS) - 'IMS Start Parm Changes'

ACTION DET(OMVSCONFIGS)- 'OMVS Configuration Changes'
ACTION DET(BPXSETTINGS) - 'BPX/USS Configuration Changes'
ACTION DET(SYSWRKGROUP} 'ESM SYS1* Workgroup Changes'
ACTION DET(RACFSRCHECK)- 'HZS Sensitive Resource Check’

11.8.21.1 DET

The DET Keyword is used to define the source Detector Application. A DET
ACTION Block is required for each individual Detector Application.

11.8.21.2 METHOD
The METHOD Keyword identifies a previously defined METHOD as the process
that will be used for notification when notification ACTION is taken.

11.8.21.3 SCOPE

Currently the only valid SCOPE value is REPORT. This value will return the Event
Identity Block and is accompanied with the associated Change Summary Report.
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11.8.22 Staged Event Notification

A Staged Event is any Controlled Event that impacts a Controlled Boundary and can
be related to a Category, Dataset, Member or TSOUserld.

The following ACTION block instructipméien combined with the Email METHOD
will send notification oStaged Events on aventby-event basis as they occur.

One or more ACTION blocks can be set up, such that they are exclusively associated
with Control EditoiEventselated to aCategory, Dataset, Member or TSOUsesdd
defined in the NSECTLamxd/or the NSESEL&onfiguratiormembers.

An ACTION block for use with Edit Events has the following syntax:

ACTION CAT( category.name ) METHOD(EMAIL)
OBJ(EDIT|DMDEDIT|SUBMITJ|ALL)
SCOPE(IDENTITY|BODY|REPORT)

cntl_card

cntl_card

cntl_card

ACTION .END

Each ACTION Keyworddett ¢ = h. W FyR {/ ht9 A& LINROS&aaSR

O2ft dzyy ¢ SIYSidppedr or-aysiRgle line. Continuation to a second entity is
NOTsupported.

Supported Staged Event Action Blocks Include the following:

ACTION CAT(' category name ')  METHOD(EMAIL) OBJ() SCOPE()
ACTION DSN(' dataset_name ') METHOD(EMAIL) OBJ() SCOPE()
ACTION MBR(' member_name) METHOD(EMAIL) OBJ() SCOPE()
ACTION USR( user_tsouserid ') METHOD(EMAIL ) OBJ() SCOPE()

11.8.22.1 CAT

The CAT Keyword is used to define the Dataset Control Category Name housing
members for which Edit Event notification is desired. Create multiple ACTION
Blocks in those cases where notification is desired for one or rbotenot all
DatasetControl Categories.

When notification of all Edit Events to all defined Dataset Control Categories is
desired, use the special case value .DEFAULT within the ACTION block definition
to recognize any Edit Event as a candidate for external naotification when no
specific ACTIONIdzk definition of Category Name (CAT) is defined. Using
.DEFAULT is a recommendgekt Practice
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11.8.22.2 METHOD

The METHOD Keyword identifies a previously defined METHOD as the process
that will be used for notification when notification ACTION is taken.

11.8.22.3 0OBJ

The OBJ Keyword defines the specific edit event that can trigger the external
notification within the specified categoryThese include EDIT (for edit requests
which will include normal edit, delete, rename, and restore), DMDEDIT (for
demand edit reques)s SUBMIT (for submits performed within Control Editor edit
sessiony and ALL (anything that would fall into EDIT, DMDEDIT, or SUBMIT).

11.8.22.4 SCOPE

The SCOPE Keyword defines the amount of information about the edit event that
will be supplied in the external notification operatioiff. IDENTITY is specified,
only the journal entry control information will be included in the external
notification. If BODY is specified, the IDENTITY information will be included along
with all other Descriptor Datalf REPORT is specified, the IDENTITY and BODY
information will be included along with the specific data contents associated with
the edit or submit request.

A Specify IDENTITY to receive the following:

01C] - SRC: PROBI1 ---ncnemenenen THE CONTROL EDITOR------scnememnma Edit
02C|SYSPLX:SVSCPLEX SYSNM:SOW1  USRID:PROBI1 TIME:15:14:31 DATE:09/20/ 19
03C]| - DSN: PROBI1.IFO80DR.PARMLIB(CLOCKQQ)  ---n-remmrommrmemeneav VOL: PROBIL -

A Specify BODY to receive the following:

01C| - SRC: PROBI1 ----------=---- THE CONTROL EDITOR------------------- Edit
02C|SYSPLX:SVSCPLEX SYSNM:SOW1 USRID:PROBI1 TIME:15:14:31 DATE:09/20/ 19
03C| - DSN: PROBI1.IFO80DR.PARMLIB(CLOCKQQ) = ---------===m---=-=-mmn VOL: PROBI1 -
04T[#1 - CHANGE AUTHORITY

05D Last Staff Meeting

06T[#2 - CHANGE DESCRIPTION

07D| Adjusting for Time Change

08D

09T|#3 - CHANGE IMPACT

10D| No Impact expected. Backup Member Available.

11D|

12D|

A Specify REPORT to receive fiilowing:

01C| - SRC: PROBI1 --------------- THE CONTROL EDITOR------------------- Edit
02C|SYSPLX:SVSCPLEX SYSNM:SOW1 USRID:PROBI1 TIME:15:14:31 DATE:09/20/ 19
03C| - DSN: PROBI1.IFO80DR.PARMLIB(CLOCKOQQ) = ---=--=====nnmmmmmnaen VOL: PROBI1 -
04T[#1 - CHANGE AUTHORITY

05D Last Staff Meeting

06T|#2 - CHANGE DESCRIPTION

07D| Adjusting for Time Change

08D|

09T|#3 - CHANGE IMPACT

10D| No Impact expected. Backup Member Available.

11D|

12D|

OPERATOR NOPROMPT 00050000
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TIMEZONE W.00.00.00 00100000

ETRMODE YES 00150000

ETRZONE YES 00200000
ETRDELTA 12 00250000

Bottom of Data
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11.8.23 Command Event Notification

The following ACTION block instructipméien combined with the Email METHOD
will send notification of Command Events on an individual exsrgvent basis as
they occur.

An ACTION block can also be set up for Command Events that are being captured as
defined by MISCCMD, MODCMD, SETCMD, RACFCMD, ACF2CMD, and TSSCMD
definitions in the NSEJRNxx configuration member.

An ACTION block for a command event has the following syntax:

ACTION CMD(.DEFAULT|command_type&command_name ) METHOD(EMAIL)
OBJ(CONJ|JOB|STC|TSO|ALL)

SCOPE(IDENTITY|BODY|REPORT)

cntl_card

cntl_card

cntl_card

ACTION .END

91 OK !/ ¢Lhb YS@g2NR aSaGy /a5 h.W FYR {/ ht¢
O2f dzyy ¢ SIYSidppear ort aysiRgle line. Continuation to a second entity is
NOTsupported.

Supported Staged Event Action Blocks Include the following:

ACTION CML .DEFAULT) - All Commands

ACTION CMOd SETCMD - All SET Commands

ACTION CMOd SETCMD.command_namg - Named SET Command Only
ACTION CM¥ MODCMD) - All Modify Commands
ACTION CMOI MODCM@ob _name) - Named Modify Commands Only
ACTION CML MISCCMD) - All Miscellaneous Commands
ACTION CMO MISCCMD.command_name)} Named Misc. Commands Only
ACTION CMI¥ RACFCMPD - Al RACF Commands
ACTION CM[ racf_command ) - Named RACF Command Only
ACTION CMO ACF2CGSD - ACF2 CGSOCommand Only
ACTION CMO TSSMODIR - Top Secret Modify Command
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11.8.23.1 CMD

The CMD Keyword is used to defingetCommand types for whicEkvent
notification is desired. Create multiple ACTION Blocks in those cases where
notification is desired for one or moigut not allCommand types.

When notification of all Command Events to all defined Commands is desired, use
the special case value .DEFAULT within the ACTION block definition to recognize
any Command Event as a candidate for external notification when no specific
ACTION block defimin of Command Name (CMD) is defined. Using .DEFAULT is
a recommendedest Practice

11.8.23.2 0OBJ

OBJ defines the specific command entry location that can triggeexternal
notification. These include CON (for commands entered at a console), JOB (for
commands entered from within a batch job), STC (for commands entered from
within a started task), TSO (for commands entered from a TSO session), or ALL
(for commands etered from any source).

11.8.23.3 SCOPE

SCOPE defines the amount of information about the edit event that will be
supplied in the external notification operationf IDENTITY is specified, only the
journal entry control information will be included in the external notificatidf.
BODY is spéied, the IDENTITY information will be included along with the
command that triggered the external notification everlt. REPORT is specified,

the IDENTITY and BODY information will be included along with console message
buffer information that exists fothe journal entry for this event.

A Specify IDENTITY to receive the following:

01C| - SRC: TSU04068------------ THE CONTROL EDITOR------------------ Opcemd -
02C|SYSPLX:ADCDPL ~ CONNM:ESSJDL1 CONID:03000003 TM:12.26.56 DT:08/12/ 19
03C| - CMD: SET PROG

A Specify BODY to receiveetfollowing:

01C| - SRC: TSU04068------------ THE CONTROL EDITOR------n-remnrnens Opemd -
02C|SYSPLX:ADCDPL ~ CONNM:ESSJDL1 CONID:03000003 TM:12.26.56 DT:08/12/ 19
03C| - CMD: SET PROG
12.26.56.42 T PROG=QG

A Specify REPORT to receive the following:

01C| - SRC: TSU04068------------ THE CONTROLEDITOR----=--===========- Opcemd -
02C|SYSPLX:ADCDPL ~ CONNM:ESSJDL1 CONID:03000003 TM:12.26.56 DT:08/12/ 19
03C| - CMD: SET PROG
12.26.56.42 T PROG=QG
12.26.56.47 IEE538] PROGQG MEMBER NOT FOUND IN PARMLIB
12.28.01.42D AL
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12.28.01.45 IEE1141 12.28.01 2013.224 ACTIVITY 711
JOBS M/S TS USERS SYSAS INITS ACTIVE/MAX VTAM OA
00003 00013 00001 00031 00012 00001/00040 000
LLA LLA LLA NSW S JES2 JES2 IEFPROC NSW
ACF2 ACF2 IEFPROC NSW S VLF VLF VLF NSW
VTAM VTAM VTAM NSW S DLF DLF DLF NSW
TSO TSO STEP1 OWT S SDSF SDSF SDSF NSW

TN3270 TN3270  TN3270 NSW SO TCPIP TCPIP TCPIP NSW
INETD4 STEP1 BPXOINIT OWT AO PORTMAP PORTMAP PMAP owT
FTPD1 STEP1 FTPD OWT AO PSYNCH1 PSYNCH1 PSYNCH1 NSW
ESSJDL1Q DMX1 OWT J IFOM IFOM IEFPROC NSW
ESSJDL1 IN
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11.8.24 Interval Event Notification

The ACTION block instructions described in this sectonbined with the Email
METHODblock to construct and send an Interv&vent Notification containing
designated event(s3t a predetermined intervalvithin and/or at the end of a user
defined 24 hour period called the ROLLOVER Time.

Interval Reports are constructed using the following content outline:

1 User Defined Report Header:

HE ADE-R--f userdefined ---- f

1 ENS Default Report Header:

/ /
I* */

I* The Controls Environment(TCE) - Event Notication Service(ENS) */
* Definition DSN(MBR):IFO.IFOT.PARMLIB(NSEENS00) */

I *

I* Update:05M/04D/11Y  Time:07:00:02 */

* *

1 First Event of designated Event Type:

SCOPE(IDENTITY|BODY|REPORT)

1 User Defined Event Separator:

SEPARAT-©&R userdefined - fi

1 Second Event of designated Event Type:

SCOPE(IDENTITY|BODY|REPORT)

1 User Defined Event Separator:

SEPARAT-©&R userdefined ---—- A

1 Last Event of designated Event Type:

SCOPE(IDENTITY|BODY|REPORT)

9 Default Report Footer

/ /
NewEra Software, Inc.
Our Job? Help you avoid problems and improve z/OS integrity.
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The ACTION blocks that control the construction of Interval Reports have the
following syntax:

ACTION DSRPT(STAGED|OPERCMD|ESMCMD]|IFOPOST)
METHOD(NONE|EMAIL)

SCOPE(IDENTITY|BODY|REPORT)

HE A D Edheadertext 0

S E P A R A TdGdpardior text on

ROLLOVER hh:mm INTERVAL(01]02]|03]|04|06|08|12) SEQDSDISP(KEEP|DELETE)
DSNHLQ hig.lig.liq

DSALLOC TYPE(PDS) PRIMARY(8) SECONDARY (1) UNITS(TRK) DIRBLKS(12)
ACTION .END

9FrOK !/ ¢Lhb YS@g2NR Ad LINRPOS&ZaSRMUSE 'y AYyRS
appear on a single line. Continuation to a second entilyd§supported.

11.8.24.1 DS|DSRPT(

The DSRPT Keyword is used to define the Event Content Type that will be
stored/available in the Interval Notification Report. A Uniqgue ACTION block is
required for each unique Event Type:

(STAGED|OPERCMESMCMPIFOPOST|HZSIDS|MSGIDS

There can only be one Event Type specified per DSRPT ACTION block.

11.8.24.2 METHOD (NONE|EMAIL)

METHOD specifies the method that will be used to deliver the Interval
Notification Report. Currently only two METHODSs are available. NONE is used to
indicate that no METHOD has been defined and therefore no notification action
is required. EMAIL is used to indicate that the Email METHOD of notification is to
be used. When th Email METHOD is selected additional Email specific Keywords
can be used within this ACTION block to override values specified in the Email
METHOD block.

11.8.24.3 SCOPE (IDENTITY|BODY|REPORT)

SCOPE defines the amounimdbrmation about an event that will be written into

the Interval Notification Reportlf IDENTITY is specified, only the journal entry
control information will be included.If BODY is specified, the IDENTITY
information will be included along with th@emmand that triggered the eventf
REPORT is specified, the IDENTITY and BODY information will be included along
with a copy of the affected member or console message buffer information that
exists for the event.

11.8.24.4 | 9! 5 9 meader text o

HEADER is used to specify up to 8 lines of text to be used as that part of the Report
Header Block appearing before the ENS default header lines. The specified lines,
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including any BLANK line, must be enclosed in quotes and will be automatically
centered within the Header Block.

11.8.245 { 9t ! w!tdsbparatar text a

SEPARATOR is used to specify up to 4 lines of text to be used as a separator
appearing between individual events. The specified lines, including any BLANK
line, must be enclosed in quotes and will be automatically centered.

11.8.24.6 ROLLOVER hh:mm

ROLLOVER is used to denote the HOUR and MINUTE at which the 24 hour Event
Notification Cycle begins and ends. Time as used in this context is specified in
YAETAGENE F2N¥IG 6KSNB aKKEé Aa | @t dzS FNR
59. Regardless of theme specified a rollover is forced whenever the IFOM

address space is stopped and restarted.

Once the Event Naotification Cycle begins the sequential dataset allocated using

the DSNHLQ PARM will continue to collect event information. If the INTERVAL

keyword is used, all available information collected from the beginning of the

cycle will be distridzi SR dzaAy3 GKS '/ ¢Lhb o0f201Qa RST
when an interval boundarysireached. When the end of the Event Cycle is

detected,the sequential datasets Marked Completey MODDING the default

footer to the report. The complete report is newtitten to the PDS defined using

GKS 5{!'[[h/ 1S@62NR dzaAy3d (KS YSYoSNI ylIYS
0KS 90Syil ¢eLlSs aeeé¢ GKS @SINE aYYé (GKS Y
08 UKS !/ ¢Lhb 06t201Qa a9¢!l h56 CurdrihyS NI LI2 NI

only the Email METHOD is available for report distribution.

Only one sequential dataset or PDS member can exist for any given day. It is
therefore possible that the IFOM address space could be stopped and restarted
within the daily Event Notification Cycle. Should this happlea default footer

will appear multiple times to indicate the point in the cycle where the break
occurred.

11.8.24.7 INTERVAL (01|(23|04|06|08|12)

Each Event Notification Cycle may be optionally subdivided into Notification
intervals using the INTERVAL keyword. A single keyword numeric value-of two
digits is allowed to indicate the point in the Notification Cycle, in addition to Cycle
Termination, wien naotification will be sent to defined Email recipients. If no value
isspecified the default interval value is set to 24.

11.8.24.8 SEQDSDISP(KEEP|DELETE)

SEQDSDISP is used to denote the disposition of the sequential dataset at the end
of the Event Monitor Cycle. The default value is KEEP.
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11.8.24.9 DSNHLQ hlg.llg.llg

Represents the Highevel qualifier and Lowevel qualifier(s) that will be used to

build the fully qualified name of the Daily Event Collector Dataset(s). A total of 16

OKIF NI OG6SNAR AyOfdzZRAY3 dadé Aa ff26SRDd ¢KS
A higligligbQht 9 w/ a5 QIGemimdEDYSANIC Events)

A hlg.llq.llg S TAGE@Rsystem@&ymmdd(STAGED Events)

A hig.llg.llgb Q9 a { / a 5 QERyRNEdROEITYPEVents)

11.8.24.10 DSALLOC

The DSALLOC keyword and its-patameters are used to allocate tHRDS that
will contain the completed daily Event Notification Reports. Currently only PDS
datasets are supported. Recommended sadyameters for TYPE PDS are:

A PRIMARY(8)
A SECONDARY(1)
A UNITS(TRK)

A DIRBLKS(12)
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11.8.25 Message Event Notification

The ACTION block instructions described in this section cochiwtd the Email
METHOD block to construct and sematification based on the intercept of named
system messages. Two Notification Services are prdvide

This service supports only System, Health Checker or RACF Message Events as
defined using the following Action Block Syntax:

MSGID(message_id)ACTION, for example MSGID( IEE XXXXACTION
HZSID(message _id)ACTION, for example HZSID( HZSXXXXE)ACTION
ICHID(message id)ACTION, for example ICHID( ICHXXXXE)ACTION

Note these Action blocks do not support the use of the MATCHSTR.

This service supports a broader set of messages from any source ardgggn
supplemental actions and processes via a call to a named Rexx program stored in
HLQ.HLQ.SISPCLTBe Rexx program NSIDIPL is providegupporingli KS WL Y| 3 S
a | y I 3ab LR Viewekpplication thatexecutes iin conjunction with the Health

Checkem Saal 3S Yo sirfilar messageQ

An ACTION block for use witessageEvents has the followingyntax:

ACTION EVENTMSG(message_id) METHOD(EMAIL)
OBJ(EDIT|DMDEDIT|SUBMIT|ALL)
SCOPE(IDENTITY|BODY|REPORT)

cntl_card

cntl_card

cntl_card

ACTION .END

91 OK !/ ¢Lhb YS@&g2NR aSi Aa LINRPOSaaSR Fa ty
MUSTappear on a single line. Continuation to a second lild0d3supported.
11.8.25.1 MESSAGE ID

For Message Identifier as issue@b G KS &aedaidisSy (GKS WrQ YI& 0
message severitywild-carding. Examples: NEZOOOOE and NEZOOOO* are
acceptable Message IDs.

11.8.25.2 MATCHSTR

Used to specify an optional Message String. The Message Strirgemélally

follow a Message Id. It ay be specified in patieginning withthe start of the

message and enclosed in singlequoe& | YLI SaY Wb929w! Q 2NJ Wb9
Wb 92 9w! b %k dgcheptable Match Strings.

11.8.25.3 SUBJECT

Email Notification Subject.
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11.8.25.4 TO

Recipient Email Addresgpeat as needed.

11.8.25.5 FROM

Sende® Email Address, one only.

11.8.25.6 RPTHLQ
The Notification and Report Dataset Qualifialg.llg.$RPTHLQ

11.8.25.7 KEEPRPTS
YESndicates Report Dataset is to be kept, M@icatesit will be deleted.

11.8.25.8 BODYTEXT

Text enclosed in single quexto be inserted into body of naotification.
For example}PRODUCTION IPL CHANGE EVENT'

11.8.25.9 CMDNAME

Rexx Command name must be in SISPGISEIPIs provided for use with the
Image Manager Application.

11.8.25.10 JRNLPOST

YESMessage Event posted to Control Journal.

11.8.25.11 PRODS/PRIME

When change detected in comparifgoduction Settings vs. Production Baseline
send Text or Post WTO.

11.8.25.12 PRODS/SNAPS

When change detected in compariRgoduction Settings vs. Production Snapshot
send Text or Post WTO.

11.8.25.13 ALTER/PRIME

When change detected in compariddternate Settings vs. Alternate Baseline
send Text or Post WTO.

11.8.25.14 ALTER/SNAPS

When change detected in compariddternate Settings vs. Alternate Snapshot
send Text or Post WTO.
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11.8.25.15 PRODS/ALTER

When change detected in compariiggoduction Settings vs. Alternate Settings
send Text or Post WTO.

11.8.25.16  TEXTANYCNGS

When any change is detected, at any configuration level, send Text or Post WTO.
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11.8.26 NSEENSxx Model Member i ACTION BLOCK

ACTION DET(TCERPTCYCLE) METHOD(EMAIL) SCOPE(REPORT)
TO prr@newera.com

TO ghb@newera.com

FROM SUPPORT@NEWERA.COM

SUBJECT ' TCE_Configuration_Report '

ACTION .END

ACTION CMD(SET.APPC) METHOD(EMAIL) OBJ(ALL) SCOPE(REPORT)
TO pat@newera.com

FROM support@newera.com

SUBJECT ' Notice_SET.APPC_Issued

ACTION .END

ACTION CMD(RACFCMD) METHOD(EMAIL) OBJ(ALL) SCOPE(REPORT)
TO prr@newera.com

FROM support@newera.com

SUBJECT ' Notice_all RACF_Commands

ACTION .END

ACTION DSRPT(STAGED) METHOD(EMAIL) SCOPE(IDENTITY)
TO pat@newera.com

TO support@newera.com

TO PLAYTWO@NEWERA.COM

TO ghb@newera.com

FROM support@newera.com

SUBJECT 'changes'

HEADER 'This Report Title'

SEPARATOR '/ -----mnmmmmmem A

ROLLOVER 06:00 INTERVAL(8) SEQDSDISP(KEEP)
DSNHLQ IFO.TEST

DSALLOC TYPE(PDS)

ACTION .END

ACTION CAT(IPL.ALT ) METHOD(EMAIL) OBJ(ALL) SCOPE(REPORT)
TO JIMS@NEWERA.COM

FROMSUPPOR®NEWERA.COM

SUBJECT 'AITERNATE IPL CHNAGES'

ACTION .END

ACTION DSN SYS1.PARMLIB) METHOD(EMAIL) OBJ(ALL) SCOPE(REPORT)
TO PAT@NEWERA.COM

FROMSUPPOR®NEWERA.COM

SUBJECT6 SYS1 PARMLI B CHANGED®

ACTION .END

ACTION EVENTMSG(CSV410l) METHOD(EMAIL) SCOPE(REPORT)
MATCHSTR 'DATA SET'

SUBJECT 'APF Change Event'

TO recipient@yourcompany.com

FROM sender@yourcompany.com

RPTHLQ hlg.llg.$RPTHLQ

KEEPRPTS YES

BODYTEXT 'APF Change Event'
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CMDNAME NSIDAPF
JRNLPOST YES
ACTION .END

ACTION EVENTMSG(HZS0003E) METHOD(EMAIL) SCOPE(REPORT)
MATCHSTR 'NEWERA,NEZ_OPSYS'

SUBJECT 'PRODUCTION IPL CHANGE EVENT
TO recipient@yourcompany.com

FROM sender@yourcompany.com

RPTHLQ hlq.llg.$RPTHLQ

KEEPRPTS YES

BODYTEXT 'PRODUCTION IPL CHANGE EVENT'
CMDNAME NSIDIPL

JRNLPOST YES

PRODS/PRIME 4084827430@VTEXT.COM,WTOR
PRODS/SNAPS WTOR

ALTER/PRIME WTOR

ALTER/SNAPS WTOR

PRODS/ALTER WTOR

TEXTANYCNGS WTOR

ACTION .END
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11.9 NSEDETxx Configuration Statements

The optional Supplemental Detectors are designed to extend the scope of configuration
change detection within thdntegrity ControlsEnvironment (ICE). Each Detecteates
specift configuration baselines andissequently at a user defined intervatomparesstored
baseline with newly discovered configuration settings. Chandegected if any,form the
content of Change Reports. Change Repuoidy be optionallgentto anamediist of recipients

via emai) (see NSEENSxand/or posted to theTCE Contd Journals ensuring a permanent
record of all detected changes, Reports and Notifications.

11.9.1 LAUNCHPROC

Thea [ ' | b/ | Keyword &s used to identify, by name, a specific procedure,
other than the default procedure IFODET that you have placed into the System
Procedure Library and subsequently started.

This Keyword should be used when you intend to associate a uniquely named IFODET
Procedure with a specific instance of IFOM.

LAUNCHPROC IFOXDET
11.9.2 DETECTOR ON|OFF

To activate detector,it must be called by name and turned ON|OFF. For Example:

LOADLIBRARY ON

11.9.3 >>CYCLE

The CYCLE Keywords: HOURLY, DAILY and WEEKLY are mutually exclusive. Only t
last encountered for a named Detector Cycle willised.

11.9.4 CYCLE - DAILY

The Cycle Keyword mus¢ associated with each active Detector. Egample when
the Detector is to CYCLE DAILY beginning at 01:15AM each 12 hours, two intervals.

LOADLIBRARY CYCLE(DALY) TIME(01:15) INTERVAL(2 )

11.9.5 CYCLE - WEEKLY
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The Cycle Keyword must Bssociatedvith each active Detector. Fokample when
to detector is to CYCLE on a WEEKLY basis on Monday, Tuesday, Wednesday and
Sunday at 12:47PM.

LOADLIBRARY CYCLE(WEEKLY(MON,TUE,WED,SUN)) TIME(12:47)

11.9.6 CYCLE - MONTHLY

The Cycle Keyword must bBssociated with each active Detector. Egample when

the detector is to CYCLE at 12:46PM on a MONTHLY @rethe0,15,22 and
at the end of the month.

11.9.7 NSEDETxx Partial - Model Member

LAUNCHPROC IFOXDET

LOADLIBRARY ON|OFF

LOADLIBRARY CYCLE(DAILY) TIME(18:00)

LOADLIBRARY CYCLE(WEEKLY(MON,TUE,FRI,SUN)) TIME(15:03)
LOADLIBRARY CYCLE(MONTHLY(EOM)) TIME(01:01)

LOADLIBRARY CYCLE(MONTHLY(DOM(2,20,30,15,22),EOM)) TIME(12:46)

11.9.8 NSEDETxx Complete - Model Member

An explanation of all Detector configuration parameters, Operational Keywords,
Detector Identifiers, SulKeywords and Full Syntax can be found in the ICE
Supplemental Detectors User Guide.
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12  Appendix Ci Event Descriptor

To define a custom descriptpanel, first define theCategory to which it will be boundéllext, use

a copy of one of the example descriptor panels supplied irHb®.HLGGISPPENU install dataset

Select one that best fitsjour de<riptor data entry requirements. EitheDDE@PNL8 or
DDE@PNL9 may be more appropriate for a specific need. DDE@PNL8 shows a basic ISPF data
entry panel without a scrollable area definition; DDE@PNL9 shows a slightly more complex ISPF
data entry panel that has a scrollable areaidiibn.

12.1 DESCPNL Descriptor Panel Processing

Choose an appropriate name for a new panel member and copy the selected panel member
example into this new panel member target. Modify the panel as required for the specific
installation use.

The following ISPF panel sections are the ones processed specifically by The Control Editor
DESCPNL processing:

- )ATTR
- )BODY
- )AREA
- )INIT

Other ISPF panel sections can be specified as necessary but will not be processed.

Once apanel member has been defined it must be stored in HLQ.HLQ.SISPPENU. This is
required in order to make the panel accessible to TCE under either TSO/ISPF or ICE/ISPF.

12.1.1 )ATTR Section

DESCPNDATTR section processing will examine the specified panel's )JATTR section
to determine the panel's active TYPE characters. It will also check for an AREA(SCRL)
definition. DESCPNL processing supports one defined scrollable area.

Here is an example ISPF panel )ATTR section:

)ATTR
\ TYPE(NEF) PAD(USER) CAPS(OFF)
28 TYPE(NEF) CAPS(OFF) PADC(USER)
31 AREA(SCRL) EXTEND(ON)

12.1.2 )INIT Section

DESCPNJDINIT section processing will examine the specified panel's )INIT section to
determine the panel's active .ZVARS. If panel data entry will be used, the panel
*must* contain an )INIT section and the )INIT section must contain a .ZVARS variable
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assignment statement. DESCPNL processing supports a maximum of 100 .ZVARS
variables)

DESCPNL processing will do panel data value insertion only for panel )BODY Z
variables. DESCPNL processing will consider a Z variable as any )ATTR section TYPE
character followed immediately by the character 'Z' as a Z variable and will do data
value insetion at that point.

Here is an example ISPF panel )INIT section:

)INIT

‘ZVARS = ($TCEAV00 $TCEAV02 $TCEAV01 $TCEAV03 $TCEAV04 $TCEAVO5 +
$TCEAV06 $TCEAVO07 $TCEAV08 $TCEAV09 +
$TCEAV10 $TCEAV11 $TCEAV12 $TCEAV13 $TCEAV14 $TCEAV15 +
$TCEAV16 $TCEAV17 $TCEAV18 $TCEAV19 )

.CURSOR = $TCEAV00

12.1.3 )BODY Section Processing

The purpose of using a DESCPNL definition is to permit more sophisticated panel data
entry and data value syntax checking, but the data entry values in and of themselves
would provide little meaning without the panel's static area data. The DESCPNL )BODY
processing allows for the marriage of a panel's static data along with the variable data
that is entered via the panel user.

DESCPNDBODY section processing will take each static panel data line and scan for
)JATTR section defined TYPE characters. For every TYPE character detected, DESCPNL
)BODY section processing will determine if it represents a Z variable data substitution
point (TYPE character followed immediately by 'Z"). If a Z variable is detected,
DESCPNL )BODY section processing will substitute the value of the appropriate .ZVARS
variable. If the TYPE character is not a Z variable indicator, DESCPNL )BODY section
processing will substitute a blank into the descriptor

record data.

DESCPNLDBODY section processing will also support one scrollable area. If a TYPE
character is detected that represents a scrollable area definition, DESCPNL )BODY
section processing will insert the scrollable area (as defined by the )AREA ISPF panel
section). Appropriate Z variable substitution will continue with the data contained in
the scrollable area.

12.1.4 )AREA Section Processing

DESCPNL )AREA section processing will examine the specified panel's JAREA section
to determine if there is a defined scrollable area. If a scrollable area definition is
detected, the scrollable area records are captured and saved to be used in DESCPNL
)BADY section processing for scrollable area substitution.
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12.2 DESCPNL Descriptor Control Card

DESCPNL definitions as constructed in NSEJRNxx will override the DLINES keyword if the
member to be edited is defined in a category with a corresponding DESCPNL.

12.2.1 Required DESCPNL Parameters

To define a Panel Descriptor the NSEJRNxx Member DESCPNL Statement requires the
naming of a Controlled Category and an ISPF Panel. These required parameters
include:

12.2.1.1 CATEGORY|CAT(categnayme)

Where 'categoryname’ is the Dataset Category name that is being included in this
DESCPNL definition

12.2.1.2 PANEL|PNL(panelnam)

Where '‘panelnam' is the name @ fullsize ISPF Panelember in thelSPPLIB
datases containing thelCE/ISPF and TSO/IS#Fpaneldefinition.

12.2.1.3 POPUP|POP(panelnam)

Where ‘panelnam' is the name of a Popsige Panel member in the ISPPLIB
datasets containing the ICE/ISPF and TSO{&&p paneldefinition.

12.2.2 Optional DESCPNL Parameters

Optional DESCPNL parameters can be specified for any DESCPNL definition. These
parameters include:

12.2.21  BYPASSCHAR|BPC(char)

Specified on the DESCPNL statement where 'char' represents the panel TYPE
character that, if located in column 1 of a panel )BODY line, will cause that line to
be eliminated from the Journal Entry Descriptor record.

12.2.2.2 CONF YES|NO

Used to confirm or not the information entered by the user in the descriptor. The
5STFldA G Aa W, 9{Q YSIyAgzHEH MN&Il RA&KSI sO2R/E A W
suppresshe descriptor PogJp.
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12.2.2.3 EDITORDR|EORDR|EO

Specified on the DESCPNL statement where valid values for 'option’ are:

1- MF (display the member data first)
2 - DF (display the descriptor data entry edit window prior to the member)

If not specified, the default will be MF

12.2.2.4 ACTIVE(Starting:hhmBnding:hhmm)

Specified when descriptor will be activevhere:

1-'Starting:hhmm'’ represents the start time that this descriptor panel will be active
(in 'hhmm' format)

2 -'Ending:hhmm’ represents the end time that this descriptor panel will cease to
be active.

If not specified, the descriptor remains active throughout the entire 24 hour day.

ACTIVE start and end times can span midnight. For example, ACTIME@2P0
would indicate that this descriptor pahis active between 10:00 p.rand 5:00 a.m.

12.3 DESCPNL 1T An Example

12.3.1 Control Card

DESCPNL CAT(SYSTEM.PARMLIB) PANEL(DDE@PNL1) BYPASSCHAR(!)

In this example the panel member, DDE@PNL1, must be stored in
HLQ.HLQ.SISPPENU. This is required in order to make the panel accessible to TCE
under either TSO/ISPF I@E/ISPF.
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12.3.2 Full-Size ISPF Panel Definition

This Panel, member DDE@PNLY7 is stored in hlq.llq.SISPPENU.

)ATTR

6 TYPE(NEF) PAD(USER) CAPS(OFF)
} TYPE(PT)
{ TYPE(NT)
A TYPE(PIN)
$ TYPE(SAC)
I TYPE(FP)
\ TYPE(TEXT) INTENS(LOW) COLOR(GREEN) HILITE(REVERSE)
~ TYPE(TEXT) INTENS(LOW) COLOR(TURQ)
& TYPE(TEXT) INTENS(LOW) COLOR(RED)

0A TYPE(NT)

28 TYPE(NEF) CAPS(OFF) PADC(USER)

31 AREA(SCRL) EXTEND(ON)

32 TYPE(OUTPUT) INTENS(NON)

)BODY
! \ TCE@19.0 ~SAMPLE CUSTOM PANEL DESCRIPTOR
!
%Your Company Name Here: Descriptor Data Entry DDE@PNL7%
' Option ===>06ZCMD
%
% Change request # 1027 % | mplementor|:
!
% Project # 1027 +
!
% | mpl ementation date: 6Z +
% (yyyy/mm/dd)
! TCEDSN + TCEFUNC1 TCEFUNC2

! TCEMEM + TCEVOL+ TCEUSR + TCESYS + TCENEW + TCEALT +
| TCECAT +

% Change details:

%

SCRLAREA
YAREA SCRLAREA DEPTH(3)
z
z
z
z
)INIT
‘HELP = DDE@HLP7
.ZVARS = ($TCEAV00 $TCEAV02 $TCEAVO1 $TCEAV03 +
$TCEAV04 $TCEAV05 +
$TCEAV06 $TCEAV07 $TCEAV08 $TCEAV09 +

$TCEAV10 $TCEAV11 $TCEAV12 $TCEAV13 $TCEAV14 $TCEAV1S +
$TCEAV16 $TCEAV17 $TCEAV18 $TCEAV19
VGET (TCEDSN TCEMEM TCEVOL TCEUSR TCESYS TCENEW TCEALT TCEFUNC1 TCEFUNC2)
.CURSOR = $TCEAV00
VER(&STCEAV00,NUM)

)PROC
&ZSEL = TRANS( TRUNC (&ZCMD,")
X, EXIT
*ior)

&ZTRAIL = TRAIL
&CMD = TRUNC(&ZCMD,".")
VER(&$TCEAV00,NUM)
VER(&STCEAV01,NUM)
VER(&$TCEAV03,STDDATE)
IF (VER(&STCEAV00,NUM))
ELSE
&$TCEAVO0 ="
REFRESH($TCEAV00)
VPUT ($TCEAVO00 $TCEAVO1 $TCEAV02 $TCEAV03 $TCEAV04 $TCEAV05) PROFILE
VPUT ($TCEAV06 $TCEAVO7 $TCEAV08 $TCEAV09 $TCEAV10 $TCEAV11) PROFILE
VPUT ($TCEAV12 $TCEAV13 $TCEAV14 $TCEAV15 $TCEAV16 $TCEAV17) PROFILE
VPUT ($TCEAV18 $TCEAV19) PROFILE
*REXX(*,(SAMRXPNL))
RESP=ENTER
JEND

192|

NewEra Software, Inc. Integrity Control€Environment(ICERApplications



The Control Editq 19.0

12.3.3 ISPF Full Panel - Displayed

The descriptor associated with the Descrip@ategaoy, SYSTEM.PARMIa8defined
to ISPFRas a full paneils shownbelow:

TCE 19.0 SAMPLE DESCRIPTOR PANEL

Your Company Name Here: Descriptor Data Entry
Option ===>

Change request # : Implementer:

Project #

Implementation date:
(yyyy/mm/dd)

Change details:
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12.3.4 Pop-Up ISPF Panel Definition

This Panel, member DDE@PNLY7 is stored in hlq.llq.SISPPENU.

)JATTR
6 TYPE(NEF) PAD(USER) CAPS(OFF)
} TYPE(PT)
{ TYPE(NT)
A TYPE(PIN)
$ TYPE(SAC)
! TYPE(FP)
\ TYPE(TEXT) INTENS(LOW) COLOR(GREEN) HILITE(REVERSE)
~ TYPE(TEXT) INTENS(LOW) COLOR(TURQ)
6 TYPE(TEXT) INTENS(LOW) COLOR(RED)
O0A TYPE(NT)
28 TYPE(NEF) CAPS(OFF) PADC(USER)
31 AREA(SCRL) EXTEND(ON)
32 TYPE(OUTPUT) INTENS(NON)
)BODY (WINDOW 60,20) < - WINDOW size definition must be consistend with panel size.
! \ TCE@19.0 ~SAMPLE CUSTOM PANEL DESCRIPTOR
}
%Your Company Name Here: Descriptor Data Entry DDE@PNL7%

' Option ===>06ZCMD

%

% Change request # 1027 % | mplementor|:
!

% Project # 1027 +

!

% | mpl ementation date: 6Z +

% (yyyy/mm/dd)

! TCEDSN + TCEFUNC1 TCEFUNC2

! TCEMEM + TCEVOL+ TCEUSR + TCESYS + TCENEW + TCEALT +
| TCECAT +

% Change details:

%

SCRLAREA
YAREA SCRLAREA DEPTH(3)
z
z
z
z
)INIT
‘HELP = DDE@HLP7
.ZVARS = ($TCEAV00 $TCEAV02 $TCEAVO1 $TCEAV03 +
$TCEAV04 $TCEAV05 +
$TCEAV06 $TCEAV07 $TCEAV08 $TCEAV09 +

$TCEAV10 $TCEAV11 $TCEAV12 $TCEAV13 $TCEAV14 $TCEAV1S +
$TCEAV16 $TCEAV17 $TCEAV18 $TCEAV19
VGET (TCEDSN TCEMEM TCEVOL TCEUSR TCESYS TCENEW TCEALT TCEFUNC1 TCEFUNC2)
.CURSOR = $TCEAV00
VER(&STCEAV00,NUM)

)PROC
&ZSEL = TRANS( TRUNC (&ZCMD,")
X, EXIT
*ior)

&ZTRAIL = TRAIL
&CMD = TRUNC(&ZCMD,".")
VER(&$TCEAV00,NUM)
VER(&STCEAV01,NUM)
VER(&$TCEAV03,STDDATE)
IF (VER(&STCEAV00,NUM))
ELSE
&$TCEAVO0 ="
REFRESH($TCEAV00)
VPUT ($TCEAVO00 $TCEAVO1 $TCEAV02 $TCEAV03 $TCEAV04 $TCEAV05) PROFILE
VPUT ($TCEAV06 $TCEAVO7 $TCEAV08 $TCEAV09 $TCEAV10 $TCEAV11) PROFILE
VPUT ($TCEAV12 $TCEAV13 $TCEAV14 $TCEAV15 $TCEAV16 $TCEAV17) PROFILE
VPUT ($TCEAV18 $TCEAV19) PROFILE
*REXX(*,(SAMRXPNL))
RESP=ENTER
JEND
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12.3.5 ISPF Pop-Up - Displayed

In the sample show below the Payp is shown overlaying the 3.4 Member Select
Panel from which the #TSTMEM1 member was selected. Thé&JBap outlined in
yellow, a user preference. Note that in the upper border of the -Bgpthe identity

of the edit soure; Dataset, Member, Volume and System are displayed.

Menu Functions Confirm Utilities Help
EDIT ESSJDL1.ACF2.RULES Row 00001 of 00025
Command ===> Scroll ===> PAGE
Name Prompt Size Created Changed ID
S #TSTMEML1 *Edited 10 2019/ 10/09 2019/ 10/09 11:51:10 ESSJDL1

---------------- ESSJIDL1.ACF2.RULES(#TSTMEM1) ESS015 ADCD  ----cnermemeanees
TCE 19.0 SAMPLE CUSTOM PANEL DESCRIPTOR 1

Your Company Name Here: Descriptor Data Entry DDE@PNL9

_ | Option ===>
: Change request # : 23445 Implementor: JIM -1
Project # : 11335677001

Implementation date:

Change details:
More: F

edit test 19/ 08/13 - update 8

|
|
|
|
|
|
|
(yyyy/mm/dd) [
|
|
|
|
|
|
.'

12.3.6 Sample Rexx Program using TCE Variables

A sample Rexx Exec, member SAMRXRNEtored inHLQ.HLCBISPCLIBs an
example of panel value extraction

/***REXX***/
say'.hello’'
say'.'TCEDSN
say'.'TCEFUNC1
say'.'TCEFUNC2
say'.'TCEMEM
say'. ' TCEVOL
say.'TCEUSR
say.'TCESYS
say'.'TCENEW
say.'TCEALT
say'.'TCECAT

EXIT
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12.4 Direct Calls to ICE

The following API calls are made by Rexx application running withiintegrity Controls
Environment (ICE) or from a batch Rexx application where initiating JCL contains the following
STEPLIB Control Card where IFODSN is equal to the fully qualified name of the ICE Control
Dataset.

/ISTEPLIB DD DSN="IFODSN'.LOAD,DISP=SHR

12.4.1 NEZCHKT

ADLIRESS TSO ; "NEZCHKT 1" ; /* Returns Active IFOM */

The purpose of NEZCHKT 1 is to return, as the value of the variable SSNM, the name
of the active IFOM Journal Address Space. Always remember [SIESGRKINY
to terminate/close the service before exiting your subroutine or application.

12.4.2 NSISICU

ADDRESS TSO ; "NSISJCU"

The purpose of NSISJCU is to update the Control Journals with any discovered
Detected Changes to the Controlled Datasets. A Detected Change is a change that is
caused by a process that is outside the scope of the Control Editor.

The following Rexx code snippet can be used to evaluate the Return Code (RC)
NSISJCU returns to the calling program where the resulting value of the variable
DCNGS is equal to the number of changes detected.

ADDRESS TSO
"NEZCHKT 1"
"NSISJCU"

IF RC =0 THEN
DCNGS = 'None'
ELSE
DO
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IF RC > 256 THEN
DCNGS =RC - 256
ELSE
DCNGS = 'Failed'
END
ADDRESS TSO
"NEZCHKT 0"

12.4.3 NSIRQJIR

ARC = NSIRQJR(0,'D','A")

The purpose of NSIRQJR is to return three arrays containing information directly
related to the status of Control Journals. The arrays are:

IFO_JRN_DSNAMHE | Contains the name of a Control Journal Dataset,
IFO_JRN_JRSTAT. Contains the Status Code ofaurnal Datasets

IF'O' THEN ; JRLStat = 'ACTIVE'
IF'C' THEN ; JRLStat = 'CLOSED’
IF 'B' THEN ; JRLStat = 'BACKUP'
IF'N' THEN ; JRLStat = 'INVALD'

IFO_JRN_JRENTR|) | Contains the number of entries in a Journal Data

The REXX sample program TCEJRLS illustrates how to call and display data provided
by this function.

12.4.4 NSIRODS

ARC = NSIRQDS(0,'A",IFO_JRN_DSNAME.XY)

The purpose of NSIRQDS is to return arrays that containing META information about
eachEvent Transaction contained within a named Journal Dataset. The arrays are:

IFO_JRN_APDATA A POSITIONAL STRING of Event Specific META
DSNName = 1 CNGStat= 7
VOLName = 2 MBRttrs = 8
USERtso = 3 VERMods = 9
PLXName = 4 INILine = 10
SYSName = 5 CREDate =11
IMAName = 6 MODLine =12
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IFO_JRN_JRTYPE.

Contains the TYPE of Journal Datasets

IF'O 'THEN ; JRLType ="' ACTIVE'
IF'C 'THEN ; JRLType ="' CLOSED
IF 'B' THEN ; JRLType = 'BACKUP"

IF'N' THEN ; JRLType ="' INVALD'

IFO_JRN_JRCATN|

Contains the Journal Dataset CATEGORY Name

IFO_JRN_JREFLA(

Contains a two character EVENT Type Flag

Character 1 Character 2
S = SAVED B = BCKUP
B = FIRST E = CEDIT
D = AUDIT R =RSTOR
A = ATMPT D =DELET
M = OTHER O = RNOLD
N = RNNEW
S = SBMIT
F=DTCNG
C = ADDED
G = AUDIT
P =REPLC
X =CANCL
B = HBEAT
A =CEACT

When Used wit

1=RACFS
2=SETCM
3 =MODCM
4 =VARCM
5=MISCM
B = BCAST
D = DDSET
E = EMAIL
L = DBUGS

Optional Detector Event Type Flag
Determination

IF JRLCats ='ISN.CSD.NSIMLOD' THEN
JRLFone ='DETER' ; JRLFtwo = 'DTL oD’
IF JRLCats = 'TCE.DET.NSIMLOD' THEN
JRLFone =' DETER'; JRLFtwo ='DTLOD'
IF JRLCats = 'ISN.CSD.NSIMIOD' THEN
JRLFone =' DETER'; JRLFtwo ='DTIOD'
IF JRLCats = 'TCE.DET.NSIMIOD' THEN
JRLFone =' DETER'; JRLFtwo ='DTIOD'
IF JRLCats ='ISN.CSD.NSIMCHK' THEN
JRLFone =' DETER'; JRLFtwo = 'DTCHK'
IF JRLCats = 'TCE.DET.NSIMCHK' THEN
JRLFone = 'DETER' ; JRLFtwo = 'DTCHK'

IFO_JRN_CNGD

Contains a control membg&r change date

IFO_JRN_CNGT

Contains a control memb&r change time

IFO_JRN_WRTD

Contains the actual date eventitten to Journal

IFO_JRN_WRTT

Contains the actual time event written to Journal

IFO_JRN_JRRSLT

Contains the Journal process results flag
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IF'SUCCESS' THEN EVENT PROCESSED SUCCESSFULLY
ELSE EVENT PROCESS FAILED

IFO_JRN_JRMEMB | Contains the name of thaffected member

IFO_JRN_JRRTKN Contains Event entry location boundary in Journg

POSITION 1 - 4 = START OF BOUNDARY
POSITION 5 - 8 = END OF BOUNDARY

IFO_JRN_JRRECS Contains number of records in stored member
IFO_JRN_JRRDRC| | Contains number of records in stored descriptor

The REXX sample program TCERECS illustrates how to call and display data provided
by this function.

12.4.5 NSISIRC

TKNL =IFO_JRN_JRRTKN. Xx
RECSI= IFO_JRN_JRRECS. xx,
+ IFO_JRN_JRRDRC XX

DRC1 = STRIP(IFO_JRN_JRRDRC. Xx)
FSZ1 = STRIP(IFO_JRN_JRRFSZ. xx)
RFC1 = STRIP(IFO_JRN_JRRRFC. xx)
LRL1 = STRIP(IFO_JRN_JRRLRL. xx,'L'0) ADDRESS TSO

"ALLOC DD(OLDDD) REU",
"SPA(4 4) CYL LRECL("LRL1")",
"RECFM("RFC1") BLKSIZE(0)"

CTKN1 = C2D(SUBSTR(TKNL1,1,4))
CTKN2 = C2D(SUBSTR(TKNL,5,4))

"NSISIJRC TOKEN("CTKN1 CTKN2")",
"MEMBER("RMEM")",
"RECORDS("RECS1")",
"FLSZ("FSZ1")",

"DRECS("DRC1")",
"DDNAME(OLDDD)"

"EXECIO * DISKR OLDDD (FINIS STEM MBRRECS.

The purpose of NSISJRC is to return an array (MBRRECS.) containing DETAIL
information about a specific Event Transaction within a named Journal Dataset
where:
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12.5

A CTK1 The START of the records boundary
A CTK2 = The END of the records boundary
A RECS = The Number of records within the boundary

The array contains changwent detail as described below:

A An Edit Event results in the capture of:
o Event Header
o Event Descriptor
o0 Update Member

A A Command Event results in the capture of:
o0 Event Header
0 Up to 20 associated records from system log

The REXX sample program TCEDIEStrates how to call and display data provided
by this function.

Rexx APl Samples

The Rxxapplicationsampleprogramsg TCEJRLS, TCERECS and TCEDETL demonstrate how the
API Calls can be used to accessnaledevent information. The function and output of these
programs is described below. Executable copies @afseéhprograms can be found in
hlg.llg.SISPCLIB.

12.5.1 TCEJRLS

The REXX program TCEJRLS is designed to provide a POSITIONAL List of each
accessible Control Journal dataset.

Fields within each record are:
A Dataset Name,
A Operational Status and

A Event Member Count

A sample of program output is shown below.

...TCEJRLS = LIST ALL CONTROL JOURNAL DATASETS

.1.journal_dataset_name
.2.0perational_status
.3.event_member_count

_IFO.IFOP.JOURNALD 2019 107.T0829067 ACTIVE,0061
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...IFO.IFOP.JOURNAL.D  2019100.7T1840054,CLOSED,0090
...IFO.IFOP.JOURNAL.D  2019098.72217116,CLOSED,0090
...IFO.IFOP.JOURNAL.D  2019094.T0100001,CLOSED,0090
...[FO.IFOP.JOURNAL.D  2019091.T1502029,CLOSED,0090
...IFO.IFOP.JOURNAL.D  2019089.7T2051141,CLOSED,0007
...IFO.IFOP.JOURNAL.D  2019082.72100007,CLOSED,0090
...IFO.IFOP.JOURNAL.D = 2019070.7T1810445,CLOSED,0090
...IFO.IFOP.JOURNAL.D = 2019070.7T1810428,CLOSED,0090

Control Journal Status will be one of the following:

A ACTIVE = The Journal is OPEN and recording Change Events.
A CLOSED = The Journal is CLOSED and no longer recording Change Events.
A BACKUP = The Journal was used specifically to house control dataset backups.

12.5.2 TCERECS

The REXX program TCERECS is designed to list the content of all ME BAviReioord

a Control Journal. The sample will list only ACTIVE JOURNAL records. Remove the
conditional execution logic to list all records or filter as needed for a specific
application.

Primary Meta Fields within each record are:

Record Number
ImageFOCUS high level qualifier(s),
The Control Editor Configuration Member Suffix,
The Control List Member Suffix,
The Journal Dataset Name containing the event entry,
The status of the Journal DatasptACTIVE, CLOSED, BACKUP),
The number of records associated with the event entry,
The Journal Dataset TypdACTIVE,INACTIVE),
The Control Dataset Category,====..==.
. Primary Event Classificatig(SAVE,FIRST,AUDIT,ATMPT,OTHER),
. Secondary Event ClassificatipfSee Detail Below),
. Date of the Change Event,
. Time of the Change Event,
. Event processing results(PASS,FAIL),
. Event Member or Command,
. Start of the event detail records,
. End of the event detail records,
. Event detail (Member) recordount,
. Event detail (Descriptor) record count,
. Name of associated Control Dataset,
. VOLSER associated with Control Dataset,
. UserlID, Console or Process associated with Event,

©COoNOO~WNE

B R e
N RO

NN R R ERRR R
NP OOWWOWNOUA~NW
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23. Associated Sysplex Name,

24. Associated System Name,

25. Associated Image Name,

26. Event record update status (SAVED,FAILED),
27. Event member version,

28. Eventmember initial records,

29. Event member creation date,

30. Event member modified lines,

31. Journal Dataset Volume(Reserved)

Extended Meta Fields in NSIMCEW Records Only

32. Date of Event Class Update
33. Date Format

34. Time of Event Class Update
35. Time Format

36. Event Class Name

37. Reporting Period

38. Total Events in Period

Secondary Event Classification:

BCKUP CEDIT RSTOR DELET RNOLD
RNNEW SBMIT DTCNG ADDED AUDIT
RACFS SETCM MODCM VARCM
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A sample outpufrom TCREC® shown below.

...TCERECS = LIST THE CONTENT OF ALL TCE META RECORDS

.l.image_focus_high_level_qualifier
.2.configuration_member_suffix
.3.control_list_suffix
A4.journal_dataset_name
.5.journal_dataset_status
.6.event_member_count

.7. control_ journal_type

.8. control_dataset_catagory
.9.primary_event _classification
10. secondary_event_classification
11.event_date

12.event_time

13.event_ process_result

14 .event_member

15. start_of  event_ record

16. end_of event_record
17.event_record_count
18.event_descriptor_count
19.control_dataset_name
20.control_dataset_volser
21.associated_userid

22 .associated_sysplex_name
23.associated_system_nhame

24 .associated_image_name
25.event _transaction_status
26.event_member_version

27 .event_initial_line
28.event_create_date
29.event_modified_lines

IFO.IFOP,00,00,IFO.IFOP.JOURNAL.D 2019112.T2157054,ACTIVE,
0001,ACTIVE,PAULS.DATASETS,SAVED,CEDIT,04/22/  2019,16:57:05,
PASS,ANTXIN00,419472960,0,0000014,00000
12,PROBI1.SYS1.PARMLIB,VPWRKI,PROBI1,SVSCPLEX,SOW1,N/A,
SAVHD,01.00,000014,04/16/2007,000001

203| NewEra Software, Inc. Integrity Control€Environment(ICERApplications



The Control Editq 19.0

12.5.3 TCEDETL

The REXX program TCEDETL is designed to list the detail captured during a change
event thus enhancing the summaigformation stored in the META Recorthe

sample will list up to ten ACTIVE records. Remove the conditional execution logic to
list all records or filter as needed for a specific application.

Captured detail varies depending on the type of change events as described below:

A An Edit Event results in the capture of:
o Event Header/Identifier
o Event Descriptor/Body
0 Update Member/Report

A A Command Event results in the capture of:
o Event Header/ldentity
o Up to 20 associated records from system log, the Report

A sampleoutput from TCEDTik shown below.

01C| ---mmmmmmmmmm e THE CONTROL EDITOR----------=-===--- Edit -
02C|SYSPLX:SVSCPLEX SYSNM:SOW1 USRID:PROBI1 TIME:15:14:31 DATE: 09/ 20/1 5
03C| - DSN: PROBI1L.IFO80DR.PARMLIB( ANTXINQO) ---------------- - - VOL: PROBI1-
..04T[#1 - CHANGE AUTHORITY
...05D| As per planning meeting 04/04/ 2019.
...06T|#2 - CHANGE DESCRIPTION
...07D| Change will update member as authorized.
...08D|
..09T[#3 - CHANGE IMPACT
...10D| No adverse impact is expected to result.
..11D |
...12D|
I */ 00050000
Wi ANTXINOO */ 00100000
I */ 00150000
...[* This is an initialization parmlib member for DFSMS/MVS System */ 00200000
...[* Data Mover. ltresides in SYS1.P ARMLIB. The syntax of the */ 00250000
..[* parameters is found in DFSMS ADVA NCED COPY SERVICES, SC35- 0428. */ 00300000
I */ 00350000
...[* Change Activity: */ 00400000
/A */ 00450000
..J[* $L0=0W52938,HDZ11D0,011225,TUCRNC : Initial release */ 0050000 O
I */ 00550000
..NAMES - 00600000
HIlg(SYS1) /* High level qualifie r for XRC data sets */ - 00650000
MHIg(SYS1) /* High level qualifie r for XRC master data set */ 00700000
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13  Appendix DT Journal Interface Functions

Supporting Worksheets enhance the functionality of the TCE Journal Interface Panels and
Worksheets they support.

13.1 The Dataset Controlled List Worksheet

This Journal Support option allows you to set up a WatchQdstposedf Currently Defined
Controlled Datasets

Note that aCurrently Defined Control Datagebne that is defined to TCE via the ICE NSECTLxx
Parmlib Member. All other datasets that have historical events stored in the Control Journals

but are not currently defined to TCE are by definition automatically excluded from Background
Reporting. SucBEOf dzaA2ya | NB &aK2g6y Ay (GKS 22N)] aKSSi
column.

When using the Worksheet press PFK1 for panel specific help.

TCE 19.0 - Controlled Dataset Access Options Row 1 to 13 of 20
ICE 19.0 ---- - CntDsn_List
———————————— IFO.IFOP - The Control Editor - Controlled Dataset List -
Row Selection: System DSN Views Restore Dataset Include Dataset Exclude Dataset
.. Update the Dataset Background Settings .. Update the Controlled Dataset List
To Sort select a Sub - Head, To Query enter above Sub - Head, PFK1 for Help
- Row -- Last -- ----- Controlled Datasets ~  ----- Ctl - Controlled Events ~ ------

S Num yy/mm/dd =~ ------ Journaled Entries  ------ Lst Total Back Edit Dcng Xmit Excp
_001 17/ 01/24 PROBI1.ADCD.Z18.PARMLIB Yes 227220 4 3 0 O

_ 002 17/ 01/24 PROBI1.IFOP.JCLLIB Yes 52 7 40 2 3 O

_ 003 17/ 01/24 VENDOR.PARMLIB Yes 702 54 59589 0 O

_ 004 17/ 01/23 LVLO.PARMLIB Yes 209 159 0 50 0 O

_ 005 17/ 01/19 PHARL2.PARIFOZ2 Yes 184 180 1 3 00
_ 006 17/ 01/19 PROBI1.SYS1.PARMLIB Yes 207 94 70 36 7 O

_ 007 17/ 01/19 PHARL2.JCLLIB Yes 179 46 19 111 3 O

_ 008 17/ 01/18 PROBI1.USER.PARMLIB Yes 70 60 5 4 1 0
_009 17/ 01/17 PHARL2.USERLIB Yes 45 8 21 16 0 O

_ 010 17/ 01/13 IFO.IFOP.PARMLIB Od 16 0 16 0 0 O

_ 011 17/ 01/05 IFO.DEBUG.EMAIL Od 70 0 70 0 0 O

_ 012 17/ 06/27 CGOLL1.PARMLIB2 Yes 52 7 0 45 0 O

_ 013 17/ 01/06 PHARL2.CLIST Od 58 29 15 14 0 O

Option ===> Scroll ===> PAGE

13.1.1 Updating the Dataset Background Settings

For a detail description of Backgrqund Report Settings see the section of this User
Guide tittedd . I O1 ANRBdzy R wSLERNIAY3I hLIiA2y&as o
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13.1.2 Updating the Controlled Dataset List

For a detail discussion of hgw to uvpdate the Controlled Dataset List see :the section
of this User Guide titled ! OigcA RYAYAAGNI G ADPS CdzyOliA2yaséd

13.2 The Timeline Worksheet

This Timeline Worksheet displays a complégrig of all Controlled Eventsy default along

the Daily Timeline. It provides an overview of and access to details of each active period by

Event Class. The worksheet is ordered so that the most recent day is shown in the first row

followed in successive rows of subsequent days.RI€8 to move down the listing and PFK7

G2 Y20S dzLlde tf 1 OS 'y aaé¢ 2y GKS O2YYIFIYyR ftAYyS |\
or top of the list.

When using the Worksheet press PFK1 for panel specific help.

TCE 19.0 - Daily Event Timeline Worksheet Row 1 to 14 of 456

ICE 19.0 ---- Day- By- Day----
-------------- IFO.IFOP - The Day - By- Day Event Worksheet Interface e
Row Selection: Browse a Day
--------- Alternate Views - Default Period Selection
Sysplex System Causeld Periods - Daily Weeks Month Quarter Annual Total
------ To Reorder the Columns select a related Event Class, PFK1 for Help
S Line -- Date--- Total Stage Dtec Xmit Oper Supp Mess ESMp TCEp Excp Insp Note
_ 0001 2019/01/31 75 0 O O O O 16 1 0 O 3 55
_ 0002 2019/01/30 97 0 O O 024 1 0 0 3 69
_ 0003 2019/01/29 9% 0 O O O 0 22 1 0 O 3 70
_ 0004 2019/01/28 912 0 O O O 0 24 1 0O O 3 63
_ 0005 2019/01/27 71 0 O O O 0 24 0 0O O 3 44
_ 0006 2019/01/26 98 O O O O 0 24 1 0O O 3 70
_ 0007 2019/01/25 100 0 O O O 1 24 1 0 0 3 71
_ 0008 2019/01/24 203 3 0 O O O 12 2 60 O 3 123
_ 0009 2019/01/23 201 4 2 0 3 1 0O 5 44 1 3138
_ 0010 2019/01/22 61 1 O O O O 14 0 6 O 4 36
_ 0011 2019/01/21 370 0 O O O 14 24 4 75 0 4 249
_ 0012 2019/01/20 361 O O O O 16 22 0 82 0 4 237
_ 0013 2019/01/19 312 3 2 2 16 2 25 2 80 0 4 176
_0014 2019/01/18 1717 9 6 2 5 0 10 0 72 0 O 67
Option ===> Scroll ===> PAGE

13.2.1 Selecting an Event

To select events associated with a specific date, place the cursor under the desired
G I NB S &eosnumegcyalue and press enter. This action will immediately display
the selection's detail in thdlamed Period Selection Workshéathen your review of

the detail is concluded, use PFK3 to return to the Timeline Worksheet. See also the
section in this User Guide titled The Period Display Worksheet.
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13.2.2 Changing the Timeline

The Worksheet can be easily reordered, in descending sequence by event count, by
placing the cursor under an Event Class, for example, Staged and pressing enter. This
action will sort the values shown in the underlying column such that the day with the
largest number of events in a selected Class will appear at the top of the Worksheet.
This frequency distribution will be useful in helping to identify anomalous behavior.

In addition, selecting each Class turn, may reveal potential trouble spots that
warrant attention. To restore the list to its original order, place the cursor under the
column heading titled Date and press enter.

13.2.3 Changing the Time Period

To change the Default Period from Daily, place the cursor under one of the following:
Week, Month, Quarter, Annual or Totals and press enter. Note that these actions will
redisplay the Worksheet now with the daily records summarized for the selected
period.

13.2.4 Changing to an Alternative View

To change the default Alternative View from Periods, place the cursor under one of
the following: Causeld, System or Sysplex and press enter. Note that these actions
will reconfigure and redisplay the Worksheet such that it will display a listing of values
associated with the selected View and the accumulated period to date values
associated with each individual element of the list.

13.2.5 Browsing Event Detalil

1'aS GKS . NergasS 2LiAz2y WwW.Q 2y (G4KS O02YY!l YR
events that appear in a single row at one time within the Named Period Selection
Worksheet. When your review of the detail in thidamed Period Selection
Worksheet is concluded, use PFK3 to return.
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13.3 The Period Display Worksheet

This Worksheet is designed to display META Information that is specific to a selected Event
Class or Event Period. Each row represents a discrete event within the Class or Period and is
used as a jumping off point to more detailed event data. Two Line Gordsiare provided to
facilitate easy access to event detail. Use 'B' to browse available information about a selected
event. Use 'H' to display a list of comparable events over time. As it relates to Members, the
History functions support Compare and Rest@perations. As it relates to Image FOCUS
Sysplex Audit Log events, it supports Index Report Display.

When using the Worksheet press PFK1 for papetific help.

TCE 19.0 - Named Period Selection Worksheet Row 1 to 14 of 314
-ICE 19.0 - ---- All Events  ----
---------- IFO.IFOP - Month to Date Controlled Events - Mth Worksheet =~ ---------
Row Selection: Browse [fistory
---  To Sort select a Sub - Head, To Query enter above Sub - Head, PFK1 for Help ---
- Line ----- Detected Events =~ --------  —emeeeeen All Controlled Events ~ ----------

SLines yy/mm/dd hh:mm Types -- User-- -CmdMbr --- Control String or Dataset
00001 17/ 09/09 12:00 DELET PROBI1 BLSCECT PROBI1.SYS1.PARMLIB

00002 17/ 09/09 13:26 DELET CCHIN2 BLSCECTX PROBI1.SYS1.PARMLIB

_ 00003 17/ 09/1010:15 ADDED PHARL2 PATSMP3 PHARL2.USERLIB
00004 17/ 09/10 10:16 CEDIT PHARL2 PATSMP2 PHARL2.USERLIB

00005 17/ 09/10 11:40 CEDIT $STAGED MLSTAGED IFO.DEBUG.EMAIL

00006 17/ 09/10 11:40 CEDIT $ESMCMD MLESMCMD IFO.DEBUG.EMAIL

_ 00007 17/ 09/0217:29 CEDIT PHARL2 COMMNDPH VENDOR.PARMLIB

_ 00008 17/ 09/02 17:44 CEDIT PHARL2 XITCPFT PHARL2.USERLIB

_ 00009 17/ 09/0215:20 CEDIT PROBI1 COFVLF00 PROBI1.SYS1.PARMLIB
_ 00010 17/ 09/0216:33 CEDIT GBAGS1 COMMNDIF VENDOR.PARMLIB

_ 00011 17/ 09/02 16:36 CEDIT PHARL2 COMMNDPH VENDOR.PARMLIB

_ 00012 17/ 09/0217:11 CEDIT PHARL2 COMMNDPH VENDOR.PARMLIB

_ 00013 17/ 09/0217:25 CEDIT PHARL2 COMMNDP1 VENDOR.PARMLIB
_ 00014 17/ 09/09 12:00 DTDEL PROBI1 BLSCECT PROBI1.SYS1.PARMLIB

Option ===> Scroll ===> PAGE

The Worksheet itself can be manipulated in a number of different ways that assist in analysis

and understanding of the events. For example, to delimit the displayed information in a specific

column place the cursor under an item of interest in the colunmd gress enter. The

Worksheet will redisplay showing only matching values. Note that the selected value appears

above the column heading. Selecting a value in any other column will delimit the list to records

matching both selections. Cursor under a sedelcvalue, press enter to reset the column or

SYGSNI wwo{9¢Q 2y GKS /2YYIYR [AYST LINBaa SydasSN
state. To sort on aolumn,place the cursor under the Column Heading and press enter; press

enter a second time to reverse the sort order.
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13.3.1 Browse

The Browse options will display all available event detail in a report formatted as
follows:

/ /

* *

I* The Control Editor - Control Members - Event Log Detail */

* *
I* Date: 2019/ 09/10 - Time:14:06:51 - User:PROBI1 */

* */

|
TCEO0000I + +
TCEO0O000I | |
TCEO0000I | CONTROLLED MEMBER DETAIL - EVENT TYPE:CEDIT
TCEO0O000I | |
TCEO0000I + +
TCEO0O000I | |
TCEO0000I| - Member- -- User-- -- Date-- Times ------- Controlled Dataset =~ -------- |
TCEOOOOI | -------- == yy/mm/dd hh:mm |
TCEO0000I | PATSMP3 PHARL2 17/ 09/10 10:15 PHARL2.USERLIB |
TCEO0O000I | |
TCEO0000I | |
TCEO000I | PHARL2 =~ ------mmmmeee- THE CONTROL EDITOR----------=-- - - Edit - |
TCEOO000I | SVSCPLEX SYSNM:SOW1 USR ID:PHARL2 TIME:10:14:50 DATE: 18/10/10 |
TCEO0000I | PHARL2.USERLIB(PATSMP3) VOL: VPWRKG |
TCEOO000I | |
TCEOO000I | DEFAULT USER DEFINED #1 |
TCEOO000I | UPDATING THE MEMBER |
TCEO000I | DEFAULT USER DEFINED #2 |
TCEOO000I | |
TCEO000I | DEFAULT USER DEFINED #3 |
TCEOO000I | |
TCEOOOOI | -mm-mmmmmmmmmmm oom ooeen CHANGEDRECORDS---- - == -om oomoee- |
TCEO0O000I | |
TCEO0000I | | - ISNHLQ=*AUTO* |
TCEO0O000I | |
TCEOQQOI | -=--mmmmmmmmmmmmmeee UPDATED MEMBER RECORBS-----------------
TCEO0O000I | ISNHLQ= *AUTO* |
TCEO0000I | ISNHLQ= *AUTO* |
TCEO0O000I | ISNHLQ= *AUTO* |
TCEO0000I |
TCEO0000I + +
|
/ /
* *
I* IFO.IFOP.$TCEFGRN.$REPTEMP($OPCDTL) *
* *
/ /

NewEra Software, Inc.

Our Job? Help you avoid problems and improve z/OS integrity.

Bottom of Data
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13.3.2 History

When the History function is used in conjunction with a Staged Event, a listing of all
matching members is displayed in the Journal Selection Worksheet with the most
recent showing at the top of the list. This specific Worksheet, as shown below,

supports, in addition to Member View, both Member Compare and
Restore.

Member

TCE 19.0 Journal Entry Selection Row 1to 3 of 3
Line Commands: S - Select (View the contents of the Entry)
C - Compare (Two required) R - Restore
LINE --- Category --- --- Entry -- - - e Stored  -------- - e
CMD TYPE NAME USERID DATE TIME RESULT
PATS.USERLIB SE PATSMP2 PHARL2 1 0/10/ 2018 10:16:24 SUCCESS
PATS.USERLIB SE PATSMP2 PHARL3 09 /24] 2018 11:41:23 SUCCESS

PATS.USERLIB DC PATSMP2 09 /12/ 2018 13:40:20 SUCCESS

Bottom of data

COMMAND ===> SCROLL ===> PAGE

13.3.2.1 Compare
¢2 O2YLI NB (G662 YSYOSNBRZ LX I OS

Compare Report.

13.3.2.2 Restore

¢2 NBal2NB || YSYOSNE LX I OS wwQ
display the following message:

W/ Q 0ST2NB
These actions will pass the members to Super Compare displaying the resulting

0ST2NE

Confirm RESTORE of Member PATSMP2 to
DSN: PHARL2.USERLIB
VOL: VPWRKG

Press ENTER to continue or END to exit

Examine the message content carefully before continuing with the Restore

Operation. To abort the process, EXIT using PFKS3.
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13.4 The Restore Worksheet

The purpose of this Worksheet is to assist in the selection of member events that will be used
in building a Transaction Restore List. Only the following Event Classes are eligible for restore
operations.

Event Event Description

CEDIT Edit/Update of Controlled Member

RSTOR Restore of Controlled Member from Journal
RNNEW New Name of a Renamed Controlled Member
RNOLD Old Name of a Renamed Controlled Member
ADDED Newly Added Controlled Member

DELET Deleted Controlled Member

REPLC Replaced Controlled Member

DTCNG Auto Detected Controlled Member Change
DTDEL Auto Detected Controlled Member Deletion
DTADD Auto Detected Controlled Member Addition
DTCNG Auto Detected Controlled Member Change

The displayed Worksheet content is shown with the most recent event for each Controlled
Member ordered by Date and Time. The most recent are shown at the top. In addition, the total
number of events for each member is shown. To display all events foea giember use the
Browse Line Command.

To delimit the Worksheet by DATE_TIME cursor under a value and press enter. When the
Worksheet displays the needed members, cursor the Restore option shown in the upper right of
the panel and press enter. These actions will display the Restore Optioti@elaenu.
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When using the Worksheet press PFK1 for panel specific help.

To Sort select a Sub
- Line -- History ---

TCE 19.0 - Controlled Restore Worksheet Row 1 to 14 of 2,320
-ICE 19.0 - -- Member Events --
--------------------- IFO.IFOP - Member/Event Selection e Restore  -----

Row Selection: Browse Member Records
- Head, To Query enter above Sub
Last Event

- Head, PFK1 for Help
Positional Identity

0001
0002

~ 0003
0004

0005

0006

0007

0008

2 IFOPAT DTCNG
1 IFOBATS DTCNG
14 COMMNDGB DTCNG
4 AZAP19 DTCNG
90 COMMNDPH DTCNG
4 AZAP2 DTCNG

92 COMMNDP1 DTCNG
_ 1 CICSJOB DTCNG
_ 0009 17 UNTERSE DTCNG
_ 0010 1 IFORDTCNG
_ 0011 1 IFOBAT DTCNG
_ 0012 129 COMMNDIF DTCNG
_ 0013 1 PAULRR RNNEW
_ 0014 1 POOOPCZ3 RNOLD

Option ===>

SNumb Rec - Member- Class yy/mm/dd_hh:mm

Dataset

17/ 05/19_13:00 PHARL2.JCLLIB VPWRKH
17/ 05/19_13:00 PHARL2.JCLLIB VPWRKH
17/ 05/19_08:00 VENDOR.PARMLIB VPMVSD
17/ 05/18_15:00 PHARL2.JCLLIB VPWRKH
17/ 05/18_14:00 VENDOR.PARMLIB VPMVSD
17/ 05/17_17:00 PHARL2.JCLLIB VPWRKH
17/ 05/17_16:00 VENDOR.PARMLIB VPMVSD
17/ 05/17_13:00 PHARL2.JCLLIB VPWRKH
17/ 05/16_12:00 PHARL2.JCLLIB VPWRKH
17/ 05/13_13:00 PHARL2.JCLLIB VPWRKH
17/ 05/13_13:00 PHARL2.JCLLIB VPWRKH
17/ 05/09_11:44 VENDOR.PARMLIB VPMVSD
17/ 05/05_17:42 PROBI1.IFOP.JCLLIB VPWRKH
17/ 05/05_17:42 PROBI1.IFOP.JCLLIB VPWRKH

Scroll ===> PAGE

The Worksheet itself can be manipulated in a number of different ways that assist in analysis and
understanding of the events. For example, to delimit the displayed information in a specific
column place the cursor under an item of interest in the column and press enter. The Worksheet
will redisplay showing only matching values. Note that the selevtdde appears above the
column heading. Selecting a value in any other column will delimit the list to records matching
both selections. Cursor under a selected value, press enter to reset the column or RESET on the
Command Line; press enter to reset theisheet. To sort on a column cursor under the Column

Heading and press enter.
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13.4.1 Restore Option Selection Menu

This menu is designed to add integrity to Member Restore processing. First, by
requiring the selection of one of the restore methods described below. And second,
by invoking a set of controlled program steps that ensure that the needed checking
of a TargeMember's Control Dataset/Volume location and its ENQUEUE status are
appropriately performed prior to beginning the actual restore of a Member to a
Targeted Control Dataset on its Current Volume.

Option ===>

TCE 19.0 - Member Restore Option Selection

-------------- Restore Processing Options e

.. Confirm Each Member One at a Time

.. Confirm All Members Collectively

PFK3 or 'N' to abort and return, 'Y' to select.

13.4.2 Confirm Each Member One at a Time

Select this option when you would like to confirm or deny the restore of each
individual member queued to the Restore List. If this option is selected the Dataset
Class Descriptor is immediately displayed for the first and each subsequent member.
Completethe Descriptor to continue the Restore process. Enter CANCEL on the
command line to abort the restore process for that single member. Either action will
immediately display the next member in the List or return you to an updated Restore
Worksheet when thdist is exhausted.

13.4.3 Confirm All Members Collectively

Select this option when you would like to restore all the members in the Restore List
at one time WITHOUT confirming each individually. Once the process is begun, it will
run continuously until all members named in List have been restored.

Dataset/Volume EQUEUE status is individually checked and in certain cases may
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delay the restore process of an individual member. Check the system state if the
delay appears to be unreasonable. When the complete Restore List has been
processed, the updated Restore Worksheet is displayed.

13.4.3.1 Member Display

Users with at least READ authority, as determined by the External Security
Manager (ESMgan view member content by placing an "S" on the command line
adjacent to the target and pressing enter.

Menu Utilities Compilers Help
00000000000000000000000000000000000000000000000000pPB00000d000
BROWSE JOURNAL_BROWSE- MEMBER=TESTJCL Line 00000000 Col 001 080
Top of Data
01C| ------m--mmmmmmmmmmeem e THE CONTROL EDITOR------------------- Edit -
02C|SYSPLX:SVSCPLEX SYSNM:SOW1 USRID:PROBI1 TIME:15:14:31 DATE: 09/ 20/15
03C| - DSN: PROBIL.IFO80DR.PARMLIB( SOMEJC). ---------------- ----- VOL: PROBI1-
04T|#1 - CHANGE AUTHORITY
05D Change Control Authorization Number 00909
06T|#2 - CHANGE DESCRIPTION
07D| Updating JCL prior to submission
08D|
09T|#3 - CHANGE IMPACT
10D| New Datasets will be allocated, members copied
11D|
12D|
/ITESTJICL JOB
I* */
/I* COPY MIT IEBGENER ADDING AN UPDATE ENTRY PRR *
I */
/ISTEP1 EXEC PGM=IEBGENER
/ISYSIN DD DUMMY
/ISYSUT1 DD DSN=PHARL2.USERLIB(PLGLOAD),DISP=SHR
Command ===> Scroll ===> 0020

13.4.3.2 Single Member Restore

Users with at least UPDATE authority, as determined by the External Security
Manager (ESM) can restore member content by placing an "R" on the command
line adjacent to the target and pressing enter. These actions will display a
confirmation panel. Pressger to complete the restore or PFK3 to abort and
return to the Journal Content Listing panel.

Confirm RESTORE of Member COMMNDIF to
DSN: VENDOR.PARMLIB
VOL: VPMVSD

Press ENTER to continue or END to exi t
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13.5 Ad Hoc Control Journal Query

As Controlled Events, defined to the Control Editor, occur they are recorded in the Control Journal

Fd 023K | &adzYYFNEB yR RSGIFIAT §S@OStd ¢KS adzYYl NB
and linked to a copy of the event detail. The exact eventaill depends on the event type and/or

class. Foexample, for Continuous Backup Events detail content would include the updated
member, changes from its prior contenit, any, and the associated Descriptor Window. For

Resource Usage Events, for exampleQperator Command, detail content would include the

command string and the associated system response as would ordinarily be seen in the system

log.

The Ad Hoc Query Interface serves two primary functions. First, it is used to specify the criteria to
be matched in a scan of the META Records for matching values. Second, it is used to access a list
of all available criteria for any META Record Field.

When using the Ad Hoc Query Interface use PFK1 to display interface specific help.

TCE 19.0 - Control Journal - AdHoc Query Interface
[ —— + 1+ s - Fomem e+
| Mbr/Cmmd | Event Categories | TCE Setup HLQs | JS | CS|
A + S e AN oo Heee-
| IFO.IFOP ]
I I
| + - + + + + § —— +
| Causes | Events | UpDate | UpTime | Sysplex | System |
| + + + + + + +
|| < = I
|| I
| Dataset Volume |
|| |
| States UpType Result DsText [
|| I
| ] Comments [
|| I
| + +
I I
+ +
.. Reset Criteria
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13.5.1 Searching Controlled Event Records

To begin a search, enter a value in the entry point associated with one or more META
Fields(s) shown and press enter. If matching values are found, the Period Selection
Worksheet is displayed. If no records match the criteria, a system message stating
Gb2l OK¢ Aa RAALI I &@SRO®

When using the Worksheet press PFK1 to display panel specific help. For a more
detailed description of this panel and how to ugesee also the section of this User
Guide titledPeriod Selection Worksheet

- Line

Row Selection:
To Sort select a Sub

ICE 19.0 -

IFO.IFOP
Browse History

Detected Events

- Controlled MbrDsn/OprCmd Event Worksheet

- Head, To Query enter above Sub

Named Period Selection Worksheet

-- MbrDsn/ OprCmmd-

- Head, PFK1 for Help --
Controlled MbrDsn or OprCmd

00015
~ 00016
~ 00017
~ 00018
~ 00019
~ 00020
~ 00021

00022
~ 00023
~ 00024
~ 00025

00026
~ 00027
~ 00028

S'Lines yy/mm/dd hh:mm Types

19/ 01/19 12:41 ENOTE PHARL2
19/ 01/19 12:41 SETCM PHARL2
19/ 01/19 12:40 ENOTE PHARL2
19/ 01/19 12:40 MISCM PHARL2
19/ 01/19 12:38 ENOTE PHARL2
19/ 01/19 12:38 MISCM PHARL2
19/ 01/19 12:37 ENOTE PHARL2
19/ 01/19 12:37 ESMPC PHARL2
19/01/19 11:46 DTCNG PHARL2
19/ 01/18 09:00 DTCNG PHARL2
19/ 01/16 18:00 DTCNG PHARL2
19/ 01/16 17:00 DTCNG PHARL2
19/ 01/16 15:08 DTCNG PHARL2
19/ 01/16 14:56 DTCNG PHARL2

-- User --

Mbr/Cmmd --- Dataset or OperCmmd String
MLOPRCMD Event_(OPRCMD)_Notification
SETPROG SET_(SETPROG)_OperCmmd
MLOPRCMD  Event_(OPRCMD)_Notification
VARY  MIS_(VARY)_OperCmmd
MLOPRCMD Event_(OPRCMD)_Notification
VARY  MIS_(VARY)_OperCmmd
MLOPRCMD Event_(OPRCMD)_Notification
SETROPTS ESM_(SETROPTS)_ProdCmmd
BPXIPCSP PROBI1.SYS1.PARMLIB
COMMNDP1 VENDOR.PARMLIB

COMMNDIF VENDOR.PARMLIB

COMMNDIF VENDOR.PARMLIB

COMMNDIF VENDOR.PARMLIB

COMMNDIF VENDOR.PARMLIB

Option ===>

Scroll ===> PAGE

Note that in this case a single User TSO Id, PHARL2, was used as the sole criteria for
the search. This being the case, only those records matching this single value are
then returned and displayed in thesults worksheeta Ol y 1t UdeiSa GO 2 f dzYy @
2dz O2dzf R y2¢ OdzNE2NJ dzy RSNJ G KS @I fdzS a{9¢/
enter to limit the display to only those records that result from the issuance of a

{9¢wht ¢{ /2YYIFYR o6& (GKS | &SNJt l/la[ HY RLF & 2
press enter again the Wksheet would return to it original state.
b20S GKS @I fdzSa aK2gy Ay (GKS daoNk/ YYRE 02

and Control Member Names. Confusing? Not really. Now, todke right and you
will find an explanation of the command or the name of the Controlled Dataset that
was used to house the member when the reported event occurred.
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13.5.2 Event Detall

To drill down into the detail of an @Sy i LJX | OS d. ¢ 2y (KS w2§g
precedes a targeted event and press enter. This action will extract and display the

event detail. The content of the displayed detail for Member Events is broken down

into four sections: Event Identity, Event $deiptor, Member Changes and Updated

Member.

The

Date:

/
*/
- Control Members
2019/ 09/04 Time:10:51:00
*/

Control Editor */

*

Event Log Detail
User:PROBI1

TCE0000! +
TCE0000! |
TCE0000! +
TCE0000! |
TCE0000! |
TCE0000! |
TCE0000! |
TCE0000! |
TCE0000! |
TCE0000! |
TCE0000! |
TCE0000! |
TCE0000! |
TCE0000! |
TCE0000! |
TCE0000! |
TCE0000! |
TCE0000! |
TCE0000! |
TCE0000! |
TCE0000! |
TCE0000! |
TCE0000! |
TCE0000! |
TCE0000! |
TCE0000! |
TCE0000! |
TCE0000! |
TCE0000! |
TCE0000! |

CONTROLLED MEMBER DETAIL EVENT TYPE:CEDIT

I
EVENT IDENTITY

|
PHARL2 THE CONTROL EDITOR--------mnenmeee-
SVSCPLEX SYSNM:SOW1 USRID:PRO  BI1 TIME:18:49:22 DATE:01/24/15
PROBIL.IFOP.JCLLIB(ZAP) VOL: VPWRKH |

I
EVENT DESCRIPTORS

PROJECT DESCRIPTION
UPDATE TO VIR
CHANGE AUTHORITY
AUTHORIZATION #123
CHANGE DESCRIPTION
UPDATING ZAP

|
MEMBER CHANGES

I
SUPERC LINE COMPARE CHANGE DETAILS
RO VRIS JUE R JU .
VER 00FC 9640,B034
REP O00FC 4700,0000
domem demmm Ammm Deee deeee Bemee Aeeen Leeee
| = LINE INSERTED D = LINE DELETED |

6-—--

Y

T
D

D

R

T —

6-—--

|
UPDATED MEMBER----------nenenennen
|

+

+

TCEO0000I | //ZAP JOB MSGCLASS=H

TCEO0000I | //S0 EXEC PGM=AMASPZAP

TCEOO000I | //[SYSPRINT DD SYSOUT=*

TCEO0000I | //SYSLIB DD DSN=IFO.IFOXX.LOAD,DISP=SHR <==== LOAD LIB

TCEO0000I | NAME NSEINIT NSECTSK
TCEO000I | VER 00FC 9640,B034
TCEO0000I | REP 00FC 4700,0000
TCEO0000I | NAME NSEINIT NSECTSK
TCEO0000I |
TCEOQ000I + +
I
/ /
* *
* IFO.IFOP.$TCEFGRN.RPTS($MBRDTL) *
* *
/ /
NewEra Software, Inc.
Our Job? Help you avoid problems and improve z/OS integrity.

Bottom of Data

217|

NewEra Software, Inc. Integrity Control€Environment(ICERApplications




The Control Editq 19.0

The content of the displayed detail for Operator Command Events is broken down
into three sections: Event Identity, Command String, and Related Log Entries.

I* */

I* The Control Editor - Operator Command - Event Log Detail */

I* Date: 2019/ 09/04 - Time:11:02:16 - User:PROBI1 */

* *

/ /

TCEO0000I + +
TCEO0000I | OPERATOR COMMAND DETAIL |

TCEO0000I + +
TCEOO000I | |

TCEOQOOQOI | ---=-=-mmmmmmmmmmmmmeeeen EVENT IDENTITY --------------m-mmmomm - |
TCEOO000I | |

TCEOO000I | TSU05725  ---------m-- THE CONTROL EDITOR------------------ Opcmd - |

TCEO000I | PLX:SVSCPLEX CONNM:PHARL2 CONID: 01000005 TM:13.05.46 DT:01/19/15 |
TCEO0000I | VARY |
TCEOO000I | |
TCEOQOQOI | -=---mmmmmmmmm e e COMMAND STRING---------===mmmmmmmmmem |
TCEOO000I | |
TCEOOQ00I | V 5PAT,OFFLINE |
TCEOQO000I | |
TCEOQOQOQOI | -----mmmmmmmmmm e RELATED LOG ENTRIES---------------=------ |
TCEOO000I | |
TCEOO000I | IEE313I 5PAT  UNIT REF. INVALID |
TCEOO000I | IEA6311 OPERATOR PHARL2 NOW INACTIVE, SYSTEM=S0W1 LU=TCPO0000
TCEO000I | $HASP100 IFOPDET ON STCINRDR |
TCEO0O000I | $HASP373 IFOPDET STARTED |
TCEOO000I | $HASP395 IFOPDET ENDED |
TCEOO000I | IEA989I SLIP TRAP ID=X33E MATCHED. JOBNAME=*UNAVAIL, ASID=0035. |
TCEOO000I | IFO01671 PDS ENTRIES =58 . |
TCEOO000I | IFO01671 PDS ENTRIES =218 . |
TCEOO000I | IFO01671 PDS ENTRIES =81 . |
TCEOO000I | IFO01671 PDS ENTRIES =6 . |
TCEOO000I | IFO01671 PDS ENTRIES =12 . |
TCEOO000I | IFO01671 PDS ENTRIES =59 . |
TCEOO000I | IFO01671 PDS ENTRIES =180 . |
TCEOO000I | IFO01671 PDS ENTRIES =3 . |
TCEOO000I |
TCEO0000I + +
I
/ /
* *
I* IFO.IFOP.$TCEFGRN.RPTS($OPCDTL) */
* *
/ /
NewEra Software, Inc.

Our Job? Help you avoid problems and improve z/OS integrity.

Bottom of Data

13.5.3 Event History

9 OK SYyiGuNEB Ay (GKS dadoNk/ YYRéE O2fdzyy KFa Afd:
own unique timeline. To display all of the records for a specific Controlled Member

or OperatorCommand, plac& | ¢ 2y GKS w2g¢ [/ 2YYlIYR [AYyS
targeted event and press enter.
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The Journal Entry Selection Worksheet displays a list of only those Controlled
Members or Operator Commands that match the target selection. Thegated

so that themost recent occurrences appear at the top of the list. This Timeline of
Events allows you to scan for a specific event at or about a specific time.

TCE 19.0 Journal Entry Selection Row 1to 16 of 34

Line Commands: S - Select (View the contents of the Entry)

LINE -- Category --- - Entry - e Stored = -----------mo--

CMD TYPE NAME USERID DATE TIME RESULT
NEZSETR.CMD.VARY M5 VARY PHARL2 01/19/ 2019 12:38:09 SUCCESS
NEZSETR.CMD.VARY M5 VARY PHARL2 01/19/ 2019 12:40:54 SUCCESS
NEZSETR.CMD.VARY M5 VARY PHARL2 01/19/ 2019 13:33:13 SUCCESS
NEZSETR.CMD.VARY M5 VARY SDIMO1 05/05/ 2019 14:49:23 SUCCESS
NEZSETR.CMD.VARY M5 VARY PHARL2 01/13/ 2019 14:24:25 SUCCESS
NEZSETR.CMD.VARY M5 VARY PHARL2 01/13/ 2019 14:26:53 SUCCESS
NEZSETR.CMD.VARY M5 VARY PHARL2 12/20/ 2018 10:09:29 SUCCESS
NEZSETR.CMD.VARY M5 VARY PHARL2 12/20/ 2018 10:09:52 SUCCESS
NEZSETR.CMD.VARY M5 VARY HWCI  11/29/ 2018 09:22:52 SUCCESS
NEZSETR.CMD.VARY M5 VARY HWCI  11/29/ 2018 09:23:03 SUCCESS
NEZSETR.CMD.VARY M5 VARY HWCI  11/29/ 2018 09:23:47 SUCCESS
NEZSETR.CMD.VARY M5 VARY HWCI  11/29/ 2018 09:24:53 SUCCESS
NEZSETR.CMD.VARY M5 VARY IBMUSER 10/27/ 2018 09:52:11 SUCCESS

NEZSETR.CMD.VARY M5 VARY PHARL2 09/29/ 2018 13:33:37 SUCCESS

NEZSETR.CMD.VARY M5 VARY PHARL2 09/29/ 2018 13:05:47 SUCCESS
NEZSETR.CMD.VARY M5 VARY PHARL2 09/29/ 2018 13:06:08 SUCCESS

COMMAND ===> SCROLL ===> PAGE

To view the detail content associated withemtry, L | OS a{ ¢ 2y GKS w2g

Line that precedes a targeted event and press enter. This action will display the Event
Detail reports described earlier in this section.
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13.5.4 Displaying Search Criteria List

To display a listing of the values associated with a spetifieria by namein an
interactive worksheet, place the cursor under one of the Criteria Names shown in
the panel asWhite Underlined Texand press enter. The displayabrksheet will
show only those values to which the search process would respond positively,
returning a matching set of META values.

Note the worksheet will dynamically change in appearance to accommodate the

specific reporting needs of different search criteria. All will display the available

criteria, rank ordered, so that those which the highest frequency of appearance in

the Controw2 dzNJ/ I f & | LIJISF NI G GKS G2L) 2F GKS fAad
[ 2dzy i€ A& -timg countofitdelndmb@iBf kinies a specific event has been
ARSYGAFASREZ NBO23IyAT SRZ FyR NBO2NRSR® ¢KS
description otthe criteria.

When using any of the Search Criteria Selection Worksheet, pieisd to display
panel specific help.

13541 2 KSy W/ | dzBeetted/ NR 0 SNA |

TCE 19.0 - Search Criteria Sele ction Worksheet
--- ICE 19.0 ---- --- Criteria -
————————————— The Control Editor - AdHoc Query - Criteria Listing e
Row Selection: Show Event Detail Worksheet
---  To Sort select a Sub - Head, To Query enter above Sub - Head, PFK1 for Help ---
- -Row Event -------m---ooooooeeeee- Possible Criteria =~ ---------mm-mmmee
S -Num Count -- Causes-- ---------=m-mmmmmmee Descriptions = --------mmmmmmmeeeee-
_ 00001 02054 GBAGS001 Sysplex Name, TSO Userld or System Command

_ 00002 01472 DETECTOR Captured of Supplemental Detector Event

_ 0000301292 PHARL2 Sysplex Name, TSO Userld or System Command

00004 00990 CCHIN1 Sysplex Name, TSO Userld or System Command

00005 00926 INTERNAL Captured of Non - User Internal System Event
00006 00908 $AUTOBOT Automated Capture of TCE System Posting/Procedure
00007 00863 CONSOLE Captured of Console Initiated Event

00008 00690 $ESMCMD Captured of Named External Security Manager Command
00009 00553 BACKGRPT Sysplex Name, TSO Userld or System Command
0001000485 CCHIN2 Sysplex Name, TSO Userld or System Command

_ 00011 00483 SVSCPLEX Sysplex Name, TSO Userld or System Command
00012 00340 $HZSIDS Captured Named Health Checker Messages

_ 00013 00340 $MSGIDS Captured Site Defined System Messages

00014 00300 PHARLS3 Sysplex Name, TSO Userld or System Command

_ 0001500288 GBAGS1 Sysplex Name, TSO Userld or System Command

Option ===> Scroll ===> PAGE

Note that if you cursor under White Underlined Valuand press enter, you will
immediately be returned to the Ad Hoc Query Interface and that the selected
value will be automatically entered in the criteria specification field associated,
with your original criteria selection.
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You may continue to populate the Ad Hoc Query Criteria specification fields in
this manner prior to and/or after executing a search. The values specified will
remain in the panel until they are overtyped, the panekset, or youeave and
return.

Other Sample Search Criteria Selection Worksheet formats appear below.

13.5.4.2 WhenBvent Claf® / NIeleENA |

TCE 19.0 - Search Criteria Selection Workshee t
--- ICE 19.0 ---- --- Criteria -
————————————— The Control Editor - AdHoc Query - Criteria Listing B et
Row Selection: Show Event Detail Worksheet
--- To Sort select a Sub - Head, To Query enter above Sub - Head, PFK1 for Help ---
- -Row Event -------m---oooooeeoeee- Possible Criteria~ ------m--mmmmmeem
S -Num Count Class = ---------m--mm-momem Description  ---------mmmmeememeoeee

00001 03996 ENOTE The Logging of Event Notifications

_ 00002 01760 DTADD Non - Standard Addition of Member to Controlled Dataset
00003 01749 MISCM Miscellaneous Operator Commands issued

_ 00004 01585 DTDEL Non - Standard Delete of Member in Controlled Dataset

_ 00005 00995 DTCNG Non - Standard Change to Member in Controlled Dataset

_ 00006 00817 CEACT Automated Activation of TCE Configuraton Element

_ 00007 00672 DEBUG Email Debug Messages

_ 00008 00582 MSHZS Captured Named Health Checker Messages

_ 00009 00486 AUDIT Postings of the Image FOCUS Inspection AuditLog

_ 00010 00253 DTDB2 Postings by DB2 Parameter Baseline Change Detector

00011 00222 CEDIT Update to a Member in Controlled Dataset

00012 00164 RDETC TCE Background Report - Detected Member Changes
_ 00013 00160 DTDSM Postings by IBM/RACF Baseline Change Detector
00014 00139 ROPCM TCE Background Report - Operator Commands

_ 00015 00126 DTCEW Postings by Control Editor Baseline Change Detector

Option ===> Scroll ===> PAGE

13.5.4.3 When Controlled Dataset Criteriaelected

ICE 19.0 - Search Criteria Selection Worksheet
--- ICE 19.0 ---- --- Criteria -
------------- The Control Editor - AdHoc Query - Criteria Listing
Row Selection: Show Event Detail Worksheet
--- To Sort select a Sub- Head, To Query enter above Sub - Head, PFK1 for Help
- -Row Event --------me-eemeoeeeeeee- Possible Criteria =~ ----------m-mmmmemee
S -Num Count ------ Controlled Datasets =~ ------ = —=m-m-me- Description  -----------
0000103126  CCHIN1.PARMLIB Inactive Controlled Dataset
_ 00002 00648 VENDOR.PARMLIB Active Controlled Dataset
_ 00003 00161 IFO.IFOP.USERLIB Inactive Controlled Dataset
00004 00133 PHARL2.JCLLIB Active Controlled Dataset
_ 00005 00113 PROBI1.SYS1.PARMLIB Active Controlled Dataset
_ 00006 00093 SVTSC.PARMLIB Active Controlled Dataset
_ 00007 00085 SYS1.PARMLIB Active Controlled Dataset
~ 00008 00070 IFO.DEBUG.EMAIL Inactive Controlled Dataset
_ 00009 00050 LVLO.PARMLIB Active Controlled Dataset
00010 00045 PROBI1.IFOP.JCLLIB Active Controlled Dataset
_ 00011 00045 CGOLL1.PARMLIB2 Active Controlled Dataset
00012 00037 PHARL2.USERLIB Active Controlled Dataset
_ 00013 00033 IFO.IFOP.PARMLIB Inactive Controlled Dataset
00014 00029 PHARL2.CLIST Inactive Controlled Dataset
_ 00015 00010 PROBI1.USER.PARMLIB Active Controlled Dataset
Option ===> Scroll ===> PAGE
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13.5.4.4 Showing Event Detall

¢t2 aK2g GKS RSGFAE O2ydSyid | @ RAWAI GSR 4A
Command Line that precedes a targeted event and press enter. This action will

display the Event Listing from which you can -diilvn into Detail reports

described earlier in this section.
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13.6 Ad Hoc Control Journal Query i Interval Reporting

The Ad Hoc Query can be defined, run at intervals, and distributed via Email using the functions
of the Interval Settings Panel. Reports defined in this manner filter available Journal Records
based on the content of the defined element Category, DatasetMember/Command,
Userld/Eventld, and Event Clas¢ L y Of dzZRSR [ Aa3GQ NBLER2NIAY3I hb]
defined criteria, at the Intervals defined.

.Y

| W{GFNI 5F38Q YI& 68 RSFAYSR Ld lye GAYS 2NJ 6.
Background Interval. The Interval Process functions as a TCE Detector and will carry the name
assigned to the Detector PROC, during ICE Setup and Initializat®¥iSPRNT Log of Detector

processing steps will note, during the initial execution, that reporting will begin with the next
SESOdziA2yd ¢KA& lfft2pa GKS 5SG0S00G2N G2 Sadlof A
51 GSQs S@Sy i a thatKall BetweeNI andRtBaicSr@rit 8xecution date, will be
NEBL2NISR® 2A0K Sl OK &dzoaSljdzsSyid SESOdziazys GKS
execution date.

¢ KS W{ {yyWdinm/8drmaySk@ reset from the panel at the time when the Interval

Settings are updated. Doing so will reestablish the processing start point for interval reporting

GKAOK gAff (GKSYy 0S3IAY 6AGK GKS FANBRG S@OSyd 27
G GKS SyR 2F LINRPOS&aaAy3d | ySgkdzZLRIGSR W{ il NI
RF@d CNRBY G(GKA& LRAYG F2NBIFNRI (GKS LI ySt Ww{il NI
operate independently of each othedlzy f Sa &8 GKS W{ I NJ 51 G4SQ aK2gy Ay
the Interval Settings updated. In such a case, the process begins anew, with the panel date
overriding the interval processing date. This allows for the interval processing day to move
backwards andorward along the journal event timbne.

13.6.1 Interval Settings

At bottom-right of the panel is the Inteat Settings Option. Select this option with

Fy W{Q FtYR LINBaa SyuSN (2 RAaLlIe GKS LyG:
ONBIFGS Iy 'R 120 WLYOfdzZRS [A&40QF wSLRZNI Ly
settings are saved/updated, Reports can éeecuted from the Command Line.

Reports created from the Command Line may be Printed or Copied using standard

TSO/ISPF services.
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13.6.2 Adhoc Interval Settings

The panel shown below, displayed with Interval Settings, is used to set or provide
access to all Background AdHoc Inteettings.

TCE 19.0 - Journal Query - AdHoc Interval Settings

o Record Filters e + + + +
Evntld | Events |
| - [ | / |— 1L |- L — |- L

I
/. Day - SetTime 02 : 02 and Interval 24 (Specify One Interval)__ |
hh : mm Values 1|2|3]4|6|8|12|24 |

.. Wks - SetTime : and Interval |
hh : mm Values SUN,MON,TUE,WED,THR,FRI,SAT |

I

I

|

I

I

I I

| .. Mth - SetTime : and Interval |

| hh : mm Values 1,2,3,10,15,20,25,EOM |

| /. Subject BACKGROUND |

| /. Address PAT@NEWERA.COM |

| .. Address |

| .. Address

| /. FromAdd SUPPORT@NEWERA.COM |

I I

+-ee- Select --- yyyy/mm/dd -------- Report Options~~ ----------- Updates ----- +
.. Start Date 2018/01/01 /. Meta .. Idnt .. Body .. Interval Settings

Logic /. && .. Or

It is important to note that the various settings shown on this panel are updated
ONLY when Interval Settings, as shown under-tbpdateg heading, is selected
GAOGK Yy W{Q FYyR SyGdSNJ A& LINBaaSRe® LYy
Record Fiktrs ¢ Category, Dataset, MbrCmd, Evntld, and Evendgbow the Filter
WLy diAdaRISO® ¢ KSasS f A a-finde, ntednidg that ahyychanges/t& R
them results in an automatic update and activation of their related list settings. Any
such update wi become apparent during the next Report Interval

13.6.2.1 Record Filters Overview

Record Filters provide a method for delimiting the scope of the records and their
related content to be evaluated and possibly included with the working records,
that may be used in an Interval Report. Using them results in the creation of an
WLy QisiZRS ¢ KAa YSIkya (GKIFIG 2yte (GK2aS

A X /4 A x

F RRA (
AY NI
FTALGS

ALISOATAOIfte aStSOGSR FAEGSNI StSYSyiaas gA
51 6SQ> GKS @g2N]JAy3 NBO2NR aSid dGKIFG gAafft o

next Interval Report.

LG A& AYLERNIFYyG G2 y230S GKFdG AFA&GEAX & SNI

Blank/Null, then the filter will be ignored. This means, that fiel.records that

mighthaved $Sy S@I tdzdt (SR éAtt y23 0S5 SOt dz (SR
{GNBIYQ 8@l tdd GA2ys o6& +Fye 20KSNJ FALGSND
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13.6.2.2 Record Filterg Include List Definition

¢2 RAALI I & (GKS WLYyOfdzZRS [A&AaGQ 2F I aLISOA
Namec¢ Category, Dataset, MbrCmd, Evntld, Eventshown in white with an
underscore, and press enter. The list shown below results from the selection of

Dataset
TCE 19.0 - Adhoc Inclusion List Selection Row 1to 11 of 11
-- NSIMJRL 0207 -- --- Criteria -
------------------ The Control Editor - Datasets Include List o
Row Selection: Show_Event_Detail Adds_To_List Deletes_From_List Resets_The_List
To Sort select a Sub - Head, To Query enter above Sub - Head, PFK1 for Help
- -Row Event ---------e-eeemeeeeeeees Possible Criteria --------mmmmmmmm e
S -Num IncCount  -------- Controlled Datasets ~ --------  —--m-m- Description  -------
_ 00001 Yes 00358 IFO.TEST.PARMLIB Named Controlled Dataset
00002 --- 00221 IFO.TEST.$TCERSXX.@ADCD22B.REPWORKS Named Controlled Dataset
_ 00003 --- 00196 IFO.TEST.SICELDXX.@ADCD22B.MBRSPOST Named Controlled Dataset
00004 --- 00142 IFO.TEST.SICELDXX.@ADCD22B.LOADPOST Named Controlled Dataset
_ 00005 --- 00066 IFO.TEST.$BGM.@ADCD22B.WKSDAY Named Controlled Dataset
00006 --- 00022 IFO.COMMAND.CAPTURE Named Controlled Dataset
_ 00007 Yes 00022 PROBI1.TESTDSN Named Controlled Dataset
00008 Yes 00011 USER.PARMLIB Named Controlled Dataset
_ 00009 Yes 00009 PHARL2.PARMLIB Named Controlled Dataset
_ 00010 --- 00008 IFO.TEST.$PCM.@ADCD22B.WKSDAY Named Controlled Dataset
00011 --- 00002 IFO.TEST.$TCEPOST.$OPERCMD Named Controlled Dataset
Bottom of data

The values displayed in the worksheet rows are a summary of elements, in this

case, Dataset(s), that have been captured and recorded in the TCE Journals. The

first in the list is the element, again, in this case, a Dataset, that appears most
frequently. Orfirst entry into a list, it will be Blank/Null. Upon return, if a List was

ONBI SR (K2a$S StSySyida AyOfdzRSR gAff aKz

Elements may be added or deleted from the list at any time. If an element is
FRRSRX WIRRQ g¢Aff FLIISFNI AY (KS wLyOQ Oz2f
NBidzNYy 3> W! RRQ gAff 0S02%6 W, SaQ yR W5StQ
It is [mportapt to note, use PFK3 to return to ttje Settings Panel arjd that any A A
dzLJRF 4GS G2 Iy WLyOfdzZRSR [A&alQ 0S02YSa S¥TFS
exit from the list.

¢tKS RSGFAET 2F NBO2NRSR S@Syita Ory o0S aKz2g
Point, immediately preceeding a target. Use PFKL1 for Help.

13.6.3 Report Logic Options
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Once defiied and selected, Record Filters may be applied in one of two gays
Using AND Logic or Using OR Logic. To set the Logic path, look to the lower right
of the panel and find these entry points:

Logic /. && .. Or

In this example, AND Logic (&&) has been selected. Logic selection may be
OKFYy3aSR Fd lyed GAYS F2N NHzyyAy3IaxkaGdSaday3a |
W/ ht , Q FNBY (KS LIitywibdnly difecybedkgioRrnd fepoyfig) L¢3z

when the settings are updated.

13.6.3.1 Report Logic Optiog AND (&&)

When AND Logic (&&) is selected, it willdigplayed in reports as:

FILTER LOGICIS:AND (C&D &M & U & E)

This is intended to indicate that, for a Journal record to prevail throughout the
filtering process, to become a member of the final working record set, it MUST

O2y Gt Ay I YIFGOKAYy3a StSYSyd O6FNRY (KS W
6/ KSO) SRSPRRR CAfGSNE® hyfe NBO2NR (i K
Q NBaliNROilA2Z2Yyas oAttt o S NJIi

R
51348 B

(p))
Z
)
-
[}
No

13.6.3.2 Report Logic Optiog OR (Or)

When OR Logic (Or) is selected, it will be displayed in reports as:

FILTERLOGICIS: OR(C | D| M| U| E)

This is intended to indicate that, for a Journal record to prevail throughout the

filtering process, to become a member of the final working record set, it MUST

O2y LAY I YIFGOKAY3 StSYSyld O0FNRY (GKS WLy
FOGADS WOKSWEISRNR CAfiSNED® hyte NBO2NRa i

W{GFENI 5FG0SQ NBAGNROGA2YEAS 6Aff 0S8 NBLRNI
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13.6.4 Report Execution Options

AdHoc Reports may be run/executed in the background at defined intervals or
directly run/tested from the panel command line.

13.6.4.1 Setting the BackgroungReport Interval

To run/execute an AdHoc Report in the background, the report interval, interval
start time, and interval frequency, must be set.

The interval may be only one qfDay, Wks, Mtlt and is selected by placing a
OKSO]l WkQ 2y (KS LINBOSRAY3I AYaASNIAZ2Yy LRAY

The interval startime is specified in hours (HH=@4@) and minutes (MM=089).
The interval frequency will depend on the selected interval:

1 For Day (Dalily), it will excute each hedr2,3,4,6,8,12, or 24 hours.

1 For Wks (Weekly), it will execute each day
SUN,MON,TUE,WED,THR,FRI,SAT

1 For Mth (Monthly), it will execute by dayl,2,3, through 31, or EOM

It is important to note that if no interval is specified, or if specified but not
{9[9/¢95 gAGK | OKSO]l 6WkQuz GKS ol O 3N
automatically.

13.6.4.2 Setting the Backgroung Report Distribution

Background AdHoc Reports are distributed via Email to those (1, 2, or 3) recipients
Y2U0SR YR {9[9/¢95 gA0GK OKSOl o¥kQ0L Ay (K
are required.

It is important to note that if no email recipients are specified, or if specified but
y20 {9[9/¢95 HgAGK OKSO|l oWkQuI GKS ol O =3
automatically.

13.6.4.3 Running/Testing from the Panel

AdHoc Reports may be Run/Tested directly from the panel command line using
SAGKSNI 0KS Wtwb¢Q 2N W ht , Q fAYyS O02YYlI yRa
ISPF Browse and then, upon exit, will display either the ISPF Print Utility or the

ISPF Move/CORMility Interface.
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13.6.5 Report Format Options

S

/ /

* */
I* The Control Editor - Background Report - Adhoc Query Reports */
* */
I* Class:ADHOC - Daily Cycle - Begins at:10:30 - Interval:1 Hour */
* */
I* Date:Y 19/M12/D07 - Time:10:30:37 - TCE ADHOC Query Reporting */

/ /
|
TCEO000I THE ADHOC QUERY PROCESS:

|
TCEOQ000I NSIMRPD ADHOC QUERY CONFIGURATION FILE:

TCEO0000I IFO.TEST.$TCERPDX.BKGSETS($$ADHOC)
TCEO0000I LAST UPDATED BY = PROBI1
TCEO0000I UPDATE DATE = 18Y/02M/08D
TCEO0000I UPDATE TIME = 10:27:50

I

TCEO0000I ADHOC QUERY REPORTING LAST INDEX20191201
TCEO0000I ADHOC QUERY REPORTING NEXT INDEX:2090206172248
TCEO000I ELAPSED DAY(S) SINCE LAST REPORT: 67

I
TCEO000I TOTAL ACCESSIBLE JOURNAL RECORDS:11882
TCEO0000I RECORDS DISCOVER AFTER LAST INDX:11882

I
TCEO000I APPLYING ADHOC FILTERS =

TCEO0000I FILTER LOGIC IS: AND (C& D&M & U & E)
I

TCEO0000I CATEGORY INCLUSION LIST FOLLOWS: 42
TCEOQ000I 31 EVENT CATEGORY = PAT.TEST1
TCEO0000I 11 EVENT CATEGORY = SYSTEM.PARMLIB
TCEOQ000I DATASETS INCLUSION LIST FOLLOWS: 42
TCEO0000I 0 EVENT DATASETS = IFO.TEST.PARMLIB
TCEOQ000I 22 EVENT DATASETS = PROBI1.TESTDSN
TCEO0000I 11 EVENT DATASETS = USER.PARMLIB
TCEOQ000I 9 EVENT DATASETS = PHARL2.PARMLIB
TCEO0000I MBRSCMDS INCLUSION LIST FOLLOWS: 2
TCEOQ000I 0 EVENT MBRSCMMD = NSEDETSA
TCEO0000I 0 EVENT MBRSCMMD = NSEPWRO00
TCEO0000I 2 EVENT MBRSCMMD = DIAGO1
TCEO0000I USRCAUSE INCLUSION LIST FOLLOWS: 2
TCEO0000I 0 EVENT USRCAUSE = PROBI1

TCEO0000I 2 EVENT USRCAUSE = PHARL2
TCEO0000I EVNCLASS INCLUSION LIST FOLLOWS: 0
TCEO0000I 0 EVENT CLASSES = DTCNG

I

TCEO0000I NET RECORDS AFTER FILTERING: 2

I
TCEO000I JOURNAL RECORDS RETURNED:

|

TCEO0000I +
TCEO0000I | Event yy/mm/dd hh:mm -Userld - - Member- ----- Controlled Dataset ~ -----
TCEO000I | - =-m-me-- ——---
TCEO0000I |

TCE1000I | CEDIT 19/12/07 16:07 PHARL2 DIAGO1 PHARL2.PARMLIB
TCE1000I | DEDIT  19/12/07 16:07 PHARL2 DIAGO1  PHARL2.PARMLIB
TCEOQ000I |
TCE0000I +

+—— " +

I
TCEO0000I ADHOC REPORT SUMMARY:

I
TCEO000! + +

228| NewEra Software, Inc. Integrity Control€Environment(ICERApplications




The Control Editq 19.0

TCEO0000I | Recent Trends in Control Journal Activity |
L@ =000 0] [ S — + +
TCEO000I | SMFID:ADCD | INTERVAL DATES, TIMES, FILTERS, RESULTS |
O =10]0]0] 0] I I —— +----- +----- +---- +--e-- - +---- +----- +----- +
TCE0000! | DATES |02/08|02/07|02/07|02/07|02/07|02/07|02/07|02/07|

TCEO000lI | TIMES |10:30]13:31|13:26|13:13|12:26|12:21|12:16|12:13|

TCEOO000I + - AdHoc_Query_Filters R +-ee- +o-ee +--ee- +--ee- +-eee- +-ee- +
TCEO0000! | Category | 042 | 042 | 042 | 042 | 042 | 042 | 042 | 042 |

TCE0000! | Dataset | 042|042 | 042 | 042 | 042 | 042 | 042 | 042 |

TCEO0000I | Members | 002 | 002 | 002 | 002 | 002 | 002 | 002 | 002 |

TCE0000! | Eventld | 002002 | 002 | 002 | 002 | 002 | 002 | 002 |

TCEO0000I | Classes | 000 | 000 | 000 | 000 | 000 | 000 | 000 | 000 |

TCEOOQ0QOI + --—mmmmmmmmmmmmmeeee +----- +----- +----- +--ee- - +--- +---- +----- +
TCEO0000I | NET RECORDS | 002 | 002 | 002 | 002 | 002 | 002 | 002 | 002 |

TCEOOQ0QOI + --==mmmmmmmmmmmmeeee +----- +----- +----- +--e-- +--ee- +--- +---- +----- +

|
TCEO000I ADHOC QUERY RECORD BODY:

| + - SRC: PHARL2-------- DEDIT:User Session Edit/Change ~ ----------- REC: 00001 --- +
|| SYSPLX: -- N/A-- SYSNM:- N/A-- USRID:PHARL2 TIME:16:07 DATE: 19/12/07 |
| + - DSN: PHARL2.PARMLIB(DIAGO01) VOL: B2ZWRKB-- +

SUPERC LINE COMPARE CHANGE DETAILS
B T e R e L el N - FESSE S c B S £

|
|
[
|
I - VSM TRACK CSA(ON) SQA(ON)
|

B T e e T E e L ST e - T o e £

Change details:
PH

SUPERC LINE COMPARE CHANGE DETAILS
N S TR U R R (R U S N o

D - VSM TRACK CSA(ON) SQA(ON)

VSM TRACK CSA(ON) SQA(ON) 00260007
VSM TRACK CSA(ON) SQA(ON) 00261009
VSM ALLOWUSERKEYCSA(YES) 00270007
VSM BESTFITCSA(YES) 00280007
AUTOIPL SADMP(NONE) MVS(LAST) 00290007
REUSASID(YES) 00300007
CBLOC VIRTUAL31(IHALCCA) 00310007
CBLOC VIRTUAL31(IHAPCCA) 00320007
CBLOC VIRTUAL31(IHAASVT) 00330007
I

| + - SRC: PHARL2-------- CEDIT:User Session Edit/Change ™ ----------- REC: 00002 --- +
|| SYSPLX: -- N/A-- SYSNM:- N/A-- USRID:PHARL2  TIME:16:07 DATE: 19/12/07 |

| + - DSN: PHARL2.PARMLIB(DIAGO1) VOL: B2WRKB-- +
I

| - SRC: PHARL2 = --------m---- THE CONTROL EDITOR------===-==-=---- Edit -
|[SYSPLX:ADCDPL  SYSNM:ADCD22B USRID:PHARL2 TM:16:07:13 DT:12/07/17

| - DSN: PHARL2.PARMLIB(DIAGO01) VOL: B2WRKB-

| TCE 19.0 SAMPLE CUSTOM PANEL DESCRIPTOR

|

| Your Company Name Here: Descriptor Data Entry DDE@PNL7

| Option ===>

|

| Change request # 11111 Implementor: PH

|

| Project # 27773

|

| Implementation date: 2019/12/07

| (yyyy/mm/dd)

| TCEDSN TCEFUNC1 TCEFUNC2

| TCEMEM TCEVOL TCEUSR TCESYS TCENEW TCEALT

| TCECAT

|

|

I

I

|

|

[

|

I - REUSASID(YES)
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I
P T S B e

I
VSM TRACK CSA(ON) SQA(ON)
VSM ALLOWUSERKEYCSA(YES)
VSM BESTFITCSA(YES)
AUTOIPL SADMP(NONE) MVS(LAST)
REUSASID(YES)
REUSASID(YES)
CBLOC VIRTUAL31(IHALCCA)
CBLOC VIRTUAL31(IHAPCCA)
CBLOC VIRTUAL31(IHAASVT)
|
/ /
/*
I* RptDsn:IFO.TEST.$TCEADHO.@ADCD22B.D8039103
/*
/ /

NewEra Software, Inc.

Our Job? Help you avoid problems and improve z/OS integrity.

PR T

FER
00260007
00270007
00280007
00290007
00300007
00300008
00310007
00320007
00330007

6----

*/
*/
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14  Appendix E - Background Reporting Options

The Settings Primary Menu provides access to the functions you will need to define reporting
intervals, report content and to access background reportadutition,in the lower center of

the panel you will find indicators that denote the name of the Event Class you are working
with, whether Background Reporting is active, the number of reports in the Report Inventory
and the date when the latest report was addedth® inventory.

When in the panel, use PFK1 for panel specific help and assistance.

TCE 19.0 - Control Journal / Event Reporting

S Setting - Reporting Intervals & Notification Userid - PROBI1
Time - 11:15

C Content - Define Report Content by Sub - Class Sysplex - SVSCPLEX
System - Sow1

R Reports - Access Background Report Inventory [FOhlqg IFO

Image FOCUS 19.0
Patch Level GA X

Event Class:Staged  *
Background is Active  *
Report Inventory:10  *

Last:Y 19/M02/D01  *

LR

X Exit - Return to the Journal Interface

NewEra Software, Inc.
Our Job? Help you make repairs, avoid problems, and improve IPL integrity.

Background Settings are used to turn backgrousgbrting processing ON|OFF, define the
Cycle and/or Interval when the process is to run, an optional list of email recipients, the report
format used in Email Notification SUMMARY|DETAILED and overrides that allow you to alter
default process characteriss.

Each Event Class is composed of one or moreckgses. By default all sibasses are
included in background reporting. However, you can use this function to define bylasth
those Event Sultlasses you would like to include or exclude for backgroepdrts.

A Detail Background Report is always created, regardless of the format used for notification,
and stored as a FB/80 Sequential Dataset. This option is used to display available reports in
the Background Report Library for the selected Event Class.

231| NewEra Software, Inc. Integrity Control€Environment(ICERApplications



The Control Editq 19.0

14.1 Settings - Intervals and Notification

Background Settings are used to turn background reporting processing ON|OFF, define the
Cycle and/or Interval when the process is to run, an optional list of eg@fients, the report
format use in Email Notification SUMMARY|DETAILED and overrides that allow you to alter
default process characteristics.

To activate the Background Reporting Process for a specific Event Class you will need to follow
the instructions described in this section. Panel entry validation is provided to assist you in
fulfilling the minimum panel requirements successfully.

When in the panel, use PFK1 for panel specific help and assistance.

TCE 19.0 - Control Journal / Background Processing
Last Report Date: 2019/01/16 Time: 12:10

/. STAGEREPORT Control Member Changes__ /. Detail .. Report .. Update

/.Day - SetTime 06: 34 and Interval 2_ __(Specify One Interval)
TTL - _0 hh:mm Values 1|2|3|4|6|8]|12

..Wks - SetTime__ :__ and Interval

TTL - _0 hh:mm Values SUN,MON,TUE,WED,THR,FRI,SAT
..Mth - SetTime__ :__ and Interval

TTL - _ 0 hh:mm Values 1,2,3,10,15,20,25,EOM

/. EMAILREPORT Subject: TCE_Staged_Changes

/. Address prr@newera.com

.. Address

.. Address

/. SendAdd prr@newera.com (Single Address)
.. Report HLQ IFO.IFOP. .. JRLPost NO .. NewOnly NO .. Retain _10

14.1.1 Interactive Reporting

At the top of the Panel, under the first line header, you will notice Date and Time values.
These are the date and time of the last interactive report activation. This value is
updated each time an Event Class report is run in the foreground.

¢2 NHzy + NBLER2NI Ay GKS F2NBINBdzyR:Z LX I OS |

I LILIS | NB 0 S T 2Refore &t pfeSd entér ZINSRactian will immediately update
the request report and display it. Use PFK3 to return to the panel

14.1.2 Report Activation and Settings Update

¢2 OGAGIGS GKS . O1l3INRdzyR t NPOS&aa &2dz gAff
entry point that appears before thBackground Application Namim the panel shown
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above, STAGEREPORTNhis is a critical entry in that it not only turns the setting ON it
can also be used to turn it OFF without the need to alter other values in the setup panel.

14.1.3 Cycles/Interval Selection

Three different Reporting Cycles are supporte®aily, Weekly and Monthly. Within

each of the Cycles you may define one or more reporting intervals. Background Reports

are only created and distributed at the defined interval boundary points. To activate a
ALISOAFAO /@0fS LIXIFTOS || aflaK aké¢ 2Ray,iKS O02YY
WKks or Mth. Select only one Cycle.

Note that changing and updating the selected Cycle will force a change in reporting such
that a new cycle with new intervals will be invoked at the next scheduled time of day.
Things simply start over again!

2 KSy @&2dz YIS | OKIFIy3aS F2NJ Iye NBlFLazy LI I OS
precedesUpdateand press enter. This action will check the panel for completeness and

if it passes, force an immediate update to the ICEWORK Parmlib Members NSEDETO00

and NSEENSO0.

14.1.3.1 Day

For reference, the value specified in INTERVAL() is the number of hours until the next
cycle trigger not the number of cycles in a 24 hour period.

For example, if INTERVAL(2) is specified, that would indicate that that event should
run every two hours (12 times in a 24 hour period) not that that event will happen
two times a day.So,the explanation in the doc should change from:

By example, if you specify the value "2" then there will be only TWO intervals within
the Daily CycleThe first will begin at the time of day you specify, the second twelve
(12) hours later.

2 KSy (GKS 51 Ate /&0tS Aa aStSOGSR o6aké 0S¥
selection by entering the time of day when you would like the Daily Cycle to begin
and the number of intervals you would like with the Cycle. You may specify only:

1/2|3|4(6/8]12

as valid intervalsBy example, if an INTERWAlue of "2" is specified, thevent

will be triggered twelve (12) times in a 24 hour periddhe first will begin at the
specified time of day and the subsequent events will be triggered every two hours
thereatfter.
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You may change the Interval specified at any time without impacting reports created
within the Daily cycle.

¢KS dac¢e¢[ ¢ @GFftdzS GKFG FLIISFNBR 06St2¢ GKS RI
number of events that have occurred within t&irrent DayTo view those events,
place the cursor under a nexero value and press enter.

14.1.3.2 Wks

2 KSy (KS 2SS1tfe /80ftS Aa asStSOGSR oaké 0S¥
selection by entering the time of day when you would like the Daily Cycle to begin

and then specify the day or days of the week within Cycle. You may specify only:

SUN,MON,TUE,WED,THR,FRI,SAT

a4 GFftAR AYyGSNBIt RlI&daed . & SEIFIYLXSS AT e&2d
will be only TWO intervals within the Weekly Cycle. The first will begin at the time of
day you specify on Monday and again at the time of day you specify on Thursday.

You may change the Interval specified at any time without impacting reports created
within the Weekly cycle.

¢KS dac¢¢[ ¢ @GFftdzS GKFG FLIISFNBR 06St2¢6 GKS RI
YdzYo SN 2F S@Syda (KI GCukdntdfekdO Gd2NINBARS 66 AUGIKK2A S
events, place the cursor under a naaro value and press enter.

14.1.3.3 Mth

2 KSy GKS az2yidKte /&0ftS Aa aStSOGSR oaké¢ 0S5
selection by entering the time of day when you would like the Monthly Cycle to begin

and the reporting days you would like with the Cycle. You may specify only:

BOMJ1,2,3,10,15,20,25,EOM

la @GFtAR AYy(iSNDItad . & SEIFYLISS AT &2dz aLJS
only TWO intervals within the Monthly Cycle. Thst will begin on the first day of

the month (BOM = Beginning of the Month while EOM = End of the Month) at the

time of day you specify the second will begin on th& @6the month.

You may change the Interval specified at any time withioytacting reports created
within the Monthly cycle.

¢KS dac¢¢[ ¢ @GFftdzS GKFG FLIISFNBR 06St2¢ GKS RI
ydzYo SNJ 2F S@Syida GKI (Cukehtd@&thé2dD OMNNBRS @& A il K2 ¥
events, place the cursor under a naaro value and press enter.
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14.1.4 Email Notification

Discoveries made and Reports created during Background processing may be optionally
sent via Email to one or more named recipient(s). Each recipient list is unique to its
supported Event Class.

¢2 FOGAGLIOGS 9YIAf b20AFTAOFGAZ2Y LI OS dakeég 2y
EMAILREPORTand provided the required values fqrSubject, Recipient and Sender.

This is a critical entry in that it not only turns the Email ON it can also be used to turn it

OFF without the need to alter other values in the setup panel.

2 KSy @&2dz YIS I OKIFIy3aS F2NJ Iye NBlFazy LI I OS
precedesUpdateand press enter. This action will check the panel for completeness and

if it passes, force an immediate update to the ICEWORK Parmlib Members NSEDETO0O

and NSEENSO0O0.

14.1.4.1 Subject

Each Email requires a Subject. Enter the desired Subject in the field provided. When
Email is activated and the subject is entered as required the panel entry points
appear as follows:

/. EMAILREPORT Subject: TCE_Staged Changes

14.1.4.2 Recipient(s)

Each Email requires at least one valid email recipient. Thddressfields are

provided for email addresses. If you would like to enter more than one email address

in anAddresdield separate the addresses using a comma. To activate the addresses
inanAddressF A St R @2dz Ydzald SyidaSN aké 2y GKS O2YY!l
This is a critical entry in that it not only activates the addresses in the field it can also

be used to deactivate them without the need to alter other values in the setup panel

Whenthis is setup correctly and selected the panel entry point appears as follows:

/. Address prr@newera. com,pat@newera.com_

14.1.4.3 Sender

91 OK 9YIFAf NBIldzANBa I {SyRS NJp 9y GiSNI GKS { S\
.S OSNIIAYy G2 SYGSN) aké 2y (BénSaddIisisyl yR Sy
I ONARGAOIE SYyidNR Ay (KFG ¢eAdK2dzi GKS aké¢ LI
update.

/. SendAdd ghb @ewera.com
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14.1.5 Execution Defaults and Options

14.1.5.1 Detall

By default, the report created and distributed via email during background

processing is the Change Summary Report. You can optionally send a more detailed
NBLR2NI o6& LXFOAYy3d aké 2y O KERtalD#henthisy R Sy (i NB
option is selected the panel entry point appears as follows:

/. Detall

14.1.5.2 Report HLQ

Background Reports are always created, regardless of the format used for
notification, and stored as FB/80 Sequential Datasetsdd&gult, the higherlevel

qualifiers of these Report Datasets match those defined during ICE initialization. As

needed an alternatdigherf S@St ljdzZr t AFTASNERE YI& 0SS &ALISOATA
the command entry point that precedd®eport HL@nd overtype the values that

currently appear in the field that immediately follow&/henthis option is selected

the panel entry poihappears with your Report HLQ as follows:

/ . Report HLQ your . report.hiq

14.1.5.3 JRLPost

Bydefault, Background Reports are not Posted to and/or Stored in the TCE Control
Journals. To optionally Post/Store background reports to the TCE Control Journals

LX  OS daxké¢ 2y GKS 02 YYIl yRRPoSWhankiEs optigh Asy (i G K I
selected and the panel updatethe panel entry point appears as follows:

/. JRLPost OK

14.1.5.4 NewOnly

By default Email Notification is sent with each execution, even when no new events

have occurred within an interval. Optionally you can specify that Email Notification

2yfte 0S aSyild ¢oKSy yS¢ S@Syida INBE RAaAO2OSNB
point that precededNewOnlyWhenthis option is selected and the panel is updated

the panel entry point appears as follows:

/ . NewOnly OK

14.1.5.5 Retain

Background Reports are always created, regardless of the format used for
notification, and stored as FB/80 Sequential Datasetsdd&gult, only the last 10

Change Reports are stored in the report inventory. Optionally you can increase or
RSONBIFasS GKAA @I ftdzS o6& LI OAYy3I ORetain 2y GKS (
and overtype the values that currently appear in the field that immediately follows.
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Whenthis option is selected the panel entry point appears with your report retain
GrtdzS a Ftf26a o6KSNB aKKé Aa 2yte o0SAy13

/. Retain _??

14.2 Content - Report Content Specification

Each Event Class is composed of one or moreckadses. Bylefault, all subclasses are
included in background reporting. However, you can use the functions available in the panel
shown below to define, by sutlass, those Event Siflasses you would like to include or
exclude from background reports. See also that sectibthis User Guide title€ontrolled
Event Types and Classification a full explaination and description of each Event Class and
its associated SuBlasses.

When in the panel, use PFK1 for panel specific help and assistance.

[TCE 19.0 - TCE Report Content Selection List

--- ICE 19.0 ---- -- BKGContent --
----------- The Control Editor - Background Report Content - STAGE -----------

Row Selection: | ncludeaSub -Class ExcludeaSub -Class Show the Sub - Class Detail
--- To Sort select a Sub - Head, To Query enter above Sub - Head, PFK1 for Help
- Row Event  ----------ooceooeeoeeen Event Sub - Classes --------------m--mmomommv

S Num Count Types Rpt ~ —==-==-=mmmmmmmmeee Descriptions = --------m--mm-n-moeoe-

001 222 CEDIT Yes Update to a Member in Controlled Dataset

002 49 RSTOR Yes Restore of a Member in Controlled Dataset

_ 003 6 RNNEW ---  New name of a Renamed Controlled Member
004 6 RNOLD ---  Old name of a Renamed Controlled Member

005 10 ADDED Yes Newely Added Member to a Controlled Dataset

006 28 DELET Yes Member Deleted from a Controlled Dataset

_ 007 2REPLC ---  Member in Controlled Dataset that was Replaced

Bottom of data

Option ===> Scroll ===> PAGE

As used in conjunction with the panel shown above teénfs dzd | ahdtié¢ @ adSused to
mean the same thing and should be considered interchangeable.

Note that the SubClasses that appear in the worksheet may not represent all of the Sub
Classes within a specific Event Class. OnhCHagses for which one or more records exist are
shown. This is by design so that as new or previously unreportedCBstes enter the
system, they will automatically be included in reports within the interval where they first
appear.
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14.2.1 Include a Sub-Class

If a SubClass has been previously excluded and you would now like to include it in the

YSEG AYGSNDIFEf NBLRNIAYy3I 0&dftsS LXIOS aLé¢ 2y i
This action will immediately redisplay the panel. Note that indhe t coldmn the value

associated with the selected Subf  a&4 Kl a O&I yASR, $ARY&2 AYRAC
the SubClass will be added to the report.

14.2.2 Exclude a Sub-Class

If a SubClass is currently included in the report and you would now like to exclude it in

0KS ySEG AYGSNBIt NBLRNIAy3I 0O0edtsS LXIFOS a9t
enter. This action will immediately redisplay the panel. Note that indhe t ablémn

the value associated with the selected Sui a4 Kl & OKI Yy 38R 0BNRY ¢,
indicate that the SultClass will be removed from the report.

14.2.3 Show the Sub-Class Detail

The values shown in thie 9 @ S y (i kdluthizgpiieéent the upo-date total number

of events within a given SuBlass recorded in the TCE Control Journals. To display a

G2N)] AaKSSG fAadAy3a GKSasS NBO2NRa LX FOS a{¢ 2y
enter. See also in this User Guide thettm titled The Period Display Worksheet

14.3 Reports - Background Report Selection

A Detailed Background Report is always created, regardless of the format used for
notification, and stored as a FB/80 Sequential DatasetidBgult, the higherlevel qualifiers
of these Report Datasets match those defined during ICE initialization.

As needed an alternatbigherlevel qualifier may be specified via the available Settings
Option. Bydefault,the total number oHistoricalBBackground Reports stored is set to ten (10).
As needed an alternate value may be specified via the available Settings Option.

The Background Reporting Selection Worksheet provides access to available reports by Event
Class with the most recent report shown in the top row of the Worksheet.
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When in the panel, use PFK1 for panel specific help and assistance.

TCE 19.0 - Background Reporting - Staged
--- ICE 19.0 ---- Background Report
-------------- Background Report Selection - 10 Reports Available e
Row Selection: Display the Report Store a Report Print a Report Remove a Report
---  To Sort select a Sub - Head, To Query enter above Sub - Head, PFK1 for Help
- Row ------ Background - Reports ------ - Reporting - Interval - Eml - System- -Dsnllq -
S Num Class Report_Date hh:mm:ss Rec Cycle Begin SubCycle Num -- Name- Djjjjhhm
_ 001 STAGE Y 19/ M02/D01 08:34:14 19 Daily 06:34 2 1 SO0W1D2032083
_ 002 STAGE Y 19/ M01/D31 06:34:14 19 Daily 06:34 2 1 SO0W1D2031063
_ 003 STAGE Y 19/ M01/D30 04:34:13 19 Daily 06:34 2 1 SO0w1D2030043
_ 004 STAGE Y 19/ M01/D29 02:34:13 19 Daily 06:34 2 1 SO0W1D2029023
_ 005 STAGE Y 19/ M01/D28 00:34:13 19 Daily 06:34 2 1 SO0w1D2028003
_ 006 STAGE Y 19/ M01/D26 22:34:13 19 Daily 06:34 2 1 S0wW1D2026223
_ 007 STAGE Y 19/ M01/D25 20:34:13 19 Daily 06:34 2 1 SO0w1D2025203
_ 008 STAGE Y 19/ M01/D24 18:34:13 12 Daily 06:34 2 1 SO0w1D2024183
_ 009 STAGE Y 19/ M01/D24 16:34:14 12 Daily 06:34 2 1 SO0wW1D2024163
_ 010 STAGE Y 19/ M01/D23 18:34:13 13 Daily 06:34 2 1 SO0W1D2023183
Bottom of data
Option Scroll ===> PAGE

14.3.1 Display a Report

TodisplayarepottJt | OS a5¢ 2y GKS GFNBSGQa w2é /2YYlLy
14.3.2 Store a Report

Toa2NB (GKS NBLRNI daiAy3dLIik®SasiEsSeqga (K50 3k IN:

Command Entry Point and press enter. When the Move/Copy interface papehrs,
press enter again to automatically transfer the report dataset name to the panel.

14.3.3 Print a Report

¢2 LINAY(d GKS NBLRNI dzaAyEr GKSata a6 YRS | G NRJ
Command Entry Point and press enter. When the Hardcopy interface panel appears note
that the report dataset name was automatically transferred to the panel.
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14.3.4 Remove a Report

Toremove arepoitJt | OS awé 2y (GKS GIFNABSGIQa w24 [/ 2YYlLYyY
This will immediately delete the dataset and redisplay the panel. Note there is no
recovery or restore function for datasets deleted in this manner.
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15 Appendix F - Controlled Event Classification

A Controlled Event is any zEnterprise Event that can be defined to The Control Editor. Generally,
events that can be defined to The Control Editor fall into one or more of the following four major
classifications:

15.1 Continuous Backups

The Control Editor maintains a Continuous Backup of all defined Controlled Datasets. It does

this by taking an immediate backup when the system is first initialized and then by maintaining

a running update of these backups &Sy ia 200dzNJ GKIF G FFFSOG
Events include Staged and Detected Changes the details of which are described in this section.

15.2 Resource Usage

The Control Editor maintains a constant watch on itssygiem interface for resource usage,
where a resource is defined as a System Job and/or JCL, System Operator Command, an
External Security Manager Operator Command, or any System activity resultiegssuance

of a System Message.

15.3 System Reporting

The Control Editor can detect and maintain a permanent record of Image FOCUS Audit Logs,
Supplemental Change Reports, TCE Event Class Reports and Event Notifications

15.4 Policy Exceptions

An Exceptional event is one that falls outside of the Best Practices implied by the TCE
Administrator, for example someone or some process making changes to a Controlled Member
via techniques outside of the scope of the ICE control environment. Other tiomadEvents
include attempted changes within the control environment that are denied by the External
Security Manager and/or sedfenial imposed by a user who discovers that they are required

to provide an event descriptor in order to complete an atteeghupdate.
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15.5 Event Classes and Sub-Classes

The Event Classes presented below correspond to thlebsmvn in the Journal Interface
Worksheet which presents a menu Byent Classes and a summary of all event activity for
each class across time.

[ICE 19.0 - Control Journal - Event Selection Row 1to 15 of 15
---- ICE 19.0 ---- --- CtlJournals  ---
--------------- Environment is IFO.IFOP - 13 Controlled Classes e
Row Selections: Setup Background Reporting Interval Display New Event Worksheet
Controlled Datasets .. Event Timeline .. Journal Queries .. Restore Datasets
- Row --------- Event Target  ---------- Bkg Your = --------- Period to Date ~ ---------
S Num - Class - -------- Name-------- Set News Days Week Mths Qtrs Years Totals
_ 001 BackUps Named_Dataset _Backups 0O 0 0 0 0O O 1428
_ 002 Staged Control_Mbr_Changes Yes 1 1 012 7 127 127 324
_ 003 Detects Auto_Detected_Changes Yes 0 0 0 19 19 19 4340
_ 004 Submit JOB/JCL_Submit_Events Yes 2 2 0 6 6 6 16

_ 005 Dynamic Named_Opr/Cmd_Events Yes 0 0 0 120 120 120 1808

_ 006 Change Supplemental_Changes Yes 0 0 0 50 50 50 1472

_ 007 Message Named_System_Messages Yes 118 12 58 626 626 626 626
_ 008 Policy z/OS_Security_Changes Yes 5 1 3 19 19 19 51

_ 009 TCEPrms TCE_Parameter_Changes Yes 0 0 0 811 811 811 834

_ 010 Except Exceptional_ Events Yes 0 0 0 1 1 1 15

_ 011 Inspect Inspection_Postings Yes 15 3 9 120 120 120 483

_ 012 Notice Notification_Details 350 52 1912767 2767 2767 4759

_ 013 Reports TCE_Background_Reports Yes 0 0 0 553 553 553 553

_ 014 T

_ 015 Totals All_Journaled_Events 11 4 91 71 264 5219 5219 5219 15281
Option ===> Scroll ===> PAGE

15.5.1 BackUps i Named Dataset Backups

Full backups of defined Controlled Datasets are automatically taken aretievved

at each system startuple start of IFOM) and stored in a discrete Control Journal

OFfttSR I &a.!/7Y!'té W2daNYyIlIt o 2KSyYy (GKS | Oddz f
copies are subsequently updated the events that affect them are captured and
A02NBR Ay d9x9b¢ ¢ thW2pdadelsl resalt in/a® UddBed (G A FSt & X
configuration baseline from which configuration changes are identified and reported

and, when needed for disagsteecovery, from which members are restored.
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As defined in the NSECTLxx Configuration Member, Control Datasets are
automatically backed up when the IFOM Started Task is initiated. These backups
represent detailed Control Member Baselines containing a full, record by record,
O2Lk 2F S| OHKentYBERokapEMNSta areQr@pyited using the following
Event Class Descriptor.

SubClass SubClasDescription
BCKUP Original Controlled Member Baseline Backup

15.5.2 Staged i Control Member Changes

A Staged Change Event is any event that sets the baseline of a Controlled Dataset
(BACKUP), changes the state of a Controlled Dataset (Edit, Rename, Delete, Add,
Restore) or utilizes the content of a member in a Controlled Dataset (SUBMIT).

A Controlled Dataset, sometimes called a Boundary Dataset, is a dataset that is
defined to thelntegrity Control€nvironment (ICE) during the installation of, or later
dynamically to, The Control Editor. These Controlled Datasets contain Controlled
Members, sometimes called Configuration Control Points.

During the normal course of system operations and maintenance, changes are made
to Controlled Datasets and their Controlled Members. This type of change is termed

I a{dGlFr3SR /KIFIy3aS¢ G2 AYyRAOFNGS GKIFG GKS
during the next scheduled IPL or perhaps called by a Program, Process or Operator
Command at some time in the future. These Staged Events are detected as they
occur and reported using one of the following Event Class Descriptors.

SubClass SubClasDescription

CEDIT Edit/Update of Controlled Member

RSTOR Restore of Controlled Member from Journal
RNNEW New Name of a Renamed Controlled Member
RNOLD Old Name of a Renamed Controlled Member
ADDED Newly AddedControlled Member

DELET Deleted Controlled Member

REPLC Replaced Controlled Member

Events that affect Controlled Datasets or indicate the use of Controlled
Commands are captured and recorded in real time in Control Journals. The
grouping ofpossible event types is described below.

15.5.2.1 Edit and/or Copy

The editing, or the copying into, of configuration members (Edit/Copy Events)
that take place either under TCE or TSO/ISPF will optionally spawn the display of
an event Descriptor Window. To proceed with the Edit/Copy Event, the
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requirements of the descriptor must be successfaynpleted,and the user

must have appropriate UPDATE authority as determined by the External Security

Manager (ESM). If the event is completed successfully, a copy of the member and

the descriptor are stored. In addition, as with all Events, a summary recoedj call

F a9¢! wSO2NRX O2yllAyAy3a aL{tC [A1S¢ adl
to the member and the descriptor. This META Data and associated links are

accessed when TCE builds repatlisplays or answers ad hoc queries.

In additionto the single event EDIT session described above, TCE also supports
recursive EDIT sessions where secondary edits are initiated from the Command
Line during the initial EDIT session using one of the following Line Command
syntax:

1 EDIT
1 EDIT member_name
1 EDIT(member_name)

When such a recursive EDIT event is detected, the EDIT descriptor will be
displayed appropriately for each individual EDIT event. To save any changes made
during the EDIT session, the requirements of the descriptor and ESM
authorization must be satisfied.

15.5.2.2 Edit and/or Replace

The editing of a source member the replacing of a target member with source
member content (Edit/Replace Events) that takes place either under TCE or
TSO/ISPF will optionally spawn the display of an event Descriptor Window. To
proceed with a Replace Event, the requirements of thecdptor must be
successfully completed and appropriate UPDATE authastgetermined by the
External Security Manager (ESM) must be present. If the event is completed
successfully, the replaced member and the descripter stored. To terminate

the Replace Event use CANCEL, in which case the target member is NOT updated.

To determine if an Edit of the source member has taken place, the source
YSYOSNRAE 2NAIAYLFE O2yGSyd A& O2YLI NBR G2
the content of the source member has changed, the event Descriptor Window is
displayedTo proceed with an Edit Event, the requirements of the descriptor must

be successfully completed and appropriate UPDATE authastgietermined by

the External Security Manager (ESM) must be present. To terminate the Edit

Event use CANCEL, in which case the source mamN©OT updated.

15.5.2.3 Rename

The renaming of configuration membgiRename Events) that takes place either
under TCE or TSO/ISPF will optionally spawn the display of an event Descriptor
Window. To proceed with the Rename Event, the requirements of the descriptor
must be successfully completednd the user must have UPDATE authority as
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determined by the Externgecurity Manager (ESM). If the event is completed
successfully, a copy of the member and the descriptor are stored.

15.5.2.4 Move (Delete and Update a Member)

A configuration member from the current edit session's Controlled Dataset can
be moved into the current edit session's edit data window. To proceed with the
Move Event, the requirements of the edit descriptor must be successfully
completed and the user must have the appropriate UPDATE authority as
determined by the External Security Manager (ESMjhe event is completed
successfully, two entries may be recorded in the Control JouiTia first entry

will denote the deletion of the mad member from he Controlled
Dataset. Thesecond will indicate the edit update of the target member in the
Controlled Dataset.Note that cancelling the edit update session after the
member move but prior to saving the active edit session data, will render the
Control durnal with the only copy of the moved member's data.

15.5.2.5 Delete

The deleting of configuration members (Delete Events) that takes place either
using TSO under TCE or ISPF will optionally spawn the display of an event
Descriptor Window. To proceed with the Delete Event, the requirements of the
descriptor must be successly completed and the user must have UPDATE
authority as determined by the Extern@écurity Manager (ESM).

If ISPF member delete confirmation is active, the standard ISPF member delete
confirmation panel will be displayed. Exiting from this panel will prevent the
member from being deleted and will cause a Delete AE journal entry to be
created.

If ISPF member delete confirmation is not active or the member delete is
confirmed from the confirmation panel, the Descriptor data entry panel will be
displayed. If the event documentation is completed as defined by the Descriptor
window, and the user ha UPDATE authority as determined by the External
Security Manager (ESM), the member is deleted, and the Control Journal is
updated with a copy of the member and the details of the transaction.

A second opportunity to stop the member delete is available in the Descriptor
data panel. If the panel has a command line area, entering CANCEL (or CAN) on
the command line will have the same effect as exiting the member delete from
the confirmation promp panel.

If the event is completed successfully, a copy of the member and the descriptor
are stored.
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15.5.2.6 Create (Add a Member)

It is common practice to add a new member into an existing edit session's dataset
using the CREATE (or CRE shortcut) primary edit commé&ihere theedit
session's dataset is a Control Editor Controlled Datasetl@@REATE command
specifies a simple me member name, the Control Editor will create the new
member using the selected existing membel&a. To proceed with a CREATE
member Event, the requirements of the descriptor must be successfully
completed and the user must haagpropriate UPDATE auttity as determined

by the External Security Manager (ESM}he event is completed successfully, a
copy of thenew member and the descriptor are stored in the Control Journal.

It is possible that members will be added to Controlled Datasetproicesses
other than CREATE memb@&uch events are captured automatically as Detected
Additions. When detected, the new member and its associated META Data are
storedin the Control Journal thus creating a new Backup and Baseline.

15.5.2.7 Restore

Members stored in BACKUP or EVENT Journals may be restored at any time. To
perform a restore, a user must have appropriate authqrity determined by the
External Security Manager (ESM) and access to the Restore Facility (Restore
Event) provided within théntegrity ControlsEnvironment. When a Restore is
performed it will optionally spawn the display of an event Descriptor Window. To
proceed with the Restore Event, the user must review and confirm the identity of
the restore target and satisfy the reqements of the optional descriptor
window. If the event is completed successfully, the membeessored,and a

copy of the member and the descriptor are stored.

15.5.3 Automatically Detected Changes

! 45SGSOGSR / KFy3aSé¢ Aa I+ OKFy3aS G42 | YSYoS
Controlled Dataset (a Boundary Dataset) that was made using a process not

managed by TCE. Such events are called Detected Change Events. Geuoehally

changes should be viewed as a violation of the operation policy inferred by an

established Control Dataset Lis¥hen Change or Add events are detected, a copy

of the changed or added member is stored. When a Delete event is detected, the

last copy of the member stored in th@ontrolled Journal is marked Deleted. In
FRRAGAZ2YS Fa gAGK Fff 9@Syidas | adzyYlF NBE NBC
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Actions that alter the content of a Controlled Dataset or its Controlled Member may
be taken OUTSIDE of the operational scope of The Control Environment.

In order to ensure that such nestandard actions do not go unnoticed and/or
dzy NEO2NRSRZ | LINRPOSaasx OFfftSR a!dziz 5S3GSO
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presentation of Administrator Panels and/or Reports. Detected events are reported
using the following Event Class Descriptors.

In addition, a set of optional Detectors, The Supplementals, may be employed to
detect changes in nhamed IODF Datasets, Load Libraries and/or the state of the
Health Checker on named z/OS Systems.

SubClass SubClas®escription

DTCNG Auto Detected Controlled Member Change
DTDEL Auto Detected Controlled Member Deletion
DTADD Auto Detected Controlled Member Addition

See AlscOPTIONAL SUPPLEMENTAL DETECT

15.5.4 JOB/JCL Submission Events

JCL stored in Controlled Datasets can be SUBMITTED directly from the command line
during an edit session (SUBMIT Event) without External Security Manager (ESM)
intervention. The attempt of such a submission will optionally spawn the display of
an event Dscriptor Window. To proceed with the SUBMIT Event, the requirements

of the descriptor must be successfully completed. If the event is completed
successfully, a copy of the member and the descriptor are stored.

Members housed in Control Datasets may be submitted directly to the JOB Queue.
Such submissions are automatically detected and reported usinipliogving Event
Class Descriptor.

SubClass SubClasDescription
SBMIT Controlled Member Submitted to JOB Queue

15.5.5 Operator Command Events

The MVS Operator and Activate Command Sets are used to dynamically change the
configuration or operation of the z/OS system environment. Generally, their use is
limited to a select group of knowledgeable system operators and/or systems
programmers.

Operator Commands may dynamically impact the integrity of the z/OS Environment.
If the optional identification, capture and recording of nhamed commands are
activated, related command events are detected as issued and reported using the
following Event Cks Descriptors.

SubClass SubClasDescription

SETCM Detected SEDperator Commands
MODCM Detected MODIFY Operator Commands
MISCM Detected Miscellaneous Operator Commands
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15.5.5.1 Operator Commands

z/OS SET, SETxxxxx and MODIFY COMMANDS are used to dynamically alter the
z/OS configuration (Dynamic Events). The command strings calling such events,

(SET PROG=01, SETxxxxx, (SETPROG APF,add,dsnname=) and MODIFY LLA) are
captured as is the message textitten to the system log as a result of the event.

No Descriptor Window is displayed to alert the user that the event is being
captured. In addition, as with all Events, a summary record called a META Record
O2y G AYyAy3 aL{tC [ A1 Scieated andilinkadith & 6 a9 ¢!
messages. This META Data is accessed in the building of reports and answering
queries.

15.5.5.2 ACTIVATE

IODF ACTIVATE COMMANDS are used to dynamically alter the 1/0O configuration
(ACTIVATE Events). The command strings calling such events (ACTIVATE) are
captured as is the message text written to the system log as a result of the event.

No Descriptor Windowsi displayed to alert the user that the event is being

captured. In addition, as with all Events, a summary record called a META Record
O2ydFAyAy3a aL{tC [A]S¢E aidliAraardoa oa9c!
messages. This META Data is accessed in tldinguof reports and answering

queries.

15.5.6 Supplemental Changes

The optional Supplemental Detectors are available to extend the change detection
and reporting capabilities of the Control Editor. They are user controlled and build
baselines of specific z/OS components, subsequently comparing old Baselines to
ones that lave been newly created. Changes, if any, may be posted to the Control
Journals and notification sent via email to named recipients.

SubClass SubClasDescription

DTACF CAJ/ACF2 ConfiguratierPolicy Change

DTTSS CA/Top SecreEonfiguration Policy Change
DTDSM IBM/RACF ConfiguratiapnPolicy Changes

DTSVC Changes in z/OS System SVC on running systen|
DTVOL System Volume Changes on running system
DTDB2 Name DB2 sysid Parameter Changes

DTUSR User Defined; Bydefault IPL Date/Time Change
DTIOD Changes in one or more named IODF Dataset
DTLOD Changes in one or more Load Library

DTHCK Named System Health Checker State Changes
DTMBR Named Member Dataset Changes

DTCSD CICS/CSD Configuration DataShanges

DTIMS IMS Control Region Starting Procedure Changes
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DTIFO Changes in Image FOCUS Message Summary
DTAPF Changes in APF Dataset Authorization

DTPAK IFO IPL Configuration Package Changes
DTXCF Cross Coupling Facility Changes

DTPPT Changes in the Program Properties Table
DTCEW Changes in Control Journal Content

15.5.7 System Messages

z/OS and the IBM Health Checker for z/OS issue messages to highlight and/or call
operator attention to specific systeraonditions or findings. User may designate
specific messages as Controlled Messages, recording their occurrence in the Control
Journals.

SubClass SubClasdDescription

MSSYS A Defined Message issued by a z/0OS System
MSHZS A Defined Messagissued by the Health Checker
MSICH A Defined Message issued by RACF

15.5.7.1 Issued by the System

System messages that are routed to the operator console may be specifically
defined in NSEJRNOO, captured and collectively routed via email reports to a
recipient list at defined intervals during a-Pur daily cycle.

15.5.7.2 Issued by the Health Checker

Health Checker messages that are routed to the operator console may be
specifically defined in NSEJRNOO, captured and collectively routed via email
reports to a recipient list at defined intervals during at®ur daily cycle.

15.5.8 Security Policy

ESM specific commands may be detected then captured and recorded.

Descriptor Window is displayed to alert the user that the event is be@pgured. In
FRRAGAZ2Y S a gAlGK it 9@Syidazr I adzyYlI NBE NBC
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is accessed in the building of reports and answering queries.

The integrity of The External Security Manager (ESM: RACF, ACF2 or Top Secret) is

defined and controlled by its Policy Configuration. Changes to the Policy
/| 2y FTA3dz2NF GA2Y YIRS SAGKSNI dzaAy3d O2YYlyRa 2
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interface or those that may be issued directly from the TSO Command/Shell are
automatically detected and reported using the following Event Class Descriptors.

SubClass SubClasDescription
ESMPC Detected ESM Internal Product Commands

ESMOC Detected ESM Operator Commands

15.5.8.1 IBM/RACF Policy Settings

SETROPTS COMMANDS dynamically alter the RACF configuration (SETROPTS
Events). The command strings calling such events, for example (SETROPTS
PASSWORD(INTERVAL(30))) are captured as is the message text written to the
system log as a result of the event.

15.5.8.2 Resource and Access Profiles

RACF Resource and Access Profiles can be updated and/or altered using the
following RACF Commands and are captured, as is the associated message text
written to the system log as a result of the event.

15.5.8.3 Top Secret Policy Settings

Both the MVS Operator Command MODIFY TSS and the Top Secret specific command
set TSS MODIFY are detected.

15.5.8.4 ACF2 Policy Settings

The MVS Operator Command MODIFY ACF2 as well as the TSQmAGIRd
Control GSO subcommands are detected.

15.5.9 TCE Configuration

The integrity of The Control Environment is defined and controlled by its
Configuration Members: NSEJRNxxX, NSEENSxx, NSECTLxx and NSEXCPxx. Each is
described in detail elsewhere in this User Guide. Changes to and/or the Activation of

these components are automatically detected and reported using the following

Event Class Descriptors.

NSJRN Detected Changes to T&Ember NSEJRNxx

NSENS Detected Changes to TCE Member NSEENSxx
NSCTL Detected Changes to TCE Member NSECTLxx
NSXCP Detected Changes to TCE Member NSEXCPxx
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15.5.10 Exceptional Events

Exceptions that result from a definelb 2yl I Y RIF NRé S@Sy iz dzyl yiA
behavior or the failure of a TCE process are automatically detected and reported
using the following Event Class Descriptors.

SubClass SubClasDescription

EXCEP Detected Defined/Named Exception
CANCL Cancelled Required Edit Descriptor Completion
ATMPT Edit/Update Denied by External Security Manage
FAILS TCE Journal Update/Processing Failed

155.11 Image Inspections

An AuditLog is a summary of Inspection results and Changes detected within each

defined Image within each defined Sysplex during an Image FOCUS Production
Inspection (AuditLog Event). This highly summarized information is automatically

posted to the ContrbJournals following each Inspection Cycle. Each posting contains

links directly to the underlying Inspection Reports and Configuration Blueprint

Packages. The Control Editor History function uses these links to expand the
information contained in the Autliog into an articulating set of OSAudit Reports. In
FRRAGAZ2YS a gAGK Fff 9@Sydas | adzyYlF NBE NBC
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accessed in the building of refite and answering queries.

The Controls Environment works in conjunction with Image FOCUS to ensure that an
auditable record, the Image FOCUS Aldiy, containing a summary of the results

of Background Sysplex/Image Inspections, is captured and posted to the Open
Control Journal.These automatic postings are reported using the following Event
Class Descriptor.

SubClass SubClasDescription
AUDIT Notice of Posting of Image FOCUS Audit Log

15.5.12 Event Notification

Event Notification is a process by which any user defined Edit, Operator and/or Policy
Command can be reported in retiine via Email to an independently named set of
recipients. Notification content: Event Identity, Event Descriptor/Command and
Event Repad may be customized for each individually defined notification event.

Notification Events are a unique collection of Event Classes that arise as a result of
configuration definitions defined and maintained in the NSEENSxx Configuration
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Member. When such a natification activated by a related event is sent, a record of it
is stored in the Open Control Journal. These notices are reported using one (possibly
more) of the following Event Class Descriptors.

SubClass SubClasDescription

ENOTE Individual Event Notification Email

IRPTS Defined Interval(s) Notice within 24 Daily Cycle
DRPTS Notice/Report of Completion of 24 Daily Cycle
NSTOP Email Notification Process Suspended

DEBUG Email Debug Repoimcluded with Notification
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15.5.13 Background Reports

Each Event Class may be configured to create, post and distribute its corresponding
Background Report. When reports are posted to the Control Journal the following
SubClasses are used to identify the report.

SubClass SubClasDescription

RBKUP Background ReportsBackup Events

RSTAG Background ReportsStaged Events

RDETC Background ReportsDetected Change Events
RXMIT Background ReportsJOB/JCL Submit Events
ROPCM Background ReportsNamed Command Events
RCNGS Background ReportsSupplement Detector Eventg
RMESG Background ReportsNamed Message Events
RESPM Background ReportsESM Policy Events
RTCPM BackgroundReports- TCE Policy Events

RINSP Background Reportsinspection Events

REXCP Background ReportsExceptional Events
RNOTE Background ReportsNotification Events
RDLST Background ReportsControlled Dataset Events
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16  Appendix G - LegacyVu

The Legacy View, the original Journal Interface, can be reafdrethe Cntrolled Event
Reporting Options Menu.

[TCE 19.0 - Controlled Event Report Options

O Overview .. - Show TCE Journal Overview Options  Userid - PROBI1
Time - 1741

C Category .. - Controlled Activity by Categories  Sysplex - ADCDPL
System - ADCD113

B Boundary .. - Controlled Event Activity Options  IFOhlq - TEST
ICE 19.0 - TCE 19.0

J JrlQuery .. - Show Journal AdHoc Que  ry Interface  Patch Level PO

R Restores .. - Show Worksheet of Restore Points

M Monitors .. - Show Control Event Monitor Options

L LegacyVu .. - Legacy Category/Journal Functions

X Exit - Return to the TCE Primary Menu

NewEra Software, Inc.
Our Job? Help you make repairs, avoid problems, and improve IPL integrity.

When the LegacyVOption is selectedhe the Legacy Category/Journal Selection Menu is
displayed.

TCE 19.0 - Legacy Category/Journal Selection

C Category .. - Show Current Category Definitions  Userid - PROBI1
Time - 17:45

J Journals .. - List of Control Journal Datasets ~ Sysplex - ADCDPL
System - ADCD113
IFOhIq - TEST

ICE 19.0 - TCE 19.0
Patch Level PO

X Exit - Return to the TCE Primary Menu

NewEra Software, Inc.
Our Job? Help you make repairs, avoid problems, and improve IPL integrity.
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16.1 Category i Accessing Controlled Dataset Categories
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details of the list in the NSECTLxx Configuration member. Once correctly defined members
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the control and management of The Control Editor and events affecting them will be recorded

in Control Journals.
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reports and displays and therefore the relationshiptween a dataset and its assigned

category is considered a critical relationship. It is a best practice to plan and examine these
relationships carefully.

Once the category relationships are established, they can be reviewed and the datasets within
them accessed via The Control Editor Administrator Interface. To display the active Category
[ Aa0X dzaS GKS 5FGFasSa aSt SO0 dlhgan®pidish@eyitero @ LI | OA
2 KSy Al 0S02YSa ySOSaalNE (2 OKIFy3aS G4KS a/ 2y d N
1 - Return to the NSECTLxx configuration member, make the changes and restart
IFOM.
2 - Select the Action Option and update the configuration dynamically. *

*Dynamic updates do not require a restart of IFOM.

The remainder of this section will address the progression of panels and functions available
when using the Dataset Option.
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